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About This Guide

What is in this guide

This guide describes how to manage and troubleshoot the APX 8000™ and MAX TNT®
TAOS units. It assumes that you have set up your unit as described in the Hardware
Installation Guide that came with your unit and the APX 8000/MAX TNT Physical Interface
Configuration Guide. You must also have the unit configured for network connectivity as
described in the APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration Guide.

Each chapter in the guide focuses on a particular aspect of TAOS unit administration and
operations. The chapters describe tools for system management, network management, and
SNMP management.

Although some of the sections in this manual deal with security issues, the APX 8000/MAX
TNT WAN, Routing, and Tunneling Configuration Guide provides a more comprehensive
approach to such topics as securing the unit, using firewalls, and understanding the more
complex authentication procedures (such as the use of dynamic passwords).

To perform many of the tasks in this manual, you must have administrative permission on the
TAOS unit. For instructions on logging into the TAOS unit with administrative permissions,
see “Logging into the TAOS unit” on page 2-2.

Note: This manual describes the full set of features for APX 8000 and MAX TNT units
running True Access™ Operating System (TAOS) software version 9.0 or later. Some features
might not be available with earlier versions or specialty loads of the software.

This manua hereafter refers to your product as a TAOS unit.

A Warning: Beforeinstalling your TAOS unit, be sure to read the safety instructionsin the
Access Networks Safety and Compliance Guide. For information specific to your unit, see the
“ Safety-Related Electrical, Physical, and Environmental Information” appendix in your unit’s
hardware installation guide.

What you should know

This guideisfor the person who installs, configures, and maintains a TAOS unit. To configure
aunit, you need to understand the following:

¢ Internet or telecommuting concepts
e Wide Area Network (WAN) concepts
e Loca AreaNetwork (LAN) concepts, if applicable
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About This Guide
Documentation conventions

Documentation conventions
Following are all the special characters and typographica conventions used in this manual:

Convention Meaning

Monospace text Representstextthat appearson your computer’s screen, or that could
appear on your computer’s screen.

Bol df ace Represents characters that you enter exactly as shown (unless the

nmonospace text charactersarealsoinit al i cs—seeltalics, below). If you could
enter the characters but are not specifically instructed to, they do not
appear in boldface.

Italics Represent variable information. Do not enter the words themselvesin
the command. Enter the information they represent. In ordinary text,
italics are used for titles of publications, for some terms that would
otherwise be in quotation marks, and to show emphasis.

[1 Square brackets indicate an optiona argument you might add to a
command. To include such an argument, type only the information
inside the brackets. Do not type the brackets unless they appear in
boldface.

Separates command choices that are mutually exclusive.

> Points to the next level in the path to a parameter or menu item. The
item that follows the angle bracket is one of the options that appear
when you select the item that precedes the angle bracket.

Keyl-Key2 Represents a combination keystroke. To enter a combination
keystroke, press the first key and hold it down while you press one or
more other keys. Release all the keys at the same time. (For example,
Ctrl-H means hold down the Control key and pressthe H key.)

Press Enter M eans press the Enter, or Return, key or its equivalent on your
computer.

Note: Introduces important additional information.

A Warnsthat afailureto follow the recommended procedure could result
Caution: in loss of data or damage to equipment.

A Warns that afailure to take appropriate safety precautions could result
Warning: in physical injury.

A Warns of danger of electric shock.
Warning:
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About This Guide
Documentation set

Documentation set

The APX 8000/MAX TNT documentation set consists of the following manuals.

e Read mefirst:

Access Networks Safety and Compliance Guide
Contains important safety instructions and country-specific compliance information
that you must read before installing a TAOS unit.

TAOS Command-Line Interface Guide

Introduces the TAOS command-line environment and shows how to use the
command-line interface effectively. This manual describes keyboard shortcuts and
introduces commands, security levels, profile structure, and parameter types.

e Installation and basic configuration:

APX 8000 Hardware Installation Guide
Shows how to install APX 8000 hardware and includes technical specifications for
these units.

MAX TNT Hardware Installation Guide
Shows how toinstall MAX TNT hardware and includes technical specifications for
these units.

APX 8000/MAX TNT Physical Interface Configuration Guide

Shows how to configure the slot cardsinstalled in a TAOS unit and their line
attributes for such functions as framing, signaling, and channel usage. It aso
describes how calls are routed through the system and includes information about
configuring the unit in a Signaling System 7 (SS7) environment. This guide explains
shelf controller redundancy for an APX 8000 unit.

e Configuration:

APX 8000/MAX TNT ATM Configuration Guide

Describes how to configure Asynchronous Transfer Mode (ATM) operations on a
TAOS unit. This guide explains how to configure physical layer attributes and how to
create permanent virtual circuit (PVC) and switched virtua circuit (SVC) ATM
interfaces. It includes information about ATM direct and ATM-Frame Relay circuits.

APX 8000/MAX TNT Frame Relay Configuration Guide

Describes how to configure Frame Relay operations on a TAOS unit. This guide
explains physical layer configuration and restrictions and how to create permanent
virtual circuit (PVC) and switched virtual circuit (SVC) interfaces. It includes
information about Multilink Frame Relay (MFR) and link management, as well as
Frame Relay and Frame Relay direct circuits.

APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration Guide

Shows how to configure LAN and WAN routing for analog and digital dial-in
connections on a TAOS unit. This guide includes information about | P routing, Open
Shortest Path First (OSPF) routing, Internet Group Management Protocol (IGMP)
routing, multiprotocol routers, Virtual Routers (V Routers), and tunneling protocols.

MultiVoice™ for MAX TNT Configuration Guide
Shows how to configure the M ultiVoice application to runona MAX TNT unit in
both Signaling System 7 (SS7) and H.323 Voice over IP (VolP) configurations.
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About This Guide
Documentation set

* RADIUS: TAOSRADIUS Guide and Reference
Describes how to set up a TAOS unit to use the Remote Authentication Dia-1n User
Service (RADIUS) server and contains a complete reference to RADIUS attributes.

e Administration and troubleshooting:

—  APX 8000/MAX TNT Administration Guide (this guide),
Describes how to administer a TAOS unit, including how to monitor the system and
cards, troubleshoot the unit, and configure the unit to use the Simple Network
Management Protocol (SNMP).

 Reference
— APX 8000/MAX TNT Reference

An alphabetic reference to all commands, profiles, and parameters supported on
TAOS units.

— TAOSGlossary
Defines terms used in documentation for TAOS units.
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Viewing informationabout slotcards ... ... i i 1-3
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Typical system administration tasks for the TAOS unit’s slot cards include viewing status
information, removing a slot card configuration, and disabling lines. For information about
managing your TAOS unit, see Chapter 2, “TAOS System Administration.”

Viewing installed slot cards

The Show command displays information about the slot cards installed in the TAOS unit and
the status of each card. You can also use the Show command for a particular slot card. For an
example, see “Viewing information about slot cards’ on page 1-3.

The following example illustrates use of the Show command that displaysalist of slot cards
installed in the left controller of a unit:
super - >show

Controller { left-controller } ( PRI MARY ):
{ shelf-1 slot-2 0} UP csnx-card
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Viewing installed slot cards
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The output liststhe physical address of each slot in which aslot cardisinstalled. The addressis
in the form { shelf slot item} . Each listing also shows the status of the card and the type of card

installed.
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slot-8
slot-9
slot-11
slot-12
slot-13
slot-14
slot-15
slot-16
slot-17
slot-19
slot-20
slot-21
slot-22
sl ot-23
slot-24
slot-25
sl ot-26
sl ot -27
slot-29
sl ot-30
sl ot-33
slot-34
sl ot-36
sl ot-38
sl ot-39

o O O O O
B el

O O O O O O O O OO0 OO0 000 oo o oo oo
e e e e e e e e e e e e e e e o e o e e o

UuP hdl c2ec-card
UP madd2- card
UP oc3-atmcard
UP hdl c2ec-card
UP et her 3-card
RESET 8el-card

UP hdl c2-card
UP csnx-card

UP hdl c2-card
UP hdl c2ec-card
UP hdl c2ec-card
UP hdl c2ec-card
UP et her 3-card
UP hdl c2-card
UP hdl c2-card
UP csnx-card

UP t3-card

UP hdl c2-card
UP hdl c2-card
UP csnx-card

uP hdl c2-card
UP et her 3-card
UP csnx-card

UP t3-card

uP hdl c2ec-card
UP 8t1l-card

UP et her 3-card
UP et her 3-card

The status can be reported as follows:

Satus

upP

DOWN
PCST
LOAD
OCCUPI ED

RESET
NONE

Signifies

Normal operational mode.

Not in operational mode.

The card is running power-on self tests.

The card isloading code as part of booting up.

Theslotisoccupied by atwo-slot card (such asthe
48 modem card in shelf 1, slots 3 and 4, in the
example above).

The card is being reset.

The card has been swapped out, but its
configuration remainsin NVRAM.
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The Show command can report the following types of slot cards:

L abel

unknown
4/1ether-card
4et her-card
4ether2-card
48npdem card
48npdem 56k- card
8el-card

8t 1l-card
csmx-card
ds3-atmcard

shel f-controller

Signifies

Current software does not recognize the card in the slot.
Ethernet card with one 100Mbps and four 10M bps ports.
Ethernet card with four 10Mbps ports.

Ethernet card with one 100Mbps and three 10M bps ports.
48 V.34 modem card.

Series56 Digital Modem card.

8-line E1 slot card.

8-line T1 slot card.

Seriesh6 |1 Digital Modem card.

DS3 card with ATM support.

Shelf-controller card.

Viewing information about slot cards

To use the Show command for information about a particular command, add the shelf and
dlot-card numbers as arguments. For example:

adm n>show 1 3

Shel f 1 ( standal one )
{ shelf-1 slot-3 0} UP 4et her 2-car d:
{ shelf-1 slot-3 1} UP ethernet-1
{ shelf-1 slot-3 2} UP et hernet-2
{ shelf-1 slot-3 3} UP et hernet-3
{ shelf-1 slot-3 4} uP et hernet-4
{ shelf-1 slot-3 5} 100- Base-T

Opening a session with a slot card

To open a session with adlot card, use the Open command as in the following example;

admi n> open 1 7
where 1 isthe shelf number and 7 is the slot number.

After you have established a session with the card, the prompt changes to indicate the type of
card, its slot number, and its shelf number. To list the commands avail able on the card, enter a
? or hel p, asin the following example:

t1-1/7> 2

? ( user )
aut h ( user )
cbcardif ( debug )
cbsnmpt rap ( debug )
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cbStats ( debug )
checkd ( debug )
cl ear ( user )
cl ock-source ( diagnostic )
debug ( diagnostic )
debugd ( debug )
di spl ay ( debug )
dp- decode ( debug )
dp-ramdi spl ay ( debug )
dpramt est ( debug )
dspBypassCli ents ( debug )
dspDi al ( debug )
dspSet DAdTi nesl ot ( debug )
fakeCal | edl d ( debug )
fakeCid ( debug )
fe-1oop ( diagnostic )
fill ( debug )
frreset ( debug )
X

[ More? <ret>=next entry, <sp>=next page, <"C>=abort]

For information about the card-level commands, see the APX 8000/MAX TNT Reference.

To exit the session with the card, enter qui t , asin the following example:
t1-1/7> quit

Changing a slot state

To force achange in the state of a slot, use the Slot command, as shown in the following
examples.

To bring a slot down, use the Slot command with the - d option, and specify the shelf and slot
number of the card you want to shut down. For example;

adm n> slot -d 1 3

slot 1/3 state change forced
When you bring a card down with the Slot command, it only remains down until the next
reboot. To bring aslot up:

adm n> slot -u 1 3
slot 1/3 state change forced

Changing a device state

To force achange in the state of a device, use the Device command, as shown in the following
examples.

To bring a device down:

admi n> device -d {{1 3 6} 24}
slot 1/3 state change forced

To bring a device back up:

1-4
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admi n> device -u {{1 3 6} 24}
slot 1/3 state change forced

Removing a slot card and its configuration

TAOS unit dlot cards are hot swappable. When you remove a card, the system retains its
configuration. This enables you to re-install the card or install another of the same typein the
same slot, without reconfiguring the system or uploading a backup configuration. One
side-effect of configuration retention is that the NVRAM used to store configuration
information is not cleared when a card is removed, until you explicitly clear the configuration.

When a card has been removed, it shows up with a status of NONE in the Show command
output. For example:

adm n> show 1 13
Shelf 1 ( standal one ):

{ shelf-1 slot-13 0 } NONE slot-card-8t1
{ shelf-1 slot-13 1} tl-1ine-1
{ shelf-1 slot-13 2} t1l-1ine-2
{ shelf-1 slot-13 3} t1-1ine-3
{ shelf-1 slot-13 4} t1l-line-4
{ shelf-1 slot-13 5} t1-1ine-5
{ shelf-1 slot-13 6 } t1-1ine-6
{ shelf-1 slot-13 7 } tl-line-7
{ shelf-1 slot-13 8 } t1-1ine-8

The NONE status indicates that the card was removed but its profiles have been saved. The
TAOS unit remembersthat a card wasin that slot and saves its profiles until acard of a
different typeisinstalled in the same slot, or until the administrator entersthe Slot -r
command, as in the following example;

adm n> slot -r 13
slot 1/13 renobved

In either case, al the old profiles associated with the slot are deleted. If adifferent type of card
isinserted, appropriate new profiles are created.

Viewing the clock source for a slot card

The Clock-Source command can be run on the shelf controller or on an individua card, asin
the following exampleon a T1 card:

admi n> open 1 1

t1- 1> cl ock-source
Master line: 3
Source List:
Source: line 3 Avail abl e* priority: 1

Sources with layer 2 up, which are preferred, are marked with an asterisk. For information
about configuring the clock source see the hardware install ation guide.
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Recovering from a failed slot-card installation

If you installed a new dlot card before upgrading the system software, and the slot card does
not come up properly, there are two ways to recover:

Use the Nvram command.
Remove the ot card.

Using the NVRAM command

A

Caution: Using the Nvram command resets the entire system. This method cannot be done
remotely because the Nvram command clears the TAOS unit’s configuration, including its 1P
address. Before performing this procedure make sure you have access to the TAOS unit's
seria port.

To recover from afailed slot-card installation by this method:
1 Savethe current system configuration. For example:

adm n>save network bonzo 971001
This savesthe configuration to a file named 971001 in the TFTP home directory on a host
named bonzo.

Clear the system configuration and restart the TAOS unit by executing the Nvram Clear
command:

adm n>nvram cl ear

Restore the saved system configuration.

You can either restore it through the seria port, or you can reassign an | P address and
default gateway through the serial port, then use the Load command to load the rest of the
configuration as in the following example;

adm n>l oad confi g network bonzo 971001

Thisrestores the configuration from afile named 971001 in the TFTP home directory on a
host named bonzo.

For a complete description of saving and restoring configurations, see the “Backing up and
restoring a configuration” on page 2-19.

Removing the slot card

To recover from afailed slot-card installation by removing the slot card:
1 Savethecurrent configuration of any profiles on the card. For example:

adm n>save network bonzo 971001 t1

This saves the configuration of all the T1 profilesto afile named 971001 in the TFTP
home directory on ahost named bonzo.

Bring down the card, as in the following example:

admn> slot -d 11
Thisdisables the dot card in shelf 1, dlot 1.

Remove the card profile:

1-6
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admn> slot -r 11
4 Bring the card back up:
admn> slot -u 11

5 Restorethe configuration of any profiles on the card. For the T1 card in this example, you
would enter the following command:

adm n>l oad confi g network bonzo 971001

Thisrestores the configuration from afile named 971001 in the TFTP home directory on a
host named bonzo.

Displaying line status

To display the activity of the TAOS unit's WAN lines, enter the Line command:

adm n> line [all]|enabled] [top|bottom

where

e all displaysal lines.

¢ enabl ed displays enabled lines.

* t op displays the status window at the top of the screen.

¢ bot t omdisplays the status window at the bottom of the screen.

Figure 1-1 shows an example of aline-status window for the T3 card.

Figure 1-1. Example of a T3 card line-status window

1 Connections, 1 Sessions |"“my T3" 1/15/00 LAla la la la la la la
0065 FRWR-SLC MPP 09/02/1 56000]| 1/15/01 LA T-------- --mmmiin oo

[ 1/15/02 LA T-------- --mmmien oo
1/15/03 LA T-------- mommmiin oo
1/15/04 LA T-------- --mmmiin oo
1/15/05 LA T-------- --mmmen oo
1/15/06 LA T-------- ---mmmin oo
1/15/07 LA T-------- mommmiim oo

M 520 L: notice Src: shelf-1/slot-15

[ Next/Last Line: <up/dn arw>, Next/Last Page: <pg up/dn>, Exit: <esc> ]

The first entry in the right-hand area of the screen shows the overall status of the DS3 line and
each of its seven component DS2 channels. One DS2 includes 4 DS1s. The other entries
represent each of the component DS1s.
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The Line commands put the window in line-status mode, in which the following message
appears below the status window:

[ Next/ Last Conn:<dn/up arw>, Next/Last Page:<pg dn/up>, Exit: <esc>]

The message indicates the key sequences you can use for displaying additional information in
the line status area. The Down Arrow and Up Arrow keys display the next and previous T1 line
in the list, respectively. The Page Down and Page Up keys display the list a screen at atime.

When the line-status mode message is displayed, the system prompt does not appear at the
bottom of the window. Press the Escape key to exit this mode and return to the system prompt.

Line status information includes the following identifiers and codes:
* Lineidentifier in shelf/slot/line format

e Two-character code indicating the line’s link status

e Single-character code indicating channel status

e Single-character code indicating channel type

Following are the link-status codes:
Code Description

LA (link active) Thelineis active and physically connected
LS (UDSSlines) Loss of Signal. No signal has been detected.

LF (UDS3lines) Loss of Frame. A signal is present but is not valid for framing.
NT The Ellineisactive and configured as network-side equipment.
TE The El lineisactive and configured as user-side equipment.

RA (red alarm) Thelineis unconnected, improperly configured, experiencing a

very high error rate, experiencing aloss-of-receive-signal, or is not
supplying adequate synchronization.

YA (yellow alarm) The TAOS unit isreceiving a Yellow Alarm pattern, an indication
that the other end of the line cannot recognize the signalsthe TAOS
unit is transmitting.

DF (d-channdl fail) The D channel for aPRI lineis not currently communicating.

1S (al ones) A keep-alive (also known as a Blue Alarm) signal is being sent
from the PRI network to the TAOS unit to indicate that thelineis
currently inoperative.

| D(idle—DS3only) The DS3 interface has detected an Idle Signal transmitted from the
other side. This generally indicates that the line is provisioned but
isnot in use.

WF (wrong The DS3 interface has detected that the other sideisusing a
framing—DS3 only)  framing format that differs from the one the local DS3 interfaceis
configured for (C-bit-parity or M13).

1-8
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Following are the channel-status codes:

Code Description

(period) The channel is not available because of one of the following reasons:
e Lineisdisabled
e Channd has no physical link
e Channel does not exist
e Channd configuration specifies that it is unused
e Channd isreserved for framing (first E1 channel only)

* (asterisk) The channel is connected in a current call.

- (hyphen) The channel is currently idle (but in service).

b The channel is abackup NFAS D channel (T1 PRI only).

c The channel is currently not available becauseit isin the process of

clearing the most recent call, or because it isin the process of sending
echo cancellation tones to receive a call (inband signaling on T1

only).
d The TAOS unit isdiaing from this channel for an outgoing call.
r The channel isringing for an incoming call.
m The channel isin maintenance/backup mode (ISDN and SS7 only).
n The channel is nailed.
o] The channel is out of service (ISDN and SS7 only).
S The channel is an active D channel (ISDN only).

Following are the channel-type codes:

Code Description

E Elline

T1 PRI signaling

All other NFAS types
NFAS Primary
NFAS Secondary

- »n TV =2

T1inband signaling

Additional option for displaying line status

The Line command can display line status on screen with paged output (the output is passed to
anor e function before display) and supports the grep-like capability of searching for
particular strings.
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If you use the Line command without options, or withtheal | , enabl ed, t op, orbottom
arguments, it opens the Line status window. With the - p option, the command displays the
status information at the command line.

To use the Line command, you must have system permissions. The Line command supports
the following syntax:

adm n> help line

line usage: line [ [all | enabled ] [ top | bottom ] | [ -p ]
Option Description
-p Print line status information to screen.

With the - p option, the Line command displays line status information directly to screen. For
example, the following is sample output for T1 lines:

admn> line -p

Address Line State CARR LOOP DSO Channel Status Signal i ng Type
1/ 01/ 01 ACTIVE == LOOP .. i nband
1/01/02 RED ALARM LOC  -- ... . i i r1-i nband

1/ 01/ 03 ACTI VE -- B I i nband

1/ 01/ 04 RED ALARM - - S e i sdn- nf as
1/01/05 RED ALARM LOC  -- i nband

1/ 01/ 06 DI SABLED -- -- i nband

1/ 01/ 07 DI SABLED -- -- i nband

1/ 01/ 08 DI SABLED -- -- i nband
Following is sample output for E1 lines:

admn> line -p

Address Line State CARR LOOP DSO Channel Status Si gnaling Type
1/ 14/ 01 ACTI VE -- R I T S------- el-i ndi an-si gna
1/ 14/ 02 RED ALARM LOC -- el- dpnss-si gnal

1/ 14/ 03 ACTI VE -- --
1/ 14/ 04 DI SABLED -- --
1/ 14/ 05 DI SABLED -- --
1/ 14/ 06 DI SABLED -- --
1/ 14/ 07 DI SABLED -- --
1/ 14/ 08 DI SABLED -- --

el-indi an-sigha

The command displays the following line status information:

Output field Description

Address Shelf/Slot/Line number of the line. Thisinformation was
displayed in the Line window in previousreleases, and is
documented in the APX 8000/MAX TNT Reference.

Line State Status of the line. This information was displayed in the Line
window in previous releases, and is documented in the APX
8000/MAX TNT Reference. In addition, the LB line-state indicator
has been added to indicate that an E1 line islooped back viathe
f e- 1 oop command on the E1 card.

CARR (Carrier). If the system detects aloss of carrier on aline, LOCis
displayed. If the line sees carrier, it displays dashes (- -).

1-10
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Output field Description

LOOP (Loopback status). If the lineislocally looped, LOOP is displayed.
Otherwise, the column contains dashes (- - ).

DS0 Channel Status State of the individual DSO lines. Thisinformation was displayed
in the Line window in previous releases, and is documented in the
APX 8000/MAX TNT Reference.

Signaling Type The type of signaling in use on the line. Thisinformation was
displayed in the Line window in previous releases, and is
documented in the APX 8000/MAX TNT Reference.

Administering DS3-ATM cards

The DS3ATM#lines, Framer, and ATMDumpCall commands allow you to perform
diagnostics on the DS3-ATM card.

Displaying DS3-ATM line status

This command uses the following syntax:

adm n> ds3atmnl i nes -option

where - opt i on may be one of the following:

Option Effect

-a Displaysall available DS3-ATM lines.
-d Displays disabled DS3-ATM lines.

- f Displaysfree DS3-ATM lines.

-u Displaysin-use DS3-ATM lines.

In the following example, the DS3-ATMlines command displays all DS3-ATM lines:
adm n> ds3atmlines -a
Al'l DS3- ATM | i nes:
(dvOp dvUpSt dvRq sAdm nail g)

Li ne { 1 4 11} (Up ldle uP uP 00000)
Regardless of which option you enter, the DS3-ATMIines command displays the following
information:

Column Name Description

dvOp The operational state of the DS3 line. Va ues can be:
e Down
° Up
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Column Name
dvUpSt

dvRq

SAdm

nail g

Using the Framer command

Description

The up status of the DS3 line. Va ues can be:

« lde

* Reserved

e Assigned

The required state of the DS3 line. Values can be:
« Down

« Up

The desired state of the device. Values can be:
« Down

« Up

The nailed group that thisline is assigned to.

The Framer command is alow-level management tool for use during diagnostic sessions with
the DS3-ATM card. For example, to use the Framer command on a D S3 card on shelf 1 in slot
3, first enter the Open command as follows:

adm n> open 1 3

Then, enter the Framer command:

ds3-atm 1/ 3> franmer -option

where - opt i on isone of the following:

Option
-t
-d

-C
-2

Effect

Toggles debug output.

Dump ATM framer chip status information. The information this
command displays is also available from the status lights on the card
and in the DS3-ATM-Stat profile.

Toggle alocal loopback.
Toggle aremote loopback.

Synchronize to the DS3-ATM profile. The TAOS unit automatically
re-reads the line configuration whenever it comes up.

Clear the error counters.
Displaysthis summary.

For example, to view overall statusinformation about the DS3-ATM line, enter the Framer
command with the - d option:

ds3-atm 1/ 4> framer -d

Franmer is Enabl ed

RED_ALARM LED

O f

YELLOW ALARM LED: Of f

1-12
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Al'S LED
OOF_LED

ACTI VE_LED
F-Bit Error
P-Bit Error
C-PBit Error
FEB Error
BPV Error
EZD Error

O f

O f

On
Counter: 35
Counter: 20
Counter: 10
Counter: 51
Counter: 12
Counter: 39

Following are the Framer command output fields with descriptions:

Sate

Red Alarm_LED

Yellow_Alarm_LED

AIS LED
OOF_LED
Active LED

Description

On indicates the line is not connected, or it isimproperly
configured, experiencing avery high error rate, or
supplying inadequate synchronization.

On indicates the card isreceiving yellow-alarm from far
end.

On indicates the card isreceiving alarm indication signal
On indicates the near end isin an out of frame condition.
On indicates multipoint established.

The remaining parameters indicate the errors on the DS3 line. (Refer to RFC 1407 for
complete description of these errors.)

Parameter

F Bit Error Counter

P Bit Error Counter

CP Bit Error Counter

FEB Error Counter

BPV Error Count

EZD Error Counter

Description

Framing bit errors received since the last TAOS unit’'s
reset or the error counters were cleared.

P-bit errorsindicate that TAOS unit received a P-bit code
on the DS3 M-frame that differs from the locally
caculated code.

For C-Bit-Parity lines indicates that number of parity
errors since the last TAOS unit’s reset.

Far end block errors received since the last TAOS unit’s
reset.

Bipolar Violation (BPV) errors may indicate that the line
sent consecutive one bits with the same polarity. It could
also mean that three or more consecutive zeroes were
sent or an incorrect polarity.

Number of Excessive Zero Detect (EZD) line code
violations that have occurred since the error counters
were cleared.

APX 8000/MAX TNT Administration Guide
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Using the ATMDumpCall command

The ATMDumpCall command is alow-level management tool for use during diagnostic
sessions with the DS3-ATM card. It allows you to view the ATM call blocks, which contain
information about outgoing calls.

For example, to manage a DS3 card on the shelf 1in slot 3, first enter the Open command as
follows:

adm n> open 1 3

Then, enter the ATMDumpCall command:
ds3-atm 1/ 3> at ndunpcall -option

where - opt i on isone of the following:

Option Effect

-a Display all ATM call blocks, even those that are inactive.
-1 Display DS3-ATM line configuration information.
-u Display in-use ATM call blocks.

For example, to view all ATM call blocks, enter the ATMDumpCall command with the - a
option:

ds3-atm 1/ 3> at ndunpcal |l -a
at mdunpcal | -a
ATM Cal | Bl ock Tabl e:

Addr . Index Active calllD routelD State Vpi / Vci Prof _Nanme Sess_Up
EOOC4A7FO0 O 1 1 1 CONNECTED 1/ 43 atm 30-sw Yes
E00C4834 1 1 2 2 CONNECTED 15/ 1023 Yossi - TNT  Yes
EO0C4878 2 1 3 3 CONNECTED 1/ 56 Yoss- P220 Yes
EO0C48BC 3 0 65535 0 I NACTI VE 0/ 0 - No
EO0C4900 4 0 65535 0 I NACTI VE 0/ 0 - No
E00C5868 62 0 65535 0 I NACTI VE 0/0 No
EOOC58AC 63 0 65535 0 I NACTI VE 0/ 0 No

ATM Free Bl ocks: 360
ATM Used Bl ocks: 0

Using the OAMLoop command

The OAMLoop command sends ATM operati on-and-mai ntenance (OAM) loop-back cellson
an ATM interface, to obtain information about the results of the looped cells. It usesthe
following syntax:

adm n> oanl oop -option
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where option is one of the following:

Option

-e

—C count

—-i sec

shel f

sl ot

vpi

vcei

Description

(End-to-End). Transmit an end-to-end OAM loop cell, to be
looped by the user connection point. This option and the - s
option are mutually exclusive, and one of them must be

specified on the command line.

(Segment). Transmit a segment OAM loop cell, to be looped by
the first network connection point. Thisoption and the - e option
are mutually exclusive, and one of them must be specified on the

command line.

Transmit the specified number of cells. If this argument is not
specified, the count defaultsto 0, which means that the cells are

transmitted continuously until the administrator sends an
interrupt by pressing Ctrl-C.

Transmit the cells at the specified interval in seconds. If this
argument is not specified, the interval defaults to one second.

Specifies the shelf in which the DS3-ATM card islocated.
Specifies the slot in which the DS3-ATM card is located.
Specifies the Virtual Path Identifier on which to transmit the

looped-back cells.

Specifies the Virtual Channel Identifier on which to send the

looped-back cells.

Following is an example OAMIoop command line and output:
adm n> oamoop -c 10 -e 1 2 1 32

Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
Recei ved
--- OAM |

10 cells transmtted,

our
our
our
our
our
our
our
our
our
our
oop

Using the Loopback parameter

For diagnostics, you might want to loopback the DS3 interface by using the L oopback

End2End QOAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
End2End QAM | oopback
statistics ---

cel l
cel l
cel l
cel l
cel l
cel l
cel l
cel l
cel l
cel l

I d=9

| d=10
I d=11
I d=12
| d=13
| d=14
| d=15
| d=16
| d=17
| d=18

10 cells received, 0%cell

parameter in the DS3-ATM profile. While the interface is looped back, normal datatrafficis
interrupted. The Loopback parameter in the DS3-ATM profile supports the following settings:
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L oopback settings Effects
No- Loopback This default specifies that the DS3 line is operating normally.

Facility-Loopback During afacility loopback, the DS3 card returnsthe signal it
receives on the DS3 line.

Local - Loopback During alocd loopback, the DS3 receive path is connected to
the DS3 transmit path at the DS3 multiplexer. The transmitted
DS3 signal is still sent to the network as well.

Line statistics are displayed in the DS3-ATM-Stat profile. For information about this profile,
see “Using DS3-ATM-Stat profiles’ on page 7-9.

To configure aloopback, proceed asfollows:
1 Readthe DS3-ATM profile:

adm n> read ds3-atm {1 3 1}
DS3-ATM { shelf-1 slot-3 1 } read

2 Activate the loopback:
adm n> set |ine | oopback= facility-I oopback
3 To end the loopback, set the Loopback parameter to No-L oopback:

adm n> set |ine | oopback = no-Ioopback

Administering Ethernet cards

For al Ethernet interfaces except the shelf controller, the TAOS unit detects and flags changes
in the interface link-state. You can enable afeature in the Ethernet profile that causes
automatic routing table updates based on physical link-state changes. Routes to a disabled
(down) interface are deleted from the I P routing table, so alternative configured routes can be
used instead, and the routes are added again when the interface comes back up. You can aso
choose to administratively shut down aLAN interface by disabling its Ethernet profile.

The following parameters, shown with their default settings, are related to LAN-interface
link-state changes:

ETHERNET {shelf-N slot-N item N}
enabl ed = yes
link-state = up
i nk-state-enabled = no

For information about configuring a management-only Ethernet interface, see the hardware
installation guide for your unit.

Enabling or disabling an Ethernet interface

The Enabled parameter in an Ethernet profile specifieswhether aLAN interfaceis enabled (the
default) or disabled. If Enabled is set to No, packets routed to and received on the interface are
discarded. Note that the user-specified state is preserved across system resets.
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An interface may also be disabled by using the [fmgr command, or it may be marked as down
by the Ethernet driver when Link-State-Enabled is Yes and Link-State is Down.

To enable an interface, set the Enabled parameter to Yes (the default), or use the Ifmgr Up
option. Note, however, that if there are physica problems with the interface, specifying the
interface as up might not enableit.

To disable an interface with the Ifmgr command, proceed asin the following example:

1 Open asession with an Ethernet card:

adm n> open 1 4
ether-1/4> ifnyr

2 View theinterface table:
ether-1/4> ifngr -d

if slot:if wu p ifnane mac addr | ocal - addr
000 0: 00: 000 * pb0 000000000000 0.0.0.0/32

001 1:17:011 * iel-4-1 00c07b6d23f0 11.1.1.1/32
002 1:17:013 * iel-4-2 00c07b6d23f1 11.1.2.1/32
003 1:17:015 * iel-4-3 00c07b6d23f2 11.1.3.1/32
004 1:17:017 * iel-4-4 00c07b6d23f3 11.1.4.1/32
005 1:17:019 * iel-4-5 00c07b6d23f4 11.1.5.1/32
<end>

3 Mark the interface as down by specifying its name:

ether-1/4> ifmgr down iel-4-1
The Ifmgr display indicatesthat the interface is disabled by displaying adash instead of an
asterisk in the Up column (u):

ether-1/4> ifngr -d

if slot:if wu p ifnane mac addr | ocal -add
000 0: 00: 000 * pb0 000000000000 0.0.0.0/32
001 1:17:011 - iel-4-1 00c07b6d23f0 0.0.0.0/32
002 1:17:013 * iel-4-2 00c07b6d23f1 11.1.2.1/32
003 1:17:015 * iel-4-3 00c07b6d23f2 11.1.3.1/32
004 1:17:017 * iel-4-4 00c07b6d23f3 11.1.4.1/32
005 1:17:019 * iel-4-5 00c07b6d23f4 11.1.5.1/32
<end>

Note: A disabled Ethernet interfaceis aso shown with a dash in Netstat command output.
To mark an interface as up, enter acommand similar to the following:
ether-1/4> ifmgr up iel-4-1

For more information about the Ifmgr command, see “IFMgr” on page 4-16.

Specifying IP routing-table link states

The Link-State-Enabled parameter signifies whether the value of the Link-State parameter
affectsthe IP routing tables. If it is set to Yes, routes to an interface are deleted when the link
state is down, and added back when the interface comes back up again. If the parameter is set
to No (the default), packets are routed to the interface regardless of its link-state. If the
interface is down, packets are discarded rather than transmitted over using an aternative route.
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Displaying physical link-state

The Link-State parameter shows the physical state of the LAN interface: up or down. The
parameter can only be set by the Ethernet driver. A LAN interface isdownif it cannot transmit
or receive network traffic (for example, if the Ethernet cable is unplugged or the Ethernet hub
on that interface is down). For the shelf-controller Ethernet interface, the value of the
Link-State parameter is set to Unknown.

Checking multiple IP interfaces on an Ethernet port

In the following Ifmgr command output, the physical interface 1-12-1 has two IP-Interface
profiles associated with it. Thefirstisnamed i el1- 12- 1 (the default profile), and the second
isnamedi el-12-1-1:

adm n> ifrgr -d

bif slot sif u mp ifnane host - nane renot e- addr | ocal - addr

000 1:17 000 * i e0 0.0.0.0/32 200. 168. 6. 188/ 32
001 1:17 001 * | 00 0.0.0.0/32 128.0.0.1/32
002 0: 00 000 * rjio 0.0.0.0/32 128.0.0.2/32
003 0: 00 000 * bho 0.0.0.0/32 128.0.0.3/32
004 0: 00 000 * | ocal 0.0.0.0/32 128.0.0.1/32
005 0: 00 000 * ncast 0.0.0.0/32 225.0.0.0/32
006 1:12 001 * iel-12-1 0.0.0.0/32 10.5.6.7/32
007 1:12 002 * iel-12-2 0.0.0.0/32 0.0.0.0/32

008 1:12 003 * iel-12-3 0.0.0.0/32 0.0.0.0/32

009 1:12 004 * iel-12-4 0.0.0.0/32 0.0.0.0/32

010 1:12 005 * iel-12-1-1 - 0.0.0.0/32 10.9.1.212./24

Administering T1 and T3 cards

TAOS unit Tland T3 cards are al administered in much the same way. In most cases,
administration of the individual T1 lines on the three cardsisidentical. Table 1-1 briefly
describes the different methods you can use to manage the T1 and T3 cards and show where
each method is discussed in this manual.

Table 1-1. T1-line maintenance tasks

Task/section of this manual Description Associated parameter or
command
“Deactivating PRI linesor T1 Deactivating a PRI line allows you to Maintenance-State
channels” on page 1-19. gradually take aline or channels out of parameter
service.

Quiesce command

“Specifying FDL” on page 1-20. Your T1 service provider can use Facilities FDL parameter
DataLink (FDL) to monitor the status of your
line.
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Table 1-1. T1-line maintenance tasks (continued)

channels” on page 1-20.

Task/section of this manual Description Associated parameter or
command
“Checking the status of T1 Display the administrative state and T1channel command

nailed-group assignment of the T1 channels.

functionality” on page 1-23.

“Displaying DS1-level diagnostics | Display T1 channel errors. T1-Stats command
for T1 cards’ on page 1-21.
“Verifying proper hardware L oopback the T1 line. FE-Loop

Deactivating PRI lines or T1 channels

Deactivating (quiescing) a PRI line takes the line out of service by removing channels from
service as active calls disconnect. The switch used by the carrier affects whether the lineis
taken out of service or busied out. For details, see the Quiesce command description in the
APX 8000/MAX TNT Reference.

You can deacativate aline by using either of the following methods:
e Maintenance-State parameter in the T1 profile
e Quiesce command

Restoring aline or channel that has been quiesced can take up to 10 minutes.

Using the Maintenance-State parameter

To quiesce aline with the Maintenance- State parameter, proceed asin the following example:

adm n> set |ine maintenance-state=yes
admn> write
T1/{ shelf-1 slot-2 1 } witten

Using the Quiesce command

You can enter the Quiesce command to deactivate a PRI line, port, or channel. The command
uses the following syntax:

adm n>quiesce -d|e|r|qg|t line

where

e -d quiesces asingle DSO channel.
e - e restores aquiesced DSO channel.
e - linerestores the quiesced line.

e -qlinequiescesaPRI line.

e -t togglesthe diagnostic display.

For example, to deactivate a T1 PRI line at port 4 of acard installed in slot 2:
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adm n> quiesce -q {1 2 4}
QU ESCE: line 1/2/4, enable=T, isPri=T

Restoring aline or channel that has been deactivated can take up to 3.5 minutes, because only
one service message per channel is sent to the switch, at arate of one per second.
To restore the line deactivated in the preceding example:
admi n> quiesce -r {1 2 4}
QU ESCE: line 1/2/4, enable=T, isPri=T
Following is an example of deactivating a single channel:
adm n> quiesce -d {{1 2 4} 1}

Specifying FDL

The facilities datalink (FDL) is used by the telephone company to monitor the quality and
performance of T1 lines. If your carrier’s maintenance devices require regular data-link
reports, and if the lineis not configured for D4 framing, you can specify the type of protocol to
use (AT& T, ANSI, or Sprint).

You cannot use FDL reporting on aline configured for D4 framing. However, you can obtain
D4 and ESF performance statisticsin the FDL Stats windows or the DSX MIB, even if you do
not choose an FDL protocol. (For further information, see the Frame-Type parameter
description in the APX 8000/MAX TNT Reference).

Note: DS3-level FDL capabilities such as the Far-End Alarm and Control Channel (FEAC)
and Path Maintenance Data Link are currently unsupported.
To specify the type of FDL, proceed as in the following example:

admn>read t1 {1 2 1}

T1/{ shelf-1 slot-2 1 } read

adm n> set fdl = [none|at&t|ansi|sprint]
admn> write

Checking the status of T1 channels

To show T1-channel information, enter the T1Channels command. Use the following syntax:
adm n> tichannels - ald|c|i

where

e -adisplaysall available channels.
e -d displaysthe disabled channels.
e -c displaysall possible channels.
e -i displaysin-use channels.

For example, to display all T1 channels available, usethe - a option:
adm n> t1channels -a

T1 channel s avail abl e for use:
(dvOp dvUpSt dvRgq sAdm
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nail g)

Channel { { 1 1 3} 1} (Up Idle uP uP
00000)

Channel { { 1 1 3} 2} (Up Idle uP uP
00000)

Channel { { 1 1 3} 3} (Up Idle uP uP
00000)

Channel { { 1 1 3} 4} (Up Idle uP uP
00000)

Channel { { 1 1 3} 5} (Up Idle uP uP
00000)

Channel { { 1 1 3} 6} (Up Idle uP uP
00000)

Channel { { 1 1 3} 7} (Up Idle uP uP
00000)

Channel { { 1 1 3} 8} (Up Idle uP uP
00000)

Channel { { 1 1 3} 9} (Up Idle uP uP
00000)

Channel { { 1 1 31} 10} (Up Idle uP uP
00000)

Channel { { 1 1 31} 11} (Up Idle upP uP
00000)

Channel { { 1 1 3} 12} (Up Idle upP uP
00000)

To display information about which T1 channels are in use:
adm n> t 1channel s -i

T1 channel s all ocat ed/i n-use:
(dvOp dvUpSt dvRg sAdm nail g)

Channel { { 1 1 1} 11} (Up Assign UP uP 00000) |
Channel { { 1 1 1} 91} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 10} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 11} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 12} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 13} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 14} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 15} (Up Assign UP uP 00006) |
Channel { { 1 1 11} 16} (Up Assign UP uP 00006) |
Channel { { 1 10 10} 1} (Up Assign UP UP 00005) |

Displaying DS1-level diagnostics for T1 cards

The T1-Stats command reports DS1-level line errors. Before entering the command, use the
Open command to open asession with the installed card. For example, to open asession with a
card in shelf 1, slot 13:

adm n> open 1 13

Then enter the T1-Stats command. The following example shows the command’s syntax:
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t1-1/13> ti-stats
tl-stats [ -c ] <line> get error statistics for the line
-C. reset statistics to zero

To view DS1-level statistics on thefirst line on the card:

t1-1/13> tl-stats 1

Li ne 1:
CRC Errors:
Frame Sli ps:
Framing Bit Errors:
Qut of Frame Events:
Li ne Code Viol ati ons:

O OO wOo

Table 1-2 explainsthe T1-Stats fields.

Table 1-2. T1-Sats command fields

Field Event that increments thefield

CRC Errors Indicates that a CRC-6 checksum shows data corruption in the
signal.

Frame Slips The TAOS unit receives T1 data at a frequency higher or lower

than theinternal line clock. In the process of realigning itself to
the transmitter, the TAOS unit can skip or repeat aframe.

Framing Bit Errors Framing bit errors occur when the TAOS unit receives T1 data
a afreguency higher or lower than that of the interna line
clock. In the process of realigning itself to the transmitter, the
TAOS unit can skip or repeat aframe.

Out of Frame Events The TAOS unit no longer detects a framing pattern in the
receiving signa, or it detects a pattern at a different relative
offset than expected.

Line Code Violations The TAOS unit detected either aBipolar Violation or Excessive

Zeros, which meansthat one of the low-level T1 rules for
encoding data was violated in the received signal.

The following example shows how to view and reset the statistics to zero on line 2:

t1-1/13> t1-stats -c 2
Li ne 2:

CRC Errors:

Frame Sli ps:

Framing Bit Errors:

Qut of Frame Events:

Li ne Code Viol ati ons:
Statistics cleared.

WOOWN

TheStatistics cl ear ed message at the end of the display indicates that the statistics
have been reset to 0 (zero), because the command included the —c option.
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Verifying proper hardware functionality

When aT1 lineislooped back to the network, either as aresult of the FE-Loop diagnostic
command issued from the T1 card command line interface or as a result of loopback requests
received from the network, the T1 line status display on the shelf controller shows the LB
(loopback) status for the line.

The following examples demonstrate the use of the FE-L oop command:

To verify that the hardware is functioning properly, perform alocal loopback by using the
FE-Loop command with the i n option. For example, to internally loop back the first DS1 in
dot 1:

admi n> open 1 1
t1-1/1>
t1-1/1> fe-loop 1 in on

You can use this command when the lineisin RA state. After looping back the line internally,
state should changeto LA. Note that the T3 card does not support the FE-Loop i n option.
To turn the internal loopback off:
t1-1/1> fe-loop 1 in off
To cause the unit to transmit the received signal back towards the network, enter the following
command:
t1-1/1> fe-loop 1 out on
The receive side of the T1 is not bridged to the APX 8000. This command can be useful in
testing the path to the TAOS unit by:
«  Verifying that the switch can synchronize to its own returned signal.
e Supporting test equipment that sends out a test pattern, such as a Quasi-Random Signal
(QRS), and verifying that the pattern is received unmodified.
To turn the remote loopback off:
t1-1/1> fe-loop 1 out off

T1 and T3 slot card performance monitoring parameters
The following sections provide information on T1 and T3 slot card performance monitoring

parameters. For additional information on loopback parameter values, see the APX 8000/MAX
TNT Reference.
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Loopback parameter values

The following parameter is supported in the T3 profile and controls loopback testing on the
interface.

Par ameter Specifies

Loopback L oopback testing options.
* No- Loopback (default value)—No loopback.

e Line- Loopback—Loop the DS3 outwards
(downstream).

* Local - Loopback—Loop the DS3 inwards (internally).
Example. set Loopback = No- Loopback
Location: T3 {shelf-N slot-N N}

Channelized T3 slot card parameters

The following parametersin the T-Stat profile support diagnostic functions on channelized T3
slot cards.

Par ameter Specifies

Loss-Of-Signd Whether there is aloss of signa on theline.
 Fal se—Nolossof signal.
e True—Lossof signa.

Example: set Loopback = No- Loopback

Location: T3 {shelf-N slot-N N}

Loss-Of-Frame Whether there is aloss-of-frame signal on the line.
* Fal se—Nolossof frame signal.
e True—Lossof framesignal.

Example: | oss-of -signal = Fal se

Location: T3-Stat {shelf-N slot-N N}

Yellow-Receive Whether the TAOS unit is receiving aloss-of-frame signal
from the remote end (also known as a Yellow Alarm).

* Fal se—Nolossof frame from the remote end.
e True—Loss of frame from the remote end.

Example: yel |l ow-recei ve = Fal se

Location: T3 {shelf-N slot-N N}

Ais-Receive Whether the remote end is sending an alarm indication signal.
¢ Fal se—No aarmindication signa from the remote end.
e True—Alarm indication signal from the remote end.

Example: ais receive = Fal se
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Par ameter

Specifies

Location: T3 {shelf-N slot-N N}

Using DS3 diagnostics

The DS3Link command is a low-level management tool for use during diagnostic sessions
with the T3 card. To open a session with the installed T3 card, use the Open command.

For example, to manage a T3 card on shelf 1in slot 15:

1 Enter the Open command as follows:

adm n> open 1 15

2  Enter the DS3Link command:
t3-1/15> ds3link -option

where- opti on

Option
-a
-b on
-b of f
-C
-d 1 -

-i off

-1 off
-1 off

-2

isone of the following:

Effect

Displays current DS3 line alarms.

Transmits a DS3 Alarm Indication Signa (blue alarm).
Stops transmitting a DS3 Alarm Indication Signal (blue alarm).
Displays and clears line error statistics.

Displays current DS2 line state.

Internally loops back the DS3 payload.

Halt internal loop back.

Externally loops back the DS3 payload.

Halt external 1oop back.

Displaysline error statistics without clearing.

Toggles debug output.

Displaysthis summary.

3 Todisplay alarmson theline:
t3-15> ds3link -a

Loss of Signal: fal se
Qut of Frame: fal se
Al arm I ndi cation Signal: fal se
Idle Signal: fal se
Yel | ow Si gnal : fal se
In Red Alarm fal se
C-bit parity fram ng: fal se

A display of t r ue for C-bit parity framing does not indicate an alarm state, but that the far end

isusing C-bit parity.
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4 Todisplay and clear line error statistics:

t3-1/15> ds3link -c
Li ne Code Viol ati ons:
Fram ng Errors:
Excessi ve Zeros:
P-bit Parity Errors:
C-bit Parity Errors:
End Bl ock

Far
DS2
DS2
DS2
DS2
DS2
DS2
DS2

Fram
Fram
Fram
Fram
Fram
Fram
Fram

~NOoO oA~ WN P

Statistics

5 Todisplay the line state of the third DS2:

ng
ng
ng
ng
ng
ng
ng
cl

Errors:
Errors:
Errors:
Errors:
Errors:
Errors:
Errors:
Errors:

ear ed.

t3-1/15> ds3link -d 3
State of DS2 3:
Qut of Frane:

Al arm I ndi cation Signal:

Yel | ow Si gnal :
In Red Al arm
Reserved Bit:

Performing an external loopback

2136611
67279
2098353
217318
0

0

8415
8415
8415
8415
8415
8415
8415

fal se
fal se
fal se
fal se
fal se

To perform an externa loopback test, use the - | option as follows:

t3-1/15> ds3link -I

on

DS3 renpt e | oopback acti vated

t3-1/15> ds3link -I

of f

DS3 renot e | oopback deacti vat ed

Performing an internal loopback

Aninternal DS3 loopback connects the DS3 receive path to the DS3 transmit path at the DS3
line. The transmitted DS3 signal is still sent to the network.

To perform an internal loopback test, usethe - i option as follows:

t3-1/15> ds3link -i
| oopback acti vated

DS3 i nt ernal
t3-1/15> ds3link -i
DS3 i nt ernal

on

of f

| oopback deacti vat ed

Note: DSLI external loopbacks can be invoked manually with the FE-Loop command on the
DS3 card. In addition, you can display DS1 error statistics with the T1-Stats command. To use
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these commands, first use the Open command to open a session with the card, as described in
“Opening a session with aglot card” on page 1-3.

Administering E1 cards

The E1-Stats command reports DS1-level line errorson E1 cards. Before entering it, use the
Open command to open asession with the installed card. For example, to open asession with a
card in shelf 1, slot 13:

admi n> open 1 13

Then enter the E1-stats command. The following example shows the command’s syntax:

el-1/13> el-stats
el-stats [ -c ] <line> get error statistics for the |line
-C: reset statistics to zero

To view DS1-level statistics on thefirst line on the card:

el-1/13> el-stats 1

DS1 Line 1:
CRC Errors: 0
Frame Slips: 9872
Framing Bit Errors: 0

Far End Bl ock Errors:
Li ne Code Viol ati ons:
Statistics cleared.

o o

To view and reset the statistics to O (zero) on line 2:

el-1/13> el-stats -c 2

Li ne 2:

CRC Errors: 0
Frame Slips: 9872
Framing Bit Errors: 0

Far End Bl ock Errors:
Li ne Code Viol ati ons:
Statistics cleared.

o o

TheStatistics cl ear ed message at the end of the display indicates that the statistics
have been reset to 0 (zero) because the command included the —c option. Table 1-3 explains
the E1-Stats fields.

Table 1-3. E1-Sats command fields

Field Event that incrementsthefield
CRC Errors A CRC-6 checksum shows data corruption in the signal.
Frame Slips The TAOS unit receives E1 data at a frequency higher or lower

than theinternal line clock. In the process of realigning itself to the
transmitter, the TAOS unit can skip or repeat aframe.
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Table 1-3. E1-Sats command fields (continued)

Field Event that incrementsthe field

Framing Bit Errors Framing bit errors occur when the TAOS unit receives E1 dataat a
frequency higher or lower than that of theinternal line clock. Inthe
process of realigning itself to the transmitter, the TAOS unit can
skip or repeat aframe.

Out of Frame Events | The TAOS unit no longer detects aframing pattern in the receiving
signal, or it detects a pattern at a different relative offset than
expected.

LineCodeViolations | The TAOS unit detected either a Bipolar Violation or Excessive
Zeros, which means that one of the low-level E1 rulesfor encoding
datawas violated in the received signal.

Far end block errors | Thefar end reported an error in an E1 frame transmitted by the
TAOS unit.

Administering UDS3 cards

The UDS3lines and UDS3dump commands enable you to monitor the UDS3 card.

Using the UDS3lines command

This command uses the following syntax:
adm n> uds3lines -option

where - opt i on may be one of the following:

Option Effect

-a Displaysall available UDS3 lines.
-d Displays disabled UDS3 lines.

-f Displaysfree UDS3 lines.

-u Displaysin-use UDS3 lines.

In the following example, the UDS3lines command displays the all UDS3 lines:

admi n> uds3lines -a
Al UDS3 |ines:
(dvOp dvUpSt dvRq sAdm
nail g)
Li ne { 113 1} (Up Idle uP uP
00131)
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Regardless of which option you enter, the UDS3lines command displays the following

information:
Column Name Description
dvOp The operational state of the UDS3 line. Va ues can be:
« Down
« Up
dvUpSt The up status of the UDS3 line. Values can be;
« lde
* Reserved
e Assigned
dvRq The required state of the UDS3 line. Values can be:
e Down
« Up
SAdm The desired state of the device. Vaues can be:
« Down
« Up
nail g The nailed group that this line is assigned to.

Using the UDS3Dump command

The UDS3dump card-level command displays the information about the DS3 interface. To use
this command, first open a session to the UDS3 card, then issue the UDS3dump command,
using the following syntax:

uds3-1/ 11> uds3dunp interval

wherei nt er val may be one of the following:

Option Effect

0 Displaysthe DS3 MIB (RFC 1407) dsx3CurrentTable.
1-96 Displaysthe DS3 MIB (RFC 1407) dsx3Interval Table.
97 Displaysthe DS3 MIB (RFC 1407) dsx3Total Table.

In the following example, the UDS3dump command displays the current interval table:
uds3-1/13> uds3dunp 0O
I ndex PESs PSESs SEFSs UASs LCVs PCVs LESs CCVs CESs CSESs
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The output contains the following fields (refer to RFC 1407 for complete description of these

errors):

Field
PESs

PSESs

SEFSs

UASs

LCVs

PCvs

LESs

CCVs
CESs

Description

A P-bit errored second is a second during which one of the following
error conditions occurs:

« A P-Biteror
* Anout of frame error
* Anincoming A1S signal

Note that the count is not incremented by the number of unavailable
seconds.

A P-bit severely errored second is a second during which one of the
following error conditions occurs:

¢ There are 44 or more P-Bit errors
* Anout of frame error
* Anincoming A1S signal

Note that the count is not incremented by the number of unavailable
seconds.

A severely errored framing second is a second during which one of the
following error conditions occurs:

* Anout of frame error
 Anincoming A1S signal

The number of secondstheinterfaceisunavailable. Notethat only LES
and SEFS errors are counted while the interface is unavailable.

A line coding violation error is the sum of bipolar (BPV) and excessive
zero (EXZ) errors. An excessive zero error incrementsthe count by one
no matter how many zeros are transmitted.

P-bit errors indicate that TAOS unit received a P-bit code on the DS3
M-frame that differs from the locally calculated code.

A line errored seconds is a second during which one of the following
error conditions occurs:

e A C-hit coding violation error
* Alossof signal error
A C-bit coding violation error indicates a parity error.

A C-bit errored second is a second during which one of the following
error conditions occurs:

e A C-hit coding violation error
e Anout of frame error
« Anincoming A1S signal

This applies only to SYNTRAN and C-bit Parity DS3 lines. Note that
the count is not incremented by the number of unavailable seconds.
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Field Description

CSESs A C-hit severely errored second is a second during which one of the
following error conditions occurs:

e Thereare 44 or more C-bit coding violation errors
e Anout of frame error
* Anincoming A1S signal

This applies only to SYNTRAN and C-bit Parity DS3 lines. Note that
the count is not incremented by the number of unavailable seconds.

Administering modems

The TAOS unit provides diagnostic commands to display modem status, bring modems or
channels up or down, or quiesce modems.

Displaying modem status

To show modem information, enter the Modem command:

nodem -a| -d|-f|-g|-i]-mM-s

where

e -a Displaysall available modems.

e« -d Displaysthe disabled channels.

« -f Displaysfailed or non-existent modems.
e -g Displaysavailable good modems.

e« -i Displaysin-use modems.

e -m Displays all possible modems.

e -s Displays suspect modems.

For example, to see which modems are in use:

adm n> nodem -i
Modens al | ocat ed/ i n-use

(dvOp dvUpSt DvRg sAdm)
Modem {1 14 1} (Up Assi gn UP UP )

For more information about the Modem command refer to the APX 8000/MAX TNT Reference.

Bringing a modem or channel up or down

To administratively up or down a device, you can use the Device command or a Device-State
profile. (For discussion of Device-State profiles, see “Using the Device-State profile” on

page 7-6.)

For example, to administratively down modem 24 in slot 3 on shelf 1:
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adni n> device -d {{1 3 24} 0}

To bring the modem back up:

admi n> device -u {{1 3 24} 0}

Disabling a modem

To disable a modem:
1 Readinthe LAN Modem profile. For example:

adm n> read LAN- Modem
LAN- MODEM { shelf-1 slot-2 0 } read

2 Disablethe modem:
adm n> set nodemdi sabl e-node 1= di sabl e
3 Write the profile to commit your changes:

admn> wite
LAN- MODEM { shelf-1 slot-2 0 } witten

Deactivating digital modems

The system creates a LAN-Modem profile for each installed modem card. Removing or
shutting down a modem card does not delete this profile or change its contents. You can use
the LAN-Modem profile to quiesce digital modems. Deactivating (or quiescing) a modem
makes it available for maintenance in agraceful way, not by tearing down the current
connection, but by taking the channel out of service as soon as the connection is dropped.

To use a LAN-Modem profile, first open it and list its contents. For example:

admin> read lan {1 6 0}
LAN- MODEM { shelf-1 slot-6 0 } read

adm n> |ist
physi cal - address* = { shelf-1 slot-6 0 }
nmodem di sabl e-nmode = [ enabl e enabl e enabl e enabl e enable +

Then, to deactivate amodem, list its Modem-Disable-M ode setting and changeitto di sabl e.
For example:

adm n> |ist nodemdis
...(Al 48 npdem settings are displayed)

admin> list 20

adnmi n> set = disable

admin> wite

LAN- MODEM { shelf-1 slot-6 0 } witten

To bring the modem back up:

adm n> set = enable
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admn> write
LAN- MODEM { shelf-1 slot-6 0 } witten

Note: When you deactivate a modem, you can aso deactivate an arbitrary idle T1 channel at
the same time by using the Dis-Channel setting. For details, see the APX 8000/MAX TNT
Reference.
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This chapter explains how to perform common system administration tasks on your TAOS
unit. It focuses on tasks you can perform on the system as awhole, such as resetting the unit,
setting the time and date, configuring logging, and backing up and restoring a configuration.
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For information about managing the TAOS slot cards, see Chapter 1, “Administering Slot
Cards.”

Logging into the TAOS unit

To administer the system, you can log in from a PC connected to the TAOS unit’s serial port,
or from aworkstation that has Telnet access to the system. When you log in, you are prompted
for auser name:

User :
To log in with administrative (superuser) privileges, enter the default password (Lucent )
assigned to the TAOS unit Admin login at the factory:
User: admin
Passwor d: Ascend
The name specified in the Admin User profile appears as your system prompt. For example;
adm n>
If you are aready connected to the TAOS unit as a different user, use the Auth command to log
in as the administrator:

adm n> auth adnin
Passwor d:

Note: Because the Admin login has superuser privileges, you should change the default
password immediately. Be sure to write down the password you assign and store it in a safe
place.

Following is an example of changing the password for the Admin login:

adm n> read user admn
USER/ adm n read

adm n> set password = top-secret
admn> write
USER/ admin written

All subsequent administrator logins will be required to supply the new password. (For more
information about configuring User profiles, see Chapter 5, “ Creating User Profiles.”)

Securing the serial port

By default, when users connect to the serial port on the shelf controller, they arelogged in with
the Admin User profile. To secure the serial port with a username and password, proceed as
follows:

1 Read the Serid profile:
adm n>read serial { 1 17 2}
2 Setthe User-Profile to null:

adm n>set user =

2-2
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3 Set Auto-Logout to Yes:

adm n>set auto-logout = yes

This automatically logs out the current User profile if DTR islost on the seria port.
4 Writethe profile:

adm n>wite

Now users connecting to the serial port must supply avalid username and password for access
to the TAOS unit.

Specifying a management-only Ethernet interface

You can specify that one of the TAOS unit’s Ethernet interfaces is for management only. The
management-only interface can be the shelf-controller port or a port on an installed Ethernet
card. Following isthe relevant parameter, which is shown with its default setting:

[in I P-1NTERFACE/ { { any-shelf any-slot 0} 0 }]
managenent -onl y-i nterface = no

Setting M anagement-Only-Interface to Yes means that incoming traffic on the interface
terminates in the system itself. It is not forwarded on any other interface. In addition, only
traffic generated by the system isforwarded on the management-only interface. Traffic
generated externally is dropped on the interface.

To configure a management interface, proceed asin the following example:

admn> read ip-int {{ 112 1} 0}
| P-1 NTERFACE/{ { shelf-1 slot-12 1} 0 } read

adm n> set managenent-only = yes
admn> wite
| P-1 NTERFACE/{ { shelf-1 slot-12 1 } O} witten

The IfMgr —d command displays a Management Only field to reflect the port’s status.

Overview of TAOS commands

Each card in the TAOS unit has its own set of commands. The commands on the shelf
controller typically affect the operation of the entire system. The commands on particular
cards, such asthe T1 or Ethernet cards, affect only the cards themselves. This section explains
the commands available on the shelf controller.

For information about commands available on the cards, see Chapter 1, “ Administering Slot
Cards,” or the APX 8000/MAX TNT Reference. For information on debug commands, see
Chapter 4, “Using Debug Commands.”

Command permission-levels

Commands are organized by permission levels, as described in Table 2-1. A user gains access
to aparticular command by logging in to the TAOS unit by means of a user profile that
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specifiestherequired permission level. (To create a User profile, see Chapter 5, “ Creating User
Profiles.”) By default, the Admin profile specifies permission to execute al commands.

Table 2-1. Permission levels

Permission level

Description

Code

Allows you to format and manage the PCMCIA cards that store
the system software.

Debug

Specialized commands used to troubleshoot the cards. Under most
circumstances, these commands are not required for correct
operation of the TAOS unit, and in some circumstances might
produce undesirable results. (For information about the debug
commands, see Chapter 4, “Using Debug Commands.”

Diagnostic

Commands used to monitor the TAOS unit and its cards.

System

unit.

Commands that allow you to manage and configure the TAOS

Term-Serv

Accesses the TAOS unit’s terminal server.

Update

Commands that allow you to update the system configuration.

User

Simple commands available to al usersthat allow login.

Commands overview

Table 2-2 briefly describes the TAOS commands avail able on the shelf-controller. Many of the
commands are used in later sections of this manual to perform certain system administration
tasks. For complete detail s of each command, see the APX 8000/MAX TNT Reference.

Table 2-2. TAOS system administration commands

Command Name | Permission Level Effect

? User Displays alist of commands.

Arptable System Displays or modifiesthe TAOS unit’'s Address
Resolution Protocol (ARP) table.

Auth User Selectsanew User profile.

Callroute Diagnostic Displays the call-routing database.

Clear User Clears the terminal session screen and places
the system prompt at the top row of the VT100
window.

Clock-Source Diagnostic Displays clock-source statistics.

Clr-History System Clears the fatal-error history log.

2-4
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Table 2-2. TAOS system administration commands (continued)

Command Name | Permission Level Effect

Connection System Displays the connection-status window.

Date Update Sets the system date.

Debug Diagnostic Enables or disable diagnostic output.

Delete Update Permanently deletes a profile from local
storage.

Device Diagnostic Brings a device up or down.

Dir System Lists profiles and profile types.

Dircode System Shows contents of PCMCIA card code.

Dnstab System Displays DNS table entries.

DS3ATMIines System Displays DS3-ATM line information.

Ether-Display Diagnostic Displays contents of received Ethernet
packets.

Help User Displays help about a particular command.

Fatal-History System Listsfatal-error history log.

Format Code Prepares a flash card for use.

Fsck Code Verifies the filesystem on a PCMCIA flash
card. If errors are detected, they are reported.
No errors are fixed.

Get System Displaysfieldsin a profile.

HDLC System Displays HDL C-channel information.

If-Admin Diagnostic Administer an interface.

IGMP System Displays IGMP multicast statistics.

IP-pools System Displays the status of the I P address pools
configured in the I|P-Global profile.

Ipcache System Displays I P route caches.

IProute System Enables you to manually add or delete IP
routes. Routing table changes made by using
this command are not remembered across
system resets.

Line System Displays the line status window.

APX 8000/MAX TNT Administration Guide
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Table 2-2. TAOS system administration commands (continued)

Command Name | Permission Level Effect

List System Listsfieldsin working profile.

Load Update Uploads code or saved configuration to flash.

Log System Invokes/controls the event log window.

Modem System Displays modem information.

Netstat System Displays routing or interface tables.

New System Creates anew profile.

NSlookup Diagnostic Resolves the | P address of a specified host
name by performing a DNS lookup.

Nvram Update Clears configuration and reboot system

Open Diagnostic Starts session with slot card.

OSPF System Displays information related to OSPF routing,
including Link-State Advertisements (LSAS),
border routers' routing tables, and the OSPF
areas, interfaces, statistics, and routing table.

Ping Diagnostic Sends ICMP echo_request packetsto the
specified host as away to verify that the host
is up and the transmission path to the host is
open.

Power System Displays power supply statistics.

Quiesce System Temporarily disables amodem or DSO
channel.

Read System Makes the specified profile the working
profile.

Refresh System Refreshes the remote configuration.

Reset Update Reboots the system.

Save Update Saves profile for future restore.

Screen System Changes the status window display size for the
current session.

Set System Sets a parameter’s value.

Show System Shows shelves, dots, or items.

Slot Diagnostic Administersadot card.
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Table 2-2. TAOS system administration commands (continued)

Command Name | Permission L evel Effect

Status System Displays system status or hide status window.

T1channels System Displays T1 channel information.

Telnet Diagnostic Opens a Telnet session to another host.

Terminal-Server Termserv Enters terminal-server mode.

Traceroute Diagnostic Traces the route an | P packet follows by
launching UDP probe packets.

UDS3lines System Displays unchannelized DS3 line information.

Uptime Diagnostic Displays how long the TAOS unit has been up
since its last reset.

Userstat System Displays user-session status.

Version System Displays software version information.

View System Changes content of a status window.

Whoami User Displays current User profile name.

Write Update Writes aprofile.
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Displaying system and slot card uptime

The Uptime command reports how long the system and itsindividual cards have been up. The

sl ot Last Change MIB object in the Lucent Enterprise MIB also enables network

management stations to obtain uptime information.

The Uptime command uses the following syntax:

super->hel p uptine

upti ne usage: uptime [ [
upti ne

upti ne sl ot

uptine shel f sl ot

uptine -a

uptine -7

-a]l | [ [ shelf ]

slot ] ]

di splay the TNT system upti ne.

display the TNT slot card uptine.
display the TNT slot card uptine.

display the uptinme for

al

TNT sl ot cards

di splay this usage nessage

Without an argument, the command displays system uptime. But in the following example, the
command displays the uptime for al slot cards in the UP state (cards that are not in the UP

state are not reported):
super->uptine -a
22:03: 43

shelf-1 slot-2 }
shelf-1 slot-4}
shelf-1 slot-5}
shelf-1 slot-7 }
shelf-1 slot-8 }
shelf-1 slot-9 }
shelf-1 slot-12 }
shelf-1 slot-13 }
shelf-1 slot-14 }
shelf-1 slot-15 }
shelf-1 slot-16 }
shelf-1 slot-17 }
shelf-1 slot-19 }
shelf-1 slot-20 }
shelf-1 slot-211}
shel f-1 slot-22 }
shel f-1 slot-23}
shelf-1 slot-24 1}
shelf-1 slot-251}
shel f-1 slot-26 }
shelf-1 slot-27 }

{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{
{ shelf-1 slot-29 }

csnx-card
hdl c2ec-card
madd2-car d
oc3-atmcard
hdl c2ec-card
et her3-card
hdl c2-card
csnx-card

hdl c2-card
hdl c2ec-card
hdl c2ec-card
hdl c2ec-card
et her3-card
hdl c2-card
hdl c2-card
csnx-card
t3-card

hdl c2-card
hdl c2-card
csnx-card

hdl c2-card

et her3-card

W W W W W W W W W W W W W W W wWw W wowwwow

days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days
days

05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:
05:

23:
24:
23

24:
24:
24:
24:
23:
24:
24:
24:
24:
24:
24:
24:
23:
24:
24:
24:
23:
24:
24:

08
00
52
18
00
34
08
08
08
00
00
00
34
08
08
08
26
08
08
08
08
34

© ® ® ® o o ® ® ® o o ® ® oo e B 0 oo o ®

© 0 0 90 0 0 0 0 00 0 00 o0 00 o0 00 o0 o0 o

2c5
2c5
2c5
2c5
2c5
2cS5
2cS
2cS
2cS
2cS
2c5
2cS
2cS
2cS
2cS
2cS
2cS
2cS
2cS
2cS
2cS
2cS
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{ shelf-1 slot-30 } csnx-card 3 days 05:23:08 8.0.2c5
{ shelf-1 slot-33} t3-card 3 days 05:24: 26 8.0.2c5
{ shelf-1 slot-34} hdl c2ec-card 3 days 05:24:00 8.0.2c5
{ shelf-1 slot-36 } 8t1l-card 3 days 05: 24: 46 8.0.2c5
{ shelf-1 slot-38} et her 3-card 3 days 05:24: 34 8.0.2c5
{ shelf-1 slot-39 } et her 3-card 3 days 05:24: 34 8.0.2c5
{ shelf-1 left-controller } shelf-controller 3 days 05:25:51 (
PRI MARY )

Note: Theleft and right controllers are both reported in the display.

Uptime displays the current time (20: 18: 18 in the preceding example), identifies the slot
card, the software version running on the card, and displays the length of time the system has
been up, in days followed by hours:minutes:seconds. The following example shows that a
csmx card in slot 2 has been up for 3 days, 5 hours, 23 minutes and 8 seconds:

super->uptinme 1 2
20:18: 18
{ shelf-1 slot-2} csnx-card 3 days 05:23:08 8.0.2c5

Displaying the system version

Use the Version command to determine which system software version isinstalled. For
example:

adm n> versi on
Software version 8.0.1

Viewing the factory configuration

The read-only Base profile displays the software versions, enabled features, network
interfaces, and other system information. To view the Base profile, use the Get command. For
example:

adm n>get base

[in BASE]

shel f - nunmber =1

sof tware-version = 8
software-revision = 0
software-level = b

manuf act urer = dba-lucent-nfg
d- channel - enabl ed = yes

ai menabl ed = yes

swi t ched- enabl ed = yes

mul ti-rate-enabled = yes
t1-pri-conversion-enabled = yes
frame-rel ay-enabl ed = yes

max| i nk-cl i ent-enabl ed = enabl ed

APX 8000/MAX TNT Administration Guide 2-9



TAOS System Administration
Viewing the factory configuration

data-cal |l -enabl ed = yes
r2-si gnal i ng-enabl ed = no
seri al - nunber = 7050270

har dware-| evel = 0
countries-enabled = 511
donestic-enabl ed = yes
nmodem di al out - enabl ed = yes
firewal |l s-enabled = no

net wor k- managenent - enabl ed = no
phs-support = no

sel ect ool s-enabl ed = no

routi ng-protocol s-di sabled = no
apx-adsl -restricted = no
apx-sdsl-restricted = no
apx-idsl-restricted = no

xcom ss7 = di sabl ed

ss7asg = di sabl ed

at np- enabl ed = enabl ed

| 2t p- enabl ed = di sabl ed

ppt p- enabl ed = di sabl ed

i pi ni p-enabl ed = di sabl ed

The Base profile displays system information that is not modified across resets. These values
are read from the system ROM, security PAL, and from the hardware assembly itself. (For
information about the parameters, see the APX 8000/MAX TNT Reference.)

Note: The shelf-number is always 1 in a single-shelf system.

Adjusting screen width

The TAOS unit alows command-line input and terminal-server banners up to 255 characters,
rather than the previous limit of 80 characters. Horizontal scrolling of the command line allows
viewing of commands and banners that are wider than the terminal display.

To set the width of the terminal display window for the current session, use the Screen
command. To specify the width to use for every login to the command-line interface, use the
Screen-Width parameter in a User profile.

Setting screen width for the current session

The Screen command enables you to specify the width of the screen. The command uses the
following syntax:

screen -w <w dt h>

The Width argument is avalue from 80 to 256 and default is80. For example:

adm n> screen -w 256

The specified screen width is the number of characters that are visible without scrolling,
including the system prompt and spaces following it. For example, if the screen width is 80
characters and the prompt is adni n> (a 6-character prompt followed by a space), the
maximum number of visible charactersinacommandis72. If the user entersalong command,

2-10
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for example that has 100 characters, 28 of the characters will not be visible at any one time.
The user can scroll to the characters not currently visible by moving the cursor Ieft or right.

The following control sequence allows users to redraw the current line:

Control sequence Effect
Ctrl-L, Ctrl-R Redraw line

All existing control sequences continue to work as in previous releases. For details, see the
TAOS Command-Line Interface Guide.

Customizing a User profile for screen width

To enable you to specify the screen width for all subsegquent sessions, the following parameter
(shown with its default setting) has been added to User profiles:

[in USER ""]
screen-width = 80
Parameter Specifies

Screen-Width Number of characters allowed on a command line or
terminal-server banner. An integer from 80 (the default) to 255.

Following is an example of how to customize a user’s profile for a screen width of 120
characters:

adm n> read user admn
USER/ admi n read

adm n> set screen-width = 120

admn> wite -f
USER/ adnmin witten

Setting the system name

The TAOS unit sends this name to callers whenever it establishes a PPP link. The nameis not
used in DNS lookups.

You specify the system namein the System profile. For example, to set the TAOS unit’s
system nameto apx01, proceed asfollows:

adm n> read system
SYSTEM r ead

adm n> set name = apx01

admn> wite
SYSTEM written
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Setting the system time and date

This section explains how to set the TAOS unit's system clock. The TAOS unit can also use
Simple Network Time Protocol (SNTP—described in RFC 1305) to set and maintain its
system time by communicating with an SNTP server across an | P interface. For information
about configuring the TAOS unit to use SNTP, see the APX 8000/MAX TNT WAN, Routing,
and Tunneling Configuration Guide.

Use the Date command to set the system time and date if it isincorrect when the system
initializes. To view the date and time, enter the Date command with no argument:

adm n> date
Mon Dec 20 11:11:00 1999

To set it, append the current date and time to the Date command, in the following format:
yymrddhhnm

Thisformat uses a two-digit number for each of the following settings: year, month, day, hour,
and minute, in that order. For example:

adm n> date 9911021743
Mon Dec 20 17:43:00 1999

In the year field, 00 - 89 represents years 2000 to 2089, and 90-99 represents years 1990 to
1999. For example, to set adate in the year 1999, proceed as in the following example:

adm n> date 9910130029
Wed Cct 22 0:29:00 1999

To set adate in the year 2001, proceed as in the following example:
admin>date 0110130029
Sat Dec 25 0:29:00 2001

You can aso Get the Timedate profile to view the information:

adm n> get tinedate

[in TI MEDATE]

tinme { 17 43 34 }

date { Monday Decenber 2 1998 }

The Time and Date parameters in the Timedate profile cannot be set directly. To change their
values, use the Date command as shown above.

Managing onboard NVRAM

The system configuration is stored in the onboard non volatile random access memory
(NVRAM). Some error conditions might require that you clear the TAOS unit’s configuration
and reboot. When you clear NVRAM, the system isreinitialized and comes up unconfigured,
just asit waswhen you first installed it.

You can then restore the configuration from a recent backup (see “Backing up and restoring a
configuration” on page 2-19).
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A Caution: Make sure you have arecent backup before using the NVRAM command.

To see how NVRAM is being used, enter the NVRAM command with the - u option:
adm n> nvram -u

To clear NVRAM, restoring the unit to itsinitial, unconfigured state, enter the NVRAM

command without specifying an option:

adm n> nvram

To clear NVRAM and enter debug mode, usethe -t option:

adm n> nvram -t

Resetting the unit

When you reset the TAOS unit, it restarts and terminates all active connections. All users are
logged out and the default security level, configured in the User-Profile parameter, is
reactivated. In addition, a system reset can cause aWAN line to temporarily be shut down due
to momentary loss of signaling or framing information.

To reset the unit, enter the Reset command:
adm n> reset

During areset, the TAOS unit runs its Power-On Self Test (POST), just asit would if the unit
were power-cycled.

Viewing clock-source information

If alineis specified as the clock-source, it can be used as the source of timing information for
synchronous connections, so both the sending device and the receiving device can determine
where one block of data ends and the next begins. If multiple T1 lines specify that they are the
clock-source (the default configuration), you can assign clock-source priority among multiple
T1lines.

To view the clock-source statistics, enter the Clock-Source command:

adm n> cl ock-source

Master: slot-1/1 line 3
Source List:
Source: slot-1/1 Avail able priority: 1

Sources with layer 2 up, which are preferred, are marked with an asterisk. For information
about configuring the clock source, see the hardware installation guide.
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DOS-compatible FAT-16 flash memory format

File formats

Shelf controller PCMCIA flash memory cards use a DOS-compatible general-purpose file
system. In theinitial release, the file system is supported on the TAOS shelf controller
PCMCIA flash cards and Intel-compatible linear flash cards, but it has been designed with a
minimum of platform dependencies.

The new flash format allows for hierarchical directories and eliminates the need to revise the
file system format between versions. In addition, you can read and write the data on the flash
card with a standard laptop or palmtop running OS/2 or a Windows version that supports Flash
Trandation Layer (FTL) linear flash memory.

Thefile alocation table-16 (FAT-16) file system isimplemented on top of FTL. For details
about the formats, see PCMCIA Media Sorage Formats, Chapter 5: Flash Translation Layer
Microsoft FAT12 and FAT16 volume formats.

Note: Filenames on TAOS flash cards must be compatible with the DOS 8.3 format.

A FAT-16 file system can store alarge number of filesin ahierarchy of directories. After you
format flash under this software version, the flash card contains a top-level directory named

/ cur r ent , which contains the currently running version of the TAOS software as well as
code image filesfor all supported slot cards. The slot card images are extracted from the tar file
and stored as individual fileswith a.f f s filename extension. For example:

apxsr.ffs
tnt8tl.ffs
tnthdl c2.ffs

The new flash format also allows you to load a new software version or configuration data to
the TAOS from alaptop running Windows or OS/2, rather than from a TFTP server. Because
the FAT on FTL format is supported only on linear flash cards in this rel ease, the laptop must
have FTL linear flash.

Loading file to the flash file system

The Load command supports animagetypeof f i | e for Trivial File Transfer Protocol (TFTP)
transfers to aflash card formatted for the FAT-16 format. Images of typefi | e arenot
checked for an Internet Telnet Protocol (ITP) header, and are stored by name in the

/ cur r ent directory of the specified flash card. For example, the following command loads a
voice-announcement file named busy. au froma TFTP server at 10.10.10.10 to the

/ current directory onflash card 1 (the default):

adm n> |l oad file network 10.10.10. 10 busy. au

When used to load atar file, the Load command lists the filename of each code image in the
file as the image is being extracted. For example:

adm n> | oad tar network 10.10.10.10 apxrel.tar
file apxrel.tar..

untaring and | oading image for...

shel f controller (apxsr/apxsr.ffs)..

8tl-card (tnt8t1/tnt8tl1.ffs)..

skipping t3-card (tntt3/tntt3.ffs)..
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ether3-card (tntenet3/tntenet3.ffs)...

hdl c2-card (tnthdlc2/tnthdlc2.ffs)...

ski ppi ng 4swan-card (tntswan/tntswan.ffs)...

ski ppi ng 48nodem 56k- card (tntndnb6k/t nt mdnb6k. ffs)...
ski ppi ng 48nodem card (tntmdnmtntmdm ffs)...

done.

Creating directories in the flash file system

Thenkdi r command creates directoriesin the flash file system. The slash character (/)
separates the elements of a pathname. For example, the following command creates adirectory
named ol dconf at thetop level of the flash card in dlot 1.

adm n> nkdir 1/ ol dconf

The following command creates a subdirectory named conf i g1 within the ol dconf
directory:

adm n> nkdir 1/ol dconf/confl

You can move filesinto a directory by using the mv command. For example, the following
command moves afile named 0001conf to the new subdirectory on flash card 1.

adm n> nmv 1/current/000lconf 1/ol dconf/conf1/0001lconf

Checking the flash file system

The Fsck command prints a summary of file structures on the card. For example;

adm n> fsck 2

Vol une Stats:

Bl ock Size: 512 (typical: 512)

Bl ocks Per Cluster: 3 (typical: 1, may be powers of 2 up to 16)
Reserved Bl ocks: 1 (typical: 1, but may be 0 - hundreds)
Nunber of FATs: 2 (nust be 2)

Nunber of Root Directory Entries: 96 (typically between 32 and 224)
Total Bl ocks: 11264

Medi a Descriptor: fO (ignored)

Vol urme Info cal cul ated from val ues above:

Bl ocks Per Fat: 11

Fat Start Block: 1

Root Dir Start Bl ock: 23

Data Start Bl ock: 29

Nunber of Root Dir Bl ocks: 6

Nunber of Clusters: 3745

FAT Type: Fat12

O uster Usage

Usable Clusters: 3743

Free Clusters: 1828

Clusters lost during interrupted wites: 0

Q her reserved clusters: 1909

Using PCMCIA flash cards

Each TAOS unit’s shelf supports up to two PCM CIA flash-memory cards. The system comes
with onboard NVRAM, and each flash card providesits own additional memory. At present,
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the flash cards contain code for the slot cards, the shelf-controller, and profiles. The system
configuration is stored in the onboard NVRAM.

The PCMCIA dotson the shelf-controller are labeled 1 (the slot on top) and 2 (the slot below).

Formatting a flash card

Before using a PCMCIA card in the TAOS unit, you must format it. First insert the card into
dlot 1 or slot 2 in the shelf-controller, then use the Format command. Following are examples
of formatting the card in slot 1.

adm n> format flash-card-1

Or:

adm n> format 1
Flash-card-1 is the card inserted in the leftmost of the two PCMCIA dlots.

For alist of error messages that might appear when using the Format command, see “Format
command messages’ on page B-11.

Displaying the contents of flash

The system comes with onboard NVRAM, and each flash card provides its own additional
memory. The system configuration is stored in the onboard NVRAM.

To check the slot-card images stored in the flash card code directory, use the Dircode
command, as shown in the following example:

adnmi n> di r code
Fl ash card code directory:

Card 1, directory size 16
shel f-controller reg good 1237961 Nov 24 12:19
8t1l-card reg good 203393 Nov 24 12:19
t3-card reg good 224951 Nov 24 12:19
4et her-card reg good 177007 Nov 24 12:19
hdl c2-card reg good 640052 Nov 24 12:19
4swan-card reg good 425375 Nov 24 12:19
10-unchan-t1-card reg good 510029 Nov 24 12:19
ds3-atmcard reg good 444831 Nov 24 12:19
csnmx-card reg good 806361 Nov 24 12:20

© © © © © © © o ©
O O O o o o o o o

The information displayed by this command includes the card number (1 or 2) and the size of
the code directory. It also shows the following information about each code module:

e Type of card supported
e Subtype of the code, which can be regular or diagnostic

e Status, which can be good (present and complete), write (being copied), or bad
(incomplete or corrupt)

2-16

APX 8000/MAX TNT Administration Guide



TAOS System Administration
Using PCMCIA flash cards

*  Sizeof the code
* Date the code was loaded to the flash card
* Codeversion

For alist of error messages that might appear when using the Dircode command, see “ Dircode

command messages’ on page B-11

Checking the file system

If the Dircode command shows a code status other than Good, or if you suspect inconsistencies
in the flash card files, use the Fsck command to check the code directory. The Fsck command

checksinconsistent conditionsin the code directory aswell asfile contents on a PCMCIA flash
card. For each file found, the command displays the type-name, type-number, decimal and hex

byte counts, and date written to flash.

If errors are detected they are reported but not fixed. If the Fsck command reports errors, you
should reformat the card and then load the code again. If necessary, download the code file

again from the Lucent (Ascend) FTP server.

To check the file-system on the flash card in PCMCIA dlot 1, use the Fsck command as shown

in the following example:
super->fsck 1

Card version info 'SiliconTech
Car d~’

Vol une Stats:
Bl ock Size: 512 (typical: 512)

~64MB FLASH

Bl ocks Per Cluster: 16 (typical: 1, may be powers of 2 up

to 16)

Reserved Bl ocks: 1 (typical: 1, but may be 0 - hundreds)

Nunber of FATs: 2 (nust be 2)

Nunber of Root Directory Entries: 512 (typically between 32

and 224)
Total Bl ocks: 125952
Medi a Descriptor: fO (ignored)
Vol ume I nfo cal cul ated from val ues above:
Bl ocks Per Fat: 31
Fat Start Block: 1
Root Dir Start Bl ock: 63
Data Start Bl ock: 95
Nunber of Root Dir Blocks: 32
Nunber of Clusters: 7866
FAT Type: Fat16
Cl uster Usage
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Usabl e Clusters: 7864

Free Clusters: 6048

Clusters lost during interrupted wites: 0
O her reserved clusters: 1798

For details of the command-line options for the Fsck command, see the APX 8000/MAX TNT
Reference.

Updating system software

For information on updating system software, see the TAOS True Access Operating System
Addendum.

Loading specific slot-card images

The TAOS unit supports alarge number of slot cards, so the Tar files containing slot-card code
images might be too large to load on an 8MB flash card. The Load-Select administrative
profile enables you to specify which dot-card images to load to flash when you use aLoad Tar
command such as the one shown below:

adm n> load tar network 10.10.10.10 tntrel.tar

Following a system reset, the TAOS unit creates the L oad-Select profileif it is not present. The
profile lists the entire set of supported slot-card images and an intended load action for each
card type when the image is present in a Tar file. It also contains an Unknown-Cards
parameter, which represents new cards that were not supported in the previous system version.

When loading the Tar file, the system uses settingsin the L oad-Select profile to load only
specific slot-card images. To prevent version-related problems, it then del etes code images that
were present on the flash card but were not updated.

For examples of upgrade procedures using the Load-Select profile, see the TAOS True Access
Operating System Addendum.

Following are sample contents of the Load-Select profile:

[i n LOAD SELECT]
unknown- cards = auto

8tl = auto
8el = auto
t3 = auto

utl = auto

uel = auto
uds3 = auto
ds3-atm = auto
enet = auto
enet2 = auto
mim v34 = auto
mdnb6k = auto
amdm = auto
anmdm = auto

2-18

APX 8000/MAX TNT Administration Guide



TAOS System Administration
Updating system software

hdlc = auto
hdlc2 = auto
swan = auto

Each parameter in the profile represents a card type, and can be set to Auto, Load, or Skip, to
specify the action to take when the code image is present in a Tar file. (The Load-Select profile
does not list the Shelf-Controller code, because that image is always |oaded from the updated
Tar file))

e TheAuto setting (the default) causes the system to load images for cards that are installed
in the TAOS unit, and skip images for cards that are not installed. A card is considered
present in the system if a Slot-Type profile exists for that card type. The system creates a
Slot-Type profile when it first detects the presence of a card, and does not delete the
profile unless the administrator uses the Slot —+ command to permanently remove a card
that isno longer installed in the system, or clears NVRAM. To ensure that the system does
not load unnecessary images, use Slot — to remove Slot-Type profiles for cards that are no
longer installed in the system.

e TheLoad setting causes the system to load the image, even if there is no card of that type
installed.

e The Skip setting causes the system to skip the image, even if thereis acard of that type
installed.

Loading an extracted code image

You can override the settings in the L oad-Select profile with options to the Load command.
For example, if you extract the contents of a Tar archive and then issue the following L oad
command:

adni n> | oad ndnb6k network 10.10.10.10 apxnmdnmb6k. ffs

The system loads the 56K -modem image even if the Load-Select profileindicatesthat it should
be skipped. For details on the Load command, see the APX 8000/MAX TNT Reference.

Backing up and restoring a configuration

The Save command saves al configured profiles, al profiles of a specified type, or a specific
profileto afile on alocal disk or to afile on a network host. You can then use that file to
restore the TAOS unit’s configuration. Note that to save passwords, you must have sufficient
permissionsto view password fields (for a discussion of permissions, see “Understanding
command permissions” on page 5-3).

Saving the configuration to a local file

To save the TAOS unit’s configuration to afile on the system you are using to access the
TAOS unit, turn on the capture function in your VT100 emulation software, and enter the Save
command as follows:

adm n> save -a consol e

The entire configuration is written to the specified file. You might want to print a copy of the
configuration for later reference.

The —a option saves all parameters, even those that are set to their default values.
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Saving the configuration to a network host

To save the configuration on network host, you must specify the hostname and the full path of
afilename, asin the following example:

adm n> save -a network hostl /config/ 981001
configuration being saved to 10.65.212.19

In the sample command line, host 1 isthe network host and/ conf i g/ 981001 isthefile
name.

Restoring or updating the configuration

You can restore afull configuration that you saved with the Save command, or you can upload
more specific configuration information, such as single profile.

To restore configuration information, use the Load command.

Restoring from a local file

Before you start the restore procedure, verify that your terminal emulation program has an
autotype (or ASCII file upload) feature. Autotype allows your emulator to transmit atext file
over its serial port. You should aso verify that the data rate of your termina emulation
program is set to 9600 baud or lower and that the term-rate parameter in the System profileis
also set to 9600 or lower, and that the Term-Rate parameter in the System profileis set to the
same rate. Speeds higher than 9600 baud might cause transmission errors.

To restore aconfiguration from afile on the system you are using to access the TAOS unit, set
up your VT100 emulation software to send the file, and enter the Load command as follows:

adm n> | oad config console

Restoring from a network host

To restore a configuration from afile on a network host, enter the Load command as follows:
adm n> | oad config network hostnanme fil enanme

Where host name isthe name of thehost and f i | enane isthe name of thefile in which the
configuration is stored.

Updating the configuration

You can use the Load command to upload code for any of the slot cards to a flash card. For
example, to upload new code for an eight port T1 card from afilenamed 8t 1. f f s ona
network host named ser ver 1:

adm n> | oad t1-8 network serverl/cfg/8t1.ffs

Saving and Restoring to a PCMCIA flash card

To save or restore full configuration information, use the Save command, as follows.

super-> ? save
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save save all configuration profiles, all profiles of a
gi ven type,

or a specific profile by witing it in a formthat can be
repl ayed

to a unit to restore its configuration

usage: save [ -a] [ -m] < target > [ profile-type [
profile-index ] ]

or

specify a list of profiles to be included in or excluded
fromthe

network save operation

usage: save [ -a] [ -m] network <host> <filename> [ -p |
-x profilel profile2 ...]

< target > network < host > < filenanme >, console, flash
< devicel/filename >

[ -a]: explicitly save all fields, even those with
default val ues

[ -m]: use mb tags instead of field and val ue nanes

[ -p 1: save specified list of profiles

[ -x]: save all profiles, except the specified Iist

Using the status window

The status windows provide information about what is currently happening in the TAOS unit.
For example, one status window displays up to 31 of the most recent system events that have
occurred since the TAOS unit was powered up, and another displays statistics about the
currently active session. An 80-column by 24-row VT100 window is required for use of the
status screens.

This section describes the default configuration of the Status windows. For information about
customizing the status window display for User logins, see “ Customizing the environment for
aUser profile” on page 5-6.

Status window command summary

By default, the status window is not displayed upon login, but only when you explicitly request
it with one of the following commands:

Status—Opens or closes the status window.

Connection—Opens the status window with the connection information displayed.
Line—Opens the status window with the line information display.

Log—Opens the status window with the log information display.

View—Changes the information displayed in the top or bottom status window.

For details on using these commands, see the APX 8000/MAX TNT Reference.
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Opening and closing the status window

To open the system status window, enter the Status command:

adm n> st atus
The system prompt moves just below the status window. If the system prompt is not visible
below the status window, press Escape to display it.

To close the status window, enter the Status command again:
adm n> st at us

Understanding the status window

The status window (Figure 2-1) has three main areas. In its default configuration, these areas
contain the following information:

e Connection information is displayed on the left side of the window.

e Genera information, such as serial number, software version, and uptime are displayed in
the upper-right side of the window.

e Loginformation is displayed in the lower-right side of the window.

Figure 2-1. System status window

Left: Connection —\ Top: General —\

24 Conneztionsz, 24 Sessions tht—-tl Status

Q073 radius-f FEY 04-01-1 53K | Serial number: 7050472 Yersion: 7.0,0
0052 tnt-t1<> FRY 05-01-1 1535K

0081 c_pl30-7 FRY 0l-24-1 153:K R= Plkti 43737

0050 c_pl30-7 FRY 0l-/22-1 1535K T« Pkt 403

0022 radius-f FRY 0270771 153:K Col: a7

0021 radius-F FRY 02-06-1 1535K

Q020 c_pl30-7 FRY 0l-21-1 153:K|11-04/1998 17:35:58 Up: Fdays, 05:13:04

0019 c_pl30-7 FREY 01-20-1 1535K
0018 c_pl30-7 FRY 0L-19-1 153:K|M: 3485 L: notice Srci shelf-l/controller
0017 c_pl30-7 FREY 01-18-1 1535K
Q016 c_pl30-7 FRY 0171771 1533K| Slot 1.16. =tate LOAD 5
0015 c_pl30-7 FREY 0l-16-1 1535K
001ld c_pl30-7 FREY 0171571 1535K
0013 c_pl30-7 FREY 01-01-1 1535K
Q012 c_pl30-7 FREY 01-28-1 1535K
0011 c_pl30-7 FREY 01-2771 1535K Issued; 17:35:43. 110471998

\ Bottom: Log

Connection status information

With the default setting in a User profile, the left area of the status window initialy displays
connection information, as shown in Figure 2-1. One line appears for each active connection,
showing the user or station name, type of connection, T1 shelf, line, and channel on which the
call was placed or received, and the bandwidth or baud rate of the connection.

If the status window is not aready displayed, or if you want to scroll through the list of
connections, use the Connection command as in the following example:
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adm n> connecti on

If the Status window is not displayed, the Connection command opens it and displays the
connection-status-mode message below the Status window (if the Status window is already
open, the Connection command just displays the message):

[ Next/ Last Conn:<dn/up arw>, Next/Last Page:<pg dn/up>, Exit: <esc>]

This message indicates the key sequences you can use for displaying additional information in
the Connection status area. The Down Arrow and Up Arrow keys display the next and
previous connection, respectively, in the list of active connections.

When the connection-status-mode message is displayed, the system prompt does not appear at
the bottom of the window. Press the Escape key to exit this mode and return to the system
prompt.

General status information

With the default setting in a User profile, the top area of the status window initially displays
general status information about the TAOS unit, including its serial number, the version of
system software it is running, and the number of packets transmitted and received. Thisarea
a so shows the current system date and time and how long the system has been up.

If the top of the status window is displaying another kind of information, suchas T1 line
information, you can redisplay the general status information with the View command:

adm n> vi ew top gener al

Log messages

With the default setting in a User profile, the bottom area of the status window initially
displays the most recent message from the TAOS unit’s log buffer. The number of system
event messages stored in thelog is set by the Save-Number parameter in the Log profile.

Thefirst line of the event log window shows the log entry number (M: 00 through M: N, where
N is set in the save-number parameter of the Log profile), the level of message, and the device
on which the event occurred. The last line shows the date and time when the event occurred.

The middle of the window displays the text of the most recent message.
If the status window is not aready displayed, or if you want to scroll through the log, use the
Log command:
super> | og
If the Status window is not displayed, the Log command opens it and displays the log-mode

message below the Status window (if the Status window is already open, the Log command
just displays the message):

[ Back: <up arw>, Forward: <dn arw>, Start: <pg up>, End: <pg dn>, Exit:
<esc>]

This message indicates the key sequences you can use for displaying additional information in
the Log area:
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e TheDown Arrow and Up Arrow keys display the next and previous message in the buffer,
respectively.

e The Page Up and Page Down. keys display the first and last message in the buffer,
respectively.

When the log-mode message is displayed, the system prompt does not appear at the bottom of
the window. Press the Escape key to exit this mode and return to the system prompt.

Displaying WAN line information

The status window can also display information about the WAN lines on the TAOS unit. For
details, see “ Displaying line status’ on page 1-7.

Changing current status window sizes

The Screen command enables you to change the size of the terminal emulator and status
windows for the current session. (For information about changing the terminal emulator and
status windows for a User profile, see “ Customizing the environment for a User profile’ on

page 5-6.)

The following command changes window display sizes for the current session only:

adm n> screen screen-length [status-1ength]

If the Status window is open when you execute the Screen command, the Screen command
resizes it dynamically. If it is not open, the Status window is resized when you next openit.

The screen-length option specifies the number of lines displayed in the termina window. Note
that screen-length must be at least 6 lines greater than the value of status-length.

The optiona status-length option specifies the number of lines displayed in the status window,
including dividing lines. The following example changes the terminal window to 55 lines high
and the status windows to 22 lines high.

adm n> screen 55 22

If you only specify the screen-length option, and it is not greater than the configured
status-length by at least 6 lines, the TAOS unit automatically adjusts the length of the status
windows. Thisis shown in the following example:

adm n> screen 55 22
new screen-|ength 55
new status-length 22

adm n> screen 24

error: screen-length conflict, adjusting status-length from22 to 18
new screen-|ength 24

new status-length 18

Reviewing the fatal error log

The TAOS unit’s fatal error log contains messages rel ated to the its operations.
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To view the log of fatal errors, enter the Fatal-History. For example:
adnmin> fatal -history
OPERATOR RESET: Index: 99 Revision: 2.0 Shel f 1 (apxsr)
Dat e: 01/ 30/2000. Time: 16:55: 38
Reset from unknown, user profile admn.
SYSTEM IS UP: Index: 100 Revision: 2.0 Shel f 1 (apxsr)
Dat e: 01/ 30/2000. Time: 16:56:12
The command’s output information includes the date and time at which the error occurred, the
system software version that was running at that time, the slot number on which the error
occurred, and a stack trace record of the event. (For alist of fatal error messages, see
Appendix B, “Log Messages on the TAOS Unit.”)
To clear the fatal error log, enter the Clr-History command:
adm n> clr-history

Configuring message logging

The TAOS unit generates error and event messages related to its operations. You can display
these messages with the following commands:

e Log—Invoke or control the event log window.
e Fata-History—List fata error history log.

Inthe Log and User profiles you can configure the way in which the messages are handled .

The Log profile defines system-wide event logging parameters, i ncluding the number and level
of messages to save and whether to communicate with a Syslog daemon.

Table 2-3 lists the sections describing common tasks you might have to perform to configure
message logging on the TAOS unit. Thetableincludesabrief description of each task, and lists
the parameters you will use.
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(For compl ete information about the associated parameters, see the APX 8000/MAX TNT
Reference.)

Table 2-3. Overview of configuring logging on a TAOS unit

Task Description of task Related parameters
Configuring system logging on a You can configure the level and number of Save-Number
TAOS unit messages that are logged to the TAOS unit’s Save-Leve

log. These messages are displayed in the log

status window.

Configuring Syslog on the TAOS Sydlog isan IP protocol that allowsyoutotrack | Sylsog-Enabled

unit events on the TAOS unit. A host running a Cadl-Info
Syslog daemonistypically aUNIX host, butit | Host
may a so be a Windows system. Port
Facility

Configuring system logging on a TAOS unit

The TAOS unit records system eventsin its status window event log. You can use the
Save-Level and Save-Number parametersin the Log profile to configure the level and number
of messages logged.

The Save-Level parameter specifiesthe lowest level of message to be saved for status display.
The lowest possible level is None (thisis the default). The highest level is Debug. For alist of
the log message levels, see the APX 8000/MAX TNT Reference.

The Save-Number parameter specifies the number of messages to be saved in the status
display. The default is 100.

To configure the system log on the TAOS unit, proceed as in the following example:

1 ReadintheLlog profile:

adm n> read | og
LOG read

2 Specify the type of message you want logged:
adm n> set save-|evel = energency

3 Specify the number of messages to save in the event log:
adm n> set save-nunber =200

4 Wiritethe profile to save the changes:

admn> wite
LOG witten

Specifying a session ID base

The Sessionl D-Base parameter specifies the base number to use for generating aunique 1D for
each session. If SessionlD-Base is zero, the TAOS unit sets theinitial base for session IDs to
the absol ute clock. For details, see the APX 8000/MAX TNT Reference.
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Configuring Syslog on the TAOS unit

To maintain a permanent log of a TAOS unit’s system events and send Call Detail Reporting
(CDR) reports to a host that can record and process them, configure the TAOS unit to report
events to a Syslog host on the local 1P network.

The host running a Syslog daemon is typically a UNIX host, but it may also be a Windows
system. If the log host is not on the same subnet as the TAOS unit, it must have aroute to that
host, either via RIP or a static route. (For information about Syslog messages, see “ Syslog

messages’ on page B-6.)

Note: Do not configure the TAOS unit to send reports to a Syslog host that can only be
reached by adial-up connection. That would cause the TAOS unit to dial the log host for every
logged action, including hang ups.

To configure Syslog, you might need to set some or all of the following parameters:

Parameter Description
Sylsog-Enabled Enables Syslog.
Call-Info Specifies whether the TAOS unit sends a one-line Syslog

message to the Syslog host when an authenticated call
terminates. This message includes information such as the
called and calling number and the encapsul ation, data rate, and
length of session.

Host The IP address of the Syslog host.

Port Specifies the port number on which the remote Syslog daemon
islistening. It is set to port 514 by default.

Facility I dentifies the messages as being from a particular TAOS unit.

Syslog-Format Specifies whether the messages the TAOS unit sends to Syslog

arein TAOS format (the default) or in another format as other
L ucent products.

To configure Syslog reporting on the TAOS unit, proceed as in the following example:
1 ReadintheLlog profile:

adm n> read | og
LOG read

2 Enable Sydog:
adm n> set sysl og-enabled = yes

3 Specify that you want end of call information sent:
adm n> set call-info=end-of-call

4 Specify the IP address of the host running Syslog:
adm n> set host=10.2.3.4

5 Specify the port the Syslog daemon is listening on:

adm n> set port=588
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The TAOS unit will send all messages out on this port as soon as you write the Log
profile.

6 Specify the Syslog facility:
adm n> set facility=local 0

After setting alog facility number, you need to configure the Syslog daemon to write all
messages containing that facility number to a particular log file. Thisfile will be the
TAOS unit log file.

7  Specify the format of Syslog messages:
adm n> set syslog-format = max
8 Write the profile to save the changes:

admn> wite
LOG witten

Note that Call-Info isintended for diagnostic support. It uses UDP, which provides no
guaranteed delivery, so it should not be used for billing purposes.

Configuring the Syslog daemon

To configure the Syslog daemon to interact with the TAOS unit, you need to modify the

/ et c/ sysl og. conf fileonthelog host. This file specifies which action the daemon will
perform when it receives messages from a particular log facility number (which represents the
TAOS unit). For example, if you set Log Facility to Local5 in the TAOS unit, and you want to
logitsmessagesin/ var /1 og/t nt 01, add thefollowing lineto/ et ¢/ sysl og. conf :

| ocal 5.i nfo<tab>/var/Il og/tnt01

Note: The Syslog daemon must reread / et ¢/ sysl og. conf after it has been changed.

Checking the power supplies

To check the status of the APX 8000 unit’s redundant power supplies, enter the Power
command. For example:

adm n> power
Power supply A not present

Power supply B present, OK tenp= K
Power supply C present, K tenp= K
Power supply D not present

You can aso use the Lucent Power Supply MIB to manage and monitor the power supplies.

Using a script to configure the TAOS unit

The TAOS unit's CLI alows you to create configuration scripts with asimple text editor and a
Telnet client program with a Text Upload feature. This section briefly describes how you could
use a script to make changes to the TAOS unit’s configuration.

Following are the basic steps:
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Create atext file that contains the configuration commands as you would enter them in the
TAOS unit's CLI.

Log into the TAOS unit with sufficient permissions to change the configuration.
To upload the file to the TAOS unit, use the upload file feature of your Telnet or terminal

software.

Creating a text file

Following is an example of atext file that configuresaT1 linein shelf 1, slot 1.

new T1
set name = SF

set physical -address shel f
set physical - address sl ot

shelf-1
slot-1

set physical -address item nunber =1
set line-interface enabled = yes

set line-interface frane-type

= esf

set line-interface encoding = b8zs
set line-interface clock-source = eligible

wite -f

Note: The Write -f command causes the script to overwrite an existing configuration without

prompting.

You can use thisfile asabasis for configuring al twenty-eight lines on aDS3 card by
changing the parameters, such as Item-Number, as required. Carefully review your text file to

make sure it is correct.

Logging into the TAOS unit

To log into the TAOS unit for administrative tasks, use a profile that has write permissions, as

in the following example:

% tel net nytnt

User: adnmin
Password: mypassword
adm n>

If you are already logged into the TAOS unit, make sure you are at the highest level by

entering thel i st

adm n>l i st
nanme = ¢

. command (possibly more than once), as in the following example:

physi cal - address* = { shelf-1 slot-1 1}
line-interface = { yes esf b8zs eligible mddle-priority

i nband wi nk-start digi+

adm n>| i st
error: at highest |evel
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Uploading the text file

Use an ASCII text upload to upload the text file directly to the TAOS unit's prompt. Carefully
review your changes through the console.

Displaying user session information

You can obtain TAOS system user session information with the Userstat and Finger
commands.

Using the Userstat command

The Userstat command displays the active users on the TAOS unit. To display the most
complete information about active sessions, usethe - I option, asin the following example:
adm n> userstat -1

Sessionl D Line/Chan Slot:ltem Tx/Rx Rate Svc Address User nane
228687860 1.01.02/01 1:03:01/01 56K/ 56K PPP 10.100.0.1 bar ney
228687861 1.02.03/02 1:04:02/00 28800/33600 PPP 10.168.6.24 jake
<end user list> 2 active user(s)

Following are the Userstat output fields with descriptions:

Field Description
Sessi onl D Unique ID assigned to the session.
Li ne/ Chan Physical address (shelf.slot.line/channel) of the network

port on which the connection was established, (for
example, a T1 line/channel).

Slot:ltem Shelf:slot:itenvlogical-item of the host port to which the
call was routed (for example, modem, HDLC channel).

Tx/ Rx Rate Transmit and receive rate. Note that for modem
connections, the transmit rate is set automatically to the
receive rate, because modem cards do not support
asymmetric data rate connections.
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Field Description

Svc Type of service in use for the session. Following are the
possible values:
--- (The serviceis being negotiated.)
PPP (Point-to-Point Protocol)
SLP (Serial Line IP)
MPP (Multilink Protocol Plus)
MP (Multilink Protocol)
X25 (X.25)
FRY (Frame Relay)
EUR (EU-RAW)
EUI (EU-UI)
TLN (Telnet)
BTN (Binary Telnet)
TCP (raw TCP)
TRM (Termina Server)
VCN (Virtual Connect)
D25 (D-channel X.25)

DTP (DTPT)
Di al ed# The number dialed to initiate this session.
(displaysonly with-1 option)
ConnTi e The amount of time (in hours:minutes.seconds format)

(displaysonly with-1 option)  since the session was established.

I dl eTi me The amount of time (in hours:minutes.seconds format)
(displaysonly with-1 option)  since data was last transmitted across the connection.

To terminate a user, use the - k option, as in the following example:

adm n> user st at

SessionlD Line/Chan Slot:ltem Rate Svc Address User nane
246986325 1.01.02/01 1:13:01/000 33600 PPP 100. 100. 8.2 100. 100.8.2
<end user list> 1 active user(s)

admi n> userstat -k 246986325
Session 246986325 cl eared

The Userstat command can terminate PPP, SLIP, MP+, Telnet, Telnet binary, Raw TCP, or
terminal server user sessions. You cannot use the - k option to terminate Frame Relay or DTPT
service types.

You can configure the Userstat command output with the Userstat-Format parameter. For
information, see the APX 8000/MAX TNT Reference.

Userstat options to display address and username

The Userstat command supports the following new options:

e - a,totakethelP addressof asession asinput and display the associated session details.
e - U, totake ausername and display the associated session details.

e -0, torestrict the Userstat command output to specified fields.

Following is the new command usage statement:

APX 8000/MAX TNT Administration Guide 2-31



TAOS System Administration
Displaying user session information

adm n> hel p userstat
userstat usage: userstat -options [ parans ] [ -0 [format] ]

command options:
-s show users (default)
-k <sessionID> kill a user session
-a <i pAddress> show the session with matchi ng <i pAddress>
-u <usernanme> show the session with matchi ng <username>
-1 wide format (> 80 characters)
-d dunp, do not pass output through nore

format val ues:

One or More of the follow ng format characters
% SessionlD
% Linel/ Chan
% Slot:ltem
% Tx/Rx Rate
% Type of Service
% Address
%u User nane
% ConnTi me
% IdleTime
% D al ed#
default : % 99 % % % % % % % 9%

Using the -o format specifier option

Use the - o option with one or more format specifiersto display only the fields of interest. For
example, for an active session, the Userstat command shows the following details:

adm n> user st at

Sessionl D Line/Chan Slot:ltem Tx/Rx Rate Svc Address User nane
288532030 1.01.01/012 1:03:01/002 56000/56000 PPP 1.1.1.238 netl
<end user list> 1 active user(s)

If you use the - 0 option and indicate the codes for SessionlD and Line/Channel information,
the command shows only the following details:
adm n> userstat -0 % %

Sessionl D Line/ Chan
288532030 1.01.01/012
<end user list> 1 active user(s)

Using the -a and -u options

Usethe - a option to display information related to a known IP address. It requires an IP
address argument on the command line. For example:

adm n> userstat -a 1.1.1.238

Sessionl D Line/ Chan Slot:Item Tx/Rx Rate Svc Address User nane
288532030 1.01.01/012 1:03:01/002 56000/56000 PPP 1.1.1.238 netl
<end user list> 1 active user(s)

To display only the relevant username, include the - o option as follows:

adm n> userstat -a 1.1.1.238 -0 %
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User nane
netl
<end user list> 1 active user(s)

Usethe - u option to display information related to a known username. It requires a user-name
argument on the command line. For example:

adm n> userstat -u netl

Sessionl D Line/Chan Slot:ltem Tx/Rx Rate Svc Address User nane
288532030 1.01.01/012 1:03:01/002 56000/56000 PPP 1.1.1.238 netl
<end user list> 1 active user(s)

To display only the user’s |P address, include the - o option as follows:
adm n> userstat -u netl -o %

Addr ess
1.1.1.238
<end user list> 1 active user(s)

Using the Finger command
Finger is described in RFC 1288. To enable it in the TAOS unit, set the Finger parameter to
Yes, asfollows:
1 ReadtheIP-Global profile:
adm n> read ip-gl obal
2 Set Finger to Yes:
adm n> set finger = yes
3 Writethe profile:
admn> wite
The default value for this parameter is No, which causes the TAOS unit to reject queries from
Finger clients with the following message:

Fi nger online user |ist denied.

Setting the Finger parameter to Yes enables the TAOS unit to accept Finger queries and return
the requested active session details to aremote client. The client can ask for a short or wide
format. For example, a UNIX client can request the wide (140-character) format by using the
- | option, asin the following command which displays, in wide format, session information
for the system named apx1:

# finger -1 @pxl
The following command displays the same information in narrow (80-character) format:

# finger @px1

The client can also request the details of al sessions, or of a single session. For example, to
request information about a single user named Tupshin:

# finger tupshin@pxl
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The Finger forwarding service, which uses the hostname format @ost 1@ost 2, isnot
supported. If the remote client uses the forwarding request format, the client sees the following
message:

Fi nger forwardi ng service denied.

Remote management of other units

The Remote command is available in the terminal-server interface on host cards that accept
digital calls, and as a command on the TAOS shelf controller. As on other TAOS platforms,
the Remote command is used to remotely manage another unit.

Opening a remote management session

During aremote management session, the user interface of the remote deviceis displayed as if
you had opened a Telnet connection to the device. The following example shows a remote
device that uses the VT100 interface for TAOS. For example;

adm n> renote al |l wnp50

al  wnp50 Edit

Main Edit Menu 10-100 1 00- 200 11: 23:55
Configure Link A M31 Line Ch
>00- 000 System Bl A Qutgoi ng Call
20- 000 Et hernet B2
30-000 Serial WAN
20-100 Sessions 20-500 DYN St at
Qual Good 01:23:44
>1 Active XK 1 channel

CLU 100% ALU 100%

20300 WAN—St=t 20-400 Ether Stat
>Rx Pkt : 667435 ~ >Rx Pkt : 99871435
Tx Pkt: 3276757 Tx Pkt: 76876757
CRC: 323v Col : 73298
U0- 100 SyS Oprion 0U0- 200 FW Cont g
>Security Prof:1 >BRI Interface
Sof tware +8. 0+ Adrs: 00c05b45390
S/ N: 4293801 v Enet 1/F AU

Press Ctrl-n to nove cursor to the next nenu item Press return to select it.
Press Tab to nove to another w ndow -thick border indicates active wi ndow

The Remote command argument is the station name, which must match the value of a Station
parameter in a Connection profile, or the user ID at the start of a RADIUS profile. The
connection must use the MP+ protocol, and the connection must already be established when
you use the Remote command.

When you use the Remote command on the shelf controller, it locates the host card that has an
active connection to the remote unit. It then opens a session to that card, invokes the
terminal-server interface, and uses the Remote command on the card to bring up the remote
management session. The Remote command uses a proprietary protocol to connect to the
remote unit and bring up its LCD menu, which can be used to reconfigure the unit. However,
because your initial permissions are set by the default Security profile on the remote system,
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you might need to authenticate the Full Access or other administrator-level Security profile
before managing the unit.

You can aso manualy open a session with the host card that has an active connection to the
remote unit, invoke the terminal-server, and run the Remote command on the slot card. For
example:

adm n> userstat -s

SessionlD Line/Chan Slot:ltem Tx/Rx Rate Svc Address User nane
228687860 1.01.02/01 1:03:01/01 56K/ 56K PPP 10.100.0.1 clarap75
228687861 1.02.03/02 1:04:02/00 28800/33600 MPP 10. 168.6.24 al |l wnp50

<end user list> 2 active user(s)
adm n> open 1 4
hdl c2- 1/ 4> term nal - server

ascend% renote al | wnp50

Terminating a remote management session

To exit from the remote management session and return to the command-line interface session
on the shelf controller, press Ctrl-C three times in quick succession.

If you opened the session on aslot card, press Ctrl-\ to end the session. You can then quit the
terminal server and the slot card session to return to the shelf controller.

Either end of the connection can terminate an MP+ connection by hanging up al channels of
the connection.

Note: A remote management session can time out, because the traffic it generates does not
reset the idle timer. Therefore, the Idle parameter in the Connection profile at both the calling
and answering ends of the connection must be disabled during a remote management session,
and restored just before exiting. Remote management works best at higher terminal speeds.

Error messages

The TAOS generates an error message for any condition that causes the session to terminate
before sending the full number of packets. The following error messages can appear:

M essage Explanation

not authorized Permissions are insufficient for beginning a
remote management session. You must
authenticate a User profile that enables the
System permission.

cannot find profile for <station> No profilewasfound for the specified station

name.

profile for <station> does not A profile was located for the specified station

specify MPP name, but it did not specify the MP+
encapsulation protocol.

cannot establish connection for The MP+ connection to the remote station

<stati on> could not be established.
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Reloading

M essage Explanation

<station> did not negotiate MPP The remote station did not negotiate an MP+
connection. Possibly the profile for the TAOS
dial-in did not specify MP+.

far end does not support renote The remote station is running aversion of

menagenent TAOS that does not support remote
management.
managenent session failed A temporary condition, such as premature

termination of the connection, caused the
management session to fail.

far end rejected session The remote station was configured to reject
remote management. (The Remote Mgmt
parameter was set to no in the remote
station’s System profile.)

profiles from RADIUS

Use the Refresh command to open a connection to a RADIUS server and retrieve the latest
configuration information. (For information about RADIUS, see the APX 8000/MAX TNT
Reference.)

The Refresh command uses the following syntax:

refresh -a|-n|-p|-r|-t

Option Description

-a Refresh all types of configuration.

-n Refresh nailed profiles configuration.

-p Refresh address pools configuration.

-r Refresh static routes configuration.

-t Refresh terminal server configuration.

-s Clears the current Source Auth information (purging al existing

Source Auth entries from the cache) and reloads it from RADIUS.

When you use the -n option, the TAOS unit requests areload of al nailed profiles from the
RADIUS server:

adm n> refresh -n

You can specify how nailed connections are handled following a Refresh —n by using the
Perm-Conn-Upd-M ode parameter in the System profile. If set to All (the default), all existing
permanent connections are brought down and then brought up again (along with any new
connections) following the update. This causes service interruption every time any nailed
profileis updated or added.

If set to Changed, only new connections are created, and only those with modified attribute
values are reestablished.
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Configuring the dialout timer

The Max-Dialout-Time parameter in the System profile specifies the maximum number of
seconds the system waits for a Call Setup Complete from the remote side when dialing out. If
the TAOS unit cannot establish the call before the timer expires, the dialout attempt fails. The
dialout timer allows increased flexibility for international dialing.

Valid values are from 0 to 255. The default is 20 seconds. If set to zero, the TAOS unit usesits
interna default of 20 seconds. In the following example, the dialout timer is set to 60 seconds:

adm n> read system
SYSTEM r ead

adm n> set max-dialout-tine = 60
admn> wite
SYSTEM witten

The Max-Dialout-Time setting does not influence the modem timeout to detect carrier.
Modems have an internal timer that counts down from dialout to establishing carrier with the
remote modem (including training) which for Rockwell modems has a default of 45 seconds.
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The TAOS unit supports several network management commands, which are useful for
locating the sources of problems on the network and for communicating with other hosts for
management purposes.

Some of the network management tools focus on routing and interface information. They
enable you to display the routing and interface tables, view real-time routing statistics, display
route caches, and make changes to the routing table. The OSPF command supports numerous
arguments for viewing information about the OSPF link-state database, adjacencies, and other
aspects of the router configuration.

Other tools are geared toward network usage, and enable you to display packets received on
LAN interfaces, display the ARP cache, Ping ahost, and log into a host by means of Rlogin or
Telnet.

For complete information about the commands described in this chapter, see the APX
8000/MAX TNT Reference.

Diagnostic tools for TCP/IP networks

The TAOS unit maintains aninternal 1P routing table. You can configure the system to use RIP
or OSPF to propagate the information in that table to other routers, receive information from
other routers, or both, on any LAN or WAN interface. For information about configuring the
router, see the APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration Guide.

Testing connectivity

The Ping command is useful for verifying that the transmission path between the TAOS unit
and another station is open. Ping sendsan ICMP echo_request packet to the specified station. It
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the station receives the packet, it returnsan ICMP echo_response packet. For example, to Ping
thehostt echpubs:

admi n> ping techpubs

PI NG techpubs (10.65.212.19): 56 data bytes

64 bytes from 10.65.212.19: icnp_seq=0 ttl =255 tine=0 ns
64 bytes from 10.65.212.19: icnp_seq=3 ttl =255 tine=0 ns
~C

--- techpubs ping statistics ---

2 packets transnmitted, 2 packets received, 0% packet | oss
round-trip min/avg/ max = 0/0/0 ns

You can terminate the Ping exchange at any time by pressing Ctrl-C. When you press Ctrl-C,
the command reports the number of packets sent and received, the percentage of packet l0ss,
the number of duplicate or damaged echo_response packets (if any), and round-trip statistics.
In some cases, round-trip times cannot be cal culated.

During the Ping exchange, the TAOS unit displays information about the packet exchange,
including the Time-To-Live (TTL) of each ICMP echo_response packet.

The maximum TTL for ICMP Ping is 255, while and the maximum TTL for TCPis often 60 or
lower, so you might be able to Ping a host but not be able to run a TCP application (such as
Telnet or FTP) to that station. If you Ping a host running a version of Berkeley UNIX before
4.3BSD-Tahoe, the TTL report is 255 minus the number of routers in the round-trip path. 1f
you Ping a host running the current version of Berkeley UNIX, the TTL report is 255 minus
the number of routersin the path from the remote system to the station performing the Ping.

Displaying the interface table

At system startup, the TAOS unit creates an I P interface, in the active state, for each Ethernet
interface that has a configured | P-Interface profile, and for the built-in loopback, reject, and
blackhole interfaces. It also creates | P interfaces in the inactive state for remote connections.
For each IP interface that is not configured as a private route, the TAOS unit also adds a route
to the routing table.

adm n>net stat -i

Nane MIU  Net/ Dest Addr ess I pkts lerr Opkts

i e0 1500 192.168.7.0/24 192. 168. 7. 135 71186 2 53131
| 00 1500 127.0.0.1/32 127.0.0.1 53195 0 53195
rjo 1500 127.0.0.2/32 127.0.0.2 0 0 0
bhO 1500 127.0.0.3/32 127.0.0.3 0 0 0
wanabe 1500 127.0.0.3/32 127.0.0.3 0 0 0
| ocal 65535 127.0.0.1/32 127.0.0.1 59753 0 59753
ncast 65535 224.0.0.0/ 4 224.0.0.0 0 0 0
tunnel 7 1500 192.168.7.0/24 192.168. 7. 135 0 0 0
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Nane MIU  Net/ Dest Addr ess I pkts lerr Opkts Cerr
vrOmai n 1500 192.168.7.135/32 192.168.7.135 0 0 0 0
si pO 65535 - - 0 0 0 0
wanlo 1528 200.4.2.2 192.168. 7. 135 0 0 0 0
wanll 1528 200.5.2.2 192.168. 7. 135 0 0 0 0
wanl2 1528 200.6.1.2 192.168. 7. 135 0 0 0 0
wanl3 1528 200.6.2.2 192.168. 7. 135 0 0 0 0
wanl4 1528 200.100.2.2 192.168. 7. 135 0 0 0 0
wanls 1528 200.100.3.2 192.168. 7. 135 0 0 0 0
wanl6é 1528 200.4.4.2 192.168.7.135 0 0 0 0
wanl7 1500 200.6.100.2 200.1.100.2 0 0 0 0
wanl8 1528 200.4.4.3 192.168. 7. 135 0 0 0 0
wanl9 1528 200.4.2.3 192.168. 7. 135 0 0 0 0
wan20 1528 200.3.2.2 192.168.7.135 0 0 0 0
wan21l 1528 200.3.1.2 192.168. 7. 135 0 0 0 0
wan22 1528 200.4.103.2 192.168. 7. 135 0 0 0 0
wan23 1500 200.4.101.3 200.2.101.2 0 0 0 0
ié1-5-1 1500 200.1.1.0/24 200.1.1.2 0 0 1 0
iel-5-2 1500 200.1.2.0/24 200.1.2.2 0 0 1 0
iel-5-3 1500 200.2.1.0/24 200.2.1.2 75837 0 75838 0
iel-5-4 1500 200.2.2.0/24 200.2.2.2 0 0 1 0
iel-5-5 1500 - - 0 0 0 0
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The interface table contains the following information:

Column name Description

Nane Name of the interface:
¢ i e0- n —The shelf-controller Ethernet interfaces.

e ie[shelf]-[slot]-[iten]—TheEthernetinterfacesfor
Ethernet cards.

¢ | 00—The loopback interface.

e rjO0—Theregject interface, used in network summarization.

*  bhO0—The blackhole interface, used in network summarization.
 wanN—A WAN connection, entered as it becomes active.

* wanabe—An inactive RADIUS diaout profile.

* | ocal —Thelocal machine.

e nrast —Themulticast interface, which represents the multicast
forwarder for the entire class-D address space.

e tunnel N—A pseudo-interface that is used only when the
TAOS unit is configured as an ATMP Router Home Agent. In
that configuration, the TAOS unit creates a route for each
registered Mobile Client. Regardless of how many tunnels the
Home Agent may terminate, there is always a single tunnel
interface. (The number appended to the tunnel interface nameis
an internal number used by the system.)

Mru (Maximum Transmission Unit) The maximum packet size allowed
on the interface.

Net / Dest Network or the target host thisinterface can reach.

Addr ess Address of thisinterface.

I pkts Number of packets received.

lerr Number of packets that contain errors.

Opkt's Number of packets transmitted.

Cerr Number of transmitted packets that contain errors.
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Displaying and modifying IP routes

This section explains how to display the TAOS unit’s IP routing table. It also explains how to
use the Netstat command to display the I P routing table and the I Proute command to add or

delete static routes. For compl ete information about configuring 1P routing on the TAOS unit,
see the APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration Guide.

Displaying the routing table

To display the routing table, enter the Netstat command with the —r argument, asin the
following example:

adm n> netstat -r

Desti nation
127.
127.
127.
182.
192.
192.

216,
224.
224.
224,
224,
224.
224,
255.

0.0.0/8 -
0.0.1/32 -
0.0.2/32 -

21.33.0/ 24 192.168.7.1

168.7.0/24 -
168.7.135/32 -

64.222.0/ 24
.0/ 4

.1/32

.2/ 32

5/ 32

. 6/ 32

. 9/32

255. 255. 255/ 32

© e o e o9
©O o o o o o

Gat eway

192.168.7.1

I F
bho
| ocal
rjo

i e0
i e0

| ocal

i e0

ncast
| ocal
| ocal
| ocal
| ocal
| ocal
i e0

Flg

©8 9399

CP

3333989 G

(@)
U

Pr ef

0

O O O o o o o

Met

O © o © o o

O O O O O O O o™

The columnsin the routing table contain the following information:

Column

Desti nati on

Gat eway

Description

Use

o O o o

50041
2522

1456

O O O o o o o

Age
154417
154417
154417
150873
154417
154417

150873
154417
154417
154417
154417
154417
154417
154417

Theroute's target address. To send a packet to this address, the TAOS unit

uses this route. If the target address appears more than once in the routing
table, the TAOS unit uses the most specific route (having the largest subnet
mask) that matches that address.

Direct routes (without a gateway) show a hyphen in this column.

The next hop router that can forward packets to the given destination.

APX 8000/MAX TNT Administration Guide

3-5



Network Administration
Diagnostic tools for TCP/IP networks

Column
I F

Fl g

Pr ef

Metric

Age

Modifying the routing table

Description

The name of the interface through which to send packets over this route:
e ieQorie[shelf]-[slot]-[iten] isanEthernetinterface.
e | 00 istheloopback interface.

* rj 0 istheregject interface, used in network summarization.

* bhO isthe blackholeinterface, used in network summarization.

« wanNisaWAN connection, entered as it becomes active.

* wanabe indicates an inactive RADIUS diaout profile.

e | ocal indicates asingleroute targeted at the local machine.

e nrast indicatesarouteto avirtual device. Theroute encapsulatesthe
multicast forwarder for the entire class D address space.

One or more of the following flags:

e C—adirectly connected route, such as Ethernet

e | —an ICMP redirect dynamic route

¢ N—placedinthetable viaSNMP MIB I

*  O—A route learned from OSPF

* R—aroutelearned from RIP

e r—atransient RADIUS likeroute

e S—adgtaticroute

e ?—aroute of unknown origin, which indicates an error
e G—anindirect route via a gateway

e P—aprivateroute

e T—atemporary route

¢ M—amultipath route

e *—abackup static route for atransient RADIUS-like route

The preference value. See the description of the Preference parameter for
information about defaults for route preferences.

A RIP-style metric for the route, with arange of 0-16. Routes learned from
OSPF show aRIP metric of 10. OSPF cost-infinity routes show aRIP
metric of 16.

A count of the number of times the route was referenced since it was
created. (Many of these references are internal, so thisis not a count of the
number of packets sent over this route.)

The age of the route in seconds. RIP and ICMP entries are aged once every
10 seconds.

The IProute command enables you to manually add routes to the routing table, delete them, or
change their preference or metric values. The command is useful for temporary routing
changes. Changes you make to the routing table with the IProute command do not persist

3-6
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across system resets. RIP and OSPF updates can add back any route you remove with | Proute
Delete. Also, the TAOS unit restores all routes listed in the |P-Route profile after a system
reset.

The IProute command uses the following syntax:
i proute option

Syntax element Description
add Add an IP route to the routing table.
delete Delete an IP route from the routing table.

Adding a static IP route to the routing table

To add a static IP route to the TAOS unit’s routing table, use the | Proute Add command:

i proute add dest_| Paddr [/subnet_mask] gateway_| Paddr [/subnet_mask]
[pref] [metric]

Syntax element Description

dest _| Paddr [/subnet_mask] Destination network address. The optional
subnet mask specifies the number of bitsin the
mask. The default is 0.0.0.0/0. Note that the
router uses the most specific route (having the
largest mask) that matches a given destination.

gat eway_| Paddr | P address of the router that can forward packets

[/ subnet _mask] to the destination network, and optional subnet
mask (in bits). The default is 0.0.0.0.

pref Route preference. The default is 100.

metric Virtual hop count of the route. You can enter a

value between 1 and 15. The default is 1. Note
that RIP and OSPF updates can change the
metric for any route, including one you have
modified manually by using the IProute
command.

For example, consider the following command:
adnmin> i proute add 10.1.2.0/24 10.0.0.3/24 1

It adds a route to the 10.1.2.0 network and all of its subnets, through the IP router located at
10.0.0.3/24. The metric to the route is 1 (one hop away).

If you try to add aroute to a destination that is aready in the routing table, the TAOS unit does
not replace the existing route unless it has a higher metric than the route you attempt to add. If
you get the message War ni ng: a better route appears to exist,the TAOS
unit has rejected your attempt to add aroute.
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Deleting a static IP route from the routing table

To remove a static I P route from the TAOS unit’s routing table, enter the |Proute Delete
command:

i proute delete
dest _| Paddr [/ subnet _mask] [ gat eway_I| Paddr [/ subnet _mask]]

The arguments are the same as for |P Route Add. For example, the following command
removes the route to the 10.1.2.0 network:

adnmin> i proute delete 10.1.2.0 10.0.0.3/24

You can aso change the metric or preference value of an existing route by using the IProute
command. For example, if the routing table contains the following route:

Desti nati on Gat eway IF Fl g Pref Met Use Age
10.122.99. 0/ 24 10.122.99.1 wan4 SG 100 7 0 48630

You could change the metric as follows:
adm n> iproute add 10.122.99.0/24 10.122.99.1 50 3

Tracing routes

The TraceRoute command is useful for locating slow routers or diagnosing | P routing
problems. It traces the route an | P packet follows, by launching UDP probe packets with alow
Time-To-Live (TTL) value and then listening for an ICMPt i me exceeded reply from a
router. For example, to trace the route to the host t echpubs:

adm n> traceroute techpubs
traceroute to techpubs (10.65.212.19), 30 hops max, 0 byte packets
1 techpubs.eng.ascend. com (10.65.212.19) O nm O ns 0 ns

Probes start with a TTL of one and increase by one until of the following conditions occur:

e TheTAOSunitreceivesan ICMPport unreachabl e message. (The UDP portinthe
probe packetsis set to an unlikely value, such as 33434, because the target host is not
intended to process the packets. A port unr eachabl e message indicates that the
packets reached the target host and were rejected.)

e TheTTL value reaches the maximum vaue. (By default, the maximum TTL is set to 30.)
You can use the - moption to specify a different TTL. For example:

adm n> traceroute -m 60 techpubs

traceroute to techpubs (10.65.212.19), 60 hops nmax, 0 byte packets
1 techpubs.eng.abc.com (10.65.212.19) Onm O nm 0 ns

TraceRoute sends three probes at each TTL setting. The second line of output shows the
address of the router and the round trip time of each probe. If the probe answers come from
different gateways, the address of each responding system is shown. If thereis no response
within a three-second timeout interval, the second line of output lists an asterisk.

For the details of the TraceRoute command, see the APX 8000/MAX TNT Reference.
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Verifying name service setup

You can retrieve a host address by using the NSlookup command, provided that the TAOS unit
has been configured with the address of a name server. (For information about configuring
name servers, see the APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration
Guide). If ahost has severd I P interfaces, the command returns several addresses.

To retrieve the | P address of the host t echpubs, proceed asin the following example:
adm n> nsl ookup techpubs

Resol vi ng host techpubs.
| P address for host techpubs is 10.65.212.19.

Displaying the ARP cache

The Address Resolution Protocol (ARP) translates between | P addresses and media access
control (MAC) addresses as defined in RFC 826. Hosts broadcast an ARP request that is
received by all hosts on the local network, and the one host that recognizes its own | P address
sends an ARP response with its MAC address.

The TAOS unit maintains a cache of known I P addresses and host MAC, addresses which
enablesit to act as aproxy for ARP requests for target hosts across the WAN, provided that
proxy mode is turned on. (For configuring proxy ARP, see APX 8000/MAX TNT WAN,
Routing, and Tunneling Configuration Guide.)

With the ARPtable command, you can display the ARP table, add or delete ARP table entries,
or clear the ARP cache entirely. To display the ARP cache, enter the ARPtable command
without any arguments, as in the following example:

adm n> arptable

| P Address MAC Address Type |F Retries/Pkts/RefCnt Tinme Stanp
10. 103. 0. 141 00: BO: 24: BE:D4:84 DYN O 0/0/1 23323
10.103.0. 2 00: CO: 7B: 7A:AC:54 DYN O 0/ 0/ 599 23351
10. 103. 0. 220 00: CO: 7B: 71:83:02 DYN O 0/ 0/ 2843 23301
10.103. 0. 08:00:30:7B:24:27 DYN O 0/ 0/ 4406 23352
10.103. 0. 00:00: 0C: 06:B3: A2 DYN O 0/ 0/ 6640 23599
10.103. 0. 00: 00: 0C: 56:57:4C DYN O 0/ 0/ 6690 23676
10.103. 0. 49 00: B0: 80:89:19:95 DYN O 0/ 0/ 398 23674
The ARP table displays the following information:
Column Description
| P Address The address contained in ARP requests.
MAC Address The MAC address of the host.
Type How the address was learned, that is, dynamically (DY N) or
by specification of a static route (STAT).
I F The interface on which the TAOS unit received the ARP
request.
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Column

Retries

Pkt s

Description

The number of retries needed to refresh the entry after it
timed out.

The number of packets sent out to refresh the entry after it
timed out.

To add an ARP table entry, use the - a option, asin the following example:
adm n> arptable -a 10.65.212.3 00: 00: 81: 3D: FO: 48

To delete an ARP table entry, use the - d option, as in the following example:
adm n> arptable -a 10.9.8. 20

To clear the entire ARP table, usethe - f option:

adm n> arptable -f

Displaying protocol statistics

The Netstat command displays the TAOS unit’s I P interface and routing tables, protocol
statistics, and active sockets. By default (without an argument), the Netstat command reports
information about both UDP and TCP. Following is an example that shows the use of Netstat
without any argumentsto display UDP and TCP socket information:

adm n> net st at
udp:

- Socket
1/ c
1/ c
1/ c
1/ c
1/ c
1/ c
1/ c
1/ c
1/8
1/8
1/8
1/8
1/9
1/9
1/9
1/9
1/ 10
1/ 10
1/ 10
1/ 10
1/ 11
1/ 11
1/ 11
1/ 11
1/ 12

O WMNPFPOWMNRPOWNRPOWNRPEPONOUMAWNLEO!

Loca

Por t
1023
520

7

123
5150
1022
161
1797
1018
20108
1008
1798
1021
20109
1009
1799
1020
20110
1010
1800
1017
20111
1011
1801
1019

I nQLen | nQvax | NQDr ops Total Rx

0
15510
32
32
256
128
32
128
128
32
128
128
128
32
128
128
128
32
128
128
128
32
128
128
128

O O O oo

2

O OO0 O0OO0D0D0DO0DO0DO0D0D0D0D0DO0ODO0D0O0D0DO0OO0OO0OO0OOoOOo
N

O OO0 0000000000000 0O0D0DO0OO0OO0OO0OOoOOo

O OO0 00000000000 OoOOoOOo

3-10

APX 8000/MAX TNT Administration Guide



Network Administration
Diagnostic tools for TCP/IP networks

1/ 12 1 20112 0 32 0 0

1/ 12 2 1012 0 128 0 0

1/ 12 3 1802 0 128 0 0

tcp:

- Socket - Local Renot e State

1l/c 0 192.168.7.135.79 *ox LI STEN

1l/c 1 192.168.7.135.1723 *ox LI STEN

1l/c 2 192.168.7.135.23 *ox LI STEN

1l/c 4 192.168.7.135.23 172.20. 32.137. 42863 ESTABLI SHED
1l/c 9 192.168.7.135.23 206. 65.212. 10. 1991 ESTABLI SHED

The output shows the queue depth of various UDP ports, aswell as the total packets received
and total packets dropped on each port. The total-packets-received count includes the total
packets dropped. For this sample output, the SNM P queue depth was set to 32. For information
about queue depths, see the APX 8000/MAX TNT WAN, Routing, and Tunneling Configuration
Guide.

The Netstat command supports the —s option, which displays protocol statistics. The —s
option uses the following syntax:

netstat -s identifiers

If no identifiersfollow the —s option, al protocol statistics are shown. If specified, the
identifiers determine the type of protocol statistics to display. Valid identifiersinclude udp,
tcp,icnp,ip,ignp,orncast. Following isan example that displays all statistics:

adm n>netstat -s

udp:
15636 packets received
0 packets received with no ports
0 packets received with errors
0 packets dropped
68 packets transmitted

tcp:

active opens

passi ve opens

connect attenpts failed
connections were reset

2 connections currently established
1457 segments received

0 segnments received out of order
1728 segnments transnmitted

18 segnents retransnmitted

5 active cl oses

0 passive cl oses

0 disconnects while awaiting retransm ssion

o O ~NO

i cnp:
216 packets received
0 packets received with errors
| nput hi stogram
216 echo requests
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271 packets transmitted
0 packets not transmitted due to | ack of resources
Qut put hi st ogram

216 echo replies

24 destinati on unreachable

31 ti ne exceeded

28860 packets received
0 packets received with header errors
0 packets received with address errors
0 packets received forwarded
0 packets received with unknown protocols
0 i nbound packets di scarded
17310 packets delivered to upper |ayers
2084 transmt requests
0 discarded transmit packets
49 out bound packets with no route
0 reassenblies tineout
268 reassenblies required
12 reassenblies succeeded
244 reassenblies failed
12 fragnentation succeeded
0 fragnentation fail ed
24 fragmented packets created
0 route discards due to |lack of nenory
64 default ttl
i gnp:
packets recei ved
bad checksum packets received
bad version packets received
query packets received
| eave packets received
packets transmtted
query packets sent
response packets sent
| eave packets sent

[eNeololNolNoNoNelNoNo)

ncast:

packets recei ved
packets forwarded
packets in error
packets dropped
packets transmtted

el eoloNo N
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Logging into a network host

The Rlogin and Telnet commands enable you to log into a network host from the TAOS unit.

Using the Rlogin command

The Rlogin command initiates alogin session from a host card, such as amodem or HDLC
card, to aremote host. For example, to log into the host t echpubs, first open a session with
the host card. Then issue the Rlogin command:

hdl c-1/ 16> rl ogin techpubs

Passwor d:

Last login: Wed Oct 2 10:31:36 from narcel . marceau

SunCS Rel ease 4.1.4 (TECHPUBS- BQE) #1: Wed Jan 4 08:56:59
PDT 2000

t echpubs%

You can log out of the remote host by entering the Rlogin escape sequence (tilde-dot):

techpubs% ~.
Connection cl osed.

Or, you can log out explicitly:

techpubs% | ogout
Connection cl osed.

If you wish, you can change the default escape character from atilde to any other character.
For details, see the APX 8000/MAX TNT Reference.

If your user name on the TAOS unit is different from your user name on the remote host, you
can specify a user name on the Rlogin command line. For example:

admin> rlogin -1 marcel techpubs
Passwor d:

Using the Telnet command

The Telnet command initiates alogin session to a remote host. For example, to Telnet into the
hostt echpubs:

adm n> tel net techpubs

Connecting to techpubs (10.65.212.19)
Escape character is '"]’

Connect ed

SunOS UNI X (techpubs)

You can close the Telnet session by logging out of the remote host:

techpubs% | ogout
Connection cl osed.
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Detecting and reporting patterns in the TCP-Clear data stream

You can run the Tokencount diagnostic command to detect and report the number of instances
of a specified pattern (a token) in the TCP-Clear data stream sent by the TAOS. On the shelf
controller, the command enables or disables the token-counting process, specifies up to four
patterns, clears counters, and displays token information system-wide. Updates to the
command specified on the shelf controller are immediately propagated to the host cards.

Note: Running the token-counting process incurs a substantial system performance penalty.
When token-counting is enabled, the system scans all outbound data sent to TCP-Clear
sessions for a specified pattern, and increments a counter for each match. If the system resets,
it loses the token information.

Tokencount command syntax

On the shelf controller, the Tokencount command supports the following syntax:

usage: tokencount -option [ parans ]

-a cl ear counter for (a)ll tokens
-cn (c)lear counter for nth token
-d (d)isabl e token counting in the TCP- CLEAR buf fer
-e (e)nabl e token counting in the TCP- CLEAR buffer

-1 di splay counter (i)nfo
-u n pattern (u)pdate type nth token pattern

-? di splay this summary
Option Description
-a Set token countersto zero. If the system resets, al token counters
are set to zero. If acard resets, counters on that card are set to zero.
-ch Set the counter for the specified token to zero.
-d Disable the token-counting process.
-e Enable the token-counting process.

-i Display the current token search information, including the
number found of each defined token.

-un Define a search token pattern and assign it the specified number.

Each pattern can contain up to 20 characters, but the first specified character cannot be
repeated in the pattern more than eight times. You can specify the pattern as a combination of
a phanumeric, hexadecimal, octal, and special characters, but output on the host isalwaysin
hexadecimal format. The following specia characters are significant when specifying the
pattern:

Characters Meaning ASCII value

\ x## Hex format N/A. To insert a 2-digit hexadecimal
number in the pattern, precede the
number with \ x.

\ ## Octal format N/A. To insert a 2-digit octal number,
precede the number with a backslash.

\a Alarm 7

\'b Backspace 8
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Characters Meaning ASCII value
\ f Form feed 12

\'n Newline 10

\r Return 13

\'t Tab 9

\v Vertical tab 11

\\ Backdash 92

\ " Quotation mark 34

\’ Apostrophe 44

Examples of using Tokencount

The following commands enable the token-counting process and define four token patterns:
adm n> t okencount -e

adm n> tokencount -u 1 \xBO\x35\xFF\ x10\ x01

adm n> tokencount -u 2 LC\n

adm n> t okencount -u 3 A1\12\15

adm n> tokencount -u 4 \a\b\fin\rit\iviV\i’\"

adm n> t okencount -
Tokencount is enabl ed
Nurber of "\ xB0O\x35\xFF\ x10\ x01" t oken received: 0
Nunmber of "LC\n" token received: 0
Nurber of "Al1\12\ 15" token received: 0
Nurmber of "\a\b\f\in\r\t\vi\\'\"" token received: 0

The next commands open a session with amodem card in shelf 5, slot 6 and display the token
information gathered on that card:

adm n> open 5 6

csnB-5/6> t okencount

Tokencount is enabl ed
"0xb00x350xff0x100x1" token received: 0
"0x4c0x430xa" token received: 0
"0x410x310xa0xd" token received: 0
"0x70x80xc0xa0xd0x90xb0x5¢c0x270x22" received: 0

Tbkencounteworrnessages

When Tokencount is enabled, it can generate the following error messages:
error: token type index nust be in the range of 1 to 4

The number specified in the Tokencount -u command is out of the valid range from 1 to 4.
error: max. token size is 20

More than 20 characters were specified as a pattern in the Tokencount -u command.
error: wong token type index

The character immediately following Tokencount -u was not numeric.
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Diagnostic tools for IGMP multicast interfaces

The IGMP command displays information about | GM P groups and clients. This can be useful
for tracking the IGMP group memberships and active client interfaces.

Displaying IGMP group information

To display active multicast group addresses and clients (interfaces) registered for each group,
enter the IGMP command with the gr oup option:

adnmi n> i gnp group

| GW Group address Routing Table Up Tine: 0:0:22:17

Hash G oup Address Menber s Expire tine Count s

10 224.0. 2. 250
2 0:3:24 3211 :: 0 S5
1 0:3:21 145 :: 0 S5
O(Moone)  ...... 31901 :: 0 S5

The output contains the following fields:

Field Description
Hash Index to a hash table (displayed for debugging purposes only).

G oup address IP multicast address used for the group. An asterisk indicates the IP
multicast address being monitored, meaning that members join this
address by local application.

Menber s ID of each member of each multicast group. The zero ID represents
members on the same Ethernet interface as the TAOS unit. All other
IDs go to members of each group as they inform the TAOS unit that
they have joined the group. If aclient is a member of more than one
group to which the TAOS unit forwards multicast packets, it has
more than one multicast ID.

Expire tine When this membership expires. The TAOS unit sends out IGMP
queries every 60 seconds, so the expiration timeis usualy renewed.
If the expiration time is reached, the TAOS unit removes the entry
from the table. If the field contains periods, this membership never
expires.

Count s Number of packets forwarded to the client, number of packets
dropped due to lack of resources, and the state of the membership.
The state is displayed for debugging purposes.
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Displaying IGMP client information

To display alist of multicast clients, enter the IGMP command with thecl i ent option:

adnmin> ignp client

IGW Clients

dient Ver si on RecvCount CLU ALU
0( Moone) 1 0 0 0

2 1 39 68 67
1 1 33310 65 65

The output contains the following fields:

Field
dient

Ver si on
RecvCount

CLU
ALU

Description

ID of the interface on which the client resides. The value O (zero)
represents the Ethernet. Other numbers are WAN interfaces,
numbered according to when they became active. Moone isthe
interface on which the multicast router resides.

Version of IGMP being used.
Number of IGM P messages received on the client’s interface.

Current Line Utilization and Average Line Utilization. Both indicate
the percentage of bandwidth utilized across this interface. If
bandwidth utilization is high, some | GM P packet types are not
forwarded.

Diagnostic tools for OSPF routers

The OSPF diagnostic-level commands enable the administrator to display information related
to OSPF routing, including the link state advertisements (L SAs), border routers’ routing table,
and the OSPF areas, interfaces, statistics, and routing table. To display the usage statement,
enter the OSPF command with the ? option:

adm n> ospf

ospf ? OSPF hel p information

ospf size OSPF si ze

ospf areas OSPF ar eas

ospf stats OSPF statistics

ospf intf [ip-address] OSPF summary/detail interface

i nformation

ospf |Isa area Is-type Is-id Is-orig OSPF detail |ink-state

adverti senent

ospf | sdb [area] OSPF |ink-state DB summary for an

ospf nbrs [ neighbor-id]

i nformation
ospf routers
ospf ext

ospf rtab
ospf dat abase

OSPF sumary/ detai |l nei ghbor

OSPF routers

OSPF external AS advertisements
OSPF routing table

OSPF entire database sunmary
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ospf internal OSPF internal routes

Displaying general information about OSPF routing

To display genera information about OSPF, enter the OSPF command with the st at option.
For example:

adm n> ospf stats

OSPF ver si on: 2

OSPF Router |D: 10. 103. 0. 254

AS boundary capability: Yes

At tached areas: 1 Estimated # ext. (5) routes: 65536
OSPF packets rcvd: 71788 OSPF packets rcvd w errs: 19
Transit nodes allocated: 812 Transit nodes freed: 788
LS adv. all ocated: 2870 LS adv. freed: 2827
Queue headers all oc: 64 Queue headers avail: 64

# Dijkstra runs: 10 I ncrenental summ updat es: 0

I ncremental VL udat es: 0 Buffer alloc failures: 0

Mul ticast pkts sent: 27343 Unicast pkts sent: 1154
LS adv. aged out: 0 LS adv. flushed: 507

Increnental ext.(5) updates: 1014 Increnental ext.(7) updates: O

External (Type 5) LSA dat abase -

Current state: Nor ma
Nunber of LSAs: 43
Nunber of overfl ows: 0

The following table describes the output:

Field Specifies

OSPF versi on Version of the OSPF protocols running.

OSPF Router ID IP address assigned to the TAOS unit, which is typically the
address specified for the Ethernet interface.

AS boundary Yesif the TAOS unit functions as an ASBR or Noif it does

capability not function asan ASBR.

Attached areas Number of areas to which this TAOS unit attaches.

Estimated # ext.(5) Number of ASE-5 routesthat the TAOS unit can maintain
routes before it goesinto an overload state.

OSPF packets rcvd Total number of OSPF packets received by the TAOS unit.
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Field

OSPF packets rcvd
w errs

Transit nodes
al | ocat ed

Transit nodes freed

LS adv. freed

Queue headers all oc

Queue headers avail

# Dijkstra runs

I ncrenmental summ
updat es

I ncrenmental VL
updat es

Buf fer alloc
failures

Mul ti cast pkts sent
Uni cast pkts sent

LS adv. aged out

LS adv. flushed

I ncremental ext. (5)
updat es

I ncremental ext.(7)
updat es

Current state

Nunber of LSAs

Nunber of overfl ows

Specifies
Total number of OSPF errored packets received by the TAOS
unit.

Allocated transit nodes generated only by Router LSAs (Type
1) and Network LSAs (Type 2).

Freed transit nodes generated only by Router LSAs (Type 1)
and Network LSAs (Type 2).

Number of L SAs freed.

Number of queue headers allocated. LSAs can residein
multiple queues. Queue headers are the elements of the queues
that contain the pointer to the LSA.

Available memory for queue headers. To prevent memory
fragmentation, the TAOS unit allocates memory in blocks.
The TAOS unit allocates queue headers from the memory
blocks. When the TAOS unit frees all queue headers from a
specific memory block, the TAOS unit returnsthe block to the
pool of available memory blocks.

Number of times that the TAOS unit has run the Dijkstra
algorithm (short path computation).

Number of summary updates that the TAOS unit runs when
small changes cause generation of Summary LSAs (Type 3)
and Summary Router LSAs (Type 4).

Number of incremental virtual link updates that the TAOS unit
performs.

Number of buffer allocation problems that the TAOS unit has
detected and from which it has recovered.

Number of multicast packets sent by OSPF.
Number of unicast packets sent by OSPF.

Number of L SAs that the TAOS unit has aged and removed
from itstables.

Number of L SAs that the TAOS unit has flushed.
Number of incremental ASE-5 updates.

Number of incremental ASE-7 updates.

State of t he External (Type-5) LSA database; Normal or
Overload.

Number of LSAsin the External (Type-5) LSA database.
Number of ASE-5sthat exceeded the limit of the database.

APX 8000/MAX TNT Administration Guide

3-19



Network Administration
Diagnostic tools for OSPF routers

Displaying the OSPF database

To display the entire OSPF database, enter the OSPF command with the dat abase option.
For example:

adni n> ospf dat abase
Router Link States (Area: 0.0.0.0)

Type LS ID LS ori gi nat or Segno Age Xsum
RTR 10.101.0.1 10.101.0.1 0x800002al1 746 0x8bd8
RTR 10.101.0.2 10.101.0.2 0x800002d6 539 OxOeal
RTR 10.102.0.1 10.102.0.1 0x800002a3 2592 0x9bc1l
RTR 10.103.0. 204 10.103. 0. 204 0x800001ba 1173 O0x725f
RTR 10.103.0. 254 10.103. 0. 254 0x80000301 534 0x7066
RTR 10.104.0.1 10.104.0.1 0x800002ad 777 0xb98e
RTR 10.104.0.2 10.104.0.2 0x80000193 1258 0x265a
RTR 10.105.0.2 10.105.0.2 0x80000299 865 0x4295
RTR 10.105.0.3 10.105.0.3 0x800002e5 1057 0x4449
RTR 10.105.0.4 10.105.0.4 0x80000310 1585 0x5775
RTR 10.105.0.61 10.105.0.61 0x800002ae 1204 Oxcf2e
RTR 10. 105.0. 200 10. 105. 0. 200 0x80000263 213 0x4b25
RTR 10.123.0.8 10.123.0.8 0x80000401 1071 Oxecf2
RTR 10.123.0. 254 10.123. 0. 254 0x80000401 1175 Oxad39
RTR 12.151.0.2 12.151.0.2 0x800006ee 825 0x0531
RTR 192.1.1.1 192.1.1.1 0x8000039b 18 0xb04b
RTR 210.210. 210.1 210. 210. 210.1 0x800001aa 201 0x5338

# advertisenents: 17

Checksum tot al : 0x7946¢

Networ k Link States (Area: 0.0.0.0)

Type LS ID LS ori gi nat or Seqno Age Xsum
NET 10.101.0.1 10.101.0.1 0x80000236 746 0x1d45
NET 10.102.0.1 10.102.0.1 0x80000235 2592 0x1f40
NET 10.104.0.2 10.104.0.2 0x80000179 830 0x67a8
NET 10.105.0.8 10.123.0.8 0x80000304 1071 O0OxOccd
NET 10.123.0.6 12.151.0.2 0x8000023d 825 0x59ed
NET 100.103. 100. 204 10.103. 0. 204 0x80000029 252 0x8b34

# advertisenents: 6

Checksum tot al : 0x1961b

External ASE5 Link States
Type LS ID LS ori gi nat or Seqno Age Xsum

ASE5 10.103.1.0 10.103. 0. 204 0x8000004f 1726 0xd23f
ASE5 10.103.2.0 10.103. 0. 204 0x8000004f 1716 0xc749
ASE5 10.103.3.0 10.103. 0. 204 0x8000004f 1704 Oxbc53
ASE5 10.103.4.0 10.103. 0. 204 0x8000004f 1692 Oxbl5d
ASE5 10.103.6.0 10.103. 0. 204 0x8000004f 1672 0x9b71
ASE5 10.103.7.0 10.103. 0. 204 0x8000004f 1666 0x907b
ASE5 10.103.8.0 10.103. 0. 204 0x8000004f 1641 0x8585
ASE5 10.107.0.0 10.103. 0. 254 0x80000104 250 0x1413
ASE5 10.113.0.0 10.103. 0. 254 0x80000121 250 0x0e76
ASE5 10.200.0.2 10.103. 0. 254 0x80000001 231 0xa823
ASE5 10.222.0.2 10.103. 0. 254 0x80000001 202 O0x9f16
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ASE5 11.0.0.0
ASE5 11.103.0.0
ASE5 14.240.0.0
ASE5 50.151.0.2
ASE5 101.103.0.0

10.103. 0. 254 0x80000027 250 0x49a6
10.103. 0. 254 0x80000121 250 Oxfcl0
10.103. 0. 204 0x800001a4 199 0x0926
10.103. 0. 254 0x80000121 250 Oxa90a
10.103. 0. 254 0x80000121 250 0x664c

# adverti senents: 44

Checksum total : 0x191d3a

The following table describes the output:

Field Specifies
Type Type of link as defined in RFC 1583:

Type 1 (RTR) are router-L SAs that describe the collected states
of the router’s interfaces.

Type 2 (NET) are network-L SAsthat describe the set of routers
attached to the network.

Types 3 and 4 (SUM) describe routes to networksin remote
areas or AS boundary routers.

Type 5 (ASE) are AS-external-L SAs that describe routes to
destinations external to the Autonomous System. A default
route for the Autonomous System can also be described by an
AS-external-LSA. Theext option only displays ASE5 LSASs.

Type 7 are ASE-7 link advertisements that are only flooded
within an NSSA.

LS ID Target address of the route.

LS origi nat or Address of the advertising router.

Seqgno Hexadecima number that begins with 80000000 and increments by
one for each L SA received.

Age Age of the route in seconds.

Xsum Checksum of the LSA.

# adverti senents Total number of entriesin the database.

Checksum t ot al Checksum of the database.

Displaying OSPF external AS advertisements

To display only OSPF External AS advertisements, include the ext option with the OSPF

command. For example:
admi n> ospf ext

Type LS ID

ASE5 10.103.1.0
ASE5 10.103.2.0
ASE5 10.103.3.0

LS ori gi nat or Seqgno Age Xsum
10.103. 0. 204 0x8000004f 1702 0xd23f
10.103. 0. 204 0x8000004f 1692 0xc749
10.103. 0. 204 0x8000004f 1680 0xbc53
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ASE5 10.103.4.0 10.103.0. 204 0x8000004f 1668 0xbil5d
ASE5 10.103.6.0 10.103.0. 204 0x8000004f 1648 0x9b71
ASE5 10.103.7.0 10.103.0. 204 0x8000004f 1642 0x907b
ASE5 10.103.8.0 10.103.0. 204 0x8000004f 1617 0x8585
ASE5 214.240.0. 127 10.103.0. 204 0x800001a4 175 O0xdbOb
ASE5 223.57.40.0 10. 103. 0. 254 0x80000121 226 0x7540
ASE5 223.57.40. 244 10. 103. 0. 254 0x80000121 226 O0Oxe3dc

# adverti senents: 46

Checksum total : Oxlald9e

The output of this command is the same as for the OSPF database command, with the
exception of the Type. The OSPF Ext command only shows ASES5 type LSAs.

Displaying OSPF internal AS advertisements

To display OSPF internal AS advertisements, include thei nt er nal option with the OSPF
command. For example:

adnmi n> ospf internal
Area: 0.0.0.1

Destination Mask Cost
33.240.0.0 255. 255.255.224 1
103. 240.0.0 255.255.255.192 1
113.240.0.0 255.255.255.128 1
183.240.0.0 255.255.255.128 1
193.240.0.0 255.255.255.128 1
203.240.0.0 255.255.255.128 1

The following table describes the output:

Field Specifies
Area Areain which the router resides.
Desti nation The route’s target address. To send a packet to this address, the TAOS

unit uses thisroute. If the target address appears more than once in the
routing table, the TAOS unit uses the most specific route (having the
largest subnet mask) that matches that address.

Mas k Subnet mask of the route.
Cost Cost of the router.

Displaying the OSPF link-state database

To display the link-state database for the first configured area (or for the only defined area),
include thel sdb option with the OSPF command. The TAOS unit does not currently operate
asan ABR, so each TAOS unit’'s OSPF interface belongs to the same area. (That area number
does not have to be the default backbone area 0.0.0.0.)

For example:
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adni n> ospf | sdb

Area: 0.0.0.0

Type LS ID LS ori gi nat or Seqgno Age Xsum
RTR 10.101.0.1 10.101.0.1 0x8000029f 720 O0x8fd6
RTR 10.101.0.2 10.101.0.2 0x800002d1 126 0x189c
RTR 10.102.0.1 10.102.0.1 0x800002a2 767 0x9dcO
RTR 10.102.0.2 10.102.0.2 0x800002cc 124 0x862c
RTR 10.103.0. 204 10. 103. 0. 204 0x800001b8 1147 0x765d
RTR 10.103.0. 254 10. 103. 0. 254 0x800002fb 167 0x8cc9
RTR 10.104.0.1 10.104.0.1 0x800002ab 751 Oxbd8c
RTR 10.104.0.2 10.104.0.2 0x80000191 1232 0x2a58
RTR 10.105.0.2 10.105.0.2 0x80000297 843 0x4693
RTR 10.105.0.3 10.105.0.3 0x800002e3 1032 0x4847
RTR 10.105.0.4 10.105.0.4 0x8000030e 1560 0x5b73
RTR 10.105.0.61 10.105.0.61 0x800002ac 1178 0xd32c
RTR 10. 105.0. 200 10. 105. 0. 200 0x80000261 194 O0Ox4f23
RTR 10.123.0.8 10.123.0.8 0x800003ff 1045 Oxf lef
RTR 10.123.0. 254 10. 123. 0. 254 0x800003ff 1149 0xb236
RTR 12.151.0.2 12.151.0.2 0x800006ec 799 0x092f
RTR 192.1.1.1 192.1. 1.1 0x80000398 1791 0xb648
RTR 210.210.210.1 210. 210. 210.1 0x800001a8 175 0x5736
NET 10.101.0.1 10.101.0.1 0x80000234 720 0x2143
NET 10.102.0.1 10.102.0.1 0x80000234 767 0x213f
NET 10.104.0.2 10.104.0.2 0x80000177 804 O0Ox6bab
NET 10.105.0.8 10.123.0.8 0x80000302 1045 0x10ch
NET 10.123.0.6 12.151.0.2 0x8000023b 799 0x5deb
NET 100.103. 100. 204 10. 103. 0. 204 0x80000027 226 0x8f32
# advertisenents 24
Checksum tot al : Oxa2aeb

The fields in the output contain the following information:

Field Specifies
Area ArealD.
Type Indicates the type of link as defined in RFC 1583:

¢ Typel(RTR) arerouter-L SAsthat describe the collected states of
the router’s interfaces.

e Type2 (NET) are network-L SAsthat describe the set of routers
attached to the network.

¢ Types3and4 (SUM) describe routes to networks in remote areas
or AS boundary routers.

e Type7 are ASE-7 link advertisements that are only flooded
within an NSSA.

LS ID Specifies the target address of the route.
LS origi nat or Specifies the address of the advertising router.

Seqgno Indicates a hexadecimal number that begins with 80000000 and
increments by one for each LSA received.
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Field Specifies
Age Specifies the age of the route in seconds.
Xsum Indicates the checksum of the LSA.

adverti sements Specifiesthetota number of entriesin the link-state database.

Checksum t ot al Indicates the checksum of the link-state database.

You can expand each entry in the link-state database to view additional information about a
particular LSA, as explained in the next section.

Displaying OSPF link-state advertisements

To view detailed information about a link-state advertisement, use the following format for the
OSPF command:

ospf |Isa area Is-type Is-id Is-orig

The command requires that you include the first four fields of the LSA aslisted in the
database. You can select the first four fields and paste them in after typing the command. For
example, to show an expanded view of the last entry in the link-state database shown in the
previous section:

adm n> ospf Isa 0.0.0.0 ase 10.5.2.160 10.5.2.162

LSA type: ASE Is id: 10.5.2.160 adv rtr: 110.5.2.162 age: 568
seq #: 80000037 cksum Oxfffa
Net mask: 255.255.255.255 Tos O netric: 10 E type: 1
Forwardi ng Address: 0.0.0.0 Tag: c0000000

The output differs depending on the type of link. The following isan example of arouter LSA:
adm n> ospf Isa 0.0.0.0 rtr 192.1.1.1 192.1.1.1

LS age: 66

LS options: (0x2) E

LS type: 1

LS ID (destination): 192.1.1.1

LS originator: 192.1.1.1

LS sequence no: 0x80000399

LS checksum 0xb449

LS I ength: 48

Rout er type: (0x2) ASBR

# router ifcs: 2
Li nk ID: 10.105.0. 8
Li nk Data: 10.105.0.7

I nterface type: (2) TrnsNetwork
No. of netrics: O
TOS 0 netric: 10 (0)

Li nk 1D: 10.123.0.6
Li nk Dat a: 10.123.0.7
I nterface type: (2) TrnsNetwork

No. of netrics: O
TOS 0 netric: 10 (0)

3-24

APX 8000/MAX TNT Administration Guide



Network Administration
Diagnostic tools for OSPF routers

The next exampleis for a network LSA:

adm n> ospf

LS
LS
LS
LS
LS
LS
LS
LS

| sa 0.0.0.0 net

age: 814
options: (0x2) E
type: 2

I D (destination):

originator:
sequence no:
checksum

| engt h:

Net wor k mask:
Attached Router: 10.103.0.204
Attached Router: 10.103.0.254
Attached Router: 10.123.0.254

100. 103. 100. 204 10. 103. 0. 204

100. 103. 100. 204
10. 103. 0. 204
0x80000027

0x8f 32

36

255.255.0.0

(1)
(1)
(1)

For information about the fields in the output of these commands, see the APX 8000/MAX TNT
Reference or RFC 1583.

Displaying the OSPF routing table

To display the OSPF routing table, include the r t ab option with the OSPF command. For
example:

admi n> ospf

rtab

DTyp RType Desti nation
I f Num

RTE
6
RTE
6
RTE
6
RTE
6
RTE
6
RTE
6
RTE
6
RTE
6
RTE
6

FI X

FI X

FI X

FI X

FI X

FI X

FI X

FI X

FI X

50. 151. 0. 2/ 32

130.

130.

140.

140.

150.

150.

160.

160.

57

57

57.

57

57.

57

57.

57

. 40. 243/ 32

0.0/ 16

40. 244/ 32

0.0/ 16

40. 245/ 32

0.0/ 16

40. 246/ 32

0.0/ 16

Ar ea Cost

Fl ags

0x81

Ox1

0x2

Ox1

0x2

Ox1

0x2

Ox1

0x2

Next hop(s)

0.0.0.6
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The fields in the output contain the following information:

Field
DType

RType

Desti nation
Area

Cost

Fl ags

Next hop(s)
#

Specifies
Internal route type. DType displays one of the following values: RTE
(generic route), ASBR (AS border route), or BR (area border route).

Internal router type. RType displays one of the following values: FIX
(static route), NONE, DEL (deleted or bogus state), OSPF
(OSPF-computed), OSEL1 (type 1 externa), or OSE2 (type 2 external).

Destination address and subnet mask of the route.
ArealD of the route.

Cost of the route.

Hexadecima number representing an internal flag.
Next hop in the route to the destination.

Number of the interface used to reach the destination.

The fields in the output contain the following information:

Field

LSA type
Isid
adv rtr
age

seq #

cksum
Net mask
Tos

nmetric

E type

For war di ng
Addr ess

Tag

Specifies

Type of Link-State Advertisement.
Target address of the router.
Address of the advertising router.
Age of the route in seconds.

Number that begins with 80000000 and increments by one for each
L SA received.

Checksum for the LSA.
Subnet mask of the LSA.
Type of Servicefor the LSA.

Cost of thelink, not of aroute. The cost of aroute is the sum of all
intervening links, including the cost of the connected route.

External type of the LSA indicating either 1 (Type 1) or 2 (Type 2)
Forwarding Address of the LSA (described in RFC 1583).

Tag of the LSA (described in RFC 1583).

Displaying information about OSPF areas

To display information about OSPF areas, include the ar eas option with the OSPF
command. For example:

3-26

APX 8000/MAX TNT Administration Guide



Network Administration
Diagnostic tools for OSPF routers

adm n> ospf areas

Area ID Authentication Area Type #ifcs #nets #rtrs #brdrs #intnr
0.0.0.0 Sinple-passwd Nor mal 1 0 2 0 3
The fields in the output contain the following information:
Field Specifies
Area I D Area number in dotted-decimal format.
Aut henti cati on Type of authentication: Simple-passwd, MD5, or Null.
Area Type Type of OSPF area: Normal, Stub, or NSSA.
#ifcs Number of TAOS unit interfaces specified in the area.
#net s Number of reachable networksin the area.
#rirs Number of reachable routersin the area.
#brdrs Number of reachable area border routersin the area.
#i ntnr Number of reachable internal routersin the area.
Displaying information about OSPF routers
To display OSPF routers, include ther out er s option with the OSPF command. For
example:
admi n> ospf routers
DType RType Desti nation Area Cost Next hop(s) I f Num
ASBR OSPF 10.101.0.1 0.0.0.0 11 10.101.0.2 20
ASBR OSPF 10.101.0.2 0.0.0.0 10 10.101.0.2 20
ASBR OSPF 10.103.0.204 0.0.0.0 1 100. 103. 100. 204 24
ASBR OSPF 10.104.0.1 0.0.0.0 12 10. 105.0.4 21
10. 105. 0. 61 21
ASBR OSPF 10.104.0.2 0.0.0.0 11 10. 105.0.4 21
10. 105. 0. 61 21
BR GSPF 10.105.0.2 0.0.0.0 1 10. 105.0. 2 21
ASBR OSPF 10.105.0.2 0.0.0.0 1 10. 105.0. 2 21
ASBR OSPF 10.105.0.3 0.0.0.0 1 10. 105.0. 3 21
ASBR OSPF 10.105.0.4 0.0.0.0 1 10. 105.0.4 21
ASBR OSPF 10.105.0.61 0.0.0.0 1 10. 105. 0. 61 21
ASBR OSPF 10.105.0.200 0.0.0.0 1 10. 105. 0. 200 21
ASBR OSPF 10.123.0.8 0.0.0.0 1 10. 105.0. 8 21
ASBR OSPF 10.123.0.254 0.0.0.0 1 100. 103. 100. 123 24
BR GOSPF 12.151.0.2 0.0.0.0 1 10. 105.0.6 21
ASBR OSPF 192.1.1.1 0.0.0.0 1 10. 105.0.7 21
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The fields in the output contain the following information:

Field Specifies

DType Internal route type. DType displays one of the following values: RTE
(generic route), ASBR (AS border route), or BR (area border route).

RType Interna router type.

Desti nation Router’s P address.

Area Areain which the router resides.

Cost Cost of the router.

Next hop(s) Next hop in the route to the destination.

I f Num Number of the interface used to reach the destination.

Displaying OSPF interfaces

To display summarized information about all OSPF interfaces or specific information about a
singleinterface, includethei nt f option with the OSPF command.

Displaying summarized information

To display summarized information on OSPF interfaces, enter the following command:

adm n> ospf intf

| fc Address Phys Assoc. Area Type State #nbrs #adjs DI nt

10. 103. 0. 254 i e0 0.0.0.0 Brdcst DR 0 0 40

10. 105. 0. 254 iel-7-1 0.0.0.0 Brdcst O her 9 1 40

100. 103. 100. 254 iel-7-4 0.0.0.0 Brdcst O her 2 2 40

50.151. 0. 2 apx1 0.0.0.0 P-P P-P 0 0 120

10. 103. 0. 254 n 0.0.0.0 P-P P-P 1 1 120

10. 103. 0. 254 ml 0.0.0.0 P-P P-P 1 1 120

The fields in the output contain the following information:

Field Specifies

| fc Address Address assigned to the TAOS unit’s Ethernet interface. To identify
WAN links, use the Type and Cost fields.

Phys Name of the interface or the Connection profile for WAN links.

Assoc. Area Areain which the interface resides.

Type Point-to-Point (P-P) or Broadcast (Brdcst). WAN links are P-P links.

State State of the link according to RFC 1583. There are many possible
states, and not all states apply to all interfaces.

#nbrs Number of neighbors of the interface.

#adj s Number of adjacencies on the interface.
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Field Specifies

Dl nt Number of secondsthat the TAOS unit waits for arouter update
before removing the router’s entry from itstable. Theinterval iscalled
the Dead Interval.

Displaying specific information about a specific interface

To display detailed information for a specific interface, enter the following command:

adnmi n> ospf intf interface-address

For example:
adm n> ospf intf 194.194.194.2

I nterface address: 194.194.194.2

Attached area: 0.0.0.0

Physi cal interface: phani (wanl)

I nterface mask: 255. 255. 255. 255

I nterface type: P-P

State: (0x8) P-P

Desi gnated Router: 0.0.0.0

Backup DR: 0.0.0.0

Renot e Addr ess: 194.194.194.3
DR Priority: 5 Hello interval: 30 Rxnt interval: 5
Dead interval: 120 TX del ay: 1 Poll interval: O
Max pkt size: 1500 TOS 0 cost: 10
# Nei ghbors: 1 # Adjacencies: 1 # Full adjs.: 1

# Mcast floods: 1856 #

Mcast acks: 1855

The fields in the output contain the following information:

Field
I nterface Address
Attached Area

Physi cal interface

Interface type

St ate

Desi gnat ed Rout er
Backup DR

Renpt e Address
DR Priority

Hel l o interval

Specifies
IP address specified for the TAOS unit’s Ethernet interface.
Areain which the interface resides.

Name of the interface or the Connection profile for WAN
links.

Point-to-Point (P-P) or Broadcast (Bcast). WAN links are P-P
links.

State of the link according to RFC 1583. There are many
possible states, and not all states apply to al interfaces.

IP address of the designated router for the interface.

IP address of the backup designated router for the interface.
IP address of the remote end of a Point to Point (WAN) link.
Priority of the designated router.

Interval in secondsthat the TAOS unit sends Hello packets
(as defined in RFC 1583).
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Field
Rxnt interval

Dead i nterval

TX del ay
Pol | interval

Max pkt size

TOS 0 Count
# nei ghbors

Ful | adj s.

H OH O H O H

Mcast acks

adj acenci es

Mcast fl oods

Displaying OSPF neighbors

Specifies
Retransmission interval (as described in RFC 1583).

Number of seconds that the TAOS unit waits for a router
update before removing the router’s entry from itstable.

Interface transmission delay.
Poll interval of nonbroadcast multiaccess networks.

Maximum size of a packet that the TAOS unit can send to the
interface.

Type of Service normal (0) cost.

Number of neighbors.

Number of adjacencies.

Number of fully-formed adjacencies.
Number of multicast floods on the interface.

Number of multicast acknowledgments on the interface.

To display information about OSPF neighbors to the TAOS unit, include the nbr s option with
the OSPF command. For example;

adm n> ospf nbrs

Nei ghbor 1D
10. 105.0. 4
10.105.0.2
12.151.0.2
10.105.0. 3
10.105.0. 61
210.210.210.1
192.1.1.1

10. 123.
10. 105.
10. 103.
10. 123.
10. 102.
10. 101.

8
200
204
254
2
2

o O O O o o

Nei ghbor addr State LSrxl DBsum LSreq Prio Ifc

10. 105.0. 4 2way/ - 0 0 0 5 iel-7-1
10.105.0.2 2way/ - 0 0 0 5 iel-7-1
10.105.0. 6 2way/ - 0 0 0 1 iel-7-1
10.105.0. 3 2way/ - 0 0 0 5 iel-7-1
10. 105. 0. 61 2way/ - 0 0 0 5 iel-7-1
10. 105. 0. 49 Exst ar/ BDR 0 0 0 5 iel-7-1
10. 105.0.7 2way/ - 0 0 0 5 iel-7-1
10. 105.0. 8 Ful | / DR 0 0 0 5 iel-7-1
10. 105. 0. 200 2way/ - 0 0 0 5 iel-7-1
100. 103. 100. 204 Ful | /DR 0 0 0 5 iel-7-4
100. 103. 100. 123 Ful | / BDR 0 0 0 5 iel-7-4
10.102.0.2 Init/- 0 0 0 5 m

10.101.0.2 Full /- 0 0 0 5 m

The fields in the output contain the following information:

Field
Nei ghbor I D

Nei ghbor addr

Specifies

Address assigned to the interface. In the TAOS unit, the IP addressis
always the address assigned to the Ethernet interface.

IP address of the router used to reach a neighbor (often the same
address as the neighbor itself).
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Field Specifies

State State of the link-state database exchange. Full indicates that the
databases are fully aligned between the TAOS unit and its neighbor.
For a description of possible states, see RFC 1583.

LSr x| Number of LSAsin the retransmission list.

DBsum Number of L SAsin the database summary list.

LSreq Number of LSAsin the request list.

Prio Designated router election priority assigned to the TAOS unit.

Ifc Interface name for the Ethernet or Connection profile name for the
WAN.

To display information about a particular OSPF nei ghbor, append the
Nei ghbor ID to the nbrs option. For exanpl e:

adnmi n> ospf nbrs 10.105.0.4

OSPF Router |ID 10.105.0.4

Nei ghbor | P address: 10. 105.0. 4

Nei ghbor State: (0x8) 2vay

Physi cal interface: iel-7-1 (iel-7-1)

DR choi ce: 10. 105.0. 8

Backup choi ce: 10. 105. 0. 49

DR Priority: 5
DB summ gl en: 0 LS rxm qglen: 0 LS req qglen: 0
Last hell o: 6
# LS rxmts: 0 # Direct acks: 0O # Dup LS rcvd: 0
# A d LS rcvd: 0 # Dup acks rcv: 0O # Nbr |osses: 0
# Adj. resets: 0

Diagnostic tools for IPX routers

The TAOS unit provides two diagnostic commands for monitoring IPX networks, Show
Netware Servers and Show Netware Networks.

To display the IPX servicetable, first enter the Terminal-Server command to access the TAOS
unit’s terminal server interface, then enter the Show command withthe net war e servers
option. For example:

admi n> term nal -server

** Ascend APX Terminal Server **

ascend% show netware servers

| PX address type server nane

€e(000001: 000000000001: 0040 0451 server-1
The output contains these fields:

e | PX address: ThelPX address of the server. The address uses this format:
net wor kK number : node nunber: socket nunber

APX 8000/MAX TNT Administration Guide 3-31



Network Administration
Diagnostic tools for displaying filter information

e type: Thetype of serviceavailable (in hexadecimal format). For example, 0451
designates afile server.

« server nane: Thefirst 35 characters of the server name.
To display the IPX routing table, enter the Show command with thenet war e net wor ks
option. For example:

ascend% show net war e networks

net wor k next router hops ticks origin

CFFF0001 00000000000 0 1 Et her net S
The output contains these fields:
Fields Descriptions

net wor k The IPX network number.
next router Theaddressof the next router, or O (zero) for adirect or WAN connection.

hops The hop count from the shelf controller to the network.

ticks The tick count to the network.

origin The name of the profile used to reach the network. If the origin is a network
connected to a TAOS unit’s Ethernet interface, the Origin field displays
Et her net .

Note: An S or an Hflag can appear next to the origin. S indicates a static route. H indicates a
hidden static route. Hidden static routes occur when the router learns of a better route.

Diagnostic tools for displaying filter information

The Filterdisp command enables you to display information about filtersin use for active
sessions. The command uses the following syntax:

filterdi sp usage: filterdisp <sessNune
W t hout <sessNume : display all active sessions and
their filter nanes
W th <sessNunp . display filter details of the session

Displaying filter information for all active sessions

With no arguments, the command output lists al active sessions with associated filter
information. For example;

adm n> filterdisp
I D User nane Src Route-Filter Data-Filter Call-Filter TOS-Filter

010 dialin-23 ext
016 dialin-4 ext

017 edl eung ext < filters present >

018 jwebster ext < filters present >

019 pyan | oc datfilt2 callfilt4 tostestfilt
020 guest ext

021 pvc2 | oc rout e-pvc gen_callfilt
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022 pvc4a | oc gen_cal I filt
023 pvch | oc
<end user list> 9 active user(s)

The output displays a session ID number, username, and an indication of where the session
was authenticated (local or external). Sessions authenticated by local profiles display the filter
names specified in the Connection profile. Externally authenticated sessions, such asRADIUS
sessions, have no associated filter names so they appear witha<filters present >
notation. The columns in the command output provide the following information:

Output field Specifies

ID | dentification number for the session.

Username Name of the authenticated profile.

Src Source of the profile: whether it is downloaded through RADIUS

(ext) or isalocal profile (loc).

Route-Filter If aroute filter has been applied to the session. For sessions
authenticated locally, the name of the filter is supplied. For
externally authenticated sessions, <fi | ters present >
indicates that a route filter has been applied. If blank, no route
filter applies.

Data-Filter If adatafilter has been applied to the session. For sessions
authenticated locally, the name of the filter is supplied. For
externally authenticated sessions, <fi | ters present >
indicates that a data filter has been applied. If blank, no datafilter
applies.

Call-Filter If acall filter has been applied to the session. For sessions
authenticated locally, the name of the filter is supplied. For
externally authenticated sessions, <fi | ters present >
indicates that a cal filter has been applied. If blank, no call filter
applies.

TOS-Filter If atype of service (TOS) filter has been applied to the session. For
sessions authenticated locally, the name of the filter is supplied.
For externally authenticated sessions, <fi | ters present >
indicates that a TOS filter has been applied. If blank, no TOSfilter

applies.

Displaying filter details for a single active session

To display the filter details for a particular session, specify the session ID as an argument on
the Filterdisp command line. (To obtain the session ID number, first use the Filterdisp
command without an argument, as described in the preceding section.) If you specify an
invalid session number, the command returns an error. For example;

admn> filterdisp 3
Error: Invalid user session ID
The following sample output shows that no filters are applied to the sessions:

adm n> filterdisp 23
Host nane: pvc5
No associated filters
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adm n> filterdisp 10
Host nane: dialin-4
No associated external filters

In the following sample output, call filters have been applied to a session that was
authenticated locally:

adm n> filterdisp 22

Host nane: pvc4
Call Filter
Direction: In

Forward = no

Type = Ceneric Filter

offset = 0

len =0

nore = no

conmp-neq = no

dumyFor Paddi ng = 0

mask = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
val ue = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

Call Filter
Direction: CQut

Forward = yes

Type = Ceneric Filter
offset = 0

len = 0

nore = no

conp-neq = no
dummyFor Paddi ng = 0

mask = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
val ue = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

The following sample output shows filters applied to an externally authenticated session:

adm n> filterdisp 17

Host nane: edl eung
searching for external filters...
External ly obtained filters exist

Data Filter
Direction: CQut

Forward = yes

Type = IP Filter

protocol =0

sour ce-address-nmask = 0.0.0.0
source-address = 0.0.0.0
destination-address-nask = 0.0.0.0
destination-address = 0.0.0.0
Src-Port-Crp = none
source-port =0

Dst-Port-Crp = none

dest-port =0

tcp-estab = no

Forward = yes
Type = Ceneric Filter
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of fset = 12

len = 2

nore = no

conp-neq = no

dumyFor Paddi ng = 0

mask = ff:ff:00:00:00:00: 00: 00:00: 00: 00: 00
val ue = 08: 06: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

Displaying software version log messages

To facilitate troubleshooting procedures, you can configure the TAOS unit to log the current
software version every hour, rather than at system startup only. Following is a sample log
message:

LOG debug, Shelf 1, Controller, Tinme: 13:00:46--

Software version 8.0.0

Following is the relevant parameter, shown with its default value:
[in LOG

| og- sof t war e-version = no

Parameter Specifies

L og-Software-Version Enable/disable hourly log messages reporting the current software
version. The message is sent to the Syslog host. If Debug
permission is enabled, the message is a so displayed on the screen.

Displaying Ethernet packet contents

The Ether-Display command displays the hexadecimal contents of Ethernet packets being
received and transmitted on the specified Ethernet port. You must specify how many octets of
each packet you want to display.

The Ether-Display command requires that you enable debug output as follows:

adm n> debug on
Di agnosti c out put enabl ed

The following example displays 12 octets of each packet on a ports:
adnmin> et her-display 0 12
ETHER XM T: 12 of 60 octets

107E1350: 00 cO 80 89 03 d7 00 cO 7b 6b Of d6  ........
{k.

ETHER XM T: 12 of 64 octets

107E1350: 00 cO 80 89 03 d7 00 cO 7b 6b Of d6  ........
{k.

ETHER RECV: 12 of 60 octets
107B8FD4: 00 cO 7b 6b 9f d6 00 cO 80 89 03 d7  ........
{k.
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ETHER XM T: 12 of 407 octets

107E1350: 00 cO 80 89 03 d7 00 cO 7b 6b Of d6  ........
{k..

ETHER XM T: 12 of 161 octets

107E1350: 00 cO 80 89 03 d7 00 cO 7b 6b Of d6  ........
{k. .

ETHER RECV: 12 of 60 octets

To stop displaying the Ethernet statistics, specify O (zero) octets:
adm n> ether-display 0 O

Alternatively, you can stop the display by disabling debug output:

adm n> debug off
Di agnosti c out put di sabl ed

For complete information about the Ether-Display command, see the APX 8000/MAX TNT
Reference.
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Note: Every attempt has been made to confirm that this chapter correctly describes the
functionality and output of the TAOS unit’s debug commands. However, while debug mode
can be a very valuable troubleshooting tool for anyone, its primary focusis on the
requirements of Lucent’s development engineers. For this reason, Lucent does not guarantee
the completeness of the list of commands published for a given release nor the exhaustive
cataloging of their functionality.

A Caution: Under most circumstances, debug commands are not required for correct operation
of the TAOS unit. And in some circumstances they might produce undesirable results. Please
use the following information with caution. Contact L ucent Technical Support with any
guestions or concerns.

Enabling debug permissions

Before you can access the debug commands, you must log into the TAOS unit with a User
profile that specifies debug privileges.
To enable debugging privileges:
1 Openauser profile:
adm n> open user adm n
2 Enable debug permissions:

adm n> set all ow debug=yes
Thisisahidden parameter. It does not appear in the interface.

3 Writethe profile to save the changes:

admn> wite
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Note that when you are logged into the TAOS unit with debug privileges, the interface might
display normally unavailable parameters and commands, some of which are not configurable
in certain situations. For this reason, you should create a specia profile for debugging
purposes, and only use that profile when you are debugging the TAOS unit.

Centralizing debug output

The Diag command, introduced in TAOS 9.0, enables centralized control of all debug output
in the system. In previous releases, many debug commands existed, and each enabled you to
turn debug output on or off for a particular system component. Now the functions of many of
these commands have been consolidated in a single Diag command. The sections that follow
describe its basic uses.

Note: Which Diag command options are avail abl e depends on whether you type the command
a the console or from a slot card. For those options specific to a particular slot card, you must
open a session with the ot card before executing the command.

Determining which system components have debug output

To generate alist of all the system components for which you can generate debug output, enter
the following command:

adm n> diag ?

Following is a partial list of the components that the system displays:

arp ( Address Resol ution Protocol )
net wor Ki ( Call Control )

vrouter <Oxffff> ( Virtual Router )

vrouterchb ( Control Bus )

xdb <Oxff> ( Radius )

zip ( Appl eTal k )

Enabling or disabling debug output

To enable debug output for al system components, enter the following:

adm n> diag ALL

To enable or disable debug output for a particular system component, enter the following
command:

adm n> di ag component

The command works as atoggle. For example, to enable debug output for ARP, enter the
following:

admi n> diag arp

arp debug is ON

To disable ARP output, enter the following:

admi n> diag arp

arp debug is OFF

To list al system components with debug output enabled, enter the following:
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admi n> diag -|

Enabling debug output for components with output disabled

To enable debug output for al components for which output is currently disabled, enter the
following:

adm n> diag ON
For example, suppose that the net wor ki and zi p components are currently disabled. To

enable them, enter the following:

adm n> diag ON
net wor ki debug is ON
zZip debug is ON

Enabling debug output

To enable debug output for all commands on the system or on a card, use the Debug command
asin the following examples.
To enable debug:

hdl c- 2/ 1> debug on
Di agnosti ¢ out put enabl ed

To disable debug:
hdl c- 2/ 1> debug off
Di agnosti ¢ out put di sabl ed

When you enable debug output, the TAOS unit displays the debug messages on the terminal
screen.

Debug levels

Debug levels determine the number and type of messages displayed. But generally, the lower
you set the debug level, the fewer messages the TAOS unit displays. Setting the debug level to
0 (zero) disables the debug output for the command.

Set the debug level with the specific debug command followed by the - t option, asin the
following examples:

admn> ifmgr -t O

i fmgr debug level is now O (disabl ed)

admn> ifmgr -t 4
i fmgr debug level is now 4 (enabl ed)
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Getting online help for debug commands

To seealist of al commands, including the debug commands, enter ? at the command prompt,

asin the following example:

adm n> ?

?

@ at al Test
acct evnt
addr pool

ARA

aracbngr

ar pt abl e

at npdebug
aut h

bri Channel s
br out er Debug
br out er Load
br out er Message
br out er Save
brouterstats
cadsl Li nes
cal | back

cal | bl ocks
cal lroute
cbacct evnt
cbcardif
cbci f pi ng

[ More? <ret>=next

user )
debug )
debug )
debug )
debug )
debug )
system
debug )
user )
system
debug )
debug )
debug )
debug )
debug )
system
debug )
debug )

debug )
debug )
debug )
entry, <sp>=next page,

e e N N R R s e e s T N N e e N N N N N

—~

)

)

)

di agnostic )

<"C>=abort]

To get basic help for adebug command, enter the Help command, followed by the name of the
debug command, asin the following example:

adm n> help ifnygr

i fgr usage: ifngr -option

-d
-d
-t

i fmgr [up

(d)isplay interface tab

e entries

<ifNun> (d)etails of given i/f table entry.

(t)oggl e debug displ ay.
down] [ifNumifNane]

Using combinations of commands

Since most debug commands are designed to give a developer information about specific
portions of TAOS unit’s functionality, you might find it helpful to use commandsin
combination to troubleshoot different problems.

For example, if you see problems with the initial connection of remote users, you might want
to useacombination of Net wor ki , Rout ngr and WVant oggl e to obtain acomplete view of
three functions involved in establishing acall.
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When troubleshooting modem-related issues, you might want to use Modendr vst at e,
Modendi ag and Mdi al out (if modem outdial is supported on your TAOS unit) to get all
modem-related information for your calls.

Using severa commands simultaneously not only gives you a clearer picture of agiven
situation, it aso shows you achronological timeline of the events that are happening.

Using the debug commands

Frame Relay

Calls

Debug commands allow you to monitor and diagnose different areas of the TAOS unit’s
functionality. This section lists some of the more common debug commands and the areas of
the TAOS unit’s they apply to.

The following commands display information about Frame Relay interfaces.
 FRDLstate

*  FRdump
 FRiPARP

* FRLinkState
«  FRLMI

e FRMgrDump

*  FRPriorityErrors
e FRScert

* FRstate

The following commands display information about how the TAOS unit handles calls.
e Cadlback

e Permconn-list

e Tntcall

¢ Routmgr

Authentication

The following commands display information about how the TAOS unit authenticates calls.
e Authendebug

e Lanval

* Radacct

¢ Raddbgdump
¢ Radif

¢ Radservdump
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¢ Radsessdump
* Radstats

Host-side devices

The following commands display information about the TAOS unit’s host devices.
«  ModemDrvDump

e ModemDrvState

e Modemd1stats, Modemd2stats, M odemd3stats

e Ether-Stats

e Ifmgr

Network-side devices

The following commands display information about the TAOS unit’s network devices.

*  NetlF

e Networki

e Pridisplay

«  WANdisplay

¢ WanEventsStats
«  WANopening

«  Wantoggle
Protocols

The following commands display information about the TAOS unit’s protocols.

e Addrpool

«  Brouterdebug

*  Brouterload

»  Ctcheck

e Ctdebug

e Ipxripdebug

* Lcdtate

e Leakpool

e Ogpfavltree

e Ospfdebug

e  Sntp

e Tcpflushtimer
Tunneling

The following commands display TAOS unit tunneling information.
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e ATMP

e Dtunne

¢ Tunneldebug
e Tunnelslot

System and devices

The following commands display information about the TAOS unit’s system and devices.

* Pools

*  Portinfo

* Reset

* Revision

o Stacklimit
e Stackusage
e Tsshow

e Update

e Watchdogtoggle

Terminal server

The following commands display information about the TAOS unit’s terminal server.
e Telnetdebug
e Tshadterminfo

Special administrative commands

The following command should only be used when requested by L ucent technical support.
e Coredump

Alphabetical list of debug commands

This section describes the TAOS unit’s debug commands in a phabetic order. The information
is organized for quick reference, and does not include tutorials.

Acct-Failsafe

Description: The Acct-Fail safe debug command is available on the shelf contoller or the host
cards for verifying correct accounting proxying. (Slot host cards do not include the - d option.)

adm n> acct-failsafe
usage: acct-failsafe -option [ parans ]
-d <shel f> <sl ot >
(d)isplay AFS info for <shel f> <slot>
-d (d)isplay AFS info for all relevant slots
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Addrpool

-t (t)oggl e nodul e debug | evel
-? display this summary

To display information about the calls on any slot which are candidates for proxy accounting.:

adm n> acct-failsafe -d

Slot 1/8:

HashTabl e @ 10542160, bucket Count: 192, call Count: 23, hashNane
<afs-1:8>

Sl ot 2/5:

HashTabl e @ 10585730, bucket Count: 48, call Count: 7, hashNane
<afs-2:5>

To display the same information for asingle slot card in shelf 1, slot 8:

adm n> acct-failsafe -d 1 8

Slot 1/8:

HashTabl e @ 10542160, bucket Count: 192, call Count: 23, hashNane
<afs-1:8>

To specify which level of debug to use for the command, use the -t option. A debug level of
zero indicates none (no messages). A level of 7 isfairly verbose.

Description: Displays messages related to dynamic address pooling. The command is a
toggle that alternately enables and disables the debug display.

Usage: Enter addr pool at the command prompt.
Example: Following are several examples of output produced when Addrpool is active.

With 18 addresses currently alocated from a pool:
ADDRPOOL: | anAll ocate index O inuse 18

The address 208.147.145.155 was just dlocated:
ADDRPOOL: al |l ocate | ocal pool address [208.147.145. 155]

The address 208.147.145.141 is to be freed because the user of that address has hung up. The
TAOS unit must find the pool to which the address belonged, then free the addressso it is
available for another user:

ADDRPQOOL: found entry by base [208. 147. 145. 141] entry
[ 208. 147. 145. 129]
ADDRPOOL: free |local pool address [208.147.145. 141]

Inthe IP Global profile, the Pool-Base-Address[1] is set to 192.168.8.8, and Assign-Count [1]
issetto 4

ADDRPQOOL: Del eting addr Pool
ADDRPOOL: New Addr pool rc =0
addrPool index 1 ip [192.168.8.8] count 4

The Assign-Address parameter of an existing pool is changed from 4 to 3:
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ATMPdebug

AuthenDebug

ADDRPQOOL: Del eting addr Pool
ADDRPOOL: New Addr pool rc =0
addrPool index 1 ip [192.168.8.8] count 3

A second pool is created. In theIP Global profile, the Pool-Base-Address [2] is set to
192.168.8.8, and Assign-Count [2] is set to 10:

ADDRPQOOL: Del eting addr Pool

ADDRPOOL: New Addr pool rc =0

addrPool index 1 ip [192.168.8.8] count 4
ADDRPOOL: New Addr pool rc =0

addrPool index 1 ip [192.168.8.8] count 4
addr Pool index 2 ip [192.168.10.1] count 10

The second pooal is deleted:

ADDRPQOOL: Del eting addr Pool
ADDRPOOL: New Addr pool rc =0
addrPool index 1 ip [192.168.8.8] count 4

Description: Displays messages related to Lucent’s Ascend Tunnel Management Protocol
(ATMP) sessions. (ATMP isdescribed in RFC 2107.) The command isatoggle that alternately
enables and disables the debug display. You would normally use this command with the
Tunneldebug command.

Usage: Enter at npdebug at the command prompt.
Example:

The mobile node sends a request to foreign agent asking for connection to the home agent:

ATMP: sendRegReq: HA=200.67. 1. 254: 5150 RcvUdp=5150
ATMP: 1d=162, FA=130.67.40. 254
ATMP: MC=141. 111. 40. 82, HoneNet Name=[]

The home agent sets up atunnel:

ATMP: received cnd <Regi ster Request> from 130. 67. 40. 254: 5150

ATMP: procRegReq: fromes130.67.40.254:5150

ATMP: FA=130. 67. 40. 254, MC=141.111.40. 82, HomeNet =

ATMP: sendChal | Req: to 130.67.40.254: 5150, 1d=162, EC=Good conpl etion
ATMP: received cnd <Chal | engeRepl y> from 130. 67. 40. 254: 5150

ATMP: procChal |l Reply: from 130.67. 40. 254: 5150, |d=162

ATMP: sendRegi sterReply: to udp=5150, 1d=162, Tunnel =156, EC=Good
conpl etion

Description: Displays messagesrelated to Link Control Protocol (L CP) authentication on the
TAOS unit. The command is atoggle that alternately enables and disables the debug display.
This command is avail able on host cards such asthe HDL C card and the modem card.

Usage: aut hendebug
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Example: The following display indicates a successful PAP authentication.

AUTH: | cp_pap_req(renpt e=0)

AUTH 3: verify_pap(given<len.id=13:140.57.40. 135, pwdLen=6>)
AUTH 3: verify_pap No authData - getting one

AUTH 3: verify_pap: authDi spatcher() ==

AUTH 3: verify_pap_cal |l back: AUTHCOVMAND SUCCESS

BrouterDebug
Description: Displays messages related to the router functionality of the TAOS unit. The
command is atoggle that alternately enables and disables the debug display.
You can use this command for a general view of the load experienced by the TAOS unit.
Usage: Enter br out er debug at the command prompt.
Example: Typically, br out er debug displays very few messages. The following session
took place over a period of several minutes on a TAOS unit with 40-45 users active.
adni n> brout er debug
BROUTER debug display is ON
BROUTER LOAD MSG time= 0
BROUTER LOAD M5G time= 1
BROUTER LOAD MSG time= 0
adm n> brout erdebug
BROUTER debug display is OFF
The BROUTER_LOAD_MSG message is an indication of how busy the TAOS unit’s router
functionis. A low number, asisillustrated here, indicates the router is not experiencing any
problems.
BrouterLoad
Description: Reports router backlog time, which indicates whether the TAOS unit is
experiencing any delay. The timeis shown in ticks. Multiply the number of ticks by ten to get
the time in milliseconds.
You can use this command for a general view of the load experienced by the TAOS unit.
Usage: Enter br out er | oad at the command prompt.
Example: The following display indicates no delaysin the router.
adm n> brouterl oad
BROUTER | oad tine is O ticks (x10Onsec)
Ctdebug
Description: Displays messages related to CIDR routing. The command is atoggle that
aternately enables and disables the debug display.
Usage: Enter ct debug at the command prompt.
Example:
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DTunnel

Ether-Stats

adni n> ct debug
CIDR tree debug is O

Description: Displays the status of enabled tunnels on the TAOS unit.

Usage: Enter dt unnel at the command prompt.

Example:

adm n> dtunnel

Maj Dev Proto Agent Mode HA Type | PX sap UDP  password
7 ATMP  Hone- Agent Rout er di sabled 5150 | ucent

Idle-Limt 120 m ns

Tunnel s:
Tunnel 36734 |fNum 65535 Mjdev 7 Agent Address 130.67.40.254: 5150
| dent =0x56 TN=0x47BF DnsSN=0

ATMP Home- Agent

State 5 (UP) Router Mdde Hone Network Nane

Renpte client Idle-Limt 120 mins

Client | P Address 141.111. 40. 86/ 32

Tunnel 36732 |fNum 65535 Mjdev 7 Agent Address 130.67.40.254: 5150
I dent =0x55 TN=0x47BE DnsSN=0

ATMP Home- Agent

State 5 (UP) Router Mdde Home Network Name

Remot e client Idle-Limt 120 mns

Client | P Address 141.111. 40.85/32

Description: Displays all statistics and error counters maintained by the 10Base-T Ethernet
driver.

Usage: ether-stats 0 n

Where 0 is the first Ethernet port for which to display statistics and n isthe last.

Example:
adnmin> ether-stats 0
TX uni cast: 48382
non- uni cast: 23736
octets: 10746332
collisions: 443
dma under: 0
cts | oss: 0
no carrier: O
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late coll: 0

uni cast: 45952
non-uni cast: 31307
octets: 13491043
collisions: O
short frame: O

dma over: 0

no resource: O

Ali gnnent : 0
Unal i gns: 0
Length Errs: O
Restarts: 0

adm n> ether-stats 0-10

TX uni cast: 48559
non-uni cast: 23784
octets: 10805138
collisions: 443
dma under: 0
cts | oss: 0
no carrier: O
|ate coll: 0

Rx uni cast: 46165
non-uni cast: 31500
octets: 13576590

collisions: O
short frane:
dma over
no resource
Al'i gnment
Unal i gns:
Length Errs:
Restarts:

[eNeoNeNolNoNoNo]

FRDLstate
Description: Displaysinformation regarding the state of the Frame Relay connections,
focusing mostly on Data Link information. The command is atoggle that alternately enables
and disables the debug display.
Usage: Enter f r dl st at e at the command prompt.
Example:
adm n> frdl state
FRDLCALL state display is now ON
In this example, an outgoing call isto be placed. A route to the destination is available over a
Frame Relay link. The following message appears:
FRDLCALL: Clear Call for route: 136
The following message indicates that an outgoing call is connected:
FRDLCALL-136: call conplete, status 1, 0 channels
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FRdump

FRinARP

The next message indicates that either the TAOS unit or the far end device has destroyed a
route. The TAOS unit updatesits table to reflect this routing change.

FRDLCALL-136: dead call
FRDLCALL- 136: route destroyed

Description: Displays asnapshot of the Frame Relay Interface table. The display shows data
for each DLCI assigned to a Frame Relay link.

Usage: Enter f r dunp at the command prompt.

Example:

admi n> frdunp
* Frname State DLinkAddr routelD.id frngrLink dl1fNumdllfSpeed
frt14 CONNECTED 1012¢920 15 0 738 512000
*dlci Addr ifNumroutelD datalink state
304 100cada0 23 136 1012¢920 I NACTI VE
frt18 CONNECTED 1012ffa0 14 0 742 1536000
*dlci Addr ifNumroutelD datalink state

306 101719a0 33 36 1012f fa0 ACTI VE
604 10193c60 27 32 1012ff a0 ACTI VE
603 10191fe0 26 31 1012ff a0 ACTI VE

frtl17 CONNECTED 10149b60 13 0 741 1536000
*dlci Addr ifNumroutelD dat aLi nk state

305 101975e0 32 35 10149b60 ACTI VE
600 101910a0 24 30 10149b60 ACTI VE
303 1018ceal 22 28 10149b60 ACTI VE
301 10186360 20 26 10149b60 ACTI VE

frtl6 CONNECTED 1017ad20 7 0 740 1536000
*dlci Addr ifNumroutelD dat aLi nk state
605 101961e0 29 34 1017ad20 ACTI VE
300 1018a820 21 27 1017ad20 ACTI VE
fr swan4 CONNECTED 10125ba0 2 0 734 64000
*dlci Addr ifNumroutelD dat aLi nk state

411 101592a0 31 5 10125ba0 ACTI VE
407 10155ae0 30 4 10125ba0 ACTI VE
403 10153be0 25 3 10125ba0 ACTI VE

Description: Performsan Inverse ARP test over the specified Frame Relay link and DLCI.
You can use FRINARP to help troubleshoot connectivity and routing problems over a Frame
Relay link.

Usage: frinarp Frame_Relay_profile_name DLCl

Example:

adnmin> frinarp FR-1 38
frinArp: frinarp frnane dlci
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FRLinkState

Inverse Arp op 2304 hw type 3840 prot type 8 hwlen 2 prot len 4
Source Hw address 0401 Target Hw address 0000
Source Protocol address ¢d933401 Target Protocol address cd930005

Description: Displays Frame Relay control messages. The command is atoggle that
aternately enables and disables the debug display.

Usage: Enter frli nkst at e at the command prompt.

Example:

admin> frlinkstate

FR control nsg display is ON
The following message indicates that the TAOS unit sent a Frame Relay Status Enquiry. The
Send sequence number is 135. The Receive sequence number is 134.

FRVAIN: time 67192300, send status enquiry (135,134)
The next message indicates that DLCI 16 is being processed. Thisisanormal message. You
should see one pr ocess message for each DLCI.

process pvc dlci 16

FRLMI
Description: Displays Frame Relay Loca Management Interface (LMI) information. The
command is atoggle that alternately enables and disables the debug display.
Usage: Enter frl ni at the command prompt.
Example:
adnmin> frim
FRVAIN: Lm display is ON
FRVMAIN: Setting timer DTE
The following message validates the consistency of sequence numbersin LMI messages. The
144 after want indicatesthe origina sequence number the TAOS unit sent. The two numbers
after the second got indicate the switch’s Send sequence number and the Switch’s report of
the last sequence number it received from the TAOS unit, respectively. The original sequence
number should match the switch’s report of the last sequence number it received.
FRVAIN: Time 67201400, got link report: want (*,144), got (144, 144)
FRMgrDump
Description: Displaysthe Frame Relay link and DL CI information, including states and
counters.
Usage: Enter f r ngr dunp at the command prompt.
Example:
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adni n> frngrdunp
Data Link Info

St at us

BO4FBD40 ACTI VE B04C0480 1532 19759603 19530429

St at us

enq sent = 66710 rsp rcvd = 66763
upd rcvd = 53 tinmeouts = 1
Errors

U field = 0 PD field = 0
CR field = 0 nsg type = 0
stat rsp = 0 | ock shf = 0
invinfo = 0 rpt type = 0
Last Error

type = 5

time = 6100

Fr Type O val ue: 20 octets @ BO4FBE26

[0000]: 04 91 03 CC 45 00 00 3A 4B OE 00 00 7F 11 54 D7
[0010]: CD 93 08 07

LM type = AnnexD

DTE Monitor n391 = 6, t391 = 10, n392
Event: recv seq 155 send Seq 155 I ndex
K OK OK OK OK OK OK OK OK &K

DCE Monitor t392 = 15,n392 = 3, n393 = 4
Event: dce send seq O index =0

K OK OK OK OK OK OK OK OK &K

3, n393 = 4
0, cycles left =4

DLCI info

--addr-- dlci --state- userHndl n201 --check- -pkt xmt- -pkt recv-
B04C09A0 0 ACTI VE 0 1532 NO CHECK 66710 66763
---DE--- --FECN-- --BECN-- -crTine- chgTine pending

0 0 0 100 100 FALSE

FRPriorityErrors

Description: Reports statistics about Frame Relay priority errors on ahost card. All valuesin
its output should be zero. A non-zero value indicates an extreme shortage of memory.

For example:
hdlc-1/5> frPriorityErrs
Cut put :
_sendSt at usenqui r yNoMouf: O
_nmkSt at usRepl yNoBuf : 0
_nkSt at usRepl yMouf : 0

FRScert

Description: Toggles between Sprint and Frame Relay Forum LMI checks. The default isthe
Sprint certification policy. In most cases, the default setting is correct and should not be
changed.

Usage: Enter fr scert at the command prompt.

Example:

adm n> frscert
frSCert is FRFCert
adm n> frscert
frSCert is SCert
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FRstate

GRE

IFMgr

Description: Displays messages related to Frame Relay state changes. The command is a
toggle that alternately enables and disables the debug display.

Usage: Enter f r st at e at the command prompt.

Example: Anadministrator enables the display, datais received from the Frame Relay
interface and processed, and the administrator disables the display.

adnmin> frstate

FRrly state display is ON

FRRLYIF. Calling frifRecv routeld 20
FR1490 dataFrom wan entry state 2
FRRLYI F: Send up stack ifnum1
FRRLYIF. Calling frifRecv routeld 20
FR1490 dataFrom wan entry state 2
FRRLYI F: Send up stack ifnum?7
FRRLYI F: frl1fSend i fNum 1

FR1490 data to wan entry state 2
FRRLYI F: dat at oWan datal i nk B04C0480

adnmin> frstate
FRrly state display is OFF

Description: Displaysthe TAOS unit’'s Generic Routing Encapsulation (GRE) information.
The command has little practical use other than as atool for developmental engineering.

Description: Displays interface-table entries for the Ethernet interface, toggles the debug
display, and marks an interface as enabled or disabled. This command is available on the shelf
controller and on host cards such as the Ethernet, modem, and HDL C cards. The output differs
dlightly depending on where the command is executed.

Usage ifrmgr [-d [i fnamifnun] | -t ] [up|down i f nunji f nane]

Syntax element Description

-d Display interface table entries.

-d ifname/ifnum Display details of the specified interface name or
number.

-t Toggle debug display.

up | down ifnum | ifname Enableor disablethe specifiedinterface. These
options have the same effect as setting the Enabled
parameter in the Ethernet profile, and are subject to the
same limitations.

Example: To view the IFMgr usage summary for an Ethernet card in sot 4, first open a
session to the card:
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adm n> open 1 4

Then you can use the - d option to view the interface number and name:
ether-1/4> ifngr -d

if slot:if wu p ifnane mac addr | ocal - addr

000 0: 00: 000 * pb0 000000000000 0.0.0.0/32

001 1:17:011 * iel-4-1 00c07b6d23f0 11.1.1.1/32
002 1:17:013 * iel-4-2 00c07b6d23f1 11.1.2.1/32
003 1:17:015 * iel-4-3 00c07b6d23f2 11.1.3.1/32
004 1:17:017 * iel-4-4 00c07b6d23f3 11.1.4.1/32
005 1:17:019 * iel-4-5 00c07b6d23f4 11.1.5.1/32
<end>

The IFMgr - d output for an Ethernet card contains the following fields:

Field Description
if Ethernet interface number.
slot:if Shelf, ot and system-wide interface number. (This

interface number is reported by executing the IFMgr
command on the shelf controller.)

u Flag indicating whether the interface is up (*) or down (-).

p Flag indicating whether the interface is permanent. A P
indicates a permanent interface. A hyphen (-) or ablank
indicates that it is not.

A permanent interface is an interface configured in the
command-line interface and stored in the TAOS unit’s
NVRAM. All the Ethernet interfaces and the virtual
interfaces made for Connection profiles are permanent.
Transient interfaces are those the TAOS unit builds from
RADIUS, TACACS, or an Answer profile. Theseinterfaces
have no interface entry when the connection is down.

i fnane Interface name.
mac addr Interface MAC address.
| ocal - addr Interface local address.

Following is an example of disabling an interface:
ether-1/4> i fmgr down iel-4-1

The IFMgr - d output indicates that the interface is disabled by displaying a hyphen instead of
an asterisk in the Up (u) column:

ether-1/4> ifngr -d

if slot:if wu p ifnane mac addr | ocal - addr
000 0: 00: 000 * pb0 000000000000 0.0.0.0/32
001 1:17:011 - iel-4-1 00c07b6d23f0 0.0.0.0/32

002 1:17:013 * iel-4-2 00c07b6d23f1 11.1.2.1/32
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003 1:17:015 * iel-4-3 00c07b6d23f2 11.1.3.1/32
004 1:17:017 * iel-4-4 00c07b6d23f3 11.1.4.1/32
005 1:17:019 * iel-4-5 00c07b6d23f4 11.1.5.1/32
<end>

Note: The Netstat command also displays a hyphen to indicate a disabled Ethernet interface.

To mark an interface as up, use the up option:

ether-1/4> ifngr up iel-4-1

An interface can be administratively disabled by using the IFMgr command or by updating the
Ethernet profile, or it can be marked as down by the Ethernet driver when Link-State-Enabled
isYes and Link-State is Down. Therefore, using the Up option to the IFMgr command does
not necessarily enable the interface. However, it does mark the interface as up.

Following is an example of using the IFMgr command on the shelf controller:

admin> i fngr -d

bif slot sif u mp ifnane host - nane renot e- addr | ocal - addr

000 1:17 000 * i e0 - 0.0.0.0/32 192. 168. 7. 133/ 32
001 1:17 001 * | 00 - 0.0.0.0/32 127.0.0.1/32

002 0: 00 000 * rjo - 0.0.0.0/32 127.0.0. 2/ 32

003 0: 00 000 * bho - 0.0.0.0/32 127.0.0.3/32

004 0: 00 000 * wanabe - 0.0.0.0/32 127.0.0.3/32

005 0: 00 000 * | ocal - 0.0.0.0/32 127.0.0.1/32

006 0: 00 000 * ntast - 0.0.0.0/32 224.0.0.0/ 32

007 0: 00 000 - tunnel 7 - 0.0.0.0/32 192.168. 7. 133/ 32
008 1:11 001 * p wan8 apx-t1-t32 200.2.1.2/32 192. 168. 7. 133/ 32
009 1:11 002 * p wan9 apx-t1-t32 200.2.2.2/32 192.168. 7. 133/ 32
010 1:11 003 * p wanl0 apx-el-t22 200.3.2.2/32 192. 168. 7. 133/ 32
011 1:11 004 * p wanll apx-el-t32 200.5.1.2/32 192.168. 7. 133/ 32
012 1:11 005 * p wanl2 apx-el-t32 200.5.2.2/32 192.168. 7. 133/ 32
013 1:11 006 * p wanl3 apx-t1-t22 200.1.1.2/32 192.168. 7. 133/ 32
014 1:15 001 * p wanl4 apx-t1l-sl1l- 100.1.100.2/32 100. 6. 100. 2/ 32
015 1:11 007 * p wanl5 apx-el-t22 200.3.1.2/32 192.168. 7. 133/ 32
016 1:11 008 * p wanlé ci sco-t221 200.4.103.2/32 192.168. 7. 133/ 32
017 1:11 009 * p wanl? mel-t2211 200.4.4.2/32 192. 168. 7. 133/ 32
018 1:11 010 * p wanl8 mel-t2212 200.4. 4.3/ 32 192.168. 7. 133/ 32
019 1:17 000 - p wanl9 nPt 81 200.8.1.2/32 192.168. 7. 133/ 32
020 1:17 000 - p wan20 m1 200.4.1.2/32 200.6.1.2/32

021 1:16 001 * p wan2l pl321n<>pl 0.0.0.0/ 32 0.0.0.0/32

[ More? <ret>=next entry, <sp>=next page, <"C>=abort]

The IFMgr output on cards other than the Ethernet card includes the following fields:

Field Description

bin Bundle interface number. There is one interface number per bundle,
including MPP connections. It is the global interface-table number.

sl ot Shelf and dot the interface is assigned to.
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Field

sif

i fnane
host - nane
r enot e- addr

| ocal - addr

Description

Slot interface.

Flag indicating whether the interface is up (*) or down (-).
Indicates that the interface is part of an MP bundle.

Flag indicating whether the interface is permanent. A P indicates a
permanent interface. A hyphen (-) or ablank indicates that it is not.

A permanent interface is an interface that is configured in the
command-line interface and stored in the TAOS unit’'s NVRAM. All
the Ethernet interfaces and the interfaces based on Connection profiles
are permanent. Transient interfaces are those the TAOS unit builds
from RADIUS, TACACS, or an Answer profile. Theseinterfaces have
no interface entry when the connection is down.

Interface name.
Host name of remote device.
Remote address of device as configured in a Connection profile.

L ocal address of device as configured in a Connection profile.

Following is an example of displaying information about a particular interface:

adm n> ifnmgr -d
i nUse:
host Nane:

di al out Nane:

009
Yes
apx-t1-t3212-s4

Ext er nal Aut h: No
ExternFilters: No
ExternRoutes @ O

Ext er nl pxRoutes @ 0
msclnfo @ 0

reDi rect Dest : 0.0.0.0

DLCl routeld: 34

MP(P) id: 0

Logical iff: 2

virtual id: 0, virtual next @O, virtual main @O0
m nor devi ce: 9

devi ce status: 0x303

nu: 1528

i p_addr: 192. 168. 9. 133
dsti p_addr: 100.2.1.2

net mask: 255. 255. 255. 0
net : 192.168.9.0
subnet : 192. 168. 9. 133
bcast: 192. 168. 9. 255
nbcast : 192. 168. 9. 133
di rect ed- bcast : no
macaddr : 000000000000
i np_gcnt: 0

out _qgcnt: 0
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IPXRIPdebug

Lanval

next hop: 0.0.0.0

Num pkts queued for brouter: 0
proxy_arp_node: O

proxy_arp_head: O

No associ ated connection profile

The ICMP-Reply-Directed-Bcast parameter in the IP-Global profile specifies whether the
TAOS unit responds to directed-broadcast ICMP echo requests. If set to No, the system does
not respond to any directed-broadcast | CM P requests. The setting of this parameter is shownin
the Directed-Bcast field in the Ifmgr output.

Description: Displaysincoming and outgoing IPX RIP traffic. The command is atoggle that
aternately enables and disables the debug display.

Usage: Enteri pxri pdebug at the command prompt.

Example:
adm n> i pxri pdebug
IPX-RIP state display is ON

The following message appears as the TAOS unit sends an IPX RIP packet announcing its
route:

| PXRI P: 10000al17 announced O routes on interface 1000:

Next, a Pipeline 50 has diaded the TAOS unit. The TAOS unit receives a RIP route from the
Pipeline.

| PXRI P: received response from aclb0001: 00c07b5e04c0 (1 nets).

The following message indicates that the TAOS unit is delaying sending a RIP packet to
prevent the interpacket arrival time from being shorter than busy/slow boxes can handle. An
IPX router should never violate the minimum broadcast delay.

| PX-RIP: too soon to send on interface 1000.

| PXRI P: 10000a81 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b6204c0 (1 nets).
| PXRI P: 10000aa6 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b5504c0 (1 nets).
| PXRI P: 10000abc announced O routes on interface 1000:

Description: Displays messages related to external validation requests. You can use this
command in conjunction with r adi f to troubleshoot authentication issues.

Usage: Enter | anval at the command prompt.

Example:

admi n> | anval
LANVAL state display is ON
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LANVAL: radius auth, id B0O54AD60
LANVAL: radius callback, id B0O54AD60, auth SUCCESS
LANVAL: | anvFreel nfo: freeing iprof @05A9360

LifDebug
Description: Displays ISDN layer 2 and layer 3 information. The command is atoggle that
aternately enables and disables the debug display.
Usage: Enter | i f debug at the command prompt.
Example: Following are several examples of Li f Debug output:
adm n> |ifdebug
LI F debug is now ON
A packet is being sent over the WAN. The packet is constructed:
LI F_SendPkt (): DSL 0, source 0x400, destination 0x300,
event 0x340, SAPI 0, CES 1, Call_Id 77, Chan_ld O
The following message displays the contents of the packet:
PACKET:
Header (4): a0 50 59 b0 Info (9): 08 02 00 00 84 08 02 80 90 01
L3_Go: source 0x400, event 0x340, DSL 0, call _id 77, ces 1
L3_ProcessUserEvent (): State 0x9, Event 0x84, |ndex 6,
DSL 0, CallID 77
Another packet is sent:
LI F_SendPkt (): DSL 0, source 0x300, destination 0x205,
event 0x240, SAPI 0, CES 1, Call_Id 77, Chan_ld O
PACKET:
Header (4): a0 50 59 b0 Info (9): 08 02 83 fe 45 08 02 80 90 00
L3_Go(): end of L3 task, NLCB State 10
L2 _Go(): DSL_Id=0, SAPI =0, CES=1, TEI=0, Event=240
L2 _ProcessEvent(): DSL 0, index 13, state 7
L2 _ProcessEvent (): DSL 0, index 19, state 7
L2 _Go(): DSL_Id=0, SAPI =0, CES=1, TEI=0, Event=1
L2 _ProcessEvent(): DSL 0, index 1, state 7
L2_Go() end: DLCB->State 7
MdbStr

Description: Modifiesthe default modem AT command strings used by the modems on the
TAOS unit for both incoming and outgoing calls. Previously, you could not modify the AT
command for modems on the TAOS unit. You could only affect the string in minor ways by
modifying the parameters in the Terminal-Server>M odem-Configuration subprofile. Note that
when the modem card or the TAOS unit is reset, the AT command strings revert to their
defaults.

The MdbStr command also allows you to return the string to its factory default settings.
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The modem chip in the TAOS unit supports AT commands up to 56 charactersin length. To
fully support all possible functionality, each command is sent as two separate strings. You can
modify one or both strings.

A Caution: The AT command string initializes the modems it supports. When you change the
AT command string, you are changing the functionality of the modems. Use this command
with caution.

Here are the two default strings for the TAOS unit:
1 AT&FO&C1VOWLX4
2 AT%C3\ N3S2=255S95=44591=10+M5=11, 1, 300, 33600A

Usage: ndbstr [ O] [ 11 [ 21 [ AT-comand-string ]

Example: The following examples show you how to modify each portion of the AT command
string:

To override the existing first string with anew string:
ndbstr 1 AT&FO&CLVIWL

Thiswill override the second portion of the AT command string:
ndbstr 2 AT%C3\ N3S2=255S95=44S91=10+Ms=11, 1, 300, 14400A

Thiswill return both strings to their factory default settings:
mdbstr O

MDialout

Description: Displays messages related to modem dial out. This command can be used in
conjunction with the ModemDrvState command to get detailed information about outbound
modem calls.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter ndi al out at the command prompt.

Example: Inthe following example, a modem on the TAOS unit prepares to make an
outbound modem call, but never receives a diatone.

adm n> ndi al out

MDI ALOUT- 2/ 4: >> CURR state=Awai t _O f _Hook, NEW
event =Event _Of f _Hook

MDI ALOUT- 2/ 4: connected to DSP!

MDI ALOUT- 2/ 4. rqst tone (14) via channellndex O
MDI ALOUT- 2/ 4. tone generation started.

MDI ALOUT- 2/ 4. >> CURR state=Await_Di al _Tone, NEW
event =Event _Di al t one_On

MDI ALOUT- 2/ 4: decode timer started.

MDI ALOUT- 2/ 4. << NEWstate=Await_1st _Digit

MDI ALOUT- 2/ 4. enabling tone search, channel index=0,
ti mesl ot =0

MDI ALOUT- 2/ 4. << NEWstate=Await_1st _Digit
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MDialSess

MDI ALOUT- 2/ 4:

>> CURR state=Await_1st _Digit, NEW

event =Event _On_Hook

MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
MDI ALOUT- 2/ 4:
event =Event _Cl
MDI ALOUT- ?/ ?:

st oppi ng decode ti mer.

rqst tone (15) via channellndex 0O

di sabling tone search, channel index=0
di sconnected from DSP.

<< NEW state=Awai t _O f_Hook

>> CURR st ate=Awai t _O f _Hook, NEW
ose_Rqgst

<< NEW st at e= <DELETED>

Description: Displays all the active modem dialout sessions.

Usage: Enter ndi al sess at the command prompt.

Example:

adni n> ndi al sess
entry slot:mdmroute port hookDetect DSP:tone:tinr:decode state

1 6:4 145

16 pollForOff n: n : n : n Awai t _OF f _Hook

ModemD1Stats, ModemD2Stats, ModemD3Stats

Description: Displays modem statistics. ModemD1Stats displays statistics for the first 16
modems, ModemD2Stats displays statistics for the second 16 modems, and ModemD3Stats
displays statistics for the last 16 modems.

Usage: nodendlst ats

To use this command, first open a session with a modem card, then enter the command.

Example:

nodem 1/ 2> nodendlst at s
nodem ansFail

ansOK 1-2400 2.4-14.4 14.4-up 21.6+up 28.8+up

1/ O: 3 171 0 0 171 171 171
1/ 1: 3 171 0 0 171 171 171
1/ 2: 2 172 0 0 172 172 172
1/ 3: 2 172 0 0 172 172 171
1/ 4: 4 170 0 0 170 170 170
1/ 5: 1 173 0 0 173 173 172
1/ 6: 0 174 0 0 174 174 174
1/ 7: 1 173 0 0 173 173 173
1/ 8: 1 173 0 0 173 173 173
1/ 9 0 174 0 0 174 174 174
1/10: 2 172 0 0 172 172 172
1/11: 1 173 0 0 173 173 173
1/12: 1 173 0 0 173 173 173
1/13: 0 174 0 0 174 174 174
1/ 14: 1 173 0 0 173 173 173
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1/ 15: 3 171 0 0 171 171 170

ModemDrvDump

Description: Displaysinformation about the status of each modem.
Usage: Enter nrodendr vdunp at the command prompt.

Example: Following isamessage about modem O (the first modem) in the modem card in slot
3 onthe TAOS unit. The numbers in brackets indicate number of calls with unexpected open
requests, unexpected Rcode events, unexpected release events, and unexpected timeouts:

MODENMDRV- 3/ 0: Unexp Open/ Rcode/ Rl sd/ Ti mout =[ 0, O, 0, 0]

ModemDrvState

Description: Displays communication to and from the modem driver on the TAOS unit. You
can see which buffers are allocated and which AT command strings are being used to establish
modem connections.

You can also determine whether datais received from the modem in an understandable format.
If line quality is poor, the modem driver attempts to parse incoming data from the modem, but
it might not be successful. This command can be used in conjunction with the M Dialout
command to get detailed information about outbound modem calls.

The command is atoggle that alternately enables and disables the debug display.

Usage: Enter nodendr vst at e at the command prompt.

Example: Following are examples of amodem call coming into the TAOS unit, and a modem
call being cleared from the TAOS unit:

admi n> nodendr vst at e

MODEMDRV debug di splay is ON

Modem 1 on the modem card in slot 3 has been assigned to answer an incoming modem call:
MODEMDRV- 3/ 1: nmodenOpen nodenHandl e BO4E3898, hdl cHandl e B026809C,
orig 0

The modem isidle, so it is available to answer the cal:

MODEMDRV- 3/ 1: _processOpen/ | DLE

The next two lines show the TAOS unit’'s modem sending the first string:
MODEMDRV: Answer String, Part 1 - AT&OEO+A8E=,,,0

A buffer needs to be allocated for sending the command out to the WAN:
MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEO, status = SENT

Buffers are alocated for data being received from the WAN:

MODEMDRV- 3/ 1. _hdl cBuf RevdFnc: dat a=2E13ADFO, | en=8,
parseState[n,v]=[0,0], status= RCVD
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MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13BA20, | en=5,
parseState[n,v]=[0,0], status= RCVD

The TAOS unit’s modem receives an OK from the calling modem:
MODEMDRV- 3/ 1: data =OK

The processis repeated for strings 2 and 3:

MODEMDRV- 3/ 1. processTi neout/ DI AL_STR2[ 2D]

MODEMDRV: Answer String, Part 2 - AT&CLVI1\ VIWLX4S10=60
MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEO, status = SENT
MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13C038, | en=2,
parseState[n,v]=[0,0], status= RCVD

MODENMDRV- 3/ 1: data = 0

MODEMDRV- 3/ 1. _processTi meout/ Dl AL_STR3

MODEMDRV: Answer String, Part 3 -

AT%C3\ N3S2=255595=44591=10+Ms=11, 1, 300, 33600, A

Now result codes are processed to clarify the characteristics of the connection.

MODEMDRV- 1/ 1: _hdl cBuf RecvdFnc: dat a=9880C628, | en=48,
parseState[n,v]=[1,0], stD

MODEMDRV- 1/ 1: data =

CONNECT 115200/ V34/ LAPM V42BI S/ 28800: TX/ 33600:

MODEMDRV- 1/ 1: decodeSLC[ 15] =<CONNECT 115200/ > checking for error
correction

MODEMDRV- 1/ 1: decodeSLC[ 4] =<V34/ > checking for error correction
MODEMDRV- 1/ 1. decodeSLC[ 5] =<LAPM > checking for error correction[29]
MODEMDRV- 1/ 1: decodeSLC[ 7] =<V42BI S/ > checki ng for conpression[ 21]
MODEMDRV- 1/ 1: decodeSLC[ 9] =<28800: TX/ > checking for xmt[ 1]
MODEMDRV- 1/ 1: _hdl cBuf RevdFnc: dat a=9880C828, | en=4,
parseState[n,v]=[4,0], staD

MODEMDRV- 1/ 1: data = RX

> checking for recv[0] C[ 9] =<33600: RX

decodeSLC conpl et e

At this point the modem call is up, and the modem driver has completed its tasks. The call will
be passed to Ethernet resources:

MODEMDRV- 3/ 1: _processRcodeEvent / AWAI TI NG RLSD, niType=5, RLSD=0
MODEMDRV- 3/ 1: _processRl sdChange/ AWAI TING RLSD = 1

Following isthe normal sequence of steps for amodem call that is cleared (by either modem).
Modem 5 on the modem card in slot 7 of the TAOS unit is freed from the previous call, and it
isreinitialized (so it isavailable for the next call).

MODEMDRV- 7/ 5: nmodentCl ose nodenHandl e BO4E6F38
MODEMDRV- 7/ 5. _cl oseConnecti on: ONLI NE, event =3
MODEMDRV- 7/ 5. _processTinmeout/INI'T

MPCMtoggle

Description: Displaysinformation about related channel addition with Multilink
Point-to-Point connections. Thisinformation is not related to M P+ or BACP connections. This
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MPentry

MPPCM

command displays only information from connections established as MP (RFC1717)
connections.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter npcnt oggl e at the command prompt.

Example:

adni n> npcnt oggl e
MPCM debug is now ON
MPCM 432: adding 1 channels

Description: Displaysinformation for aspecified, active, MP or MP+ connection, including
the options negotiated in the connection. This command can be extremely helpful when
researching MP or MP+ compatibility issues.

Note: The MplD number that must be entered is an internally generated number. To get alist
of al currently assigned MplD numbers on your TAOS unit, enter the | Fngr - d command
and specify an interface name or number.

Usage: Enter npent ry at the command prompt.

Example: The following example shows an MP+ call (noted as MPP). The End Point
Discriminator (used to bundle the channels together) is shown under bundl e i d. Inthis
case, it isthe hardware MAC address of the calling device.

adm n> npentry

Mol D required

adm n> npentry 28

MP entry 28 @ BO55DE60

MpI D 28, Flags: delete No, renote No, ncp Yes, npp Yes bacp No
bundle id: 15 octets @ BO558BEO

[0000]: 03 00 CO 7B 53 97 07 73 65 63 61 2D 68 73 76

vj Info @B0562060

startTime 227521989, nrru: |ocal 1524, peer 1524

send: iflx 1, count O, seq 77268 / recv: seq 75046

IF 50, send idle 0, recv idle 1, |ast seq 75045 node 0 #chans 1
Head:

Tai |

Reassenbe packet cnt O bad Irg pkts O

Description: Displays MP+ call-management information. The command is atoggle that
aternately enables and disables the debug display. You can useit in conjunction with the

M Ptoggle command, since each command logs debug from a different place in code, but both
display information based on multichannel connections.

Usage: Enter mppcmat the command prompt.

Example:
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adm n> nppcm
MPPCM debug is now ON

The following 8 messages indicate that a second channel is added to a 1-channel MP+

connection:

MPP- 5:
MPP- 5:
MPP- 5:
MPP- 5:
MPP- 5:
MPP- 5:
MPP- 5:
MPP- 5:

Event = Uilization, CurrentState = Idle/A
check dynami c says: current = 1, reconmended = 2
requesting 1 additional channel (s)

1 call(s) posssible.

new state is: Add/C
Event = RxAddConplete, CurrentState = Add/ C
enterldl eA, AddLock = Yes, RenovelLock = No

new state is: ldlelA

The following 12 messages indicate that a remote management session is brought up for the
MP+ user with MplID 28. You can open aremote session to an MP+ user from the terminal

Server.

MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:
MPP- 28:

adm n>

Event = StartRM CurrentState = Idle/A
start renote nanagenent

new state is: ldlelA

Event = RXRnRsp, CurrentState = Idle/A
renot e managenment response (0)

new state is: ldlelA

Event = RXRnTxReq, CurrentState = Ildle/A
new state is: IdlelA

Event = RecvRW CurrentState = Idle/A
new state is: IdlelA

Event = StopRM CurrentState = Idle/A

stop renote nanagenent

mppcm

MPPCM debug i s now OFF

MPtoggle

Description:

Displays information about MP and M P+ connections. You can use this

command in conjunction with the MPPCM command, since each command |ogs debug from a
different place in code, but both display information based on multichannel connections. The
command is atoggle that alternately enables and disables the debug display.

Usage: Enter npt oggl e at the command prompt.

Example:

adm n>

nmpt oggl e

MP debug is now ON

MP- 26:
MP- 5:

adm n>

sendi ng contr ol

sendi ng control nessage 191

nmessage 76

nmpt oggl e

MP debug is now OFF

NetlF

Description:

Displays the TAOS unit’s network interface mappings.
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Usage: netif -m-q -t -v -7

Syntax element Description

-m Display mappings for the specified map type.
-q Display the queue for a map.

-t Toggle debug display.

-V Display valid mapping tables.

-? Display this summary.

Example:

adm n> netif -v
map Ox1042COEOQ: type 0 (call-id), id 0x1042B5A0

adm n> netif -mO

SHELF SLOT SyslID SlotlD
1 1 52 2
1 6 90 58
1 6 89 57
1 6 86 56
1 6 78 51
1 6 72 50
1 6 71 49
1 6 70 48
1 6 69 47
1 6 68 46
1 6 62 45
1 6 61 44

PermConn-List
Description: Displaysalist of al permanent connection profiles in the TAOS unit.

Usage: Enter per ntonn- | i st at the command prompt.

Pools

Description: Displays asnapshot of alarge selection of memory pools, the size of each pooal,
and the status of each pool. At the end of thelist isasummary of thetotal memory allocationin
the TAOS unit.

Memory is dynamically allocated to support various tasks, and should be freed when a
particular task has been completed. Taking pools snapshots over an extended period of time
can help troubleshoot a problem with a memory leak, in which memory is allocated for a task
but never freed.
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Snapshots should never show the entire quantity of allocated memory (or even any single pool)
increasing over an extended period of time.

Usage: Enter pool s at the command prompt.

Example: The number of poolsdisplayed is usually very large. The following example
displaysjust a portion of the typica output.

adnmi n> pool s

Pool Nane size limt inUse hiWat heapAdrs
Accounting Session Change Registrants 8 0 1 1
103CCAEO

Acct Evnt 14 0 127 127 103CCAEO
Af sHashEntry 191 0 0 0 103CCBEO
Af sTaskMsg 219 0 0 0 103CCBEO
Assi gnedChannel Pool 32 0 127 139 103CCAEO
Aut hDat a 116 0 0 0 103CCBEO
Br out er Pool 80 0 2 14 103CCB60
volatile profile instance 16 0 171 184 103CCAEO
volatile profile type info 12 0 7 7 103CCAEO

The first portion of the Pools command output includes the following fields:

Field Description

Pool nane Pool name.

Si ze Size of the pool, in kilobytes.

Limt Maximum number of buffers that can be allocated to a pool.

I nUse Number of poolsin use.

Hi Wat Highest number of pools allocated to atask since the TAOS unit was brought
up.

HeapAdr s Memory address of pooal.

Following the list of pools, the Pools command displays a summary of memory usage:

total pools: 175

total buffers in use: 10593
total memall oc: 261685

total menfree: 258558

menmal | oc in use: 3129
menal | oc failures: 0
menfree failures: 0
menal | oc hi gh water: 3146

H st ogram of nmereall oc’d menory bl ock sizes:
2659 buffers in range [64, 127]
632 buffers in range [128, 255]
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2 buffers in range [256,511]

22 buffers in range [512,1023]

9 buffers in range [1024, 2047]

21 buffers in range [ 2048, 4095]
buffers in range [4096, 8191]
buffers in range [8192, 16383]
buffers in range [32768, 65535]
buffers in range [131072, 262143]
buffers in range [262144,524287]

3
7
6
2
1

Tot al

menory in use:

1295104 bytes in 3364 buffers

H st ogram of free menory block sizes:

12 buffers in range [ 128, 255]

1 buffers in range [256,511]

2 buffers in range [1024, 2047]

1 buffers in range [1048576, 2097151]
1503680 bytes in 16 buffers

Tot al

free nenory:

Following are descriptions of some of the more important fields in this display:

Field
t ot al
t ot al

t ot al

t ot al

menal | oc i n use

pool s

buffers in use

menal | oc

menf r ee

nmenal |l oc failures

menfree failures

memeal | oc hi gh wat er

Description
Total number of poolsin use.
Number of buffersin use.

Total number of times the TAOS unit allocated a block of
memory for use.

Total number of times the TAOS unit freed a block of
memory. This should be fairly closeto total memalloc.

Total number of memory poolsin use. Thisisthe difference
between total allocated and total freed.

Total number of times the TAOS unit failed to allocate a
block of memory for use.

Total number of times the TAOS unit failed to free ablock
of memory.

The highest number of memory poolsin use at any one
time.

Portinfo
Description: Displaysinformation about the TAOS unit’s ports.
Usage: portinfo port-nunber
Example:
adnmin> portinfo 1
Printing fixed/allocated ports for slot 1
Li near Port: 1
- fixed: TRUE
- relative #: 0
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PPPdump

PPPFSM

- paired port: 65535
- slave: FALSE
- physical: FALSE

Description: Very similar to the WANdisplay diagnostic command. But the PPPdump
command strips out escape charactersthat are present for asynchronous PPP users (who are
dialing in with modems). The escape characters are necessary because of the asynchronous
nature of the data stream. Stripping them out simply clarifies the presentation of the data.

If you enter the command while traffic streams heavily through your TAOS unit, the resulting
amount of output can make it tedious to find the information you're looking for. The screen
might even display the message - - - - - data lost ----- , Which just means that not all
the output can be displayed on the screen.

You might prefer to use the PPPdump command during a period of low throughput.
Usage: First open a session with ahost card, then enter pppdunp n

where n is the number of octetsto display per frame. Specifying a value of 0 (zero) disables
the logging of this data.

Example: Following are two examples of the display of an asynchronous call, one produced
by WANdisplay and the other by PPPdump.
The following frames were logged by entering wandi spl ay 64:

7E FF 7D 23 G0 21 7D 21 7D 21 7D 20 7D 37 7D 22 7D 26 7D 20 7D 2A 7D
20 7D 20 2D 7D 23 7D 26 3A AA 7E

7E FF 7D 23 00 21 7D 21 7D 21 7D 20 23 7D 20 7D 24 7D 20 7D 20 7D 22
7D 7E

To get the data stream without escape characters, the Ox7D bytes need to be stripped, and the
byte following each Ox7D byte needs to be decremented by 0x20.
With PPP dump, the datais automatically converted and displayed:

7E FF 03 C0 21 01 01 00 17 02 06 00 OA 00 00 2D 03 06 3A AA 7E 7E
FF 03 G0 21 01 01 00 23 00 24 00 00 02 7E

See Also: WAN(display, WANnext, WANopen

Description: Displays changesto the PPP state machine as PPP users connect. The command
isatoggle that alternately enables and disables the debug display.

Usage: First open a session with ahost card, then enter pppf smat the command prompt.

Example: The following display shows the compl ete establishment of a PPP session:

adni n> pppfsm
PPPFSM state display is ON
PPPFSM- 97: Layer O State IN TIAL Event OPEN...
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PPPFSM 97: ... New State STARTI NG

PPPFSM 97: Layer O St at e STARTI NG Event UP...
PPPFSM 97: ... New State REQSENT

PPPFSM 97: Layer 1 State I NI TI AL Event UP...
PPPFSM 97: ... New State CLCSED

PPPFSM 97: Layer 2 State I NI TI AL Event UP...
PPPFSM 97: ... New State CLCSED

PPPFSM 97: Layer 3 State I NI TI AL Event UP...
PPPFSM 97: ... New State CLCSED

PPPFSM 97: Layer 4 State I NI TI AL Event UP...
PPPFSM 97: ... New State CLCSED

PPPFSM 97: Layer 5 State I NI TI AL Event UP...
PPPFSM 97: ... New State CLCSED

PPPFSM 97: Layer 6 State I NI TI AL Event UP...
PPPFSM 97: ...New State CLOSED

PPPFSM 97: Layer 7 State I NI TI AL Event UP...
PPPFSM 97: ...New State CLOSED

PPPFSM 97: Layer 8 State I NI TI AL Event UP...
PPPFSM 97: ...New State CLOSED

PPPFSM 97: Layer 9 State I NI TI AL Event UP...
PPPFSM 97: ...New State CLOSED

PPPFSM 97: Layer O St at e REQSENT Event RCONFREJ. ..
PPPFSM irc_new scr 4

PPPFSM 97: ... New State REQSENT

PPPFSM 97: Layer O St at e REQSENT Event RCONFACK. ..
PPPFSM 97: ... New State ACKRECD

PPPFSM 97: Layer O St at e ACKRECD Event RCONFREQ. . .
PPPFSM 97: ... New St ate ACKRECD

PPPFSM 97: Layer O St at e ACKRECD Event RCONFREQ. . .
PPPFSM 97: Layer 1 St ate CLOSED Event OPEN.. .
PPPFSM 97: ... New State REQSENT

PPPFSM 97: ... New State OPENED

PPPFSM PAP Packet

PPPFSM 97: Layer 6 St ate CLOSED Event OPEN.. .
PPPFSM 97: ... New State REQSENT

PPPFSM 97: Layer 4 St ate CLOSED Event OPEN.. .
PPPFSM 97: ... New State REQSENT

PPPFSM 97: Layer 4 St at e REQSENT Event RCONFREQ. . .
PPPFSM 97: ... New State REQSENT

PPPFSM ccp Packet code 1

PPPFSM 97: Layer 6 St at e REQSENT Event RCONFREQ. . .
PPPFSM 97: ... New State REQSENT

PPPFSM ccp Packet code 2

PPPFSM 97: Layer 6 St at e REQSENT Event RCONFACK. ..
PPPFSM 97: ... New St ate ACKRECD

PPPFSM 97: Layer 4 St at e REQSENT Event RCONFACK. ..
PPPFSM 97: ... New St ate ACKRECD

PPPinfo

Description: Displaysinformation about established PPP sessions. The command has little
practical use other than as a tool for devel opmental engineering.
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Usage: pppinfo index [ all ]

Syntax element Description
i ndex Selects a particular PPP information table.
al | Displaysinformation about embedded structures.
Example:
admi n> pppinfo 1
Ncp[ LCP] = B02B396C
Ncp[ AUTH] = B02B39BC
Ncp[ CHAP] = B02B3A0C
Nep[ LOM = BO2B3A5C
Ncp[ | PNCP] = BO2B3AAC
Ncp[ BNCP] = BO2B3AFC
Ncp[ CCP = B02B3B4C
Ncp[ | PXNCP] = B02B3B9C
Ncp[ ATNCP] = BO2B3BEC
Nc p[ UNKNOWA] = B02B3C3C
Mode = async
nOpen pendi ng =0
Local AsyncMap =0
Renot eAsyncMap = 0
Peer Nane = NA
Rt Auth State = RMI_NONE
ai buf =0
i pcp = BO3E502C
vJinfo =0
local VjInfo =0
bncpl nfo = BO3E559C
i pxl nfo = BO3E55DC
renot e = no
Bad FCS = a

PPPstate

Description: Displays the state of a PPP connection. Different PPP calls can be routed (call
routing, as opposed to IP or IPX routing) through a TAOS unit differently. The command is a
toggle that alternately enables and disables the debug display.

The command has little practical use other than as atool for developmental engineering.
Usage: Enter pppst at e at the command prompt.

Example: The following message indicates that data is moved directly from the WAN to the
Ethernet segment. WAN data can be redirected to other resources (X.75 handler or V.120
handler) beforeit isready to be sent to the Ethernet segment.

PPP- 116: Redirect async wan direct
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PRIdisplay

RADacct

Description: Displaysall ISDN PRI D-channd signaling packets that are either received or
sent through the PRI interfaces.

Usage: To use this command, first open a session with a network card configured for PRI
signaling (for example, aT1 or E1 card). Then enter the PRIdisplay command. The command
uses the following syntax:

pridi spl ay nunber-of-octets-to-display |line

Syntax element Description

nunber - of - oct et s-t o- di spl ay Specifiesthe number of octetsin the PRI messages
to display. Specify 0 (zero) to disable the display.

line The PRI lineto display. Specify 0 (zero) to display
any line.

Example:

el-1/15> pridisplay 128 0
Display the first 128 bytes of PR nessages
el-1/15> PRI-XM T-7: 10:37:00: 4 of 4 octets

800F1020: 00 01 01 73 ...S
PRI - RCV-7: 10:37:00: 4 of 4 octets

800F3CAO0: 00 01 01 73 ...S
PRI - XM T-7: 10:37:10: 4 of 4 octets

800F1020: 00 01 01 73 ...S
PRI - RCV-7: 10:37:10: 4 of 4 octets

800F3CAO0: 00 01 01 73 ...S
PRI - XM T-7: 10:37:20: 4 of 4 octets

800F1020: 00 01 01 73 ...S
PRI - RCV-7: 10:37:20: 4 of 4 octets

800F3CAO0: 00 01 01 73 ...S
PRI - XM T-7: 10:37:30: 4 of 4 octets

800F38EO0: 00 01 01 73 ...S
PRI - RCV-7: 10:37:30: 4 of 4 octets

800F3CEO: 00 01 01 73 ...S
pridisplay O

PRI nessage display tern nated

Description: Displays RADIUS accounting information. The RADacct command displays
very few messages if RADIUS Accounting is functioning correctly.( RADI f displays more
detailed information for troubleshooting RADIUS-related issues.) The RADacct commandisa
toggle that alternately enables and disables the debug display.

Usage: Enter r adacct at the command prompt.

Example:

adni n> radacct
RADACCT debug display is ON
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A user hangs up and a stop record is generated.

RADACCT- 147: st opRadAcct

The following message indicates that there is some load on the network, and the sending of a
stop record is delayed. Thisis not necessarily an indication of a problem.

RADACCT- 147: _endRadAcct: STOP was del ayed

RADIf

Description: Displays RADIUS-related messages. RADif isa powerful diagnostic command,
because it displays RADIUS messages the TAOS unit receives as well as messages that it
sends. Output from RADI f , in conjunction with running your RADIUS daemon in debug
mode (using the - x option), givesyou virtually al the information you need to clarify issues
relating to user authentication.

You can also validate the I P port that you have configured (or think you have configured), and
the user name that is being sent by the client.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter r adi f at the command prompt.

Example: Following are messages you might see for a successful RADIUS authentication:

RADI F: authenticating <8: nmy_name> with PAP
RADI F: _radi usRequest: id 41, user nanme <9:ny_nanme>
RADI F: _radi usRequest: challenge | en = <0>

The IP address and RADIUS Daemon Authentication port are displayed:

RADI F: _radi usRequest: socket 5 len 89 ipaddr 01010101 port
65534- >1645

RADI F: _radCal | back

RADI F: _radCal | back, buf = BO5BBFAO0

The response is sent back from RADIUS. In this case, the user my_nane has passed
authentication. Following isalist of the most common responses:

1 - Authentication Request

2 - Positive acknow edgenent

3 - Rejection

4 - Accounting request

5 - Accounting response

7 - Password change request

8 - Password change positive acknow edgenent
9 - Password change rejection
11 - Access chall enge

29 - Password - next code

30 - Password New PI N

31 - Password Term nate Session
32 - Password Expired

RADI F: _radCal | back, authcode = 2
RADI F: Aut henti cation Ack
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RADservdump

After, authenticating a user, the RADIUS daemon sends the attributes from the user profile to
the TAOS unit. The TAOS unit creates the user’s Connection profile from these attributes, and
RADIf displays them. (See the TAOS RADIUS Guide and Reference for a complete list of
attribute numbers.)

RADI F. attribute 6, len 6, 00 00 00 02
RADI F. attribute 7, len 6, 00 00 00 01
RADI F: attribute 8, len 6, ff ff ff fe
RADI F: attribute 9, len 6, ff ff ff 00
RADI F: attribute 11, len 12, 73 74 64 2e
RADI F: attribute 12, len 6, 00 00 05 dc
RADI F. attribute 10, len 6, 00 00 00 00
RADI F. attribute 13, len 6, 00 00 00 01

RADI F: attribute 244, len 6, 00 00 11 94
RADI F: attribute 169, len 6, 00 00 11 94
RADI F: attribute 170, len 6, 00 00 00 02
RADI F: attribute 245, len 6, 00 00 00 00
RADI F: attribute 235, len 6, 00 00 00 O1

A RADIUS Accounting Start packet is sent to the RADIUS Accounting Server (using port
1646):

RADI F: _radi usAcct Request: id 42, user name <9:ny_nane>

RADI F: _radi usAcct Request: socket 6 len 82 I P cf9e400b port 1646,
| D=42

RADI F: _radCal | back

RADI F: _radCal | back, buf = B05433C0

RADI F: _radProcAcct Rsp: user:<9:ny_nanme>, |D=42

Description: Usethis command to verify the configuration you have set in the External-Auth
profile.

Usage: Enter r adser vdunp at the command prompt.

This does not display any information related to the configuration of either your RADIUS
Authentication server or your RADIUS Accounting server.

Example: For the following example, the TAOS unit has been configured with two RADIUS
servers, 1.1.1.1 and 2.2.2.2. The port has not been changed from its default of 1700.

adm n> radservdunp
Rad serv vars: port=1700, sockl d=8
0) clients=1010101
1) clients=2020202
2) clients=0

3) clients=0

4) clients=0

5) clients=0

6) clients=0

7) clients=0

8) clients=0
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RADsessdump

RADstats

Description: Displaysthe state of al RADIUS Accounting sessions.

Usage: Enter r adsessdunp at the command prompt.

Example

adm n> radsessdunp
RadAct Sess: state
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd
| oadd

route
00289
00288
00287
00286
00227
00226
00225
00224
00004
00003
00002
00001

sess|i D

252365175
252365174
252365173
252365172
252355493
252355492
252355491
252355490
252332182
252332181
252332180
252332179

nasPort

012032
012032
012032
012032
012032
012032
012032
012032
012032
012032
012032
012032

The RADsessdump command displays the following information:

Column Name:
Rout e
Sess| D
NASPor t

Description
Internal route ID.
Session ID. This depends on the route ID.

Statistics about the cal. The first two digits indicate the type of cal:
lindicatesadigita cal, 2 indicates an analog call. The next two

aut hM
| ocal
| ocal
| ocal
| ocal
| ocal
| ocal
| ocal
| ocal
none
none
none
none

evTi nme
523932
523946
523945
523946
370610
370611
370608
370609
29
28
27
26

digits indicate the line on which the call wasreceived. The last two
digits indicate the channel on which the call was received.

aut hM

evTi ne

Method of authentication.

Event time. Thisis atime stamp.

Description: Displays acompilation of RADIUS Authentication and Accounting statistics.

Usage: Enter r adst at s at the command prompt.

Example

adm n> radstats
RADI US aut hen stats:

In the following message, A denotes Authentication. O denotes Other. There were 612
Authentication reguests sent and 612 Authentication responses received:

0 sent[A O =[612, 15],

rcv[A Q =[612, 8]
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Reset

602 were authenticated successfully, and 18 were not:
timut[A Q=[0, 6], unexp=0, bad=18, aut hOK=602

In the next message, the IP address of the RADIUS server is1.1.1.1, and the

cur Ser ver Fl ag indicates whether or not this RADIUS server isthe current authentication
server. (You can have several configured RADIUS servers, but only oneis current at any one
time.) O indicates no. 1 indicates yes.

| pAddress 1.1.1.1, curServerFlag 1
RADI US accounting stats:

The next message indicates that the TAOS unit sent 1557 A ccounting packets and received
1555 responses (ACKs from the Accounting server). Therefore, the unexp valueis 2. Thisis
not necessarily an indication of aproblem, but might be the result of the TAOS unit timing out
aparticular session before receiving an ACK from the RADIUS server. Momentary traffic load
might cause this condition. The value of bad isthe number of packets that were formatted
incorrectly by either the TAOS unit or the RADIUS server.

0 sent=1557, rcv=1555, tinout=0, unexp=2, bad=0

In the next message, note that the Accounting server is different from the Authentication
server. The Accounting and Authentication servers do not need to be running on the same host,
athough they can be.

| pAddress 2.2.2.2, curServerFlag 1
Local Rad Acct Stats:

The next two messages can be used to look for traffic congestion problems or badly formatted
Accounting packets. Under typical conditions, you might see afew packets whose
acknowledgments fail.

The following message indicates whether any RADIUS requests have been dropped by the
TAOS unit. With this particular message, no requests were dropped. 1557 were sent
successfully.

nSent [ OK, fail]=[1557,0], nRcv=1557, nDrop[QFull, Other]=[0, 0]

The following message indicates whether any session timeouts resulted from failure to receive
RADIUS responses. The message al so indicates responses that are received by the TAOS unit
but do not match any expected responses. The TAOS unit keeps a list of sent requests, and
expects aresponse for each request. In the following message, one response was received from
the RADIUS server that did not match any of the requests that the TAOS unit had sent out.
This might be caused by a corrupted response packet, or by the TAOS unit timing out the
session before the response was received.

nRsp[ Ti nCut , Novat ch] =[ 0, 1], nBackof f [ new, norsp] =[ 0, 0]

The following messages display a summarized list of RADIUS server statistics.

Local Rad Serv Stats:
unkCl i ent =0
index 0 #Sent = 0, #SendFail =0 badAut hRcv = 0, badPktRcv = 0

Description: This command resets the TAOS unit. When you reset the unit, it restarts and al
active connections are terminated. All users are logged out and the default security level is
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reactivated. In addition, any active WAN lines are temporarily shut down due to loss of
signaling or framing information. After areset, the TAOS unit runs POST (power-on
self-tests).

Usage: reset

Example: To reset the unit:

adm n> reset

See Also: NVRAM

Resrcmgr
Description: Displays the information from the TAOS unit’s shelf controller.
Usage: Enter r esr cngr at the command prompt.
Example: The following syntax is supported.
adm n> ? resrcngr
usage: resrcngr -i|u|?
-i list resource (i)teminfornmation
-u list resource (u)sage information
-? display this sumary
Revision
Description: Displays the serial number of the box.
Usage: Enter r evi si on at the command prompt.
Example: Inthe following message, 7172461 isthe serial number of the TAOS unit.
adm n> revision
revision = 0 1 10 7172461
RoutMgr

Description: Displaysinformation about the routing of incoming callsto either the Ethernet
or modem ports. RoutMgr, when used in conjunction with Networki, can show valuable cal
routing information. If you have problems with users not connecting, and the incoming calls
disconnect within one or two seconds of being presented to the TAOS unit , use RoutMgr and
Networki to look for possible clues.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter r out ngr at the command prompt.

Example:

adm n> rout ngr

ROUTMGR debug is now ON

ROUTMGR:  bui | dl ncom ngRoute, port 0, phone <4990>
ROUTMGR:  rout Mgr Task rout el D=106, port=0, phone=4990
ROUTMGR- 106: _nat chPhoneNunber
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SNTP

StackLimit

There are no port limitations configured in the T1 profile:
ROUTMGR- 106: _nat chAnyPor t

The next two messages show that the Bearer Capability in the ISDN setup message for the call
indicatesthat it is avoice call, and that the call is routed to an available modem:

ROUTMGR- 106: voi ce call
ROUTMGR: giving call to | an/ hostif
At this point, the call is passed to other TAOS unit functions to continue the connection setup.

Following is output from RoutMgr when acall is cleared.

ROUTMGR: destroyRoute routel D = 106, cause = CLEAR
ROUTMGR- 106: port is 59

ROUTMGR: deal | ocat eCapabi | ityroutel D=106, capability=ALL
ROUTMGR: route 106 destroyed

Description: Displays messages related to the Simple Network Time Protocol (SNTP)
functionality of the TAOS unit. The command is atoggle that alternately enables and disables
the debug display.

Usage: Enter snt p at the command prompt.
Example: Following are three examples of messages displayed with SNTP enabled.
The TAOS unit accepts time from a configured NTP server. The following message appearsif
the TAOS unit does not accept a supplied time;
Reject:li= x stratumr y tx= z
The following message indicates that the TAOS unit accepts the time from a specified NTP

server:
Server= 0 Tinme is b6dd82ed d94128e

Because the stored time is off by more than one second, it is adjusted:
SNTP: x Diffl=y Diff2= z

Description: If any TAOS unit function usesal but 128 or fewer of the bytes available for the
stack, this command enables a checking routine that logs awarning to the Fatal-History log.
The command is atoggle that alternately enables and disables the debug display.

Description: This command will enable a checking routine that will log awarning to the
Fatal-History log whenever any TAOS unit’s function usage gets within 128 bytes from the
end of the stack. The command is atoggle that alternately enables and disables the debug

display.

Usage: Enter st ackl i mi t at the command prompt.
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TDM

Description: Used to set up or query the TDM bus.

Usage: tdm[-option] [itemA itenB][connectionld]

where - opt i on isone of the following:

Option

-a

-u

-2

Description

Allocate by first available. (Used when setting up a TDM
connection to test).

Connect channels.

Disconnect a channel.

Allocate aTDM channel by round robin.
Display TDM manager statistics.

List &l connections.

Toggle TDM manager debug output.
Display TDM channel usage statistics.
Display this summary.

The other syntax elements are:

Element
- X numnber
itemA
itenB

connectionl D

Description

Set the next TDM channel to check.
Logical address to connect from.
Logical address to connect to.

ID of connection to disconnect.

Example: Following are some examples of output from the TDM command.

admi n> tdm - |
--id-- --cstate--
1 connected

2 connected

cnt tdm# ---src(A)--- ---dst(B)---

8 32 01:02:04/001 01:11:01/001
33 01:02:04/002 01:11:01/002
34 01:02:04/003 01:11:01/003
35 01:02:04/004 01:11:01/004
36 01:02:04/005 01:11:01/005
37 01:02:04/006 01:11:01/006
38 01:02:04/007 01:11:01/007
39 01:02:04/008 01:11:01/008

24 40 01:02:06/001 01:11:01/009

41 01:02:06/002 01:11:01/010
42 01:02:06/003 01:11:01/011
43 01:02:06/004 01:11:01/012

APX 8000/MAX TNT Administration Guide

441



Using Debug Commands
Alphabetical list of debug commands

TDMtst

admin> tdm -s
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber
Nunmber

admi n> tdm -u

of
of
of
of
of
of
of
of
of
of

t ot al

connections: 9
active connections: 9
avail abl e channels: 839
used channel s: 185

di sconnection errors: 0O
bad received nmessages: 0
invalid events: 0

m ssi ng connections: 0O
bad events: O

bad states: O

(non-enpty entries ONLY)
ti msl ot nUsed

32
33
34
35
36
37
38
39
40

1

I N e R e e

--currSrc--- --currDst---

01:
01:
01:
01:
01:
01:
01:
01:
01:

02:
02:
02:
02:
02:
02:
02:
02:
02:

04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
04/001 01:11:01/001
06/ 001 01:11:01/009

Description: TDMtst runson the HDLC card and teststhe TDM bus. You can useit to verify
communication between HDLC cards. Because the command tests byte-stream
communication on the TDM bus, which must use a known time slot, it requires some setup
before it can verify TDM traffic.

Usage: t dnt st -option

where - opt i on isone of the following:

Option

-0 channel

physi cal - addr ess

| ogi cal - addr ess

-¢ channel

-e channel count size

-b channel count size

-x channel string

-S

Description

Open a TDM channel between the physical address
and the logical address.

Close the TDM channel.

Send packets across the TDM bus on the open
channdl.

Send packets across the TDM bus on the open
channel.

Send the specified string over the TDM channel.
Display the TDM test statistics.
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TelnetDebug

Option Description

-t Toggle debug level.

Description: Displays messages as Telhet connections are attempted or established. The
Telnet protocol negotiates several options as sessions are established, and TelnetDebug
displays the Telnet option negotiations.

The command is atoggle that alternately enables and disables the debug display.
Usage: Entert el net debug at the command prompt.

Example: The following session shows a successful Telnet connection from the TAOS unit’s
terminal server to another UNIX host.

adnmi n> t el net debug
TELNET debug is now ON

The far-end UNIX host has been contacted:

TELNET-4: TCP connect
For this Telnet session, the TAOS unit will support options 24 and 1. The UNIX host should
respond with either DO or VWONT:

TELNET-4: send WLL 24
TELNET-4: recv WLL 1

The UNIX host will support option 1:
TELNET-4: repl DO 1

The TAOS unit receives a regquest to support option 3:
TELNET-4: recv WLL 3

The TAOS unit will support option 3:
TELNET-4: repl DO 3

The UNIX host will support option 3:
TELNET-4: recv DO 3

The UNIX host will not support option 24:
TELNET-4: recv DONT 24

The TAOS unit will not support option 24:
TELNET-4: repl WONT 24

The UNIX host will support options 1 and 3:

TELNET-4: recv WLL 1
TELNET-4: recv WLL 3
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TNTMP

Description: Displaysinformation about MP and M P+ bundles and their channels. You can
execute the TNTMP command on a shelf controller or on an HDLC card. You must first
execute the Open command to open a session with the card.

Permission level: Debug
Usage tntnp -i

Example: To display information about MP and M P+ bundles and their channels:

admn> tntnp -i
nmpBundl el D=13 naster Sl ot =1/ 15 master Mol D=2 i fCount=2 rt1f=1/17:6

routel D sl ot i fNum | ocal | fNum | ocal Mpl D
32 1/ 15 1 1 2
33 9/ 2 193 1 2

This command works on HDL C cards as well. First, open a session with HDL C card, and then
execute the TNTMP command. For example:

adm n> open 1 15

hdl c-1/15> tntnp -i
nmpBundl el D=13 nmaster Sl ot =1/ 15 master Mol D=2 i fCount=2 rt1f=1/17:6

routel D sl ot i fNum | ocal | fNum | ocal Mpl D
32 1/ 15 1 1 2
33 9/ 2 193 1 2

In this example, the output shows a two-channel MP or MP+ bundle, with the first channel in
dlot 1/15 and the second (slave) channel in slot 9/2.

The command displays the following information:

Field Description

nmpBundl el D The globally known bundle ID for the whole system. If the connection
adds channels for additional bandwidth on demand, the call for those
channelsis compared to the current bundle and assigned the same bun-
dle ID as the other channels of the call.

mast er Sl ot The channd that was established as the base channel of the connec-
tion. After the TAOS unit authenticates a call that is not part of an
existing bundle, it establishes the base channel of the connection. That
channel becomes the master of the multilink connection.

mast er Mol D Thebundle ID at the master slot card. (The masterMplD is always the
same as the localMpl D for channels on the master slot card.)

i f Count The number of channelsin the bundle.

relf The shelf/dlot:id for the Route Logical Interface.

routel D The globally known ID for each call.

sl ot The shelf/slot numbers of the channels in the MP or MP+ bundle.

i fnum Channel number on the master slot card.
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TSshow

TunnelDebug

Field Description

| ocal I f Num The channel number on the local slot card. For HDLC cards, the chan-
nels are numbered 1-192. In the output in the example, the master slot
(1/15) shows channel number 1. The interface number for the slave
dlot (9/2) isalso 1, meaning the first channel on that card. However, at
the master slot card, the slave interface number is mapped to a
pseudo-interface number greater than 192, so it is not confused with
channels on the master slot.

| ocal Mpl D Thebundle ID known locally to the slot card.

Description: Displays uptime and revision information about the TAOS unit. The Uptime
command and the Software-Version parameter display the same information.

Usage: tsshow [ ? ] [ uptine ] [ revision ]

Syntax element: Description:

? List all options.

upti me Display system uptime.

revision Display software and version currently running.

Example: Following are some samples of TSshow outpult:

adm n> t sshow
Show what ? Type ’tsshow ?° for help.
adm n> tsshow ?

t sshow ? Di spl ay help information
t sshow upti e Di spl ay system upti ne.
t sshow revi sion Di spl ay system revi sion.

adm n> t sshow uptine
systemuptinme: up 36 days, 9 hours, 59 mnutes, 27 seconds

adm n> t sshow revi sion
systemrevision: tntsr 2.0.0

Description: Displays messages related to setting up Generic Routing Encapsulation (GRE)
tunnels on the TAOS unit. The command is atoggle that alternately enables and disables the
debug display.You would normally use this command with the ATM Pdebug command.

Usage: Enter t unnel debug at the command prompt.

Example: The following example shows an ATMP tunnel being set up:

TUNNELTNT. CB[ 1/ 7] : Event=Start-Tunnel SN=80
TUNNELTNT[ 1/7]: DUMP [Start-Tunnel] SN=80 Mc=1/17/24/10052400
HN=[] pri HA=[ 200. 67. 1. 254] secHA=[] Udp=5150 pass=[ascend]
| P=141.111. 40.55 Mask=255. 255. 255. 255 | PX=00000000: 000000000000
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TunnelSlot

Update

TUNNEL: creat eFAsessi on: pri HA=[ 200. 67. 1.254] secHA=[] udpPort=5150
i f Num=1/17/ 24/ 10052400 Maj Dev=7 passwor d=ascend
ncl pAddr=141. 111. 40. 55/ 32
TUNNEL-411: All oc 1019F660 1d=411 TN=411
TUNNEL-411: resolving 200.67.1. 254, port=5150, SN=411
TUNNEL- START: | n progress
TUNNELTNT[ 1/7]: DUWMP [Start-Tunnel -Rsp] SN=411 MC=1/7/ 4/ 10059440
Local SN=80 @ obal SN=411 Status=ln progress
TUNNEL: _dnsCal | back: name=[ 200. 67. 1. 254], ip=200.67.1.254 DNS=411
TUNNEL-411: tunnel Set St at us: status=Good conpl eti on
TUNNELTNT[ 1/ 7] : DUMP [ Updat e- Tunnel] SN=411
Tunnel Number =405 ncRtlf=1/7/4/10059440 HomeRt|f=0/0/0/0
HomeAgent =200. 67. 1. 254: 5150 HomeNet wor k=[] Fl ags=10 Agent Mode=2
| P=141.111. 40. 55 Mask=255. 255. 255. 255 | PX=00000000: 000000000000
TUNNELTNT[ 1/ 7] : DUMP [ Set - Status] SN=411 Error Code=0
TUNNELTNT[ 1/7]: DUMP [Start-Tunnel -Rsp] SN=411 MC=1/7/ 4/ 10059440
Local SN=80 @ obal SN=411 Status=ln progress

Description: The command haslittle practical use other than as atool for developmental
engineering.

Description: Modifies optional functionality of the TAOS unit. To enable some options, you
must obtain a set of hash codes (supplied by a Lucent Technical Support representative) that
will enable the functionality in your TAOS unit. After each string is entered, the word
complete appears, indicating that the TAOS unit accepted the hash code.

If you enter updat e without atext string modifier, the TAOS unit displays alist of current
configuration information.

Usage: update [ text_string ]

Example:

adnmi n> update

Host interfaces: 4
Net interfaces: 4
Port 1 channels: 255
Port 2 channels: 255
Port 3 channels: 255
Port 4 channels: 255
Field features 1. 182
Field features 2: 33
Field features 3: 54
Prot ocols: 1

adm n> update 5 1023 12321312312312321

The following two messages indicate that the text strings were entered incorrectly:
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WAN(display

WANdsess

update command: invalid arg 3!
update command: di sal | owed

The following message indicates that the TAOS unit accepted the update string:

updat e conmand: comrand conpl ete.

Description: Displays all packets received from, or sent to any of the WAN interfaces.
Because WANdisplay output shows what the TAOS unit is receiving from and sending to the
remote device, the information can be very helpful in resolving PPP negotiation problems.

If you enter the command on your TAOS unit while traffic is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data lost ----- , which means that not all output can be
displayed on the screen.

Depending on the types of information you need to gather, you might prefer to use the
WA Ndisplay command during a period of low throughput, or to use WANdsess, WANopen or
WA Nnext to focus the display.

Usage: wandi spl ay nunber-of - oct et s-to-di spl ay
Enter wandi spl ay O to disable the logging of this information.

Example: Following are severa examples of WANdisplay output. Note that the bytes are
displayed in hexadecimal format.

adm n> wandi spl ay 24
Display the first 24 bytes of WAN nessages

> RECV-272:: 1 octets @5E138F74
[0000]: OD
RECV-272:: 13 octets @5E13958C
[0000]: OA 41 63 63 65 70 74 3A 20 69 6D 61 67
XM T-276:: 1011 octets @ 2E12D8A4
[0000]: 7E 21 45 00 03 EE 54 2B 40 00 37 06 BA 09 CF 2B
[0010]: 00 86 DO 93 91 90 1A OA
adm n> wandi splay 0
WAN nessage display term nated

Description: Shows WAN dataasit is received and transmitted for a particular user. The
WA Ndsess command is very similar to the WANdisplay command, but when you use

WA Ndsess, the TAOS unit displays only incoming and outgoing packets for a specific user.
WANdsess is particularly helpful on a TAOS unit with several simultaneous active
connections. The command acts as afilter, alowing you to focus your troubleshooting.

Use the WANdsess command with host cards only. You must first execute the Open command
to open a session with the modem or HDLC card.
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Usage: wandsess sessi on-nane octets

Syntax element Description
sessi on- name Name of alocal Connection profile or aRADIUS user profile.
octets Maximum number of octets to display per packet. If you specify O

(zero), the TAOS unit does not display any data.

Example: To open a session with amodem card, and activate the display of WAN data for
Tim’'s sessions:
adm n> open 1 7

nodem 1/ 7> wandsess tim
RECV-tim 300:: 1 octets @ 3E13403C
[0000]: 7E 21 45 00 00 3E 15 00 00 00 20 7D 31 C2 D2
RECV-tim300:: 15 octets @ 3E133A24
[0000]: DO 7D B3 7D B1 B3 DO 7D B3 90 02 04 03 00 35
XM T-tim300:: 84 octets @3E12D28C
[0000]: 7E 21 45 00 00 4E C4 63 00 00 1C 7D 31 17 5F DO
[0010]: 93 90 02 DO 93 91 B3 00

Note that the bytes are displayed in hexadecimal format.

See Also: WAN(display, WANopening

WanEventsStats
Description: Displays statistics about WAN events of interest on ahost card.

Usage: First, open a session to a host card, then enter wanevent st at s at the command
prompt.

Example:

nodem 1/ 2> wanEvent St at s
Cut put :

_sendCachedbDat a() Counts:
Nul | Wanl nfo O

Buf Len: O

Nul | Handl e: O

BadState: 0

Queui ngFails: 0

ToMouf Fails: O

SendCk: O

_l oseCachedbDat a() Counts:
NoBuf: O
LoseCk: O

_cachePriobData() Counts:
BadDat a: 0

Mal | ocFails: O
PrevCache: 0

CacheCk: 0

4-48 APX 8000/MAX TNT Administration Guide



Using Debug Commands
Alphabetical list of debug commands

Wanl nfo Instance Error Counts:
_wanBufferSent: 0

_wanBuf ferRcvd: 0

_wanBr eakRcvd: 0

_nmodenEvent Handl er | nstanceM smat ch: 0

Wanl nf o TxPendi ng Error Counts: O

wanSendDat a() Count s:
_wanSendDat aCk: 1fd2e
_wanSendDat aHi ghPriority: 1fd2e
_wanSendDat aNor nPriority: O
_wanSendDat aNol npMouf: 0
_wanSendDat aBadLen: 0
_wanSendDat aNor nPri oNoBuf: 0
_wanSendDat aNoRoute: 0

In this output, the following counters should always be set to zero (a non-zero value indicates
an error condition):

Nul | WAnI nfo O

Buf Len: O

Nul | Handl e: O

BadState: 0

NoBuf: O

BadDat a: 0

_wanBufferSent: 0

_wanBuf ferRcvd: 0

_wanBr eakRcvd: 0

_nmodenEvent Handl er | nstanceM smat ch: 0
Wanl nf o TxPendi ng Error Counts: O
_wanSendDat aNol npMouf: 0
_wanSendDat aBadLen: 0

The rest of the counters can have non-zero values, although most of them indicate how busy
the system is and should have small values. For example, the following counters record
high-priority message caching events:

SendCk: 0
LoseCk: O
CacheCk: 0

The next counters record send message requests. These are the only counters that record
normal eventsrather than errors. Thefirst_wanSendDataOk counter represents the count of all
HDL C packets sent out, which may be quite alarge number. The other two counters represent
the two types of HDL C data, normal and high priority. Their sum should equal the value of
_wanSendDataOk in the absence of errors. For example:

_wanSendDat aCk: 1fd2e
_wanSendDat aHi ghPriority: 1fd2e
_wanSendDat aNor nPriority: O

The next counter records dropped normal priority messages. A non-zero value indicates the
number of normal messages dropped due to lack of abuffer. To some extent thisindicates how
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busy the system is, but because sessions have a buffer quota, it is possible to drop anormal
message and increment this counter even when the system is not overloaded and when it is not
out of buffers.

_wanSendDat aNor nPri oNoBuf: 0
The next counter reports requests to send a packet being processed after the session has been

terminated. Thisisanormal occurrence when a call terminates during data transfer. (Itsvalue
should normally be relatively small but not necessarily non-zero.)

_wanSendDat aNoRoute: 0
The following counters record the system’s inahility to obtain a DRAM or HDLC buffer for
high priority message caching:

Queui ngFails: 0
ToMouf Fails: O
Mal | ocFails: O

The following counter records high priority messages that have been dropped from the cache
due to the arrival of another high priority message for the same session:

PrevCache: 0

WANopening

Description: Shows WAN data asit is received and transmitted during connection
establishment for all users. The WANopening command is particularly helpful for
troubleshooting connection problems in which users make the initial connection, but are
disconnected within afew seconds. The output of WANopening is very similar to the output of
WA Ndisplay, but WANopening only shows packets until the connection has been completely
negotiated.
Use the WANopening command with host cards only. You must first execute the Open
command to open a session with the modem or HDLC card.
Usage: wanopeni ng octets
Theoct et s value specifies the maximum number of octets to display per packet. If you
specify 0 (zero), the TAOS unit does not log WAN data
Example: To open a session with amodem card, and activate the display of WAN data
received and transmitted during connection establishment:
admin> open 1 7
nodem 1/ 7> wanopeni ng
Display the first 24 bytes of WAN nessages
RECV-272:: 1 octets @5E138F74

[ 0000]: OD
RECV-272:: 13 octets @5E13958C

[0000]: OA 41 63 63 65 70 74 3A 20 69 6D 61 67
XM T-276:: 1011 octets @ 2E12D8A4

[0000]: 7E 21 45 00 03 EE 54 2B 40 00 37 06 BA 09 CF 2B

[0010]: OO0 86 DO 93 91 90 1A OA
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Note that the bytes are displayed in hexadecimal format.
See Also: WANdisplay, WANdsess

WANtoggle

Description: Displays messages from the WAN drivers on the TAOS unit, including the
status of calls that are passed from the TAOS unit’s call routing routines as the connection is
prepared to be passed to the Ethernet drivers.

If you enter the command while traffic through your TAOS unit is heavy, the resulting amount
of output can make it tedious to find the information you are looking for. The screen might
even display the message - - - - - data lost ----- , which just means that not all the
output can be displayed on the screen. You might prefer to use this command during a period
of low throughput.

The command is atoggle that alternately enables and disables the debug display.
Usage: Enter want oggl e at the command prompt.

Example: Following isatypical example of output produced by a modem call into the TAOS
unit. After theincoming call is determined to be an analog call, a modem is directed to answer
it.

WAN- 389: wanOpenAnswer

WAN- 389: npbdem redirected back to wan

WAN- 389: Startup franme received

WAN- 389: Det ected unknown nessage

WAN- 389: Detected ASYNC PPP nessage

WAN- 389: wanRegi sterData, |/F 58

The next two messages appear when the call is cleared.
WAN- 389: wanCl oseSession, |/F 58
The last message is not an indication of a problem. The modem clears the call a split second

before the software rel eases its resources. The software does a check on the modem, which has
aready been released. This message is not an indication of a problem.

WAN- ??: no nobdem assoc w Wanl nfo
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Special administrative debug commands

Generating warning messages from a Coredump server

When coredumps are set up and enabled, you can specify an additional range of warning
messages that will cause a coredump. The following new parameters (shown with default
values) enable you to specify an additional range of Warning message index values to cause a
coredump:

[in DEBUG { any-shelf any-slot 0 }]

m n-war ni ng-core-dunp = 0
max- war ni ng-core-dunp = 0
Parameter Specifies

Min-Warning-Core-Dump Minimum Warning message index value to cause a coredump.
This value must be less than or equal to the
Max-Warning-Core-Dump value. The default zero meansthat only
Warnings from 101 to 121 cause a coredump. Thevalid rangeis
from 1 to 9999.

Max-Warning-Core-Dump Maximum Warning message index value to cause a coredump.
This value must be greater than or equal to the
Min-Warning-Core-Dump value. The default zero meansthat only
Warnings from 101 to 121 cause a coredump. Thevalid rangeis
from 1 to 9999.

For example, the following command specify that in addition to Warnings 101 through 121,
Warnings 500 through 600 will generate a coredump:

adm n> read debug { 1 1 1}
DEBUG { shelf-1 slot-1 1 } read

adm n> set m n-warni ng-core-dunp = 500
adm n> set nmax-warni ng-core-dunp = 600
admn> wite

DEBUG { shelf-1 slot-1 1 } witten

Changes to the Debug profile are effective immediately.
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User profiles are for TAOS unit system administration. Do not confuse them with Connection
profiles. User profiles are used by administrators who need access to the TAOS unit’'s
command line interface to monitor or configure the unit. Connection profiles contain
authentication and configuration information for aremote device or user and allow the remote
user to connect to the TAOS unit for WAN or LAN access.

You can create any number of User profiles and fine-tune the privileges they alow. In addition
to authentication and permission information, User profiles also contain parameters that affect
how the user’s environment appears at login.

The TAOS unit ships with two predefined User profiles, named Admin and Default. The
Admin account is the super-user, with full read-write permissions. Default is set to the other
extreme. It authorizes the minimal use of commands.

Many sites choose to create some administrative accounts in a read-only mode, to alow those
users to check status windows, read log buffers, and execute diagnostic commands. You need
a least one administrative account in read-write mode, but you may choose to create several
such accounts.
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Understanding the User profile parameters

Table 5-1 describes common tasks you might have to perform to configure a User profile. The

table includes a brief description of each task and lists the parameters you will use.

Table 5-1. Overview of User profile tasks

set Active-Enabled to No, the profile is not available for
use.

Task Description of task Associated
parameters
Setting the name and When you create a new User profile with the New Name
password command, the system creates a default instance of the Password
profile and reads it into the edit buffer. The name and
password you assign to the profile represent a user or host
name and a password used to authenticate that user at
login.
Activating the profile The User profileisactivated when you first createit. If you | Active-Enabled

Assigning permissions

Permissions control which actions the user who logsin

Allow-Termserv

with this profile can perform on the TAOS unit. Allow-System
Allow-Diagnostic
Allow-Update
Allow-Password
Allow-Code
Logging the user out when | With the Idle-Timeout setting, you can specify the number | Idle-Timeout
idle of seconds a Telnet session can remain logged in with no
keyboard activity.
Setting the command-line The default command-line prompt is TNT>. If you set the | Prompt
prompt prompt to an asterisk, the TAOS unit uses the name
parameter asthe prompt. For example, for theadm n User
profile, the prompt would be admi n>.
Specifying which status You can display status windows by default at login, and Default-Status
windows are displayed at you can specify what information should be displayed L eft-Status
login initialy in the top, bottom, and left windows. Top-Status

Bottom-Status

Defining which log
messages will be displayed

You can specify that log messages should be displayed
immediately in the interface, instead of written to alog.
You can aso specify at which level theimmediate display
should begin. The lowest level isnone, indicating that no
messages should be displayed in the command-line
interface. The highest level isdebug.

Log-Message-Level
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Understanding command permissions

Permissions control which actions the user who logsin with a particular profile can perform on
the TAOS unit. Each permission enables the use of acommand class. When you use the Help
command to display available commands, the left column shows command names, and the
right column shows the command class. For example;

adm n> ?

? ( user )

ar pt abl e ( system)

aut h ( user )

cadsl Li nes ( system)
callroute ( diagnostic )
cgCrl ( system)

cl ear ( user )

cl ock-source ( diagnostic )
clr-history ( system)
connection ( system)
dadsl Li nes ( system)
date ( update )
debug ( diagnostic )
del ete ( update )
devi ce ( diagnostic )
dir ( system)

di rcode ( system)
dnst ab ( system)
ds3At nLi nes ( system)

et her-di spl ay ( diagnostic )
fatal -history ( system)

Typically, read-write accounts enable the System command class. They might also enable the
Update and Code command classes. Read-only accounts might be limited to the Diagnostic
command class. Table 5-2 shows the commands associated with each permission:

Table 5-2. Permissions and associated commands

Permission Command class Commandsin this class

N/A User ? Help

(always enabled) Auth Quit
Clear Whoami
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Table 5-2. Permissions and associated commands (continued)

Permission Command class Commandsin this class
Allow-System System ARPtable Netstat
BRIChannels New
Clr-History OSPF
Connection Power
Dir Quiesce
Dircode Read
DNStab Refresh
Fatal-History Screen
Get Set
HDLC Show
IGMP Status
IPcache SWANIines
IP-Pools Tlchannels
IProute UDS3lines
Line Userstat
List Version
Log View
Modem
Allow-Diagnostic | Diagnostic Callroute OAMLoop
Clock-Source Open
Debug Ping
Device Rlogin
DS3ATMlines Slot
Ether-Display Telnet
If-Admin Traceroute
NSlookup Uptime
Allow-Update Update Date Reset
Delete Save
Load Write
Nvram
Allow-Code Code Format Fsck
Allow-Termserv Termserv. This Terminal-Server
permission enables
the user to invoke
the Terminal-Server
command and use
the terminal-server
interface.
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Table 5-2. Permissions and associated commands (continued)

Permission Command class Commandsin this class

Allow-Password N/A The Allow-Password permission enables the
user to view passwords. If set to No, the user
sees arow of asterisksinstead of the actual
configured password. If the administrator that
backs up system configurations does not have
the Allow-Password permission set to Yes,
passwords are not saved as part of the
configuration.

Sample User profiles

If you have administrative privileges, you can create any number of User profilesthat grant
other administrators various degrees of access to the system.

When you create anew profile by specifyingitsindex on the command line, the Default profile
is used as the template. In the following is an example, an administrator creates a read-write
administrative login named Bill, which has access to System, Diagnostic, and Update
command classes:

adm n> new user admn
USER/ adni n read

adm n> set name = bill

adm n> set password = ny-password

adm n> set all ow password = yes

adm n> set all ow code = no

admn> wite

USER/ bill written
Following is an example of creating a User profile named Test, which is based on the Admin
profile but restricts some permissions and has a different password:

adm n> new user admin

USER/ admi n read

adm n> set name = test

adm n> set password = test-pw

adm n> set allowternserv = no

adm n> set all owupdate = no

adm n> set all owcode = no

admn> write

USER/ admin written

In the following example, an administrator creates a profile that enables the user to use the
terminal-server commands but not to perform any other actions:
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adm n> new user
USER/ def ault read

adm n> set nanme = techpubs
adm n> set password = decenber
adm n> set allowternserv= yes
adm n> set pronpt = *
adm n> set | og-display-level = none
admn> write
USER/ t echpubs written
To log in by means of the new profile;

adm n> aut h techpubs
Passwor d: decenber

Customizing the environment for a User profile

In addition to authentication and permission information, User profiles also contain parameters
that affect how the user’s environment appears at login. You can customize the following
areas.

e The system prompt

¢ Whether the status window is displayed by default
* Information contained in the status window

e Theleve of log messages displayed

Setting the system prompt

The default command-line prompt is TNT>. You configure the prompt with the Prompt
parameter. An asterisk in this setting causes the TAOS unit to substitute the value of the
profile’s name parameter upon successful login. For example, for the Admin profile, the
prompt would be as follows:

adm n>

Specifying status window information

The TAOS unit generates a continuous stream of statistics about its activities. You can specify
in aUser profile whether these statistics should always be displayed when a user logsin using
that profile, what the areas of the window should display by default, and the size of the status
windows. Opening the status window requires an 80-column by 24-row VT100 window.

The contents of the status window are determined by the following parametersin a User profile
(show with their default values):

*  Left-Status = Connection-List
e Top-Status = General-Info
¢ Bottom-Status = Log-Window

5-6
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The size of the status window are determined by the following parametersin a User profile
(shown with their default values)

e Screen-Length =24
e Status-Length=18

See the APX 8000/MAX TNT Reference for details of using these parameters.

Figure 5-1 shows the default contents for each area of the status window:

Figure 5-1. Information in the status window

Left: Connection —\

2 Connections

001 tonw PPP 1/7/14 1920(
002 timM MP 1/7/3 5600(

Top: General —\
St at us

Serial nunber: 6201732 Version: X. 0.0

Rx Pkt : 11185897
Tx Pkt: 42460
Col : 129

04/ 27/ 2000 12:20:15 Up: 3 days, 21:47:32

M 48 L: info Src: shelf-1/controller
48 out of 48 nodens passed POST

| ssued: 16:48:02, 04/27/ 2000

\— Bottom: Log

Following is an example of configuring the User profileto display the status window upon
login, and to show line information in the bottom area of the window. It aso configuresa
larger terminal emulator window and status screens:

adm n> read user test

USER/ t est read

adm n> set default-status = yes

adm n> set bottomstatus = |ine-status
adm n> set screen-length = 36

adm n>

adm n>

USER/t est written

set status-length = 30

wite

Note that Status-L ength must be at least 6 lines smaller than Screen-L ength.
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Setting log levels for each login

You can configure the User profile to display acertain level of log messages immediately in
the interface, in addition to writing them to alog file. Following is an example that causes
critical, alert, and emergency messages to be displayed in the interface, interrupting whatever
work might be going on at the prompt:

admi n> read user test
USER/ t est read
adm n> set | og-display-level = critical

admn> wite
USER/test written

Critical messages indicate that an interface has gone down or a security condition has been
noted. Alert messages indicate that something undesirable has happened but probably will not
prevent normal operation of the system. Emergency messages indicate that something
undesirable has happened and will probably prevent normal operation.

Other levels include Error messages (an error condition has occurred), Warning messages
(something out of the ordinary has occurred, such asalogin failure), Notice (events in normal
operation, such as alink going up or down), Info (changes that are not normally of interest),
Debug (messages rel ated to debugging configurations), and None (no messages are displayed).

Logging in as a different user

To login with a different User profile, use the Auth command, as in the following example:
adm n> auth test
Passwor d: @wWPZHd2

You must supply the password configured in the specified profile to be logged in as the user.

Logging in as adifferent user can be helpful for verifying that the User profile permissions are
correct.

Specifying a timeout for logins

You can specify atimeout period after which idle sessions on the TAOS unit disconnect. The
default is 60 seconds. To configure an idle timeout, proceed as in the following example:

1 Read the System profile:

adm n> read system
2 Specify anidle time period:

adm n> set idle-I|ogout=120
3 Writethe profile:

admn> wite
SYSTEM witten
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Finding the current user

To find out which User profile you are currently using, enter the Whoami command. For
example:

adm n> whoam
adm n

Creating and managing remote user profile filters

You can create RADIUS pseudo-user profilesthat define datafilters, and then apply the filters
to multiple local Connection or RADIUS profiles by referring to the pseudo-user profile name.

When the TAOS receives aFilter-1D in an Access-Accept packet from RADIUS, it searches
for amatching local filter. If it does not find one, the TAOS unit requests the filter from the
RADIUS server. You can specify how the system should behave if the filter referredtoin a
profileis not found. The system can either establish the session and log a message about the
missing filter, or terminate the call if afilter is not found.

Externally defined filters are cached locally for aconfigurable interval. The FiltCache
command displays statistics about each cached RADIUS filter profile, and enablesyou to flush
profiles from the cache.

Current limitations

In thisrelease, the remote filter implementation is subject to the following limitations:
* Filters applied to dialout calls are not supported in this release.

e Cdlfilters, routefilters, and TOS filters are not supported in this release. Only datafilters
are currently supported.

Overview of local profile settings

Following are the loca parameters related to dynamic remote filters:
[ n ANSWER- DEFAULTS: sessi on-i nf 0]

filter-required = no

[in CONNECTI ON: sessi on-options]

filter-required = no

data-filter = ""

[in I P-GLOBAL]

default-filter-cache-tinme = 1440
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Parameter
Filter-Required

Data-Filter

Default-Filter-Cache-
Time

Specifies

Whether access to the filter isrequired for the session. With the
default value of No, the system establishes the session even if the
specified filter isnot found. If the parameter isset toyes, the
system disconnects the call if the filter is not found. This setting
does not apply if the profile does not refer to afilter by name.

The Answer-Defaults setting is used for RADIUS user profiles
that apply afilter and do not explicitly specify avauefor
Ascend-Filter-Required (50).

Name of a Filter profile associated with the connection. The name
can be of alocal profile or afilter pseudo-user profilein RADIUS.
However, if alocal Connection profile does not use authentication,
it cannot specify a RADIUSfilter profile.

Number of minutesto cache RADIUS filter profiles that do not
include avalue for Ascend-Cache-Time (57). The defaultis 1440
(24 hours). Once the cache timer expires, cached profiles are
deleted from system memory. The next time aremote filter is
needed, the system retrieves the profile from RADIUS and stores
it in cache again. Keeping a profile in cache increases the
performance of establishing sessions that use the filter, at the cost
of some system memory. If this parameter is set to O (zero), the
default timer is disabled so that only RADIUS profiles that specify
a cache time are cached.

Overview of RADIUS user profile settings

RADIUS user profile support for filter profilesis provided by the following vendor-specific

atributes (VSAS):
RADIUS attribute
Filter-1D (11)

Ascend-Filter-Required
(50)

Value

Name of alocal or remote filter profile associated with the
connection.

Whether access to the filter isrequired for the session. With the
default value of Required-No (0), the system establishes the
session even if the specified filter is not found. If the attribute is
set to Required-Yes (1), the system disconnects the call if the filter
isnot found. This setting does not apply if the profile does not
refer to afilter by name. If this attribute is not specified, the
Answer-Defaults setting is used to determine system behavior
when the specified filter is not found.
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Overview of RADIUS pseudo-user profile settings

A filter profile is a pseudo-user profile in which the first two lines have the following format:

profil e-name Password = "ascend" Service-Type = Qut bound

The profile-name value is any name you assign to the profile. Duplicate filter names are not
alowed. If aloca Filter profileis already stored, the TAOS does not retrieve afilter profile of
the same name from the RADIUS server. Filter profile definitions can include the following
atribute-value pairs:

RADIUS attribute Value

Ascend-Data-Filter (242) An abinary-format filter specification using one of the following
formats:
"generic dir action offset mask val ue conpare
[more]”
"ip dir action [ dstip n.n.n.n/nn ] [ srcip
n.n.n.n/nn ][ proto ] [ destport cnp value ] [
srcport cnp value ] [est]]"

Ascend-Cache-Refresh ~ Whether the timer for cached routes in this profileis reset each

(56) time anew session becomes active that refers to the pseudo-user

profile. Refresh-No (0) does not reset the timer. Refresh-Yes (1)
resets the cache timer when a session referring to the profile
becomes active.

Ascend-Cache-Time (57) Number of minutesto cache the profile. Once the cache timer
expires for aRADIUS profile, the profile is deleted from system
memory. The next time it is needed, the system retrievesit from
RADIUS and stores it in cache again. Keeping a profile in cache
increases the performance of route lookups, at the cost of some
system memory. The minimum possible cache time is 0 minutes,
which causes the system to retrieve the profile for every route
lookup in the table. This setting isusually not desirable. If this
attribute is not specified, the IP-Global setting is used.

To use these attributes, the RADIUS server must support vendor-specific attributes (V SAS)
and the TAOS must be configured in VSA compatibility mode. Following are the relevant
settings:

[in EXTERNAL- AUTH]

auth-type = radius

[in EXTERNAL- AUTH: r ad- aut h-cl i ent]

aut h-radi us-conpat = vendor-specific

For details about these settings, see the APX 8000/MAX TNT Reference. For details about
defining datafiltersin RADIUS, see the APX 8000/MAX TNT WAN, Routing, and Tunneling
Configuration Guide.
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Examples of configuring a filter profile in RADIUS

Following is a sample RADIUSfilter profile:

filter-c Password = "ascend", Service-Type = Qutbound
Ascend- Cache-Time = 20,
Ascend- Cache-Refresh = Refresh- Yes,
Ascend-Data-Filter = "ip out forward tcp dstip 10.1.1.3/16",
Ascend-Data-Filter = "ip out drop"

The cache timer has been set to 20 minutes, and the timer is reset each time the filter is applied
to asession.

The following commands configure a default cache time for RADIUS filter profiles:

adm n> read i p-gl obal
| P-GLOBAL read

adm n> set default-filter-cache-tine = 180
admn> wite
| P-GLOBAL written

Following is a sample RADIUSfilter profile that makes use of the default because a value for
Ascend-Cache-Time (57) is not explicitly specified:

filter-e Password = "ascend", Service-Type = Qutbound
Ascend-Data-Filter = "ip out forward tcp dstip 10.2.2.2/28",
Ascend-Dat a- Fi | t er "ip out drop”

Examples of applying remote filters

The following commands modify a Connection profile so that the session uses a remote filter
and the system disconnects the call if thefilter is not found:

adm n> read connection p50-v2
CONNECTI OV p50-v2 read

adm n> set session-options data-filter = filter-c
adm n> set session-options filter-required = yes

admn> wite
CONNECTI ON p50-v2 written

Following is a sample RADIUS profile that applies the same filter profile with the same
requirements. This profile aso specifies how the filters must be cached for this connection:

p50-v2 Password = "ny-password”, Service-Type = Franmed
Fr aned- Pr ot ocol = PPP,
Framed- | P- Address = 10.1.1.1,
Franmed- | P- Net mask = 255.0.0. 0,
Filter-1D = "filter-c",
Ascend- Fi |l ter-Requi red = Requi red- Yes

The following commands configure the system to reject incoming calls when the RADIUS
user profile specifies afilter that is not found, and the user profile does not explicitly say what
to do if thefilter is not found:

adm n> read answer-defaults
ANSWER- DEFAULTS r ead
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adm n> set session-info filter-required = yes

admn> wite
ANSWER- DEFAULTS wri tten

Following is a sample RADIUS profile that makes use of the default because a value for
Ascend-Filter-Required (55) is not explicitly specified:

p50-v2 Password = "ny-password”, Service-Type = Framed
Fr aned- Prot ocol = PPP,
Framed- | P- Address = 10.1.1.1,
Franed- | P- Net mask = 255.0.0. 0,
Filter-1D = "filter-c"

Managing remote filters

Filters defined in RADIUS pseudo-user profiles are accessible in the command-line interface
asif they were local Filter profiles. For example, in the following listing, the profiles named
filter-aandfilter-barelocal Filter profiles, and the profilenamedfi l ter-cisa
filter profile obtained from RADIUS:

admn> dir filter
464 01/04/2000 19:01:49 filter-a
470 01/04/2000 19:10:57 filter-b
3901 01/04/2000 20:01:50 filter-c

You can read and list the contents of the remote filtersin the usual way, as if they were local
profiles. For example:

admin> read filter filter-c
FILTER/ filter-c read (read-only)

adm n> |i st

[in FILTER/ filter-c]

filter-name* = filter-c

input-filters = { no no generic-filter { 0 0 no no +
output-filters = { yes no ip-filter { 0 0 no no +

Note: You cannot change RADIUS filter specifications from the command-line interface.

You can delete RADIUSfilter profiles by using the del et e command. For example:

adm n> delete filter filter-c
Delete profile FILTER/filter-c? [y/n] y
FILTER/ filter-c del eted
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Parameter reference entries

Default-Filter-Cache-Time

Description: Specifiesthe default time (in minutes) during which the RADIUSfilter profile
remains locally cached on the TAOS.

Usage: Specify an integer. The default is 1440 minutes (24 hours). If you specify 0 (zero),
the system does not cache the profile.

Example: set default-filter-cache-tine = 720
Dependencies: |P-Global

See Also: Filter-Required

Filter-Required

Description: Specifies whether the TAOS establishes a call if the filter profile applied in the
caller’s Connection profile cannot be found locally or in RADIUS.

Usage: Specify yes or no. The defaultisno.

* yes gpecifiesthat the TAOS does not establish acall if thefilter profile applied in the
caller’s Connection profile cannot be found locally or in RADIUS.

* no specifiesthat the TAOS establishes a cal if the filter profile applied in the caller’s
Connection profile cannot be found locally or in RADIUS.

Example: set filter-required = yes

Dependencies. Consider the following:

e If the cal needs to be brought down, the cause code 425 results. If the cal is allowed to
come up, the system logs a notice-level message that the filter cannot be found.

e If the Ascend-Filter-Required attribute is missing in the RADIUS user profile, the TAOS
uses the Filter-Required value in the Answer-Defaults profile.

Location: Answer-Defaults > Session-Info, Connection > Session-Options
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The TAOS unit supports SNMP (Simple Network Management Protocol) on a TCP/IP
network. An SNM P management station that uses supported Management Information Bases
(MIBs) can query the TAOS unit, set some parameters, sound alarms when certain conditions
appear in the TAOS unit, and so forth. The TAOS unit has its own SNMP password security
(community strings), which you should set up to protect the TAOS unit from being
reconfigured from an SNMP station.

The TAOS unit supports profiles that control which classes of events generate traps to be sent

to an SNMP manager, which SNM P managers can access the unit, and community strings to
protect that access.

SNMP support

This section describes the SNMP supported on the TAOS unit.

Standard MIBs
This section describes the standard M1Bs supported on the TAOS unit.

RFC 1213 (MIB-II)

The MIB-11 enables you to monitor and configure basic components of the TAOS unit’'s
system, interfaces, and protocols. Note that the interface tablein MIB-11 is superseded by RFC
2233 (Interface MIB).

RFC 1253 (OSPF MIB)

The OSPF MIB enables you to monitor and configure OSPF version 2.
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RFC 1315 (Frame Relay MIB)

The Frame Relay MIB specifies SNMP MIB variables for Frame Relay DTEs. The TAOS
unit’s HDL C cards support this MIB.

RFC 1317 (RS232 MIB)

The RS232 MIB enables you to monitor and configure asynchronous or synchronous serial
links with RS-232-like control signals.

RFC 1398 (Ethernet MIB)

The Ethernet MIB enables you to monitor the TAOS unit’s Ethernet interfaces.

RFC 1406 (DS1 MIB)

The DS1 MIB enables you to query the state and configuration of T1 or E1 lines. The TAOS
unit supports al tablesin this MIB except thedsx1Fr acTabl e.

In addition, TAOS unit’s also support loopback modes using the Get and Set requests on the
dsx1lLoopBackConfi g object of the DS1 MIB (RFC 1406).Thedsx1NoLoop and
dsx1Li neLoop loopback modes are supported on both T1 and E1 lines. The

dsx1Payl oadLoop loopback mode isnot supported.

RFC 1407 and RFC 2496 (DS3 MIB)

The DS3 MIB enables you to query the state and configuration of T3 or E3 lines.

RFC 1695 and RFC 2515 (ATM MIB)

The ATM MIB enables you to manage the ATM interface on the TAOS unit’'s DS3-ATM 2 slot
card. The TAOS unit supports the following groupsin the ATM MIB related to network
endpoints:

¢ (1) ATM Interface configuration group

* (2 ATM Interface DS3 PLCP group

e (3) ATM Interface TC Sublayer group

¢ (5 ATM Interface VCL configuration group

e (8 ATM Interface AAL5 VCC performance statistics group

Currently it is not possible to define new connections solely by using SNM P management, so
many of the read-write and read-create parameters were changed to read-only.

RFC 1696 (Modem MIB)

The Modem MIB defines managed objects for modems. The TAOS unit supports al objectsin
the Modem MIB.

The Modem MIB defines an ndnl ndex object whose valueis used as an index into the tables
defined in the MIB, with each modem in a managed system assigned a unique index value.
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This object is supported in the TAOS unit as aread-only Modem-Table-Index parameter inthe
Admin-State profile.

The value of this parameter is allocated by the system when it first detects the presence of a
modem card.

The fact that the TAOS unit supports hot-swapable cards requires a relaxation of the MIB
definition of the mdmm ndex object in the same manner that RFC 1573 relaxes thei f | ndex
definition. The MIB definition of mdm ndex specifies that

¢ theindex value must be in the range of 1 to mdmNumber, and

« thevaluemust remain constant from onereinitialization of the network management agent
to the next.

A modem card may be added to or removed from the TAOS unit without reinitializing the
SNMP agent, which affects both of these definitions. For example, if amodem card isinserted
into slot 1 of anew TAOS unit’s system, its 48 modems are allocated the index values 1
through 48. If another modem card isinserted into slot 3, its modems are alocated the index
values 49 through 96. If the TAOS unit is rebooted, these values remain constant. If the
modem card in slot 1 isremoved and the TAOS unit is rebooted again, the index values for the
modem card in slot 3 still remain constant with the range 49 through 96, even though the value
of mdmNumber is now 48.

RFC 1850 (OSPF Traps, Version 2 MIB)

TAOS units support OSPF traps as defined in RFC 1850, OSPF Version 2 Management
Information Base. For an OSPF trap to be generated when the trap condition occurs, OSPF
traps must be enabled, either in the Trap profile or by setting the corresponding bit in the new
MIB object, ospf Set Tr ap, defined in RFC 1850. In addition, the individual trap that
represents the trap condition must be enabled.

RFC 2233 (Interface MIB)

The TAOS unit supports the Interface MIB based on RFC 2233, which supersedes the SNMP
MIB-II interface table defined in RFC1213. The interface table contains only the system’s
physical interfaces and nailed (permanent) interfaces.

Theindex vaue of an interface does not change following a system reset, and if an entry is
removed from the interface table dynamically, itsindex value is not reused until the
management station has been reinitialized. The interface table does not contain virtua circuit
interfaces, such as a Frame Relay datalink configured on a channelized DS1 interface.

Table 6-1 describes the TAOS unit’s support for RFC 2233.

Table 6-1. TAOS unit support for RFC 2233

RFC 2233 Table Comment
i f Tabl e TheifTable from MIB-Il (RFC 1213) and isfully supported
on the TAOS unit.
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Table 6-1. TAOS unit support for RFC 2233 (continued)

RFC 2233 Table

Comment

i f XTabl e

The TAOS unit supports this table with the following
exceptions:

¢ TheOaner St ri ng object is not supported.

e Thelnterfacel ndexOr Zer o object is not
supported.

¢ The 64-bit HighCounter objects are not supported.
e TheifProm scuousMbde object is read-only.

i fStackTabl e

Not supported on the TAOS unit.

i f RcvAddr essTabl e

Not supported on the TAOS unit.

i f Test Tabl e

Not supported on the TAOS unit.

RFC 2515 (ATM MIB)

The ATM MIB enables you to manage the ATM interface on the TAOS unit’'s DS3-ATM 2 slot
card. The TAOS unit supports Get operations on the following tables of the ATM MIB
described in RFC 2515, Definitions of Managed Objects for ATM Management:

ATM Interface configuration table

ATM Interface DS-3 Physical Layer Convergence Protocol (PLCP) table
ATM Interface transmission convergence (TC) sublayer table

ATM Interface virtual channel link (VCL) configuration table

ATM Interface ATM Adaptation Layer 5 (AALDS) virtual channel connection (VCC)
performance statistics table

Set operations are not yet supported. In addition, the following SNM Pv2-related changes were
madetor f c2514. m b:

The definition of at MM B and at mM BCbj ect s were moved here from
rfc2515. m b.

All the definitions were modified to SNMPv1 Structure of Management Information
(SMI).

The SNMPvlentriesat mNoTr af fi cDescri pt or, at mCl pNoTaggi ngNoScr,
and at nCl pTaggi ngNoScr are deprecated.

The following SNMPv2-related changes were madeto r f c2515. m b:

The definitions of at mM B and at mM BCbj ect s weremovedtor f c2514. m b.
All MIB fields with Current Status were changed to Mandatory.

MAX-Access syntax was changed to Access for al the fields.

Fields with read-create access were changed to read-write.

Set functions are not supported on the following parameters, so they have been changed
from read-write to read-only:
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— atm nterfaceConf Ent ry parameters

— atnvcl Recei veTr af fi cDescr | ndex,
atmvcl Transm t Traf fi cDescr | ndex and at nivcl Adm nSt at us in
at mvcl Tabl e

— at mvccAal Type, at nWccAal 5CpcsTransni t SduSi ze,
at mVccAal 5CpcsRecei veSduSi ze, at mvVccAal 5EncapsType,
at mvcl RowSt at us, at nvcl Cast Type and at nivcl ConnKi nd in
at nvcl Tabl e

* Read-write permissions were changed to read-only permission in the following tables:
— atmlrafficDescrParaniabl e

— atnmvpl Tabl e

e Theat mVpCrossConnect Tabl e and at mVcCr ossConnect Tabl e tables are not
supported.

RFC 2574 (SNMPv3 User-based Security Model (USM) MIB)

TAOS units support security enhancements based on the SNMP version 3 (SNMPv3)
User-based Security Model (USM) described in RFC 2574. In TAOS release 9.0, SNMPv3
encryption for authentication and privacy for SNMPv3 USM is supported. Data present in the
unencrypted Protocol Data Unit (PDU) might be copied and interpreted by unauthorized
listeners on the wire, but privacy support remedies this situation.

Enabling privacy causes the TAOS unit to accept encrypted requests from the manager and
send responses in encrypted format. The encryption uses a 64-bit Data Encryption Standard
(DES) agorithm. The system generates the private key for the encryption by using the user’s
privacy password.

In addition to the security enhancement features, SNM Pv3 supports the Get Bul kRequest
PDU. It minimizes the number of protocol exchanges required to retrieve alarge amount of
management information. The Get Bul kRequest PDU alows an SNMPv3 manager to
request aresponse that is as large as possible given the constraints on message size.

To use SNMPv3, the network-management license must be enabled in the system. The
following commands verify that the network management license has been enabled on the
system:

adm n> get base network- managenent
[in BASE: net wor k- mnanagenent - enabl ed]
net wor k- managenent - enabl ed = yes

SNMPv3 security management provides TAOS units with the following management
features, which use the SNM Pv3 User-based Security Model (USM):

SNM Pv3 USM feature Description

* Authentication Provides data integrity and data origin authentication. The message
authentication is coded with either the MD5 or the SHA hash
function.

*  Privacy Protects messages from being copied and interpreted by
unauthorized listeners on the network.

*  Timeliness Protects against message delay or replay.
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SNM Pv3 USM feature Description

» Discovery Allows one SNMP engine to obtain sufficient information about
more than one TAOS units' SNMP engine to establish communica-
tion between an SNMP manager station and the TAOS units.

* GetBulkRequest  Added from SNMPv2 to allow the SNMPv3 manager to minimize
the number of protocol exchanges required to retrieve alarge
amount of management information. The GetBulkRequest Protocol
Data Unit (PDU) allows an SNMPv3 manager to request as large a
response as possible.

Network-management software option enforcement

The network-management software must be installed on the TAOS unitsfor SNMPv3 USM to
be functional. Verify that the network management software is installed by entering a get
base command. Look for aline containing net wor k- managenent - enabl ed = yes.

adm n> get base network- managenent
[in ASE: net wor k- managenent - enabl ed]
net wor k- managenent - enabl ed = yes

Note: If thisfeatureis not enabled, SNMPv3 USM is disabled.

Hereisan example of atypical SNMPv3 USM configuration when network management
software is enabled.

adm n> read base

BASE read (read-only)

adm n> |ist

[in BASE]

shel f-nunmber =1

sof tware-version = 8
software-revision = 0
software-level = b

d- channel - enabl ed = yes

ai menabl ed = no

swi t ched- enabl ed = yes

mul ti-rate-enabled = yes
frame-rel ay-enabl ed = yes
mex| i nk-client-enabl ed = di sabl ed
data-cal | -enabl ed = yes

r2-si gnali ng-enabled = no
seri al -nunber = 8011064

har dware-| evel = 0
countries-enabl ed = 256
donesti c-enabl ed = yes
phs-2-1-support = yes

nmodem di al out - enabl ed = no
firewal | s-enabled = yes

i psec-enabled = not-installed
net wor k- managenent - enabl ed = yes <-- required for SNMP3 USM
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Command line interface changes

In TAOS 9.0, there are several changes to the command line interface (CLI1). Two new
parameters have been added to the SNMP profile. The SNMPV 3-USM-User profileis aso
new.

SNMP profile

Two parameters in the SNMP profile, Snmp-M essage- Type and Security Level, support
SNMP system security configuration. The Snmp-M essage-Type parameter specifies the
SNMP protocol type that communicates on TAOS units. The Security Level parameter
specifies the security level of the SNMP agent. Definitions of the two SNMP parameters
follow.

Parameter Specifies
SNMP-Message-Type ~ SNMP protocol used by the SNM P agent in the unit.

e vl-and-v3 (default value): Enables the SNMP agent to com-
municate with both the SNMPv1 and SNMPv3 protocols.

e v1-only: Forcesthe SNMP agent to communicate using only
the SNMPv1 protocol. Any SNMP messages that arrive at the
agent with a protocol type other than SNMPv1 are discarded.

e v3-onl y: Forcesthe SNMP agent to communicate using only
the SNMPv3 protocol. Any SNM P messages that arrive at the
agent with a protocol type other than SNMPv3 are discarded.

Security-Level Security level of the SNMP agent when SNMPv3 isin use.

* none (default value): No security level checking isrequired
for incoming messages.

e auth-nopriv: SNMPV3-USM-User profile of the users
sending the message must have the Auth-Profile parameter set
tond5- aut h or sha- aut h. Otherwise, the SNMP agent
returns a REPORT message, which means the security level is
not supported. This parameter does not apply to SNMPv1
messages.

Note: Thisvaueisapplicable only if SNMP-Message-Type
is configured to support SNMPv3.

e auth-priv: SNMPV3USM users should send messages that
are authenticated and encrypted. All other messages are
received with a REPORT message, which means the security
level is not supported.

SNMPV3-USM-USER profile

The SNMPV3- USM User profile provides the ability to create and edit users profiles. The
following are configurable parameters within the SNMPV3- USM USER profile.

¢ Name
e Auth-key
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e Priv-key

e Active-Enabled

*  Read-Write-Access
*  Auth-Protocol

e Priv-Protocol

Following is a sample configuration of the relevant parametersin an SNMP- USM- User
profile.

adm n> new snnpv3 testv3
SNWPv3- USM USER/ t est v3 read
adm n> |ist

i n SNWPv3- USM USER/ t est v3]
name* = testv3
active-enabl ed = yes
read-write-access = no(*)
aut h- protocol = nd5-aut h(*)
priv-protocol = no-priv(*)
aut h-key = (*)

priv-key = (*)

Note: (*) Thissymbol represents a factory default value setting.

Parameter Specifies

Name Username. Messages sent to or from the SNMP engine on behal f
of this name use the security parameters specified in this profile.
The value can contain up to 23 characters and can include special
characters by using the \xXNN format with the ASCII code for the
character. For example, thevauet est \ x20\ x21 representsthe

string “t est !,

Active-Enabled Enable/disable SNM PV 3 USM features for this user. The default
vaueisno.

Read-Write-Access Enable/disable read-write accessto the TAOS unit’'sMIBsfor this

user. When the value isno (default), the user has read access only,
which enables viewing but not modification of the MIBs.

Auth-Protocol Enable/disable authentication of messages sent on behalf of this
user to or from the SNMP engine, and if enabled, the type of
authentication protocol to use. If this parameter is set to avalue
other than no- aut h, the Password parameter must specify the
password to be used. Following are the valid values:

e no-aut h: no authentication required.

e« nud5- aut h: (the default value) specifiesthat the MD5
protocol must be used for authentication.

« sha- aut h: enables authentication and specifies that SHA
protocol must be used.

6-8
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Parameter
Priv-Protocol

Auth-Key

Specifies
Enable/disable encryption of messages sent on behalf of the user
to or from the SNMP engine, and if enabled, the type of privacy

protocol to be used. Default settingisno- pri v. Following are
the valid values:

¢ No- Pri v (the default): no encryption is required and that
privacy is disabled.

e DES-Priv: DES-based privacy isrequired. Incoming
messages that are DES-encrypted are interpreted, and
outgoing responses are encrypted using DES. Note that
outgoing reports are not encrypted.

Specifies an authentication key for SNMPv3 USM users. In most
cases, you do not set this string directly. Instead, use the
SnmpAuthPass command to generate the value. If you have
permission to view passwords, the authentication key appearsasa
string with escape sequences for save and restore purposes.
Otherwise, the authentication key appears as arow of asterisks.
The default is null.

If you change the value of Auth-Key directly, keep in mind that
the length of the escape sequence must be 10 (16d in hexadecimal)
if Message Digest 5 (MD5) isin use and 14 (20d in hexadecimal)
if the Secure Hash Algorithm (SHA) isin use. If you specify an
invalid value, the unit uses the previous key, if any, to communi-
cate with the SNMP manager. If no previous key exists, this USM
user cannot communicate with the network until avalid key is set
by means of the snmpA uthPass command.

Suppose you use the snmpA uthPass command to generate the fol-
lowing 16-byte string:

27 Oa dc 75 f8 98 e5 7c 4c 03 22 7d dd ac 0Od
ef

The system displaysit as the following Auth-Key value:
"\ x0a\ xdcu\ xf 8\ x98\ xe5| L\ x03" }\ xdd\ xac\ x0d\ xef

Consider the following:

¢ You must generate the authentication key by means of the
snmpAuthPass command before the SNM PV 3-USM-User
profile can be used for communication with the SNMP
manager.

« If you change the authentication protocol from MD5 to SHA
(or vice versa), you must change the authentication key by
means of the snmpA uthPass command. The previous
protocol-and-key combination is used until you specify a new
one.

e If Auth-Protocol is No-Auth, Auth-Key does not apply.
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Parameter Specifies
Priv-Key Specifies a privacy key for SNMPv3 USM users.

In most cases, you do not set this string directly. Instead, use the
snmpPrivPass command to generate the value. If you have
permission to view passwords, the privacy key appears as a string
with escape sequences for save and restore purposes. Otherwise,
the privacy key appears as arow of asterisks. The default is null.

If you change the value of Priv-Key directly, keep in mind that the
length of the escape sequence must be 10 (16d in hexadecima) if
Message Digest 5 (MD5) isin use. The escape sequence must be
14 (20d in hexadecimal) if the Secure Hash Algorithm (SHA) isin
use. If you specify an invalid value, the unit uses the previous key,
if any, to communicate with the SNMP manager. If no previous
key exists, thisUSM user cannot communicate with the network
until avalid key is generated by means of the snmpPrivPass
command.

Suppose you use the snmpPrivPass command to generate the
following 16-byte string:

27 O0a dc 75 f8 98 e5 7c 4¢c 03 22 7d dd ac 0Od
ef

The system displaysit as the following Priv-Key value:
"\ x0a\ xdcu\ xf 8\ x98\ xe5| L\ x03" }\ xdd\ xac\ x0d\ xef
Consider the following:

e You must generate the privacy key by means of the
snmpPrivPass command before the SNMPV 3-USM-User
profile can be used for communication with the SNMP
manager.

e If you change the authentication protocol from MD5 to SHA
(or vice versa), you must change the privacy key by means of
the snmpPrivPass command. The previous protocol and key
combination is used until you specify anew one.

e If Priv-Protocol is No-Auth, Priv-Key does not apply.

SNMPv3 USM Commands

The following commands support SNMPv3 USM:
e snmpAuthPass
e snmpPrivPass

A description of each command follows:
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Command Specifies

snmpAuthPass Generates the authentication key of an SNMPv3 USM
user. The snmpAuthPass command can accept a username
in escape sequence format. To generate the authentication
key of the user r obi n with the passwordabc123, first
type the snmpA uthPass command followed by the user
name and password:

adm n> snnpAut hPass robin abcl123

The password you specify is not stored in the system. It is
used to generate an authentication key when the user is
authenticated. The key is stored in the system.

snmpPrivPass Generates the privacy key of an SNMPv3 USM user. The
snmpPrivPass command can accept a username in escape
sequence format.

To generate the privacy key of the user r obi n with the
password abc123, firsttypethe snmpPrivPass
command followed by the user name and password:

adm n> snnmpPri vPass robin abcl23

The password you specify isnot stored in the system. It is
used to generate a privacy key when the user is
authenticated. The key is stored in the system.

Sample SNMPv3 USM configuration

To configure the USM features for a user, you must specify a name for the
SNMPV 3-USM-User profile and set the Active-Enabled parameter to yes. You must also
specify a password if the Auth-Protocol parameter is set to anything but no- aut h.

The following sample commands specify the use of MD5 authentication for messages sent on
behalf of auser named t est v3 to or from the SNMP engine. The user is assigned read-write
access to the unit’'s MIBs.

adm n> new snnpv3-usmuser testv3
SNWPV3- USM USER/ t est v3 read

adm n> set active-enabled = yes
adm n> set read-wite-access = yes
adm n> set priv-protocol = des-priv
admn> write

SNWPV3- USM USER/ testv3 written

adm n> snnpAut hPass testv3 abcl23
adm n> snnpPrivPass testv3 abcl23

adm n> read snnpv3-usmuser testv3
SNWPV3- USM USER/ t est v3 read

adm n> |ist

[in SNMPV3- USM USER/ t est v3]

name* = testv3

active-enabl ed = yes
read-wite-access = yes
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aut h- protocol = nd5-auth
priv-protocol des-priv
aut h- key = \ xfd\ xcd\ xb2W xa7\ x81\ xa7\ x89n"\ xd5\ x02\ x8b\ xb2\ xe7K
priv-key = \xfd\xcd\xb2W xa7\ x81\ xa7\ x89n"\ xd5\ x02\ x8b\ xb2\ xe7K

Sample configuration of agent restriction to SNMPv3

The following commands configure the SNM P agent to use only SNMPv3 and to check a
user’s security level before allowing access:

adm n> read snnp
SNWP r ead

adm n> set snnp-nessage-type = v3-only
adm n> set security-level = auth-nopriv

admn> wite
SNMP written

USM MIB Support

The USM MIB enables you to use an SNMP manager to create, modify and delete SNMPv3
USM users by means of Set and Get requests. When you create, modify, and delete SNM Pv3
USM users by means of SNMP Set and Get commands, you can perform the following tasks:

e Change user status from In-Service to Not In-Service, and vice-versa.

« Modify authentication and privacy keys.

« Disable authentication and privacy.

However, you must use the local interface rather than SNMP to enable authentication and

privacy. In addition, you cannot create or modify more than one user in the same SNMP
request.

Creating, modifying, and deleting SNMPv3 USM users

When creating, modifying, and deleting SNMPv3 USM users from an SNM P manager,
consider the following:

e Thisimplementation does not support the creation or modification of multiple users by
means of a single request Protocol Data Unit (PDU).

e The system processes only those PDUs that contain a combination of Set requests
recommended by RFC 2574 to create, modify and delete users. For example, aPDU
containing SET- usniJser Aut hPr ot ocol and SET- usnlJser Aut hKeyChange
generates an error. These two requests must be sent in two separate PDUs in the
appropriate order.

Refer to RFC 2574 for complete details about how to create, modify and delete entriesin the
USM User Table.
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Creating an SNMPv3 USM user

Any existing user can be used as atemplate. For this reason, use the local interface to create a
set of profilesfor users with different security parameters. The profiles you create can, in turn,
be used as templates. To create a new user, proceed as follows:

1 Cloneanew user from atemplate that has appropriate security levels.

2 To specify privacy for the user, set the privacy key by using the key Change value.
Otherwise, set the protocol to usmNoPr i vPr ot ocol .

3 To specify authentication for the user, set the authentication key by using the
keyChange vaue. Otherwise, set the protocol to usmNoAut hPr ot ocol .

4 Activate the new user.

Modifying an SNMPv3 USM user

Use SNMP Get and Set requests to modify security levels, privacy and authentication
protocols, privacy and authentication keys, and service status (In-Service to Not-1n-Service,
and vice versa).

If the password for the user is different from the password of the cloned user configuration,
you must generate new keys from the configured password before the SNM P manager
attempts to communicate with the TAOS unit. Failure to generate a proper authentication
and/or privacy key resultsin an authentication error.

Deleting an SNMPv3 USM user

Delete an SNMPv3 USM user by setting usmJser St at us tor owSt at usDest r oy.

Ascend SNMP-Framework and SNMP-User-Based MIB groups

The SNMP-Framework and SNM P-User-Based MIBs are registered with the Internet
Assigned Numbers Authority (IANA).

RFC 2571: SNMP-Framework MIB groups

The SNMP-FRAMEWORK-MIB consists of the following SNM P engine groups:
e snmpEnginelD

e snmpEngineBoots

e snmpEngineTime

e snmpEngineM axM essageSi ze

SNMP Group Description

snmpEnginel D An SNMP engine's unique administrative identifier.
e Syntax: SnmpEnginelD
e Access. Read-only
e Status: Mandatory

APX 8000/MAX TNT Administration Guide 6-13



SNMP Administration
SNMP support

SNMP Group
snmpEngineBoots

snmpEngineTime

snmpEngineM axM essageSize

Description

The number of times that the SNM P engine has started or
restarted itself since the snmpEnginel D was last configured.
e Syntax: Integer (1to 2147483647)

e Access. Read-only

e Status. Mandatory

The number of seconds since the value of the
snmpEngineBoots object last changed. If incrementing this
objects value exceeds the maximum, snmpEngineBootsis
incremented asif arestart occurred and the value reverts to
zero.

e Syntax: Integer (Oto 2147483647)
e Access. Read-only
e Status: Mandatory

The maximum length in octets of an SNMP message that this
SNMP engine can send, receive, or process. The message
length is determined by message size values supported by al
of the transports available by the engine.

e Syntax: Integer (484 to 2147483647)
e Access. Read-only
e Status: Mandatory

RFC#2574: SNMP-USER-BASED-SM MIB groups

The SNMP-USER-BASED-SM MIB consists of the following SNM P engine groups:
e usmStatsUnsupportedSecL evels

e usmStatsNotInTimeWindows

e usmStatsUnknownUserNames

e usmStatsUnknownEnginel Ds

e usmStatsWrongDigests

e usmStatsDecryptionErrors

SNMP Group

Specifies

usmStatsUnsupportedSecLevels  Thetotal number of packets received by the SNMP engine

that were dropped because the requested security level
was either unknown or unavailable.

¢ Syntax: Counter32
e Access. Read-only
e Status: Mandatory
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SNMP Group
usmStatsNotInTimeWindows

usmStatsUnknownUserNames

usmStatsunknownEnginel Ds

usmStatsWrongDigests

usmStatsDecryptionErrors

SNMPv3 notifications

Specifies
This group provides information on the total number of
packets received by the SNM P engine which were

dropped because they appeared outside of the authoritative
SNMP engine’s window.

¢ Syntax: Counter32
e Access. Read-only

e Status: Mandatory

Thetotal number of packets received by the SNMP engine
that were dropped because they referenced a user that was
unknown to the SNMP engine.

¢ Syntax: Counter32
e Access. Read-only
e Status. Mandatory

Thetotal number of packets received by the SNMP engine
that were dropped because they referenced an
snmpEnginel D that was unknown to the SNMP engine.

¢ Syntax: Counter32
e Access. Read-only

e Status: Mandatory

Thetotal number of packets received by the SNMP engine
that were dropped because they contained an unexpected
digest vaue.

¢ Syntax: Counter32
e Access. Read-only

e Status: Mandatory

Thetotal number of packets received by the SNMP engine
that were dropped because they could not be decrypted.

¢« Syntax: Counter32
e Access. Read-only
e Status: Mandatory

TAOS units using TAOS 9.0 and higher now authenticate and encrypt Protocol Data Units
(PDUs) as required by SNMPv3 and generate trapsin SNMP version 2 (SNMPv2) Trap2
format. Depending on your configuration, a TAOS unit can send PDUs in SNMPv2 format or
in pre-TAOS 9.0 format. You can specify the destinations for traps and the format of outgoing
trap PDUs. In addition, two new MIBs—SNMP-TARGET-MIB and
SNMP-NOTIFICATION-MIB—have been added. With SNM Pv3 notifications support
enabled you can configure the TAOS unit to perform the following tasks:

e Send SNMPv1 traps (Trap PDUs) or SNMPv2 Traps (Trap2 PDUS).
e Send trapsto a specified | P address and port.

e Send Trap2 PDUs with different levels of security.
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e Send Trap2 PDUs with different user names.

The SNMPv3 notifications feature follows the specificationsin RFC 2573.

Configuring SNMPv3 notifications support

To set up SNMPv3 natifications support, you need to configure the SNM Pv3-Notification
profile, and the SNM Pv3-Target-Param profile.

You must also configure new and existing parametersin the Trap profile. To configure these
parameters from the CL1, you need to perform these stepsin the following order.

*  Create an SNMPv3-Notification profile, and set atag to the profile.
e Create a SNMPv3-Target-Param profile.

e Set the message processing model to V1 or V3 option, and the security model to V1 or
V3-USM option. If the V3-USM option is selected, set the security-name parameter to a
valid SNMPv3-USM-User profile name.

e Createa Trap profile, and set the name, destination |P address, and destination port.

« Setthetag list. Thistag list should contain tags that were set in the Notification profile.
Multiple tags can be configured in thistag list, separated by spaces. Then, set the Target
Param profile nameto thet ar get - par amvalue.

Note: All notification profilesin the system connect Trap profiles with matching tags.
The parameters in the Trap profiles are used to send traps to the network.

Note: When you upgrade to software that supports the SNMPv3 natifications, the system
automatically creates an SNMPv3-Natification profile and an SNM Pv3-Target-Param profile;
both arecaled def aul t . SNMPv1 traps configured in an earlier version of the software are
till generated when you upgrade. You need not create new profiles. However, removing or
modifying thedef aul t profiles might affect the transmission of SNMPv1 traps.

Configuring an SNMPv3-Noatification profile

Following is alisting of the new SNMPv3-Notification profile and its default settings:

adm n> read snnpv3-notification
[i n SNMPV3- NOTI FI CATION/ " " (new) ]
name* = ""
active-enabled = no
tag = ""
type =

Set the following parameters:

Parameter Specifies
Name Unique name for the profile, up to 16 characters.
Active-Enabled Whether the profile is used to generate notifications. Yes specifies that

the profile is used to generate notifications. No (the default) specifies
that it is not used to generate notifications.

Tag Value that linksthe SNM Pv3-Notification profile with the Trap profile
specifying the host address to which notification messages are sent.
You can specify up to 255 characters. The default is null.

Type Not currently implemented.

6-16
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Configuring an SNMPv3-Target-Param profile

Following is alisting of the new SNM Pv3-Target-Param profile and its default settings:

[in SNMPV3- TARGET- PARAM " "]
name* = ""

active-enabled = no
nsg- proc- nodel = vl
security-nmodel = vl
security-nane =
security-level = none

Set the following parameters:

Parameter Specifies
Name Unique name for the profile, up to 16 characters. The default is null.
Active-Enabled Whether the profile is used to generate notifications. Yes specifies that

the profile is used to generate notifications. No (the default) specifies
that it is not used to generate notifications.

Msg-Proc-Model M essage-processing model to use when generating SNM P messages.
V1 (the default) specifies SNMP version 1. V3 specifies SNMP
version 3. For SNMPv3 Notifications support, specify V3.

Security-Model Security model to use when generating SNMP messages. V1 (the
default) specifies the SNMP version 1 security model. V3-USM
specifiesthe SNMP version 3 User-based Security Model (USM). For
SNMPv3 Natifications support, specify V3-USM.

You can specify V1 only when you have also set Msg-Proc-M odel to
V1. You can specify V3-USM only when you set Msg-Proc-Model to
V3.

When Security-Model is set to V3-USM, you must configure an
SNMPv3-USM-User profile with the name specified for the
Security-Name parameter for the SNM Pv3-Target-Param profile to
have any effect.

Security-Name Security name that identifies the user on whose behalf SNMPv3 USM
messages are generated. You can specify up to 22 characters. The
default isnull.

Security-Name applies only if Security-Model is set to V3-USM.

Security-Level Level of security to use when generating messages. None (the default)

specifies no authentication and no privacy. Auth-NoPriv specifies
authentication and no privacy. Auth-Priv specifies authentication and
privacy. For Auth-Priv to apply, you must set the Priv-Protocol and
Priv-Password parameters in the SNM Pv3-U SM-User profile.

Configuring a Trap profile

Following are the new parameters in the existing Trap profile and their default settings:

[in Trap/"" (new)]
acti ve-enabled = yes
host -port = 162
informtinme-out =
informretry-count =
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notify-tag-list = default
target-paranms-nanme = default

Set the following parameters:

Parameter
Active-Enabled

Host-Address
Host-Port

Inform-Time-Out
Inform-Retry-Count
Notify-Tag-List

Specifies
Whether traps are sent to the host specified by the profile. Yes (the

default) specifies that traps are sent. No specifies that traps are not
sent.

IP address to which traps are sent. The default is 0.0.0.0.

Port to which traps are sent. Specify a number from 1 to 65535. The
default is 162.

Not currently implemented.
Not currently implemented.
List of the Tag value(s) in each SNMPv3-Notification profile.

Target-Params-Name Value of the Name parameter in the SNM Pv3-Target-Param profile,

up to 22 characters.

For further information on these SNMPv3 Notifications parameters see the APX 8000/MAX

TNT Reference.

Parameter references

This section contains complete descriptions of each new parameter you use to configure
SNMPv3 Notifications. The descriptions are arranged in a phabetical order.

Parameter

Active-Enabled

Host-Port

Specifies

Description: Inan SNMPv3-Natifications or
SNMPv3-Target-Param profile, specifies whether the profileis used
to generate notifications. In a Trap profile, specifies whether traps are
sent to the host specified by the profile.

Usage: Specify Yesor No.

*  Yesgpecifiesthat the profile is used to generate notifications or
that traps are sent.

*  No (the default) specifies that the profile is not used to generate
notifications or that traps are not sent.

Example: set active-enabled = yes
Description: Specifies the port to which traps are sent.

Usage: Specify a number from 1 to 65535. The default is 162.

Example: set host-port = 20
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Parameter

M sg-Proc-Model

Notify-Tag-List

Security-Level

Security-Model

Security-Name

Teg

Specifies
Description: Specifies the message-processing model to use when
generating SNM P messages.

Usage: Specify one of the following values:

e V1 (the default) specifies SNMP version 1.

e V3 specifies SNMP version 3. For SNMPv3 Notifications
support, specify V3.

Example: set nsg- proc-nodel = v3

Description: Specifiesthetag list indicated by the Tag parameter

value in each SNMPv3-Notification profile.

Usage: Specify the Tag value(s) you indicated in one or more
SNMPv3-Notification profiles.

Example: set notify-tag-list = defaultl
Description: Specifiesthe level of security to use when generating
messages.

Usage: Specify one of the following settings:

* None (the default) specifies no authentication and no privacy.

*  Auth-NoPriv specifies authentication and no privacy.

*  Auth-Priv specifies authentication and privacy.

Example: set security-level = auth-priv

Description: Specifies the security model to use when generating
SNMP messages.

Usage: Specify one of the following values:
e V1 (the default) specifies the SNMP version 1 security model.

e V3-USM specifiesthe SNMP version 3 User-Based Security
Modd (USM). For SNMPv3 Notifications support, specify
V3-USM.

Example: set security-nodel = v3-usm

Description: Specifies a security name that identifies the user on
whose behalf SNMPv3 USM messages are generated.

Usage: Specify up to 22 characters. The default is null.

Example: set security-name = newser

Description: Specifies avalue that links the SNMPv3-Natification
profile with the Trap profile specifying the host address to which
notification messages are sent.

Usage: Specify up to 255 characters. The default is null.

Example: set tag = newt ag
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Parameter Specifies

Target-Params-Name Description: Specifies the vaueindicated by the Name setting in the
SNMPv3-Target-Param profile.

Usage: Specify up to 22 characters.

Example: set target-parans-nane = profilel

Changes to MIBs

The following sections describe changes to SNMP.

New MIBs

Two new MIBs are defined in the filesr f ¢2573_1. mi b andrfc2573_2. m b:

snnmpTarget M B MODULE- | DENTI TY
ORGANI ZATI ON "1 ETF SNMPv3 Wor ki ng G oup”
DESCRI PTI ON
"This M B nodul e defines M B objects which provide
mechani sms to renotely configure the paraneters used
by an SNW entity for the generation of SNWP nessages."

REVI SI ON "98080400002"

DESCRI PTION "Cl ari fications, published as
RFC2573. "

REVI SI ON "97071400002"

DESCRI PTION "The initial revision, published as RFC2273."
c:={ snmpModul es 12 }

snipNot i fi cati onM B MODULE- | DENTI TY
ORGANI ZATI ON "1 ETF SNMPv3 Wér ki ng G oup”
DESCRI PTI ON
"This M B nodul e defines M B obj ects which provide
mechani sms to renotely configure the paraneters
used by an SNWP entity for the generation of
notifications."

REVI SI ON "98080400002"

DESCRI PTION "Cl ari fications, published as
RFC2573"

REVI SI ON "97071400002"

DESCRI PTION "The initial revision, published as RFC2273."
::={ snnpModules 13 }

ThesnnpTar get M B containssnnpTar get Obj ect s.

snnpTar get Obj ect s contains:

snnpTar get Spi nLock
snnpTar get Addr Tabl e
snnpTar get Par ansTabl e
snmpUnavai | abl eCont ext s
snmpUnknownCont ext s

snnpTar get Addr Tabl e contains:
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snnpTar get Addr Name
snnpTar get Addr TDorai n
snnpTar get Addr TAddr ess
snnpTar get Addr Ti meout
snnpTar get Addr Ret r yCount
snnpTar get Addr TagLi st
snnpTar get Addr Par ans
snnpTar get Addr St or ageType
snnpTar get Addr RowsSt at us

snnpTar get Par ansTabl e contains:

snnpTar get Par ansNane

snnpTar get Par ans MPMbdel
snnpTar get Par ansSecur i t yModel
snnpTar get Par ansSecur i t yName
snnpTar get Par ansSecuri tylLevel
snnpTar get Par ans St or ageType
snnpTar get Par ansRowSt at us

snipNot i fi cati onM BcontainssnnpNot i f yObj ect s.
snipNot i f yObj ect s containssnnpNot i f yTabl e.

snipNot i f yTabl e contains:

snnpNot i f yName
snnpNot i f yTag

snnpNot i f yType
snnpNot i f ySt or ageType
snnpNot i f yRowSt at us

Trap2 PDU format

If configured, TRAP2 PDUs sent to the SNM P manager contain trap information as specified
by RFC 1907. Trap OlDs are sent instead of generic and specific integers. Trap OIDs for
generictrapsare snnpTr aps. XX where XX isthe specific trap ID. OIDs for enterprise traps
areascend. ascendNot i fi cati ons. XXwhere XX isthe Ascend trap ID (as defined in
ascendv3. t r p). Other specific traps are sent with OIDs as defined in their respective
MIBs.

Following are other common elements of the PDU and their values:

. @ cont ext Engi nel Disfilled withmsgEngi nel Dasthereisonly one
snnpENgi ne inthe system that isidentified by nsgEngi nel D.

. @ cont ext Nane isfilled with an empty string, for exampledef aul t cont ext .
A PDU isencrypted as specified in the corresponding profile SNM Pv3-Target-Param. But if
the security name specified in the profile does not have a corresponding USM user name in the

system, outgoing PDUs are discarded and alog message with level LOG_LEVEL_WARNI NG
generated.

Ascend enterprise MIBs

The enterprise MIB is registered with the IANA (Internet Assigned Numbers Authority) as
enterprises 529 withthevaluel. 3. 6. 1. 4. 1. 529.
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Ascend MIB (ascend.mib)

The Ascend MIB consists of the following groups:
e products (1)
 dots(2)

e  hostTypes (3)

« advancedAgent (4)

e lanTypes(5)

e doGroup (6)

e hostStatus (7)

e console(8)

e systemStatusGroup (9)
e eventGroup (10)

e calStatusGroup (11)

e sessionStatusGroup (12)
e radiusGroup (13)

«  mCastGroup (14)

¢ lanModemGroup (15)
e firewalGroup (16)

» wanDialoutPkt (17)

e powerSupply (18)

e multiShelf (19)

*  miscGroup (20)

* asgGroup (21)

» flashGroup (22)

» configuration (23)

e ampGroup (24)

e srveMgmtGroup (26)

Ascend Advanced Agent MIB (advanced.mib)

The TAOS unit supports the Ascend Advanced MIB, previously called the WAN MIB. The
Advanced MIB defines objects related to WAN lines, channels, and ports.

The Advanced MIB includeswanLi neChannel UsageTabl e(29) , immediately
following advancedAgent ( 4) . The new table contains read-only integer variables that
reflect the total count of B channels in any particular state for any given line usage. For
example, you can use the table to retrieve the sum of all signaling channels (the number of
connected calls) on al trunk lines, or to retrieve the sum of nailed, idle, or ringing channels, or
the sum of connected DTPT channels on network (NT) lines.

The new table isindexed by the line usage and B channel state, as defined by the
wanLineUsage and wanLineChannel State enumerations in advanced.mib. The MIB currently
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identifies nine possible line usages and 24 B channel states, yielding atotal of 216 new
variables that represent the sum of al B channelsin a given state for a given line usage.

Ascend Answer Profile MIB (mibanswer.mib)

Part of the Ascend MIB Configuration group (group 23), this MIB corresponds to the
Answer-Defaults profile in the command line interface.

Ascend ATMP MIB (atmp.mib)

Enables you to configure and monitor Ascend Tunnel Management Protocol (ATMP) tunnels.
For a complete description of ATMP, see RFC 2107, K. Hamzeh, “Lucent’s Ascend Tunnel

Management Protocol —ATMP.”

Ascend Call MIB (call.mib)

Contains atable of entries for the status of each call in the system, including analog, digital,
and Frame Relay-encapsulated calls. This MIB monitors the physical layer of the cals,
including the slot and port. The Ascend Session MIB enables you to monitor the network layer

of cdlls.

A number of new entries have been added tothecal | St at us andcal | Acti ve tablesin
the Ascend Call M1B, making more information about the call available to the SNMP user.

Thecal | St at us Tablein the Ascend Cal MIB includes the following new fields:

Field name

cal | StatusCal | edPartyl D
call StatusCal li ngPartyl D

call StatusMul ti Li nkl D

Reports
Called party number (if available).

Calling party number (if available). For
outgoing calls, thisfield is set to null.

MP+ bundle D for MP+ calls. For a
non-MP+ cdl, thisfield is set to O (zero).

Thecal | Acti veTabl e inthe Ascend Call MIB includes the following new fields:

Field name

cal | ActiveCall edParyl D
cal | ActiveCal lingPartyl D

cal | ActiveMul tiLi nkl D

Ascend DS1 MIB (ds1.mib)

Reports
Called party number (if available).

Calling party number (if available). For
outgoing calls, thisfield is set to null.

MP+ bundle D for MP+ calls. For a
non-MP+ cdl, thisfield is set to O (zero).

The DS1 MIB supports channelized T3 slot cards for individual T1 lines on the T3 card.
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Ascend DS3 MIB (ds3.mib)

The DS3 MIB supports channelized T3 dot cards. TAOS units now support the following new
valuesin the DS3 MIB for the Set commands:

e dsx3Li neType
e dsx3Circuitldentifier
e dsxLoopbackConfi g

The T3 card has a new interfacein the if Table with the following values:
e ifDescr—Channelize T3 Slot slot/item

e ifType—ds3(30)

e ifspeed—44736000

e ifName—ds3 shelf-slot-item

e ifH ghSpeed—45

e i fLinkUpDownTr apEnabl e—enabl ed( 1)

« ifConnectorPresent—true(l)

Note: To get theseinterface entriesinto theif Table, enter thesl ot - r command to restart
the T3 card and then initialize the slot again.

A link up/down trap is generated for the T3 line whenever the DS3 interface goes up or down.

Ascend DS3 Profile MIB (mibds3net.mib)

ThisMIB ispart of the Ascend MIB Configuration group (group 23) and correspondsto the T3
profile in the command line interface.

Ascend Event MIB (event.mib)

Thisisaread-only MIB that includes connect progress and disconnect codes for calls. The
MIB enables you to monitor the TAOS unit’s events. In addition to displaying theidle time for
an active session by usingtheuser stat - o % command, the same information is made
available to SNM P management stations through the ssnAct i vel dl eTi e object in the
sessi onActi veTabl e. The object uses Object ID sessi onActi veEnt ry. 8. Itshows
the time the session has been idle in 0.01-second increments). Following is the object

definition:
ssnActivel dl eTi nme OBJECT- TYPE
SYNTAX Ti meTi cks
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON "The time, current session has been idle.
For non-TNT and non-Max platfornms 0 is al ways
reported. "

::={ sessionActiveEntry 8 }

SNMP event MIB changes

When a TCP-Clear connection is successfully established, the login host’s IP addressis
specified intheevent User | PAddr ess objectinthe SNMPcal | C ear ed event. The
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definition of theevent User | PAddr ess object in the event MIB has been modified as

follows:
event User | PAddress OBJECT- TYPE
SYNTAX | pAddr ess
ACCESS read-only
STATUS mandat ory
DESCRI PTI ON "1 P address of the renpote user or |ogin host.

Applicable only if 'eventType' is serviceChanged(4)
naneChanged(5) or callC eared. Value of a TCP-Cl ear
I ogin host IP address is returned once a TCP-C ear
connection was successfully connected earlier in
a servi ceChanged event.
The value 0.0.0.0 is returned if address is unknown
or if not applicable.”

::={ eventEntry 13 }

Syslog messages

When a TCP-Clear session isterminated, the login host’s | P address is displayed instead of the
zero address (0.0.0.0) in the Syslog message. For example:

[3/7/2/0] STOP: ’'johnfan’; cause 11.; progress 43.; host 10.1.1.1
[MBI D 2] []johnfan]

Userstat command output

For an active TCP-Clear session, the login host’s IP addressis displayed instead of the zero
address (0.0.0.0) in the Userstat Address field. For example:

Sessionl D Line/ Chan Slot:ltem Tx/Rx Rate Svc Address User nane
286993415 3.01.08/012 3:07:03/000 26400/26400 TCP 10.1.1.1 j ohnf an

<end user list> 1 active user(s)

Note: If the TCP-Clear connection fails (if the login attempt has not been successfully
established between the TAOS unit and any of the specified login hosts), the Userstat
command shows the zero address in the Address field.

Ascend Firewall MIB (firewall.mib)

With thisMIB you can dynamically configure Ascend Secure Access Firewalls that were
created with Secure Access Manager (SAM). You can create or disable the firewall’s dynamic
rules.

Ascend Flash MIB (flash.mib)

The Ascend Flash MIB enables you to monitor the status of the TAOS unit’s flash cards, store
or retrieve configuration files, or format the flash cards.

Thefl ashOperati onTft pPort object has been added to the Ascend Flash MIB. This
object adds the ahility to configure the TFTP port setting for environments in which a network
management station is running more than one management application, with a TFTP server
local to each application.
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Thefl ashOperati onTft pPort object isdefined in the Flash MIB and used in the

| oad- confi g,save-config,andtftp-1 oad Fash MIB operations. The object’s
default setting is 69, which isthe default port for TFTP operations. The object is defined as
followsin the Flash MIB:

fl ashOperationTft pPort OBJECT- TYPE
SYNTAX | NTEGER
ACCESS read-wite
STATUS nmandatory
DESCRI PTI ON
"This object defines the port # to use on the renote system
when starting a TFTP operation using a flashOperati onConmrand. The
default port is 69/(tcp/udp) Trivial File Transfer."
.= { flashQperation 8 }

The new Flash MIB hasthe following structure:

| - 1 flashDevice flashG oup. 1
| |- 1 flashDevices flashG oup. 1.1
| \_ 2 flashDevi ceTabl e flashG oup. 1.2
[ \ 1 flashDeviceEntry flashGoup.1.2.1
[ |- 1 flashDevi ceSocket flashGoup.1.2.1. 1
[ |- 2 flashDeviceController flashG oup.1.2.1.2
[ |- 3 flashDeviceControllerSocket flashGoup.1.2.1.3
[ |- 4 flashDeviceSize flashGoup.1.2.1. 4
[ |- 5 flashDevi ceUsed flashGoup.1.2.1.5
[ |- 6 flashDeviceState flashGoup.1.2.1.6
[ |- 7 flashDevi ceMaster flashGoup.1.2.1.7
[ |- 8 flashDevi ceFormat Status flashG oup.1.2.1.8
[ + 9 flashDevi ceDescription flashGoup.1.2.1.9
| - 2 flashFileTabl e flashG oup. 2
| \_ 1 flashFileEntry flashG oup. 2.1
[ | - 1 flashFilelndex flashGoup.2.1.1
[ | - 3 flashFil eSocket flashG oup.2.1.3
[ | - 4 flashFileSize flashG oup.2.1. 4
[ | - 5 flashFileStatus flashGoup.2.1.5
[ | - 6 flashFil eName flashGoup.2.1. 6
[ | - 7 flashFil eChecksum flashGoup.2.1.7
[ | - 8 flashFileVersion flashG oup.2.1.8
[ | - 9 flashFileAccess flashG oup.2.1.9
[ +- 10 fl ashFi | eDat eTi meSt anp flashG oup. 2. 1. 10
\ 3 flashQperation flashG oup. 3

| - 1 flashQperationStatus flashG oup. 3.1

| - 2 flashQperati onCommand flashG oup. 3. 2

| - 3 flashQOperationHost flashG oup. 3.3

| - 4 flashQperationDestFileNanme flashGoup. 3.4

| - 5 flashQperationSrcFil eNanme flashG oup. 3.5

| - 7 flashQperationSocket flashG oup. 3. 7

| +- 8 flashQperationTftpPort flashG oup. 3. 8

Ascend Frame Relay Profile MIB (mibfrmrl.mib)

The Ascend Frame Relay Profile MIB is part of the Ascend MIB Configuration group (group
23), and corresponds to the Frame-Relay profile in the command line interface.
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Ascend Internet Profile MIB (mibinet.mib)

The Ascend Internet Profile MIB is part of the Ascend MIB Configuration group (group 23),
and corresponds to the Connection profile in the command line interface.

Ascend Lan Modem MIB (Imodem.mib)

The Ascend Lan Modem MIB enables you to monitor the status of the TAOS unit’s digital
modems, including the number available, number of bad or suspect modems, and usage
statistics. It aso allows you to disable individua modems.

Ascend Multicast MIB (mcast.mib)

Thisread-only MIB enables you to view the status of the multicast heartbeat monitor.

Ascend Power Supply MIB (ps.mib)

This MIB manages the TAOS unit’s power supplies.

Ascend Private MIB (private.mib)

This SNMP MIB provides support for the Layer 2 Tunneling Protocol (L2TP). Based on the
Internet draft dr af t - i et f - pppext - | 2t p- mi b- 05, the L2TP MIB is contained in the
Ascend private MIB, i so. org. dod. i nternet. private. enterprises. ascend,
using the identifier t unnel Gr oup. asndL2t p.

TAOS 9.0 implements this MIB with the following limitations:

e Some variables are currently unavailable.

e« TheTunnel | fI ndex currently has no related interface in the interface M1B.
< Some counters return a zero.

The following portions of the MIB are implemented in TAOS 9.0 as read-only:
| 2t pConfi g:
-1 2pAdni nSt at e
| 2t pSt at s:
- | 2t pProt ocol Ver si on
- | 2t pVendor Nane
- | 2t pFi rmvar eRevi si on
| 2t pDomai nSt at sTabl e:
- | 2t pDonai nSt at sl denti fier
- | 2t pDonai nSt at sTot al Tunnel s
- | 2t pDonui nSt at sFai | edTunnel s
- | 2t pDonai nSt at sFai | edAut henti cati ons
- | 2t pDonai nSt at sActi veTunnel s
- | 2t pDonai nSt at sTot al Sessi ons
- | 2t pDonai nSt at sFai | edSessi ons

- | 2t pDonai nSt at sActi veSessi ons
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The remaining counters are currently returned as zero:
| 2t pTunnel St at sTabl e:

- |12t pTunnel St at sl fl ndex

- |12t pTunnel St at sLocal TI D

- |12t pTunnel St at sRenot eTl D
| 2t pTunnel StatsSt at e

- |1 2tpTunnel Statslnitiated

- | 2t pTunnel St at sRenot eHost Nane

- | 2t pTunnel St at sRenot eVendor Nane

- | 2t pTunnel St at sRenot eFi r mvar eRevi si on

- | 2t pTunnel St at sRenot ePr ot ocol Ver si on

| 2t pTunnel St at sl niti al Renot eRWS

| 2t pTunnel St at sBear er Capabilities

| 2t pTunnel St at sFram ngCapabi lities

| 2t pTunnel St at sTot al Sessi ons
- |12t pTunnel St at sActi veSessi ons
| 2t pSessi onSt at sTabl e:
- | 2t pSessi onSt at sTunnel | f1 ndex

- | 2t pSessi onSt at sLocal CI D

| 2t pSessi onSt at sRenot eCl D

| 2t pSessi onSt at sUser Nane

| 2t pSessi onSt at sSt at e

| 2t pSessi onSt at sCal | Type

| 2t pSessi onSt at sCal | Seri al Nunber

| 2t pSessi onSt at sTxConnect Speed
- | 2t pSessi onSt at sRxConnect Speed

| 2t pSessi onSt at sCal | Bear er Type
- | 2t pSessi onSt at sFram ngType

| 2t pSessi onSt at sDNI'S (*)
- |2t pSessionStatsCLID (*)

| 2t pSessi onSt at sSubAddress (*)
- |2t pSessi onSt at sPrivateG oupl D (**)

| 2t pSessi onSt at sProxyLcp

| 2t pSessi onSt at sAut hMet hod
- | 2t pSessi onSt at sSequenci ngSt at e
(*) LNS only

(**) not available at this tinme in TACS
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Ascend RADIUS MIB (radius.mib)

The Ascend Radius MIB enables you to view the status of Ascend RADIUS accounting and
authentication servers, including client requests and the servers' responses. You can also use
thisMIB to mark a RADIUS server as the current server.

Ascend Remote Ping MIB (remoteping.mib)

Ping MIBs alow the creation of Ping tests that periodically issue a series of operations and
generate traps or event notifications to report test results.

Supported tables

TAOS units support the following tables in the Remote Ping MIB:
e Ping Control Table (pi ngCt | Tabl €)
e Ping Results Table (pi ngResul t sTabl e)

Supported traps

TAOS units support the following traps (event notifications) in the Remote Ping MIB:
e pingProbeFai | ed. Generated when aprobe failure is detected.

* pingTest Fai | ed. Generated when aPing test fails.

e pingTest Conpl et ed. Generated at the completion of a Ping test.

Changes to the Remote Ping MIB

The following changes are made to the standard M| B:

e All the definitions have been changed for compliance with SNMPv1 Structure of
Management Information (SM1).

e The syntax MAX-ACCESS has been changed to ACCESS for dl thefields.

e All the MIB fields that had a STATUS value of Current have been assigned the
Mandatory value instead.

e Fields with read-create access were changed to read-write.

Currently, you cannot modify the following variables, so they have been changed to read-only:
e« pingMaxConcurrent Request s

e pingCtlDataFill

e pingCtl MaxRows

e pingCtl StorageType

e pingCl Type

e pingClIflndex

e pingClByPassRout eTabl e

The pi ngPr obeHi st or yTabl e inthe Remote Ping MIB is not supported in TAOS 9.0.
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Ascend Resources MIB (resource.mib)

The Ascend Resources MIB enables you to report utilization and availability details about
terminating access resources such as modems, HDL C channels, and MultiDSP devices.

For cards that support r esour ceUsageTabl e andr esour ceTabl e in

resour ce. m b, the system can report utilization details such as the number of active,
available, disabled, suspect, or inoperable devices. Thisinformation can be useful for capacity
planning and resource management. The system also reports the percentage of available
modems, HDL C channels, or DSPswithin a device or device group, to enable immediate
detection of modem, HDLC, or DSP failure.

The following host cards support this feature:

e Series56 I, and Series56 |11 Digital Modem

e MutiDSP

e Hybrid Access (HDLC2-EC)

The following object has been added to the Ascend Enterprise MIB (ascend. ni b):
resour cesG oup OBJECT I DENTIFIER ::={ ascend 27 }

Ascend Service Management MIB (srvemgmt.mib)
The Ascend Service Management MIB enables you to manage Dialed Number Information
Service (DNIS) services on the TAOS unit. When the DNIS management mode is enabled,

Network Management Stations (NMS) such as NavisAccess manages the TAOS unit’s modem
and HDL C resources.

Ascend Session MIB (session.mib)

The Ascend Session MIB contains atable of entries for the status of each session in the system,
including the I P address, type of session (PPP, MPP, Telnet, and so on), and MPP statistics.

Ascend UDS3 Profile MIB (mibuds3net.mib)

The Ascend UDS3 Profile MIB corresponds to the UDS3 profile in the command line interface
and is part of the Ascend MIB Configuration group (group 23).

Ascend WAN Dialout MIB (wandialout.mib)

The Ascend WAN Dialout enables you to monitor the packets a TAOS unit receives that
causesit to dialout.

Lucent Chassis MIB (chassis.mib)

The Lucent Chassis MIB enables you to monitor the chassis of TAOS units.

Modified method for adding SNMP object IDs

Previously, algorithms used to assign Object IDs to new MIB members could result in
dictionary conflicts across TAOS platforms and software versions. New methodol ogies make
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such conflicts much lesslikely. The MIB files distributed with the TAOS unit’s ensure that
SNMP managers begin using the newer dictionaries that will be maintained across future
upgrades.

Ascend Enterprise traps

Defines Ascend-specific traps that alert NM S when certain events have occurred on the TAOS
unit, such aswhen a Telnet session fails to authenticate, the TAOS unit is reset, or a Frame
Relay DLCI is brought up or torn down.

Configuring SNMP access and security

The SNMP profile contains SNM P-readabl e information related to the unit itself and its SNM P
security. There are two levels of security: community strings, which must be known by a
community of SNM P managersto access the box, and address security, which excludes SNMP
access unlessit isinitiated from a specified |P address.

These are the related parameters:

SNWVP
enabl ed = no
read-conmmunity = public
read-write-conmunity = write
enf orce-address-security = no
read- access-hosts = [ 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 ]
write-access-hosts = [ 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 ]
contact =
| ocation =

SNMP profile configuration overview
Table 6-2 provides some background information on tasks you may need to perform to
configure SNMP on the TAOS unit. For complete details on each parameter, see the APX
8000/MAX TNT Reference.

Table 6-2. SNMP profile configuration tasks

Task Description

Enabling SNMP access If the enabled parameter in the SNMP profileis set to No
(the default), the TAOS unit cannot be accessed by SNMP
utilities.

Setting community strings The read-community parameter specifies the SNMP
community name for read access (up to 32 characters),
and the read-write-community parameter specifies SNMP
community name for read/write access.
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Table 6-2. SNMP profile configuration tasks (continued)

Task Description
Setting up and enforcing If the enforce-address-security parameter is set to No (its
address security default value), any SNMP manager that presents the right

community name will be allowed access. If it isset to Yes,
the TAOS unit checks the source | P address of the SNMP
manager and allows access only to those IP addresses
listed in the read-access-host and write-access-host arrays.
Each array can include up to five host addresses.

Specifying who to contact The contact and location fields are SNMP readable and
about problems and the settable, and should indicate the person to contact about
location of the unit this unit, and itslocation.

Specifying a queue depth The default queue depth for SNM P requestsis zero, which

means the packets will not be dropped, no matter how
busy the SNM P subsystem gets. If the queue were to grow
too large in an extremely loaded routing environment, the
system could ultimately run out of memory. Valid values
for the queue depth are 0-1024.

Sample SNMP profile configuration

The sample configuration enables SNM P access, enforces address security, and prevents write
access.

adm n> read snnp
SNWP r ead

adm n> |ist

enabl ed = no

read-conmunity = public

read-write-conmunity = write

enf orce-address-security = no

read- access-hosts = [ 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 ]

write-access-hosts = [ 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 ]
contact =
| ocation =
adm n> set enabled = yes

adm n> set enforce-address-security = yes
adm n> set read-access 1 = 10.2.3.4

adm n> set read-access 2 = 10.2.56.123
adm n> set queue-depth = 32

admn> write

SNWP written
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Administering Read or Write Host Permissions

Before TAOS 9.0, you could specify up to five SNMP managers with Read or Write
permission. You can specify up to eight SNMP managersin TAOS 9.0.

Reference descriptions

Following are the descriptions for the Read-A ccess-Hosts and Write-A ccess-Hosts parameters
in the SNMP profile. For further information on Read and Write Host Permissions see the APX

8000/MAX TNT Reference.
Parameter Specifies
Read-Access-Hosts An array containing up to eight | P addresses of SNMP managers

that have Read permission. If Enforce-Address-Security is set to
Yes, the TAOS unit respondsto SNMP Get and Get-Next
commands only from the SNMP managers you specify in the
array.

You must set the Enforce-Address-Security parameter to Yesin
the SNMP profile for the Read-A ccess-Hosts setting to have any
effect.

Write-Access-Hosts An array specifying up to eight | P addresses of SNM P managers
with Write permission. The TAOS unit respondsto SNMP Set,
Get, and Get-Next commands from only the SNM P managers you
specify.
For the Write-A ccess-Hosts setting to restrict read-write access to
the TAOS unit, you must set the Enforce-Address-Security
parameter to Yes in the SNMP profile.

Setting up SNMP traps

An SNMP trap (event notification) is a mechanism for reporting system changein real time,
such as reporting an incoming call. When atrap is generated by some condition, a traps-PDU
(protocol data unit) is sent across the Ethernet to the SNM P manager.

You can configure the TAOS unit to send trapsto an SNM P manager by specifying the address
of the manager in a Trap profile. Traps can be enabled or disabled by class (error events, port
state change events, or security events) or individually.

The following parameters relate to setting SNMP traps:

TRAP
host - nane* =
comunity-name = ""
host -address = 0.0.0.0
al arm enabl ed = yes
security-enabled = no
port-enabled = no
sl ot - enabl ed=no
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For details on the actua eventsthat generate traps in the various classes, see the Ascend
Enterprise MIB, or see the APX 8000/MAX TNT Reference.

TAQOS unit trap support

The TAOS unit does not support the sy st emJseExceeded trap.

Port-State change events are currently not applicable to the TAOS unit. These include:
e portlnactive

e portDuaDeay

e portWaitSerial

e portHaveSerid

e portRinging

e portCollectDigits
e portWaiting

e portConnected

e portCarrier

e portLoopback

e portAcrPending

e portDteNotReady
e portUseExceeded

In addition, the TAOS unit does not support billing features that include these traps:
e portUseExceeded
e systemUseExceeded

Individual SNMP traps

Individual traps are enabled by default. The following parameters determine which traps are

forwarded to an SNMP manager:
Parameter Specifies
Slot-Enabled The system generates a trap when a slot card is brought up or
down.
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Parameter
Slot-Card-Reset-Enabled

Coldstart-Enabled

Warmstart-Enabled

Linkdown-Enabled

Linkup-Enabled

Ascend-Enabled

Specifies
An SNMP user can view the Fatal Log table, and the TAOS unit
can inform the user of areason for arestart when oneis available.

The following SNMP elements have been introduced to support
this feature;

e Thefatal LogTabl e object
e Thesl ot Car dReset Tr ap trap

ThesysLast Rest art ReasonTr ap include
fat al Logl ndex andsysAbsol ut eCurrent Ti ne inits
definition:
sysLast Rest art ReasonTrap TRAP- TYPE
ENTERPRI SE = ascend
VARI ABLES { syslLast Rest art Reason, fatal Log-
I ndex,
sysAbsol uteCurrent Ti me }
DESCRI PTION "This trap is sent to all manag-
ers having the
alarm condition enabled if the
sysLast Restart Reason i s not
unknown
(value of 0)."
1= 26

A new sl ot Car dReset Tr ap trap has been defined to inform
the MIB manager that a slot card has been reset:

sl ot Car dReset Trap TRAP- TYPE
ENTERPRI SE  ascend
VARI ABLES { fatal Logl ndex, fatalLogReason
sysAbsol uteCurrent Ti ne, sl otlndex

}
DESCRI PTION "This trap is sent to al

managers having the
al arm condi tion enabl ed"

The system generates atrap when the TAOS unit reinitializesitsel f
such that the configuration of the SNM P manager or the system
itself might be altered.

The system generates atrap when the TAOS unit reinitializesitsel f
such that neither the configuration of SNMP manager or the
system itself is altered.

The system generates atrap when a failure occursin a
communication link between the unit and the SNM P manager.

The system generates a trap when the communication link
between the unit and the SNM P manager comes back up.

(Also known as the Ascend Enterprise trap.) When both this
parameter and Port-Enabled are set to Yes, atrap is generated to
indicate a change of statein a host interface. All port connections
are monitored in a state machine and reported via this trap.
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Par ameter

Call-L og-Dropped-Pkt-
Enabled

Console-Enabled

Console-State-Change

Config-Change-Enabled

OSPF-Set-Trap-Enabl ed

Use-Exceeded-Enabled

Password-Enabled
FR-Linkup-Enabled
FR-Linkdown-Enabled

Event-Overwrite-Enabled

RADIUS-Change-
Enabled

Specifies

If enabled (the default), the system generates atrap when the value
of thecal | Loggi ngDr oppedPacket Count variablein the
call-logging MIB is changed from 0 to 1 (which indicates that
packets are being dropped) or from 1 to O (which indicates that
packets are no longer being dropped). SNM P management stations
can obtain the value of the variable at any time by using SNMP
Get.

The system generates a trap when the consol e has changed state.
The console entry can be read to see what its current stateis.

The SNMP agent on the TAOS sends the consol€'s IP addressin
addition to the console index in the Consol e-State-Change trap.
The Console-State-Change trap carries the information displayed
in the following example:

1999-07-02 12: 07: 26 eng-fast-4.ascend. com

[192.168. 25.4] enterprises.529:

Enterprise Specific Trap (12)Uptime:0: 16: 43
enterprises.529.8.2.1.1.2=2

enterprises.529.12. 2. 1. 4. 2=| pAddr ess: 10. 40. 40. 133
Enables or disables the configuration-change trap (Trap 30). The
trap is enabled by default, which causes the system to issue the
trap whenever the system configuration is modified or a new
software version isloaded. If the parameter is set to no, the system
does not issue the trap for those events. An SNM P management
station can receive a Trap (30) and a string containing the date,
time, and information about the user that changed the
configuration.

For an OSPF trap to be generated when the trap condition occurs,
OSPF traps must be enabled, either inthe Trap profile or by setting
the corresponding bit in the new MIB object, ospf Set Tr ap,
defined in RFC 1850.

The system generates a trap when a specific port has exceeded the
number of DSO minutes allocated to it, or the system DS0 usage
has been exceeded.

When both this parameter and Security-Enabled are set to Yes, all
failed Telnet login attempts generate a trap.

If both this parameter and Alarm-Enabled are set to Yes, atrapis
sent whenever a DLCI is brought up.

If both this parameter and Alarm-Enabled are set to Yes, atrapis
sent whenever a DLCI is brought down.

The system generates a trap when a new event has overwritten an
unread event. Thistrap is sent only for systems which support the
Ascend accounting MIB. Once sent, additional overwriteswill not
cause another trap to be sent until at least one table's worth of new
events have occurred.

The system generates atrap when a new RADIUS server is being
accessed. This trap returns the objectI D and | P address of the new
server.
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Parameter

Specifies

Suspect-Access-Resource Description: Specifies that whenever aterminating modem has

-Enabled

M cast-M onitor-Enabled

LAN-Modem-Enabled
Dirdo-Enabled

Slot-Profile-Change-
Enabled

Power-Supply-Enabled

Authenti cation-Enabled

Activating the SNMP agent

received four successive callsfor which it cannot establish a
connection, the unit sendsatrap to all SNMP managersin the
alarm group.

Once the managing TA OS unit sends the trap, the suspect modem
isnot assigned to terminate calls until al available resources are
exhausted. For example, if amodem drops five calls, the system
generates the trap and places the offending modem at the end of
thelist of available terminating resources.

Usage: Specify one of the following values:

e yes directsthe TAOSto send the
suspect AccessResour ce trap when aterminating
modem card has received four or more callsfor which it could
not establish a connection.

e no instructs the TAOS not to send the
suspect AccessResour ce trap.

Example: set suspect -access-resource-enabl ed = yes

Dependencies: The Suspect-A ccess-Resource-Enabled parameter
has an effect only on TAOS units with one or more of the
following slot cardsinstalled:

*  Series56 1, and Series56 |11 Digital Modem
*  MultiDSP

Location: Trap

The system generates a trap when multicast heartbeat monitoring
is configured and the system did not receive the configured
number of heart-beat packets on a multicast interface.

The system generates atrap when adigital modem ismoved to the
suspect list.

The system generates atrap when a T-Online call comesin and no
answer/subaddress has been received.

The system generates atrap when a Slot-State profile is created
due to slot insertion, or the current-state transitions into
Oper-State-Down, Oper-State-Up, Oper-State-Dump, or
Oper-State-None states.

The system generates atrap when a power supply module is added
or removed.

The system generates a trap when an authentication failure occurs.

Accessto the SNMP agent is protected by community strings. The NM S software must supply
the community strings to access the TAOS unit. In addition, you can use address security to
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exclude SNMP access from host addresses other than those you have specified. Address
security isoptional  but recommended.

Following are the relevant parameters, shown with default settings:

[in SNMP]

enabl ed = no

read-conmunity = public
read-write-enabled = no
read-write-comunity = wite
enforce-address-security = n
read-access-hosts 1 0.
read- access-hosts
read- access-hosts
read- access-hosts
read- access-hosts
read- access-hosts
read- access-hosts
read- access- hosts
write-access-hosts
write-access-hosts
write-access-hosts
write-access-hosts
write-access-hosts
write-access-hosts
write-access-hosts
write-access-hosts
contact = ""

| ocation = ""
queue-depth = 0
csm nodemdiag = no

snnp- message-type = vi1-and-v3
security-level = none

1 1 1 1 O I I VR 1
[eNeoNolNeolNoNoNeNole]

COELLLoo
COLLLOL0©o

O~NOUAWN
COocoo0o000C

O~NOUIAWN R
I T TR TR T TR TR
e e R

COLLLOo0eo
COCO0O0O00C00
cooooocoo

For details about these parameters, see the APX 8000/MAX TNT Reference.

Activating the agent

To activate the SNMP agent, set the enabl ed parameter to yes. To avoid a security lapse,
immediately change the default setting for the r ead- comruni t y string. Proceed asfollows:

adm n> read snnp
SNWP r ead

adm n> set enabled = yes
adm n> set read-conmunity = securestring

admn> wite
SNVMP written

Enabling read-write access

When you enabl e read-write access, immediately change the read-write community string
from the well-known wr i t e value, to prevent a security lapse. Proceed as follows:

adm n> set read-write-enabled = yes

adm n> set read-write-comunity = securestring
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admn> wite
SNMP written

Setting up address security

To set up address security, set the enf or ce- addr ess- securi ty parameter toyes and
setread- access-hosts N andwrite-access-hosts N parametersto specify the
hoststhat have accessto the TAOS unit. For example, the following commands give read/write
access to one host and read-only access to another:

adm n> set enforce-address-security = yes
adm n> set read-access-hosts 1 = 1.1.1.1

adm n> set read-access-hosts 2 = 2.2.2.2

adm n> set wite-access-hosts 1 =1.1.1.1
admi n> wite

SNMP written

Access from any other | P addressesis denied.

Activating SNMP traps

TAOS units generate traps (notifications) for important events. When atrap is generated by
some condition, atrap protocol data unit (PDU) is sent to a specified host. You enable traps
and specify their destinations by modifying the Trap profile. You cannot configure traps
through SNMP.

Following are the Trap parameters, shown with default settings:

[in TRAP/""]
host - name* = ""

acti ve-enabled = yes
communi ty-name = ""
host -address = 0.0.0.0

host -port = 162
informtinme-out = 1500
informretry-count = 4
notify-tag-list = default
target - parans-nanme = defaul t
al arm enabl ed = yes
security-enabled = no
port-enabled = no
sl ot -enabl ed = no
col dstart-enabl ed
war st ar t - enabl ed
I i nkdown- enabl ed
I'i nkup-enabl ed
ascend- enabl ed s

consol e-enabl ed = yes

use- exceeded- enabl ed = yes
password- enabl ed = yes
fr-1inkup-enabled = yes
fr-1inkdown-enabl ed = yes
event-overwite-enabl ed = yes
radi us- change-enabl ed = yes

= yes
= yes
= yes
yes
ye
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| an- nodem enabl ed = yes

sl ot - profil e-change-enabl ed = yes

power - suppl y- enabl ed = yes

aut henti cati on-enabl ed = yes

confi g-change-enabl ed = yes

sys-cl ock-drift-enabled = yes

suspect - access-resour ce-enabl ed = yes
wat chdog- war ni ng- enabl ed = yes

controll er-swtchover-enabled = no

call -1 o0g-serv-change-enabl ed = yes

wan- | i ne- st at e- change-enabl ed = yes

cal |l -1 og-dropped- pkt-enabl ed = yes

Ii msparing-enabled = no

i nterface-sparing-enabled = no
secondary-control | er-state-change-enabled = no
pctfi-trunk-status-change-enabled = yes
no-resource-avail abl e-enabl ed = yes

dsl -thresh-trap-enabl ed = no

atm pvc-failure-trap-enabled = no

For details about these parameters, see the APX 8000/MAX TNT Reference.

Specifying trap destinations

Trap classes

The following sample commands instruct the unit to send traps to an SNMP manager at the |P
address1.1.1.1:

adm n> new trap test
TRAP test read

adm n> set host-address = 1.1.1.1
admn> wite

TRAP test witten

If the host addressis zero and a name service such as the Domain Name System (DNS) or
Network Information Service (NIS) is supported, you can specify the hostname instead. The
system uses the name to look up the host address.

Traps are grouped into classes: alarm events, security events, and port or slot state change
events. These classes allow for enabling or disabling sets of traps. When atrap classis enabled,
you can enable or disableindividual traps within the class.

Note: Enabling an individual trap has no effect if the trap classto which it belongsis not
enabled.

Alarm class traps

By default, the dlarm classis enabled. For the TAOS unit to send one or more of the traps
listed in Table 6-3, the following parameter must be set toyes:

[in TRAP/""]
al arm enabl ed = yes
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If theal ar m enabl ed parameter is set to no, the unit does not send any of the traps listed
in Table 6-3.

Table 6-3. Trapsin the alarm class

Trap Parameter that enables/disables thisindividual trap
Col dSt ar t col dstart-enabl ed

Var nfSt ar t war st ar t - enabl ed

Li nkDown I i nkdown- enabl ed

Li nkUp I'i nkup- enabl ed

FRLi nkUp fr-1inkup-enabl ed

FRLi nkDown fr-1inkdown-enabl ed

Event Overwite

event -overwite-enabl ed

LanMbdem | an- rodem enabl ed
Power Suppl y power - suppl y- enabl ed
Conf i gChange confi g-change- enabl ed

SysCl ockDrifted

sys-cl ock-drift-enabl ed

Suspect AccessResrc

suspect - access-resour ce-enabl ed

WAt chdogVar ni ng

wat chdog- war ni ng- enabl ed

Control |l erswi tchover

controll er-switchover-enabl ed

WanLi neSt at eChange

wan- | i ne- st at e- change- enabl ed

Cal | LogDr oppedPkt

cal |l -1 og-dropped- pkt - enabl ed

| i nSpari ng

I'i m sparing-enabl ed

i nterfaceSparing

i nterface-sparing-enabl ed

Cnt r ReduAvai |

secondary-control | er- st at e-change- enabl ed

NoResour ceAvai | abl e

no-resour ce-avail abl e- enabl ed

dsl ThreshTr ap

dsl -thresh-trap-enabl ed

at nPvcFai | ur eEnabl ed

at m pvc-failure-trap-enabl ed

sl ot Car dReset " N A
sysLast Rest ar t Reason” N A
Adsl I nitFailureTrap” N A

You cannot disable these trapsindividually. They are always sent when the corre-
sponding event occurs and alarm class traps are enabl ed.
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Security class traps

By default, the security classis disabled. For the TAOS unit to send one or more of the traps
listed in Table 6-4, the following parameter must be set toyes:

[in TRAP/""]
security-enabled = yes

If thesecurity- enabl ed parameter is set to no, the unit does not send any of the traps
listed in Table 6-4.

Table 6-4. Traps in the security class

Trap Parameter that enables/disables thisindividual trap
Aut henti cation aut henti cati on-enabl ed

Consol e consol e- enabl ed

UseExceeded use- exceeded- enabl ed

Password passwor d- enabl ed

Radi usChange radi us- change- enabl ed

Cal | LogSer vChange cal |l -1 og-serv-change- enabl ed

Port class trap

By default, the port classis disabled. For the TAOS unit to send the trap listed in Table 6-5, the
following parameter must be set toyes:

[in TRAP/""]
port-enabl ed = yes

If thepor t - enabl ed parameter is set to no, the unit does not send the trap listed in
Table 6-5.

Table 6-5. Trap in the port class

Trap Parameter that enables/disables thisindividual trap

Ascend ascend- enabl ed

Slot class trap

By default, the dlot classis disabled. For the TAOS unit to send the trap listed in Table 6-6, the
following parameter must be set toyes:

[in TRAP/""]
sl ot -enabl ed = yes

If the sl ot - enabl ed parameter is set to no, the unit does not send the trap listed in
Table 6-6.
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Table 6-6. Trap in the dot class

Trap Parameter that enables/disables thisindividual trap

Sl ot Prof i | eChange sl ot - profil e-change- enabl ed

Examples of enabling traps and trap classes

The following commands cause the system to send trap PDUs when line interface module
(LIM) redundancy takes effect, the secondary controller becomes primary, adigital subscriber
line (DSL) threshold is reached, and apermanent virtua circuit (PV C) failure occurs. Note that
theal ar m enabl ed parameter must be set to yes for the system to send these traps.

adm n> set |imsparing-enabled = yes

adm n> set secondary-control |l er-state-change-enabled = yes
adm n> set dsl-thresh-trap-enabled = yes

adm n> set atmpvc-failure-trap-enabled = yes

adm n> wite

TRAP test witten

The following commands enable security class traps:

adm n> set security-enabled = yes

admn> wite
TRAP test witten

RFC 1850 OSPF traps

TAOS units support OSPF traps as defined in RFC 1850, OSPF Version 2 Management
Information Base. For an OSPF trap to be generated when the trap condition occurs, OSPF
traps must be enabled, either in the Trap profile or by setting the corresponding bit in the new
MIB object, ospf Set Tr ap, defined in RFC 1850. In addition, the individual trap that
represents the trap condition must be enabled.

Overview of trap definitions

Following are the relevant parameters (shown with default values) in an ospfSet Trap profile:

[in TRAP/""]
ospf-enabled = no

ospf-if-config-error-enabled = no
ospf-if-auth-failure-enabled = no
ospf-if-state-change-enabled = no

ospf-if-rx-bad-packet = no
ospf-tx-retransmt-enabled = no
ospf - nbr-stat e-change-enabl ed = no

ospf-virt-if-config-error-enabled = no
ospf-virt-if-auth-failure-enabled = no
ospf-virt-if-state-change-enabled = no
ospf-virt-if-rx-bad-packet = no
ospf-virt-if-tx-retransmt-enabled = no
ospf-virt-nbr-state-change-enabl ed = no
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ospf-origi nat eLsa-enabl ed = no

ospf - maxAgelLsa- enabl ed = no
ospf-1sdb-overfl ow enabled = no

ospf - approachi ng- over fl owenabled = no

Parameter
OSPF-enabled

OSPF-if-config-error-
enabled

OSPF-if-auth-failure-
enabled

OSPF-if-state-change-
enabled

OSPF-if-rx-bad-packet

OSPF-tx-retransmit-
enabled

OSPF-nbr-state-change-
enabled

Specifies
Enable/disable generation of OSPF traps. When set to no (the
default), no OSPF traps are generated regardless of individual

OSPF trap settings in the profile. When setto y es, trap generation
depends on whether the specific OSPF trap is enabled.

Enable/disable trap generation if a packet has been received on a
nonvirtual interface from arouter whose configuration conflicts
with this router’s configuration. The system generates this trap
when it detects configuration error typesfrom 1to 9, asdefined in
RFC 1850. Generation of the trap typicaly indicates afailure to
form an adjacency, although thisis not always the case. Traps for
error type 10 (optionsMismatch) are not currently supported.
(OSPF Trap 4)

Enable/disable trap generation if a packet has been received on a
nonvirtual interface from arouter whose authentication key or
authentication type conflicts with this router’s authentication key
or authentication type. (OSPF Trap 6)

Enable/disable trap generation if the state of a nonvirtual OSPF
interface has changed. Thistrap is generated when the interface
state regresses (for example, goesfrom Dr to Down) or progresses
to atermina state (Point-to-Point, DR Other, Dr, or Backup).
(OSPF Trap 16)

Enable/disable trap generation if an OSPF packet has been
received on a nonvirtua interface that cannot be parsed. (OSPF
Trap 8)

Enable/disable trap generation if an OSPF packet has been
retransmitted on a nonvirtual interface. All packetsthat are
retransmitted are associated with alink-state database (LSDB)
entry. The LS type, LS ID, and Router ID are used to identify the
LSDB entry. (OSPF Trap 10)

Enable/disable trap generation if the state of a nonvirtual OSPF
neighbor has changed. This trap is generated when the neighbor
state regresses (for example, changes from Attempt or Full to
1-Way or Down) or progresses to aterminal state (for example,
2-Way or Full). When an neighbor transitions from or to Full on
nonbroadcast multiaccess (NBMA) and broadcast networks, the
trap is generated by the designated router. A designated router
transitioning to Down is noted by OSPFIf StateChange. (OSPF

Trap 2)
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Par ameter

OSPF-virt-if-config-error
-enabled

OSPF-virt-if-auth-failure-
enabled

OSPF-virt-if-state-change
-enabled
OSPF-virt-if-rx-bad-
packet

OSPF-virt-if-tx-
retransmit-enabled

OSPF-virt-nbr-state-
change-enabled

OSPF-originatel sa-
enabled

OSPF-maxAgeL sa-
enabled

OSPF-Isdb-overflow-
enabled

OSPF-approaching-
overflow-enabled

Specifies

Enable/disable trap generation if a packet has been received on a
virtual interface from a router whose configuration parameters
conflict with this router’s configuration parameters. The system
generates thistrap when it detects configuration error typesfrom 1
t0 9, as defined in RFC 1850. Generation of the trap typically
indicates afailure to form an adjacency, although thisis not
alwaysthe case. Trapsfor error type 10 (optionsMismatch) are not
currently supported. (OSPF Trap 5)

Enable/disable trap generation if a packet has been received on a
virtual interface from a router whose authentication key or
authentication type conflicts with this router’s authentication key
or authentication type. (OSPF Trap 7)

Enable/disable trap generation if the state of an OSPF virtual
interface has changed. (OSPF Trap 1)

Enable/disable trap generation if an OSPF packet has been
received on avirtual interface that cannot be parsed. (OSPF Trap
9)

Enable/disable trap generation if an OSPF packet has been
retransmitted on avirtua interface. All packets that are
retransmitted are associated with an LSDB entry. The LStype, LS
ID, and Router ID are used to identify the LSDB entry. (OSPF
Trap 11)

Enable/disable trap generation if the state of an OSPF virtual
neighbor has changed. (OSPF Trap 3)

Enable/disable trap generation if anew LSA has been originated
by this router due to a topology change. (OSPF Trap 12)

Enable/disable trap generation if an LSA in the router’s link-state
database has aged to MaxAge. (OSPF Trap 13)

Enable/disable trap generation if the number of LSAsin the
router’s link-state database has exceeded OSPFEXtL sdbL imit.
(OSPF Trap 14)

Enable/disable trap generation if the number of LSAsin the
router’s link-state database has exceeded 90 percent of
OSPFExtLsdbLimit. (OSPF Trap 15)

Example of setting traps in the Trap profile

The following commands cause the system to generate traps when the router receives a packet
from an OSPF router in which a configuration mismatch (such as an invalid OSPF version
number or an address conflict) or an authentication failure occurs:

adm n> read trap nonitor-ospf
TRAP/ noni t or - ospf read

adm n> set ospf-enabled = yes

adm n> set ospf-if-config-error-enabled = yes

adm n> set ospf-if-auth-failure-enabled = yes
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adm n> wite
TRAP/ noni t or - ospf written

SNMP support for OSPF traps

In addition to the Trap profile changes, anew MIB (r f c1850. mi b) is distributed as part of
thisrelease. Management stations and browsers used to manage OSPF load r f c1850. mi b
instead of theoldr f c1253. nmi b. A new MIB object, ospf Set Tr ap is defined according
to RFC 1850 for enabling trap events:

.iso.org.dod.internet.ngnt.m b-2. ospf.ospfTrap.ospfTrapCon-
trol.ospfSetTrap

This object defaultsinitially to the octet string{’ \ 0x0’, *0x0’, *0x0’, ’0x0'} (or
the hex value 0x0), which disables all trap events. The value of thisobject is stored in
NVRAM.

SNMP support for the Idle Time variable

In addition to displaying the idle time for an active session by usingtheuserstat -o %
command, the same information is made available to SNM P management stations through the
ssnActi vel dl eTi me objectinthesessi onAct i veTabl e. The object uses Object ID
sessi onActi veEnt ry. 8. It shows the time the session has been idle in 0.01-second
increments). Following is the object definition:

ssnActivel dl eTi nme OBJECT- TYPE

SYNTAX Ti meTi cks

ACCESS read-only

STATUS mandat ory

DESCRI PTI ON "The time, current session has been idle.
For non-TNT and non-Max platfornms 0 is al ways
reported. "

.. ={ sessionActiveEntry 8 }

SNMP trap configuration overview

Table 6-7 provides some background information about tasks you might need to perform to
configure the TAOS unit to send SNMP traps. For complete details on each parameter, see the
APX 8000/MAX TNT Reference.

Table 6-7. SNMP trap configuration tasks

Task

Description Associated parameters

Specifying the host
running the SNMP
manager

The Host-Name field is the index for the Trap profile, | Host-Name
so it must contain aname. If DNSor YP/NIS s
supported, it can contain the hostname of a system
running an SNMP manager. If the host-address field
contains an | P address, the specified name is not used
to actually locate the host.

The host-address can specify an |P address of the
destination host. If DNSor Y P/NIS s not supported, it
must contain the host's address.
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Table 6-7. SNMP trap configuration tasks (continued)

Task Description

Associated parameters

The community string
for communicating with

The community name field must contain the
community name associated with the SNMP PDU.

Community-Name

sent to the specified
host

specify individual SNMP traps to forward to an
SNMP manager. Individual traps are enabled by
default.

the SNMP manager
Classes of traps to be The next three fields specify whether the TAOS unit Alarm-Enabled
sent to the specified traps alarm events, security events, and port events Securitv-Enabled
host and sends a trap-PDU to the SNMP manager. For a Yy
description of the events that generate these traps, see | Port-Enabled
the APX 8000/MAX TNT Reference.
Individua trapsto be In addition to enabling whole classes of traps, you can | Slot-Enabled

Coldstart-Enabled
Warmstart-Enabled
Linkdown-Enabled
Linkup-Enabled
Ascend-Enabled
Console-Enabled
Use-Exceeded-Enabled
Password-Enabled
FR-Linkup-Enabled
FR-Linkdown-Enabled
Event-Overwrite-Enabled
RADIUS-Change-Enabled
M cast-M onitor-Enabled
LAN-Modem-Enabled
Dirdo-Enabled
Slot-Profile-Change-Enabled
Power-Supply-Enabled
Multishelf-Enabled
Authentication-Enabled

Example SNMP trap configuration

In the following example, the host-name is used only as a profile index, not to locate the actual
host on the network. A community name is specified, security-class traps are added to the
default alarm-class traps, and this host receives atrap if the multishelf link goes down.

adm n> new trap

TRAP/"" read
adm n> |ist
host - nane* = ""

comunity-name = ""
host -address = 0.0.0.0
al arm enabl ed = yes
security-enabled = no
port-enabled = no

sl ot -enabl ed = no

adm n> set host-nane = security-traps
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adm n> set comuni ty-name = Ascend
adm n> set host-address = 10.2.3.4
adm n> set security-enabled = yes
adm n> set slot-enabled = yes
admn> write

TRAP/ security-traps witten

Because security traps and the Password-Enabled and Authentication-Enabled individual traps
are enabled, two traps are sent when either of the related conditions occur. The individual trap
provides additional information about the specific event that triggered the trap.

Managing SNMP interfaces

The TAOS unit supports the Interface MIB based on RFC 2233, which supersedes the SNMP
MIB-II defined in RFC1213. The interface table contains only the system’s physical interfaces
and nailed (permanent) interfaces.

Theindex vaue of an interface does not change following a system reset, and if an entry is
removed from the interface table dynamically, itsindex value is not reused until the
management station has been reinitialized. The interface table does not contain virtua circuit
interfaces, such as a Frame Relay datalink configured on a channelized DS1 interface.

The If-Admin command is adiagnostic tool for managing SNMP interfaces. To see its usage:

adm n> if-adnmin

usage: if-admin -a|d|l|r]ju]? [ interface ]
-a list (a)available SNWP interface nunbers
-d administratively (d)own an SNMP interface
-1 (I')ist SNMP interface/device address mappi ng
-r (r)eset SNWP interface/device address nappi ngs
-u admnistratively (u)p an SNWP interface
-? display this sunmary

To see alist of available SNMP interface numbers, use the - a option:
admn> if-admn -a
Avai |l abl e SNMP interface nunbers
118 - infinity
To see alist of all SNMP interface numbers assigned by the system:
adm n>i f-admin -1
SNWP- | F DEVI CE ADDRESS  STATUS

17 1}
1

~NOoO oA~ WN P
1

P N L
|l el e e S e
ol ol o e
OO WNPE
e e e S
|l el e o S i
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To bring an SNMP interface up or down, use the If-Admin command with the - d option, and
specify the interface number. For example:

admn> if-admn -d 2

interface 2 state change forced
To bring adowned device back up, use the If-Admin command with the - u option, and specify
the interface number. For example:

admn> if-admn -u 2
interface 2 state change forced

Initiating interface state changes
To bring an SNMP interface up or down, use the If-Admin command.

To bring an interface down:
admn> if-adnmn -d 2
interface 2 state change forced

To bring an interface up:
admn> if-admn -u 2
interface 2 state change forced

Resetting SNMP interface table sequentially

By default, the SNMP interface table is built as slot-cards are installed in the TAOS unit. The
If-admin command —r option enables the administrator to reset the order of the table to be
sequentia based on slot number.

When you use the If-Admin command with the—r option, the order of the SNMP interface
table is reset to adeterministic order. The T1 lines will appear in the SNMP interface table
before the packet-passing interfaces such as Ethernet, modem, and HDLC cards. The T1 line
interfaces will be ordered based on slot number order.

Note: You must reset the TAOS unit for the new order to take effect.

For example:

admn> if-admin -r
SNVP i nterface mappi ngs reset.
Reset systemin order to take effect.

Note: Thiscommand should not fail, but if for some reason it does, attempt it again. If it fails
asecond time, you should bring down al slot cards (Sl ot —d), removeall slot cards by using
Sl ot —r, reset the system, and runthel f - adm n —r command again.
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Ascend MIB hierarchy

Figure 6-1 illustrates the Ascend MIB hierarchy.
Figure 6-1. Ascend MIB hierarchy

iso (1)
org (3)
dod (6)
internet (1)
private (4)
enterprise (1)

ascend (529)
products (1)
slots (2)
hostTypes (3)
advancedAgent(4)
lanTypes (5)
doGroup (6)
hostStatus (7)
console (8)
systemStatusGroup (9)
eventGroup (10)
callStatusGroup (11)
sessionStatusGroup (12)
radiusGroup (13)
mCastGroup (14)
lanModemGroup (15)
firewallGroup (16)
wanDialoutPkt (17)
powerSupply (18)
multiShelf (19)
miscGroup (20)
asgGroup (21)
flashGroup (22)
configuration (23)

products (1)

Thepr oduct s group is defined as:

products ::= { enterprise ascendl } withthisvaue
1.3.6.1.4.1.529.1

It contains the following objects:

multiband (1)
max (2)
pipeline (3)
max-tnt (4)

slots (2)

The sl ot s group is defined as:

slots ::={ enterprise ascend 2 } withthisvaue
1.3.6.1.4.1.529.2

It contains the following objects:
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slotNumber(1)
slotTable(2)
slotEntry (1)
slotindex (1)
slotName (2)
slotType (3)
slotFixed (4)
slotlitems (5)
slotSpecific (6)
slotSerialNumber (7)
slotStatus (8)
slotLastChange (9)
slotitemTable (3)
slotitemEntry (1)
slotitemSlotindex (1)
slotitemindex (2)
slotlitemFirstlf (3)
slotlitemIfCount (4)
slotitemSpecific (5)
slotitemStatus (6)
slotifTable (4)
slotifEntry (1)
slotSlotlfindex (1)

hostTypes (3)

Thehost Types groupis defined as:

host Types ::={ enterprise ascend 3 } withthisvaue:
1.3.6.1.4.1.529.3

It contains the following objects:

hostTypeAny (1)

hostTypeDual (2)
hostTypeQuad (3)
hostTypeAim2 (4)
hostTypeAim6 (5)

advancedAgent (4)
TheadvancedAgent groupis defined as:

advancedAgent ::= { enterprise ascend 4 } withthisvaue
1.3.6.1.4.1.529.1

It contains the following objects:
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lanTypes (5)

doGroup (6)

wanUseTrunkGroups(20)
wanLineTable (21)
wanLineEntry (1)

wanLinelfindex (1)
wanLineName (2)
wanLineType (3)
wanLineChannels (4)
wanLineState (5)
wanLineStateString (6)
wanLineActiveChannels (7)
wanLineUsage (8)
wanLineHuntGrpPhoneNumberl (9)
wanLineHuntGrpPhoneNumber2 (10)
wanLineHuntGrpPhoneNumber3 (11)
wanLineAvailableChannels (12)
wanLineSwitchedChannels (13)
wanLineDisabledChannels (14)
wanLineNailedChannels (15)
wanLineOutOfServiceChannels (16)

wanLineChannelTable(22)

wanLineChannelEntry (1)

wanLineChannellfindex (1)
wanLineChannellndex (2)
wanLineChannelState (3)
wanLineChannelStateString (4)
wanLineChannelErrorCount (5)
wanLineChannelUsage (6)
wanLineChannelTrunkGroup (7)
wanLineChannelPhoneNumber (8)
wanLineChannelSlot (9)
wanLineChannelPort (10)
wanLineChannelNailedState (11)

wanAvailableChannels (23)

wanSwitchedChannels (24)

Thel anTypes group is defined as:

products ::= { enterprise ascend 5} withthisvaue
1.3.6.1.4.1.529.5

The Ascend MIB | anTypes group contains the following objects:

lanTypeAny (1)
lanTypeEthernet (2)
lanTypeEtherData (3)

ThedoGr oup isdefined as:

products ::= { enterprise ascend 6 } withthisvaue:
1.3.6.1.4.1.529.6

The Ascend MIB doGr oup contains the following objects:
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hostStatus (7)

console (8)

doTable (1)

doEntry (1)
doSlotindex (1)
doltemindex (2)
doDial (3)
doHangUp (4)
doAnswer (5)
doExtendBW (6)
doContractBW (7)
doBegEndRemoteLB (8)

Thehost St at us group is defined as:

hostStatus ::= { enterprise ascend 7 } withthisvaue

1.3.6.1.4.1.529.7
It contains the following objects:

hostStatusTable (1)
hostStatusEntry (1)

hostStatusSlotindex (1)
hostStatusltemindex (2)
hostStatusLocalName (3)
hostStatusDialNum (4)
hostStatusCallType (5)
hostStatusCallMgm (6)
hostStatusDataSvc (7)
hostStatusCallState (8)
hostStatusRemName (9)
hostStatusChannels (10)

Theconsol e groupis defined as:

console ::={ enterprise ascend 8 } withthisvaue
1.3.6.1.4.1.529.8

It contains the following objects:

consoleNumber (1)
consoleTable (2)
consoleEntry (1)

consolelndex (1)
consolelf (2)
consoleType (3)
consoleSecurity (4)
consoleSpecific (5)

systemStatusGroup (9)

Thesyst entSt at usG oup isdefined as:

systenStatusGoup ::={ enterprise ascend 9 } withthisvaue

1.3.6.1.4.1.529.9
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It contains the following objects:

sysAbsoluteStartupTime (1)
sysSecsSinceStartup (2)
sysMibVersionNum (3)
sysMibMinorRevNum (4)
sysConfigTftp (5)
sysConfigTftpCmd (1)
sysConfigTftpStatus (2)
sysConfigTftpHostAddr (3)
sysConfigTftpFilename (4)
sysConfigTftpPort (5)
sysConfigTftpParameter (6)
sysConfigRadius (6)
sysConfigRadiusCmd (1)
sysConfigRadiusStatus (2)
sysAbsoluteCurrentTime (7)
sysReset (8)
sysLoadName (9)
sysAuthPreference (10)
sysSPROM (11)
sysSPROMSerialNumber (1)
sysSPROMOptions1 (2)
sysSPROMOptions2 (3)
sysSPROMCountriesl (4)
resetStat (12)
resetStatEther (1)

eventGroup (10)
Theevent Gr oup isdefined as:

eventGoup ::= { enterprise ascend 10 } withthisvaue:
1.3.6.1.4.1.529.10
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It contains the following objects:

eventMaximumNumberOfEvents (1)
eventOldestEventldNumber (2)
eventLatestEventldNumber (3)
eventTable(4)
eventEntry (1)
eventldNumber (1)
eventTimeStamp (2)
eventType (3)
eventCallReferenceNum (4)
eventDataRate (5)
eventSlotNumber (6)
eventSlotLineNumber (7)
eventSlotChannelNumber (8)
eventModemsSlotNumber (9)
eventModemOnSilot (10)
eventCurrentService (11)
eventUserName (12)
eventUserlPAddress (13)
eventUserSubnetMask (14)
eventDisconnectReason (15)
eventConnectProgress (16)
eventCallCharge (17)
eventCalledPartyID (18)
eventCallingPartyID (19)
eventlnOctets (20)
eventOutOctets (21)
eventMultiLinkID (22)
eventXmitRate (23)
eventCurrentActiveCalls (5)
eventCurrentActiveSessions ( 6)
eventTotalCalls ( 7)
eventTotalSessions ( 8)
eventTotalCallsAnswered ( 9)
eventTotalCallsOriginated ( 10)
eventTotalCallsCleared ( 11)

callStatusGroup (11)
Thecal | St at usG oup isdefined as:

call StatusGoup ::={ enterprise ascend 11 } withthisvalue:
1.3.6.1.4.1.529.11
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It contains the following objects:

callStatusMaximumEntries (1)
callStatusTable (2)
callStatusEntry (1)
callStatusindex (1)
callStatusValidFlag (2)
callStatusStartingTimeStamp (3)
callStatusCallReferenceNum (4)
callStatusDataRate (5)
callStatusSlotNumber (6)
callStatusSlotLineNumber (7)
callStatusSlotChannelNumber
®)
callStatusModemSlIotNumber (9)
callStatusModemOnSilot (10)
callStatuslfindex (11)
callSessionindex (12)
callStatusType (13)
callStatusXmitRate (14)
callStatusPortType (15)
callStatusHighWaterMark (3)
callCurrentAnalogOutgoing (4)
callCurrentAnaloglncoming (5)

sessionStatusGroup (12)

callTotalAnalogOutgoing (10)
callTotalAnalogincoming (11)
callTotalDigitalOutgoing (12)
callTotalDigitallncoming (13)
callTotalFROutgoing (14)
callTotalFRIncoming (15)
callActiveTable (16)
callActiveEntry (1)
callActiveCallReferenceNum (1)
callActivelndex (2)
callActiveValidFlag (3)
callActiveStartingTimeStamp (4)
callActiveDataRate (5)
callActiveSlotNumber (6)
callActiveSlotLineNumber (7)
callActiveSlotChannelNumber
(8)
callActiveModemSlotNumber (9)
callActiveModemOnSiot (10)
callActivelfindex (11)

Thesessi onSt at usGr oup isdefined as:

sessionStatusGroup ::={ enterprise ascend 12 } withthisvaue

1.3.6.1.4.1.529.12
It contains the following objects:

ssnStatusMaximumSessions (1)
sessionStatusTable (2)
sessionStatusEntry (1)
ssnStatusindex (1)
ssnStatusValidFlag (2)
ssnStatusUserName (3)
ssnStatusUserlPAddress (4)
ssnStatusUserSubnetMask (5)
ssnStatusCurrentService (6)
ssnStatusCallReferenceNum
(7
sessionActiveTable (3)
sessionActiveEntry (1)
ssnActiveCallReferenceNum
1)
ssnActivelndex (2)
ssnActiveValidFlag (3)
ssnActiveUserName (4)
ssnActiveUserlPAddress (5)
ssnActiveUserSubnetMask (6)
ssnActiveCurrentService (7)
mppActiveStatsTable (4)
mppActiveStatsEntry (1)
mppStatsMpID (1)
mppStatsRemoteName (2)
mppStatsQuality (3)

6-56

APX 8000/MAX TNT Administration Guide



SNMP Administration
Ascend MIB hierarchy

radiusGroup (13)
Ther adi usGr oup isdefined as:

radiusGroup ::={ enterprise ascend 13 } withthisvaue:
1.3.6.1.4.1.529.13

It contains the following objects:

radiusNumAuthServers (1)
radiusNumAcctServers (2)
radiusAuthStatsTable (3)
radiusAuthStatsEntry (1)
radAuthServerindex (1)
radAuthLoginRgstSent (2)
radAuthOtherRgstSent (3)
radAuthRgstTimedOut (4)
radAuthOtherRgstTimedOut
©)
radAuthRspRcvd (6)
radAuthOtherRspRcvd (7)
radAuthUnexpRspRcvd (8)
radAuthBadRspRcvd (9)
radAuthAckRspRcvd (10)
radAuthHostIPAddress (11)
radAuthCurrentServerFlag (12)
radiusAcctStatsTable (4)
radiusAcctStatsEntry (1)
radAcctServerindex (1)
radAcctRgstSent (2)
radAcctRqgstTimedOut (3)
radAcctRspRcvd (4)

mCastGroup (14)
ThemCast Gr oup isdefined as:

mCast Goup ::= { enterprise ascend 14 } withthisvaue:
1.3.6.1.4.1.529.14

It contains the following objects:

eartBeatMulticastGroupAddress

eartBeatSourceAddress (2)
eartBeatSlotTimelnterval (3)
eartBeatSlotCount (4)
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lanModemGroup (15)

Thel anModenta oup isdefined as:

| anMbdentzroup ::= { enterprise ascend 15 } withthisvaue:

1.3.6.1.4.1.529.15

It contains the following objects:

availLanModem (1)
availLanModemTable (2)
availLanModemEntry (1)
availLanModemSiotindex (1)
availLanModemPortIndex (2)
availLanModemUsedCount (3)
availLanModemBadCount (4)
availLanModemLast32 (5)
suspectLanModem (3)
suspectLanModemTable (4)
suspectLanModemEntry (1)
suspectLanModemSlotindex
(1)
suspectLanModemPortindex
(2)
suspectLanModemUsedCount
(3)
suspectLanModemBadCount
(4)
suspectLanModemLast32 (5)
disabledLanModem (5)
disabledLanModemTable (6)
disabledLanModemEntry (1)
disabledLanModemSlotindex
(1)
disabledLanModemPortindex

firewallGroup (16)

Thefirewal | G oup isdefined as:

firewal | Goup ::= { enterprise ascend 16 } withthisvaue:

1.3.6.1.4.1.529.16
It contains the following objects:

firewallStatus (1)

firewallControl (2)
fwallCtrIRuleName ( 1)
fwallCtrlExecute ( 2)
fwallCtrITimeOut ( 3)
fwallCtrIExtAddr ( 4)
fwallCtrIExtAddrMask ( 5)
fwallCtrlExtPort ( 6)
fwallCtrlExtPortMax ( 7)
fwallCtrlintAddr ( 8)
fwallCtrlintAddrMask ( 9)
fwallCtrlintPort ( 10)
fwallCtrlintPortMax ( 11)
fwallCtrIRoutAddr ( 12)

deadLanModem (7)
deadLanModemTable (8)
deadLanModemEntry (1)
deadLanModemSilotindex (1)
deadLanModemPortindex (2)
deadLanModemState (3)
busyLanModem (9)
busyLanModemTable (10)
busyLanModemEntry (1)
busyLanModemSlotindex (1)
busyLanModemPortindex (2)
busyLanModemUsedCount (3)
busyLanModemBadCount (4)
busyLanModemLast32 (5)
busyDirection (6)
suspectTrapState (11)
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wanDialoutPkt (17)

ThewanDi al out Pkt groupis defined as:

wanDi al out Pkt ::= { enterprise ascend 17 } withthisvaue:
1.3.6.1.4.1.529.17

It contains the following objects:

wanDialoutPktTableSize (1)
wanDialoutPktMaxSize (2)
wanDialoutPktCount (3)
wanDialoutPktTable (4)
wanDialoutPktEntry (1)
wanDialoutPktindex (1)
wanDialoutPktTime (2)
wanDialoutPktPhoneNumber
3

powerSupply (18)

The power Suppl y group is defined as:

power Supply ::={ enterprise ascend 18 } withthisvaue:
1.3.6.1.4.1.529.18

It contains the following objects:

powerSupplyCount (1)
powerSupplyTable (2)
powerSupplyEntry (1)
powerSupplylndex (1)
powerSupplyState (2)
powerSupplyOperationalState (3)
powerSupplyStateTrapState (3)

multiShelf (19)
Themul ti Shel f group isdefined as:

mul ti Shelf ::= { enterprise ascend 19 } withthisvalue:
1.3.6.1.4.1.529.19

It contains the following objects:
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myShelfNumber (1)
myShelfOperation (2)
masterShelfNumber (3)
multiShelfTableSize (4)
multiShelfTable (5)
multiShelfTable (1)
multiShelfindex (1)
multiShelfState (2)
multiShelfResentFrames (3)
multiShelfNLinkUp (4)
multiShelfTxQs (5)
multiShelfTxSeq (6)
multiShelfRxSeq (7)
multiShelfTimerValue (8)

miscGroup (20)
Them scG oup isdefined as:

mscGoup ::={ enterprise ascend 20 } withthisvaue:
1.3.6.1.4.1.529.20

It contains the following objects:

iscGroupFRTable (1)
iscGroupFRENtry (1)
MiscGroupFRLMIIndex (1)
MiscGroupFRLMIDIci (2)

flashGroup (22)
Thefl ashGr oup isdefined as:

flashGroup ::={ enterprise ascend 22 } withthisvaue:
1.3.6.1.4.1.529.22

It contains the following objects:
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flashDevice (1)
flashDevices (1)
flashDeviceTable (2)
flashDeviceEntry (1)
flashDevicelndex (1)
flashDeviceController (2)
flashDeviceSlot (3)
flashDeviceSize (4)
flashDeviceUsed (5)
flashDeviceState (6)
flashDeviceMaster (7)
flashDeviceFormatStatus (8)
flashDeviceDescription (9)
flashFileTable (2)
flashFileEntry (1)
flashFilelndex (1)
flashFileController (2)
flashFileCard (3)
flashFileSize (4)
flashFileStatus (5)
flashFileName (6)
flashFileChecksum (7)
flashFileVersion (8)
flashFileAccess (9)
flashFileDate TimeStamp (10)
flashOperation (3)
flashOperationStatus (1)
flashOperationCommand (2)
flashOperationHost (3)
flashOperationDestFileName (4)
flashOperationSrcFileName (5)

configuration (23)
Theconf i gurati on groupisdefined as:

configuration ::={ enterprise ascend 23 } withthisvaue:
1.3.6.1.4.1.529.23

It contains the following objects:

mibinternetProfile (1)
mibframeRelayProfile (2)
mibanswerProfile (3)
mibud3NetworkProfile (4)
mibuds3NetworkProfile (5)
mibcadsINetworkProfile (6)
mibdadsINetworkProfile (7)
mibsdsINetworkProfile (8)
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mibinternetProfile (1)

Them bl nt er net Pr of i | e hasthe value:
1.3.6.1.4.1.529.23.1

Themi bl nternet Profil eintheconfi gurati on group containsthe following
objects:

MibinternetProfileTable (1)

MibinternetProfileEntry (1)
internetProfile__station (1)
internetProfile__active (2)
internetProfile__encapsulation_protocol(3)
internetProfile__called_number_type(4)
internetProfile__dial_number(5)
internetProfile__clid(6)
internetProfile__ip_options__ip_routing_enabled(7)
internetProfile__ip_options__vj_header_prediction(8)

internetProfile__session_options__call_filter(65)
internetProfile__session_options__data_filter(66)
internetProfile__session_options__filter_persistence(67)
internetProfile__session_options__idle_timer(68)
internetProfile__session_options__ts_idle_mode(69)
internetProfile__session_options__ts_idle_timer(70)
internetProfile__session_options__backup(71)
internetProfile__session_options__secondary(72)
internetProfile__session_options__atmp_gateway(73)
internetProfile__session_options__max_call_duration(74)

internetProfile__ip_options__remote_address(9) internetProfile__session_options__vtp_gateway(75)
internetProfile__ip_options__local_address(10) internetProfile__session_options__blockcountlimit(76)
internetProfile__ip_options__routing_metric(11) internetProfile__session_options__blockduration(77)

internetProfile
internetProfile__|
internetProfile__|
internetProfile__|
internetProfile

_ip_options__preference(12)
ip_options__down_preference(13)
ip_options__private_route(14)
ip_options__multicast_allowed(15)
ip_options__address_pool(16)

internetProfile__session_options__max_atmp_tunnels(78)
internetProfile__session_options__max_vtp_tunnels(79)
internetProfile__session_options__redial_delay_limit(80)
internetProfile__session_options__ses_rate_type(81)
internetProfile__session_options__ses_rate_mode(82)

internetProfile__ip_options__ip_direct(17) internetProfile__session_options__ses_adsi_cap_up_rate(83)
internetProfile__ip_options__rip(18) internetProfile__session_options__ses_ads|_cap_down_rate(84)
internetProfile__ip_options__route_filter(19) internetProfile__session_options__ses_ads|_dmt_up_rate(85)

internetProfile
internetProfile

__ip_options__source_ip_check(20)

internetProfile__session_options__ses_adsl_dmt_down_rate(86)
_ip_options__ospf_options__active(21)

internetProfile

session_options

rx_data_rate_limit(87)

internetProfile__ip_options__ospf_options__area(22) internetProfile__session_options__tx_data_rate_limit(88)
internetProfile__ip_options__ospf_options__area_type(23) internetProfile__telco_options__answer_originate(89)
internetProfile__ip_options__ospf_options__hello_interval(24) internetProfile__telco_options__callback(90)
internetProfile__ip_options__ospf_options__dead_interval(25) internetProfile__telco_options__call_type(91)
internetProfile__ip_options__ospf_options__priority(26) internetProfile__telco_options__nailed_groups(92)

internetProfile

ip_options_ospf options__authen_type(27)

internetProfile__|

telco_options__ft1_caller(93)

internetProfile__ip_options__ospf_options__auth_key(28) internetProfile__telco_options__force_56kbps(94)
internetProfile__ip_options__ospf_options__key_id(29) internetProfile__telco_options__data_service(95)
internetProfile__ip_options__ospf_options__cost(30) internetProfile__telco_options__call_by_call(96)
internetProfile__ip_options__ospf_options__down_cost(31) internetProfile__telco_options__billing_number(97)
internetProfile__ip_options__ospf_options__ase_type(32) internetProfile__telco_options__transit_number(98)
internetProfile__ip_options__ospf_options__ase_tag(33) internetProfile__telco_options__expect_callback(99)
internetProfile__ip_options__ospf_options__transit_delay(34) internetProfile__telco_options__dialout_allowed(100)
internetProfile__ip_options__ospf_options__retransmit_interval(35)internetProfile__telco_options__delay_callback(101)
internetProfile__ip_options__ospf_options__non_multicast(36) internetProfile__ppp_options__send_auth_mode(102)
internetProfile__ip_options__multicast_rate_limit(37) internetProfile__ppp_options__send_password(103)

internetProfile
internetProfile

internetProfile__|

__ip_options__| multicast_group_leave_delay(38)

' ip_options__(

client_dns_primary_addr(39)

ip_options__client_dns_secondary_addr(40)

internetProfile__ppp_options__
internetProfile__ppp_options__|
internetProfile__ppp_options__|

substitute_send_name(104)
recv_password(105)
link_compression(106)

internetProfile__ip_options__client_dns_addr_assign(41) internetProfile__ppp_options__mru(107)
internetProfile__ip_options__client_default_gateway(42) internetProfile__ppp_options__Igm(108)
internetProfile__ip_options__tos_options__active(43) internetProfile__ppp_options__lgm_minimum_period(109)
internetProfile__ip_options__tos_options__precedence(44) internetProfile__ppp_options__lgm_maximum_period(110)
internetProfile__ip_options__tos_options__type_of_service(45) internetProfile__ppp_options__cbcp_enabled(T11)
internetProfile__ip_options__tos_options__apply_to(46) internetProfile__ppp_options__mode_callback_control(112)
internetProfile__ip_options__tos_filter(47) internetProfile__ppp_options__delay_callback_control(113)
internetProfile__ipx_options__ipx_routing_enabled(48) internetProfile__ppp_options__trunk_group_callback_control(114)
internetProfile__ipx_options__peer_mode(49) internetProfile__ppp_options__split_code_dot_user_enabled(115)
internetProfile__ipx_options__rip(50) internetProfile__ppp_options__ppp_interface_type(116)
internetProfile__ipx_options__sap(51) internetProfile_mp_options _base_channel _count(117)
internetProfile__ipx_options__dial_query(52) internetProfile_mp_options__minimum_channels(118)
internetProfile__ipx_options__net_number(53) internetProfile_mp_options__maximum_channels(119)
internetProfile__ipx_options__net_alias(54) internetProfile_mp_options__bacp_enable(120)
internetProfile__ipx_options__sap_filter(55) internetProfile_mpp_options__aux_send_password(121)
internetProfile__ipx_options__ipX_spoofing(56) internetProfile__mpp_options__dynamic_algorithm(122)
internetProfile__ipx_options__spoofing_timeout(57) internetProfile__mpp_options__bandwidth_monitor_direction(123)
internetProfile__ipx_options__ipx_sap_hs_proxy(58) internetProfile_mpp_options__increment_channel_count(124)
internetProfile__ipx_options__ipx_header_compression(59) internetProfile__mpp_options__decrement_channel_count(125)

internetProfile__bridging_options__bridging_group(60)
internetProfile__bridging_options__dial_on_broadcast(61)

internetProfile__bridging_options__

ipx_spoofing(62)

internetProfile__bridging_options__spoofing_timeout(63)
internetProfile__bridging_options__bridge_type(64)

internetProfile__mpp_options__
internetProfile__mpp_options__
internetProfile__mpp_options__
internetProfile__mpp_options__|

seconds_history(126)
add_persistence(127)
sub_persistence(128)
target_utilization(129)
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internetProfile__fr_options__frame_relay_profile(130)
internetProfile__fr_options__dlci(131)
internetProfile__fr_options__circuit_name(132)
internetProfile__fr_options__fr_direct_enabled(133)
internetProfile__fr_options__fr_direct_profile(134)
internetProfile__fr_options__fr_direct_dlci(135)

internetProfile__tcp_clear_options__

internetProfile__tcp_clear_options__
internetProfile__tcp_clear_options__| flush_length(138)
internetProfile__tcp_clear_options__flush_time(139)
internetProfile__ara_options__recv_password(140)
internetProfile__ara_options__maximum_connect_time(141)
internetProfile__comb_options__password_required(142)
internetProfile__comb_options__interval(143)
internetProfile__comb_options__base_channel_count(144)
internetProfile__comb_options__compression(145)
internetProfile__x25_options__x25_profile(146)
internetProfile__x25_options__Icn(147)

internetProfile__ x25_options__x3_profile(148)
internetProfile__x25_options__max_calls(149)
internetProfile__x25 options__vc_timer_enable(150)
internetProfile__x25 options__x25EncapsType(151)
internetProfile__x25 options__auto_call_x121 address(152)
internetProfile__x25 options__reverse_charge(153)
internetProfile__x25 options__call_mode(154)
internetProfile__x25_options__answer(155)
internetProfile__x25_options__inactivity_timer(156)
internetProfile__x25_options__if mtu(157)
internetProfile__x25 options__x25_rpoa(158)
internetProfile_x25_options__x25_cug_index(159)
internetProfile__x25_options__x25_nui(160)
internetProfile__x25 options__pad_banner(161)
internetProfile__x25 options__pad_prompt(162)
internetProfile__x25_options__pad_nui_prompt(163)
internetProfile__x25 options__pad_nui_pw_prompt(164)
internetProfile__x25 _options__pad_alias1(165)
internetProfile__x25_options__pad_alias2(166)
internetProfile__x25_options__pad_alias3(167)
internetProfile__x25_options__pad_diag_disp(168)
internetProfile__x25 options__pad_default_listen(169)
internetProfile__x25 options__pad_default_pw(170)
internetProfile__eu_options__dce_addr(171)
internetProfile__eu_options__dte_addr(172)
internetProfile__eu_options__mru(173)
internetProfile__x75_options__k_frames_outstanding(174)
internetProfile__x75_options__n2_retransmissions(175)
internetProfile__x75_options__t1_retran_timer(176)
internetProfile__x75_options__frame_length(177)
internetProfile__appletalk_options__atalk_routing_enabled(178)

detect_end_of_packet(136)

internetProfile__appletalk_options__atalk_static_ZoneName(179) internetProfile__action__|
mibinternetProfile__1
internetProfile__tcp_clear_options__port__

internetProfile__tcp_clear_options__port__|

internetProfile__appletalk_options__atalk_static_NetStart(180)
internetProfile__appletalk_options__atalk_static_NetEnd(181)
internetProfile__appletalk_options__atalk_Peer_Mode(182)
internetProfile__usrRad_options__acct _type(183)
internetProfile__usrRad _options__acct_host(184)
internetProfile__usrRad_options__acct_port(185)
internetProfile__usrRad_options__acct_key(186)
internetProfile__usrRad_options__acct_timeout(187)
internetProfile__usrRad_options__acct_id_base(188)

internetProfile__

internetProfile

_dhcp_options__|

calledNumber(189)

reply_enabled(190)

internetProfile__dhcp_options__pool_number(191)
internetProfile__dhcp_options__maximum_leases(192)
internetProfile__sharedprof_options(193)

internetProfile

internetProfile

internetProfile__|

internetProfile
internetProfile
internetProfile

internetProfile

internetProfile__|

internetProfile
internetProfile
internetProfile

internetProfile

internetProfile

internetProfile__

internetProfile
internetProfile
internetProfile
internetProfile
internetProfile
internetProfile
internetProfile

__t3pos_options__
internetProfile__t3pos_options__|
end_of_packet_pattern(137) internetProfile__|

internetProfile__t3pos_options__|

t3pos_options

t3pos_options
t3pos_options

t3pos_options

t3pos_options__

t3pos_options__
_ t3pos_options__
_t3pos_options__
_ t3pos_options__
internetProfile__t3pos_options__
internetProfile__t3pos_options__
internetProfile__t3pos_options__

internetProfile__|

t3pos_options__
_t3pos_options__
_ t3pos_options__
_ t3pos_options__
internetProfile__t3pos_options__
internetProfile__t3pos_options__
internetProfile__t3pos_options__
_ t3pos_options__
internetProfile__|

x25_profile(194)
max_calls(195)
auto_call_x121_address(196)
reverse_charge(197)
answer(198)
t3PosHostInitMode(199)
t3PosDtelnitMode(200)
t3PosEngHandling(201)
t3PosMaxBlockSize(202)
t3P0osT1(203)
t3P0sT2(204)
t3P0sT3(205)
t3P0sT4(206)

— t3P0sT5(207)

t3P0osT6(208)
t3PosMethodOfHostNotif(209)
t3PosPidSelection(210)
t3PosAckSuppression(211)
x25_rpoa(212)
x25_cug_index(213)
x25_nui(214)
data_format(215)
link_access_type(216)

_framed_only(217)
internetProfile__altdial_number1(218)
internetProfile__altdial_number2(219)
internetProfile__altdial_number3(220)
internetProfile__x32_options__x32_profile(221)

x32_options__|

call_mode(222)

' tunnel_options__profile_type(223)

" tunnel _options__|
" tunnel _options__|
"~ tunnel_options__

"~ tunnel_options__|
' tunnel_options__
' tunnel_options__|
internetProfile__tunnel_options__|
internetProfile__tunnel_options__|

internetProfile__tunnel_options__|

tunneling_protocol(224)
max_tunnels(225)
atmp_ha_rip(226)
primary_tunnel_server(227)
secondary_tunnel_server(228)
udp_port(229)

password(230)
home_network_name(231)
unused(232)

internetProfile__pri_numbering_plan_id(233)

internetProfile

vrouter(234)

internetProfile__atm_options__atm1483type(235)
internetProfile__atm_options__ vpi(236)
internetProfile__atm_options__vci(237)

internetProfile

mibinternetProfile
internetProfile__|

internetProfile
internetProfile

mibinternetProfile
internetProfile__i
internetProfile__|
internetProfile__|

(238)

tcp_clear_options__portTable (2)

station (1)
index__ (2)

tcp_clear_options__port (3)

' tcp_clear_options__|
tcp_clear_options__host__:
__tcp_clear_options__host

hostTable (3)
station (1)
__index__ (2)

__tcp_clear_options__host (3)

_ipx_options__ipx_sap_hs_proxy_netTable (4)
ipx_options__ipx_sap_hs_proxy_net__station (1)
ipx_options__ipx_sap_hs_proxy _net__index__ (2
ipx_options__ipx_sap_hs_proxy_net (3)
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mibframeRelayProfile (2)

Themi bf rameRel ayPr of i | e hasthe value:
1.3.6.1.4.1.529.23.2

Themi bf rameRel ayProfi |l eintheconfi gurati on group containsthe following
objects:

mibframeRelayProfileTable (1)
mibframeRelayProfileEntry (1)
frameRelayProfile__fr_name (1)
frameRelayProfile__active (2)
frameRelayProfile__nailed_up_group (3)
frameRelayProfile___nailed_mode (4)
frameRelayProfile__called_number_type (5)
frameRelayProfile__switched_call_type (6)
frameRelayProfile__phone_number (7)
frameRelayProfile__billing_number (8)
frameRelayProfile__transit_number (9)
frameRelayProfile__link_mgmt (10)
frameRelayProfile__call_by_call_id (11)
frameRelayProfile__link_type (12)
frameRelayProfile__n391 val (13)
frameRelayProfile__n392_val (14)
frameRelayProfile__n393 val (15)
frameRelayProfile__t391 val (16)
frameRelayProfile__t392_val (17)
frameRelayProfile__MRU (18)
frameRelayProfile__dceN392_val (19)
frameRelayProfile__dceN393 val (20)

mibanswerProfile (3)

Them bAnswer Pr of i | e hasthe value:
1.3.6.1.4.1.529.23.3
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Them banswer Profil eintheconfi gurati on group containsthe following objects:

mibanswerProfileTable (1)

mibanswerProfileEntry (1)

answerProfile__index (1)
answerProfile__use_answer_for_all_defaults (2)
answerProfile__force_56kbps (3)
answerProfile__profiles_required (4)
answerProfile__clid_auth_mode (5)
answerProfile__ppp_answer__enabled (6)
answerProfile__ppp_answer__receive_auth_maode (7)
answerProfile__ppp_answer__disconnect_on_auth_timeout (8)
answerProfile__ppp_answer__bridging_group (9)
answerProfile__ppp_answer__link_compression (10)
answerProfile__ppp_answer__mru (11)
answerProfile__ppp_answer__Igm (12)
answerProfile__ppp_answer__lgm_minimum_period (13)
answerProfile__ppp_answer__lgm_maximum_period (14)
answerProfile__mp_answer__enabled (15)
answerProfile__mp_answer__minimum_channels (16)
answerProfile__mp_answer__maximum_channels (17)
answerProfile__mp_answer__bacp_enable (18)
answerProfile__mpp_answer__enabled (19)
answerProfile__mpp_answer__dynamic_algorithm (20)
answerProfile__mpp_answer__bandwidth_monitor_direction (21)
answerProfile__mpp_answer__increment_channel_count (22)
answerProfile__mpp_answer__decrement_channel_count (23)
answerProfile__mpp_answer__seconds_history (24)
answerProfile__mpp_answer__add_persistence (25)
answerProfile__mpp_answer__sub_persistence (26)
answerProfile__mpp_answer__target_utilization (27)
answerProfile__fr_answer__enabled (28)
answerProfile__tcp_clear_answer__enabled (29)
answerProfile__ara_answer__enabled (30)
answerProfile__v120_answer__enabled (31)
answerProfile__v120_answer__frame_length (32)

mibuds3NetworkProfile (5)

answerProfile_x25_answer__enabled (33)
answerProfile__x25_answer__x25_profile (34)
answerProfile_x25_answer__x3_profile (35)
answerProfile__x25_answer__max_calls (36)
answerProfile__x25_answer__vc_timer_enable (37)
answerProfile__x25_answer__auto_call_x121_address (38)
answerProfile__x25_answer__reverse_charge (39)
answerProfile_x25_answer__x3_custom_prof (40)
answerProfile__comb_answer__enabled (41)
answerProfile__comb_answer__password_required (42)
answerProfile__comb_answer__interval (43)
answerProfile__comb_answer__compression (44)
answerProfile__eu_answer__euraw_enabled (45)
answerProfile__eu_answer__euui_enabled (46)
answerProfile__eu_answer__dce_addr (47)
answerProfile__eu_answer__dte_addr (48)
answerProfile__eu_answer__mru (49)
answerProfile__ip_answer__enabled (50)
answerProfile__ip_answer__vj_header_prediction (51)
answerProfile__ip_answer__assign_address (52)
answerProfile__ip_answer__routing_metric (53)
answerProfile__ipx_answer__enabled (54)
answerProfile__ipx_answer__peer_mode (55)
answerProfile__session_info__call_filter (56)
answerProfile__session_info__data_filter (57)
answerProfile__session_info__filter_persistence (58)
answerProfile__session_info__idle_timer (59)
answerProfile__session_info__ts_idle_mode (60)
answerProfile__session_info__ts_idle_timer (61)
answerProfile__session_info__max_call_duration (62)
answerProfile__x75_answer__enabled (63)
answerProfile__x75_answer__k_frames_outstanding (64)
answerProfile__x75_answer__n2_retransmissions (65)
answerProfile__x75_answer__t1_retran_timer (66)
answerProfile__x75_answer__frame_length (67)
answerProfile__framed_only (68)
answerProfile__action (69)

Them buds3Pr of i | e hasthevalue:

1.3.6.1.4.1.529.23.5

Them buds3Net wor kPr of i | eintheconfi gur ati on group contains the following

objects:

mibuds3NetworkProfileTable (1)
mibuds3NetworkProfileEntry (1)
uds3NetworkProfile__shelf (1)
uds3NetworkProfile__slot (2)
uds3NetworkProfile__item (3)
uds3NetworkProfile__name (4)

uds3NetworkProfile__physical_address__shelf (5)
uds3NetworkProfile___physical_address__slot (6)
uds3NetworkProfile___physical_address__item_number (7)

uds3NetworkProfile___enabled (8)

uds3NetworkProfile__profile_number (9)

uds3NetworkProfile__line_config__trunk_group (10)

uds3NetworkProfile__line_config__nailed_group (11)
uds3NetworkProfile__line_config__route_port__slot_number__slot_number (12)
uds3NetworkProfile__line_config__route_port__slot_number__shelf_number (13)
uds3NetworkProfile__line_config__route_port__relative_port_number__relative_port_nu

mber (14)

uds3NetworkProfile__line_config__activation (15)
uds3NetworkProfile__line_config__call_route_info__shelf (16)
uds3NetworkProfile__line_config__call_route_info__slot (17)
uds3NetworkProfile__line_config__call_route_info__item_number (18)
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atmpGroup (24)
Theat mpGr oup group is defined as:

atmpGroup ::={ enterprise ascend 24 } withthisvaue:
1.3.6.1.4.1.529.24

It contains the following objects:

atmpAgentMode (1)
atmpAgentType (2)
atmpAgentUDPPort (3)
atmpAgentGreMtu (4)
atmpAgentForceFragmentation (5)
atmpAgentHAIdleLimit (6)
atmpLastErrorGenerated (7)
atmpAgentSentErrorTo (8)
atmpLastErrorRecv (9)
atmpAgentRecvErrorFrom (10)
atmpEnableAtmpTraps (11)
atmpAgentNumberFATunnels (12)
atmpAgentNumberHATunnels (13)
atmpAgentNumberLocalTunnels (14)
atmpAgentTunnelHighWater (15)
atmpTunnelTable (16)
atmpTunnelEntry (1)
atmpTunnellndex (1)
atmpTunnelld (2)
atmpHAIpAddress (3)
atmpFAIpAddress (4)
atmpTunneledProtocol (5)
atmpTunnelType (6)
atmpTunnelState (7)
atmpMnlIpAddress (8)
atmpMnNetmask (9)
atmpMnlpxNetAddress (10)
atmpMnlpxNodeAddress (11)
atmpHNProfileName (12)
atmpHNMaxTunnels (13)
atmpFAPrimaryHAAddress (14)
atmpFASecondaryHAAddress (15)
atmpFASsnStatusindex (16)
atmpFAUserName (17)
atmplnPkts (18)
atmplInOctets (19)
atmplnErrPkts (20)
atmpOutPkts (21)
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The TAOS unit provides anumber of profilesthat either monitor administration information or
enable the administrator to change the state of aslot, line, or device. (For discussion of profiles
not directly related to system administration, for example, profilesrelated to configuring lines,
connections, or calls, see the APX 8000/MAX TNT WAN, Routing, and Tunneling
Configuration Guide or the hardware install ation guide for your unit.)

Following are the TAOS unit’s administrative profiles:

Profile Description

Admin-State-Perm-If SNMP Permanent Interface Admin State
Admin-State-Phys-If SNMP Physical Interface Admin State
Base System version and enabled features
Call-Info Active call information

Device-State Device Operationa State
DS3-ATM-Stat DS3-ATM status

Error Fatal Error Log

LAN-Modem LAN modem disable state

Log System event logging configuration
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Profile Description

Slot-Info Slot information

Slot-State Slot Operationa State
Slot-Type Slot Type profile

SNMP SNMP profiles

System System-level parameters
T1-Stat T1 and E1 line status
T3-Stat T3 line status

Timedate Current system time and date
Trap SNMP trap destinations

User Administrative user accounts

For information about the parameters contained within each of these profiles, see the APX
8000/MAX TNT Reference.

An administrative profile uses the same set of commands as does any configuration profilein
the TAOS unit. For example:

admn> read tl-stat { 1 5 1}
T1- STAT/{ shelf-1 slot-5 1} read

adm n> |ist

physi cal - address* = { shelf-1 slot-5 1 }

line-state = active

channel -state = [ nail ed-up nail ed-up nail ed-up nail ed-up
nai | ed-up nail ed-up n+

error-count=s[0 00 00000000000000000000O00O0]
| oss-of-carrier = Fal se

| oss-of -sync = Fal se

ai s-receive = Fal se

yel | owrecei ve = Fal se

ber-receive = Fal se

carrier-established = True

net wor k- | oopback = Fal se

How the TAOS unit creates administrative profiles

The TAOS unit allocates SNMP interfaces when a card comes up for the first time. For
example, theinitial installation of a T1 card creates eight SNMP interfaces, one for each T1
line. Admin-State profiles are stored in NVRAM to keep state information over system resets,
so aphysical device keeps the same SNMP interface number across system reset or power
failures.

Each physical interface in the system has an associated Admin-State-Phys-If profile and each
nailed connection, such as a Frame Relay connection or a nailed PPP connection, has an

7-2
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associated Admin-State-Perm-1f profile. These profiles store the object’s desired state and
SNMP interface number.

At system startup, the TAOS unit reads the Admin-State profiles. If the addressed device is not
present in the system and has been replaced by a device of another type, the TAOS unit deletes
that profile and creates a new one, with a new SNMP interface number. The next time the
system is reset or power cycles, the old device's SNMP interface number becomes available
for reassignment. This means that pulling a slot card does not free up interface numbers. When
you reinstall the slot card, the same interface number is assigned. Also, pulling aslot card and
replacing it with aslot card of another type does not free up the old interface numbers until the
next power cycle or system reset.

For example, each T1 line has an Admin-State-Phys-If profile, and each of the 48 modems on
amodem card hasaprofile. To read the Admin-State-Phys-If profilefor thefirst T1linein Slot
2, use the Read and List commands, as in the following example:

adm n>read admi n-state-phys-if {1 2 1}
ADM N- STATE- PHYS-I F/ { shelf-1 slot-2 1 } read

adm n>l i st

[in ADM N STATE- PHYS-I F/ { shelf-1 slot-2 1 }]
devi ce-address* = { shelf-1 slot-2 1}
slot-type = 8tl-card

snnp-interface = 34

nodemtabl e-index = 0

desired-state = adni n-state-up
desired-trap-state = trap-state-enabl ed

Using the Telnet Access Control List (TACL) profile

To enable you to permit Telnet access to the TAOS unit only from specific | P addresses, the
TAOS system supports a new Telnet Access Control List (TACL) profile. You must have
System authorization to create, read, or modify the profile.

You can configure up to 20 entriesin the TACL profile. Each entry can specify a host address
(with a/32 subnet mask) or a subnet address. Specifying a subnet address allows access from
any of the addresses in the subnet range.

The TACL profile contains the following parameters, shown here with default values:

[in TACL]
enabl e-permt = no

[in TACL: permit-list[1]]
valid-entry = no

sour ce-address = 0.0.0.0/0
sour ce-address-nmask = 0.0.0.0

APX 8000/MAX TNT Administration Guide 7-3



Using Administrative Profiles
Using the Admin-State-Perm-If profile

Parameter Specifies

Enable-Permit Enable/disable control over Telnet access to the unit on the basis
of the Permit-List settingsin the TACL profile. If set tono (the
default), the Permit-List settings have no effect. If settoyes, only
the | P addresses specified in the Permit-Lists are alowed to telnet
into the TAOS command-line interface. Setting Enable-Permit to
yes hasno effect if no Permit-Lists have been specified.

Valid-Entry Enable/disable the Permit-List entry.

Source-Address Source | P address of a host or subnet to be allowed Telnet access
to the TAOS unit. The specified subnet mask determines whether
theentry isvalid for asingle host or a subnet. If you specify the
subnet mask as part of the Source-Address value, the
Source-Address-Mask value is set automatically to the
corresponding dotted decimal value.

Source-Address-Mask The subnet mask to be applied to the Source-Address value before
enabling a host Telnet accessto the unit. You can set the value
directly in dotted decimal format or by including a subnet as part
of the Source-Address value.

For example, the following commands create a TACL profile that enables Telnet access from
30 host addresses from 10.27.34.1 t0 10.27.34.31:

adm n> new tacl
TACL read

adm n> set enable-pernmt = yes
adm n> set permit-list 1 valid-entry = yes
adm n> set permit-list 1 source-address-mask = 10.27.34.1/27

admin> list permt-list 1

[in TACL: permit-list[1l] (changed)]
valid-entry = yes

sour ce-address = 10.27.34.1/27

sour ce- addr ess- mask = 255. 255. 255. 224

admn> wite
TACL written

Using the Admin-State-Perm-If profile

The Admin-State-Perm-If profile holds information about the TAOS unit’s nailed interfaces.
The system creates a profile for an active nailed interface and assigns it an interface index. For
example:

adm n> dir adm n-state-perm
21 08/28/1998 13:21:37 frswanl
21 08/28/1998 13:21:37 frswané
27 08/28/1998 13:22:11 radius-frtl.1
30 09/02/1998 15:38:07 apx-el-ds3a-uds3
30 09/02/1998 17:31:42 apx-el-ds3a-ds3a
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The Admin-State-Perm-If profile contains the following parameters (shown here with sample
values):

[in ADM N STATE- PERM | F/ f r swan1]
station* = frswanl

snnp-interface = 19

desired-state = adnin-state-up
desired-trap-state = trap-state-enabl ed
inet-profile-type =1

Parameter Specifies

Station Name of anailed profile (PPP or Frame Relay), which may be a
local Connection profile or aRADIUS profile.

SNMP-Interface Interface tableindex assigned to the nailed interface whose stateis
stored in this profile. The system assigns a numeric value.

Desired-State Desired administrative state of the addressed device. The system

setsit to Admin-State-Down if an operator downsthe device, or to
Admin-State-Up if an operator attempts to bring up the devicein
normal operations mode. An operator can change the admin state
by using SNMP SET commands, or the Slot or If-Admin
commands.

Desired-Trap-Sate Desired link up/down enable state of theinterface. The system sets
it to Trap-State-Enabled if an operator specifies that
linkUp/linkDown traps should be generated for the interface, or to
Trap-State-Disabled if an operator specifiesthat linkUp/linkDown
traps should not be generated for the interface.

Inet-Profile-Type If the nailed profileis alocal profile (0) or aRADIUS profile (1).

Using the Admin-State-Phys-If profile

The Admin-State-Phys-If profile holds information about the system’s physical interfaces. For
example:

adm n> dir adm n-state-phys
17 08/06/1998 17:03:57
17 08/06/1998 17:03:57
17 08/06/1998 17:03:57
17 08/06/1998 17:03:57
17 08/06/1998 17:03:57
17 08/06/1998 17:03:57

shel f-1 slot-13
shel f-1 slot-13
shel f-1 slot-13
shel f-1 slot-13
shel f-1 slot-13
shel f-1 slot-13

P e N R Rt N
OO WNBE
e o e e
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The system creates a profile for each of its physical interfaces. The Admin-State-Phys-If
profile contains the following parameters (shown here with sample values):

[in ADM N STATE-PHYS-IF/{ shel f-1 slot-13 1 }]
devi ce-address* = { shelf-1 slot-13 1 }
slot-type = hdl c2-card

snnp-interface = 0

nodem tabl e-i ndex = 0

desired-state = adm n-state-up
desired-trap-state = trap-state-enabl ed

Parameter Specifies

Device-Address Physical ot address within the system.

Slot-Type Type of card at that address.

SNMP-Interface Interface table index assigned to the device whose state is stored

in this profile.The system assigns anumeric value, which does not
change aslong asthe interfaceis present in the system. If the card
isremoved and its profiles deleted (for example, by using aSlot —r
command), the index number isfreed for future use.

M odem-Table-Index Modem table index assigned to the device whose stateis stored in
this profile. The system assigns a numeric value. Thevalueis0
for devices that are not modems.

Desired-State Desired administrative state of the addressed device. The system
setsit to Admin-State-Down if an operator downsthe device, or to
Admin-State-Up if an operator attempts to bring up the devicein
normal operations mode. An operator can change the admin state
by using SNMP SET commands, or the Slot or If-Admin
commands.

Desired-Trap-Sate Desired link up/down enable state of theinterface. The system sets
it to Trap-State-Enabled if an operator specifies that
linkUp/linkDown traps should be generated for the interface, or to
Trap-State-Disabled if an operator specifiesthat linkUp/linkDown
traps should not be generated for the interface.

Using the Device-State profile

Every host interface or network interface (such asa T1 or E1 channel) on the TAOS unit has a
Device-State profile, which stores the current state of the device and allows you to change it.
For example, each eight port T1 card has 192 Device-State profiles (one for each T1 channel).
Similarly, each modem card has 48 Device-State profiles (one for each modem).

To open one of the profiles, proceed asin the following example:
adm n> read device {{1 3 1} 24}

DEVI CE- STATE/{ { shelf-1 slot-3 1} 24 } read

adm n> |ist
devi ce-address* = { { shelf-1 slot-3 1} 24}
devi ce-state = down-dev-state
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up-status = idle-up-status
reqd-state = up-reqd-state

In the output, the Device-State parameter shows the current operationa state of the device,
which can be down, up, or none. (None indicates that the device does not exist.)

The Up-Status parameter isignored unless the device is up (Device-State=Up-Dev-State). If
the deviceis up, Up-Status shows the status of the device, which can be idle, reserved (will not
be used until all idle devices of the same type are in use), or assigned (in use).

The Reqd-State parameter indicates the required operational state of the device, which can be
up or down. Changing thisvalueinitiates a state change for the device. The change is complete
when Device-State changes to match Reqd-State. This setting is not persistent across system
resets or power cycles. At system startup, the TAOS unit reinitiaizes the required state to
match the actual state of the card.

Using the Device-Summary profile

The read-only Device-Summary profiles record the status and availability of the modem and
HDL C resources on the TAOS unit. This profileis not stored in NVRAM, so it is not persistent
across system resets or power cycles.

To view the modem resources on a TAOS unit, proceed in the following example:
adni n> read devi ce-sumrary nodem

DEVI CE- SUMVARY/ nodem r ead

admin> |i st

[i n DEVI CE- SUMVARY/ nodeni
devi ce-cl ass* = nodem
total -count = 48
operational -count = 48

di sabl ed-count = 0

The parameters in the Device-Summary profiles are described below:

Par ameter Description

Device-Class The type of device. Values can be any of the following:
¢ Modem
¢ Unknown

Total-Count Total number of devicesin the specified class.

Operational -Count Total number of devices in the specified class that are in the Up
operational and Up administrative states.

Disabed-Count Total number of devicesin the specified classthat arein the Down

operational or Down administrative state.
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Using the Slot-Info profile

The read-only Slot-Info profile stores information about each slot card that has successfully
booted. This profileis not stored in NVRAM, so it is not persistent across system resets or
power cycles. It is created when the slot card boots, and is deleted when the slot card is
removed or when the TAOS unit’s system is rebooted. It can be read by SNMP managers.

To view the Slot-Info profile, read and list its contents, asin the following example:

adm n> read slot-info {1 1 0}
SLOT-INFO'{ shelf-1 slot-1 0} read

admi n> |ist

[in SLOT-INFO' { shelf-1 slot-1 0 }]
slot-address* = { shelf-1 slot-1 0 }
seri al - nunber = 7470634

sof tware-version = 7.0
software-revision = 4

software-level = b
hardware-1evel = 0
software-rel ease = 1

For information about the parametersin the Slot-Info profiles, see the APX 8000/MAX TNT
Reference .

Using Slot-State profiles

When you set the required operationa state of a slot, the TAOS unit initiates a state change. In
terms of settings, Current-State changes to match Reqd-State. This setting is not persistent
across system resets or power cycles. At system startup, the TAOS unit reinitializes the
required state to match the actual state of the card.

To read a Slot-State profile and display its contents, proceed as in the following example:

adm n> read slot-state {1 1 0}
SLOT- STATE/ { shelf-1 slot-1 1 } read

adm n> |ist

slot-address* = { shelf-1 slot-1 0 }
current-state = oper-state-down
reqd-state = reqd-state-up

The slot address is the physical address of the slot, and cannot be set directly. The
Current-State value shows the current operationa state of the slot, and can be any of the states
described below.

Sate Description

Oper-State-Down The dot isin anonoperationa state.
Oper-State-Up The dot isin normal operations mode.
Oper-State-Diag The dlot isin diagnostics mode.
Oper-State-Dump The slot is dumping core.
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Sate Description

Oper-State-Pend The slot is no longer down, but is not yet ready for
normal operation. This value denotes atransitional state
in which additional shelf-to-slot communications are
required to make the dlot fully operational.

Oper-State-Post The slot isrunning a self-test.
Oper-State-None The dlot is empty.

The Reqd-State parameter indicates the required operationa state of the slot, which can be up
or down. Changing this value initiates a state change for the device. To use the Slot-State
profile to change slot states, proceed as in the following example.

To bring aslot down:
adm n> read slot-state {1 3 6}
SLOT- STATE/{ shelf-1 slot-3 6 } read
adm n> set reqd-state = reqd-state-down

admn> write
SLOT- STATE/ {shel f-1 slot-3 6} witten

To bring the slot back up:
adm n> set reqd-state = reqd-state-up

admn> write
SLOT- STATE/ { shelf-1 slot-3 6} witten

Using DS3-ATM-Stat profiles

To display the status of the DS3-ATM line, read and list the DS3-ATM-Stat profile, asin the
following example:

adm n> read ds3-atmstat {1 7 1}
DS3- ATM STAT/{ shelf-1 slot-7 1} read

adm n> |i st

physi cal -address*={shel f-1 slot-7 1 }
line-state = active
f-bit-error-count = 0
p-bit-error-count =0
cp-bit-error-count =0
feb-error-count = 0
bpv-error-count = 0

| oss-of -signal = Fal se
| oss-of -frane = Fal se
yel | ow-receive = Fal se
ai s-receive = Fal se
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The Line-State parameter shows the overall state of the line which can be any of the following:

Sate Description

Does-Not-Exist Link is not physically on board.
Disabled Line disabled.

L oss-of-Signal Near end has lost signal.

L oss-of-Frame Near end has | ost frame.
Yellow-Alarm Receiving yellow-alarm from far end.
AlS-Receive Receiving alarm indication signal
Active Multipoint established.

The remaining parameters indicate the errors on the DS3 line. (Refer to RFC 1407 for
complete description of these errors.)

Par ameter Description

F-Bit-Error-Count Framing bit errors received since the last TAOS unit
reset.

P-Bit-Error-Count P-bit errorsindicate that TAOS unit received a P-bit code

on the DS3 M-frame that differs from the locally
calculated code.

CP-Bit-Error-Count For C-Bit-Parity lines indicates that number of parity
errors since the last TAOS unit reset.

FEB-Error-Count Far end block errors received since the last TAOS unit
reset.

BPV-Error-Count Bipolar Violation (BPV) errors may indicate that the line

sent consecutive one bits with the same polarity. It could
also mean that three or more consecutive zeroes were
sent or an incorrect polarity.

L oss-of-Signal Trueindicates aloss of signal. False indicates that the
carrier is maintaining a connection.

L oss-of-Frame True indicates aloss of framing. False indicates that the
lineisup and in frame.
Yellow-Receive Trueindicates that the local device has received a Yellow

Alarm indication. False specifiesthat the local device has
not received a Yellow Alarm indication.

AlS-Receive True indicates that the local device has received alarm
indication signal. False indicates |ocal device has not
received and alarm indication signal.

Using T1-Stat profiles

The T1-Stat profile displays the status of the T1 lines and their channels. Each T1 line has a
separate profile. When the T3 card is operational, it creates a T3-Stat profile and twenty-eight
T1-Sat profiles, which store the current status of the DS3 and each component DS1.
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To display the status of the T1 line, read and list the T1-Stat profile, asin the following
example:

adnmin> read tl-stat {1 8 1}
T1- STAT/{ shelf-1 slot-8 1 } read

admn> |i st

physical -address* = { shelf-1 slot-10 7 }

line-state = disabl ed

channel -state = [ disabled disabled disabled di sabl ed di sabled +
error-count =[ 00000000000000000000O0O0O0O0O0]
| oss-of -carrier = Fal se

| oss-of -sync = Fal se

ai s-receive = Fal se

yel | ow-receive = Fal se

ber-receive = Fal se

carrier-established = Fal se

net wor k- | oopback = Fal se

The Line-State parameter shows the overall state of the line which can be any of the following:

Sate Description

Does-Not-Exist Link is not physically on board.
Disabled Line disabled.

L oss-of-Sync Red-alarm state, plus or minus.
Yellow-Alarm Yellow-alarm state.
AlS-Receive Receiving keep-alive signd
No-D-Channel D-Channel failure.

Active Multipoint established.

The channel-state parameter shows the state of each channel. Possible states are:.

Sate Description
Unavailable Not available.
Unused Not in use.
Out-of-service Out of service.
Nailed-up Nailed.

The Error-Count parameter shows an error count for each channel.

For complete descriptions of the parametersin the T1-Stat profile, see to the APX 8000/MAX
TNT Reference.

Using UDS3-Stat profiles

To display the status of the UDS3 line, read and list the UD S3-Stat profile, asin the following
example:
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adm n> read uds3-stat {1 13 1}
UDS3- STAT/{ shelf-1 slot-13 1 } read

adm n> |ist
line-state = active
f-bit-error-count =
p- bi t-error-count
cp-bit-error-count =0
feb-error-count = 0
bpv-error-count = 0

| oss-of -signal = Fal se
| oss-of -frame = Fal se

0
0

yel | ow-receive = Fal se

ai s-receive

Fal se

The Line-State parameter shows the overall state of the line which can be any of the following:

Sate
Does-Not-Exist
Disabled

L oss-of-Signal
L oss-of-Frame
Yellow-Alarm
AlS-Receive
Active

Description

Link is not physically on board.

Line disabled.

Near end has lost signal.

Near end has lost frame (also known as ared aarm).
Receiving yellow-alarm from far end.

Receiving alarm indication signal

Multipoint established.

The remaining parameters indicate the errors on the DS3 line. (Refer to RFC 1407 for
complete description of these errors.)

Parameter
F-Bit-Error-Count

P-Bit-Error-Count

CP-Bit-Error-Count

FEB-Error-Count

BPV-Error-Count

L oss-of-Signal

L oss-of -Frame

Description

Framing bit errors received since the last TAOS unit
reset.

P-bit errorsindicate that TAOS unit received a P-bit code
on the DS3 M-frame that differs from the locally
caculated code.

For C-Bit-Parity lines indicates that number of parity
errors since the last TAOS unit reset.

Far end block errors received since the last TAOS unit
reset.

Bipolar Violation (BPV) errors may indicate that the line
sent consecutive one bits with the same polarity. It could
also mean that three or more consecutive zeroes were
sent or an incorrect polarity.

Trueindicates aloss of signal. False indicates that the
carrier is maintaining a connection.

True indicates aloss of framing (also known as ared
alarm). Falseindicatesthat the lineisup and in frame.
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Par ameter Description

Yellow-Receive True indicates that the local device has received a Yellow
Alarm indication. False specifiesthat the local device has
not received a Yellow Alarm indication.

AlS-Receive True indicates that the local device has received alarm
indication signal. False indicates local device has not
received and alarm indication signal.

Using the Call-Logging Server profile

You can control to which server the TAOS unit sends its logging information, provided that
the Call-Logging profileis properly configured and enabled. Following are the relevant
parameters, shown with default settings:

[in CALL-LOGG NG
call-1og-server-index = host-1

Par ameter Description

Call-Log-Server-Index ~ Which of the configured cal | - | og- host - N settings are used
asthe active call-logging server. Valid valuesare host - 1 (the
default), host - 2, and host - 3. If the TAOS unit cannot
authenticate the specified server, it attempts to use the next
configured server.

To enable you to make this choice from an SNM P management station, the

cal | Loggi ngCurrent Server Fl ag inthecal | Loggi ngSer ver Ent ry, whichisin
the Ascend call-logging MIB, is aread-write variable. The variable can be set to 1 (active) or 2
(standby). Following is the new definition:

cal | Loggi ngCurrent Server Fl ag OBJECT- TYPE
SYNTAX | NTEGER {
active(l),
st andby( 2)

ACCESS read-wite

STATUS nmandatory

DESCRI PTI ON "Val ue indi cates whether this entry is the current
Call Logging server or not. The standby(2) is not
set-able it is a value to report the standby status
of the Call Loggi ng server."

::={ callLoggi ngServerEntry 2 }
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What is a core dump?

A TAOS core dump is a snapshot of the TAOS unit’s shelf controller or slot card memory. A
L ucent representative might ask you to obtain a core dump to help diagnose a problem. To get
a core dump from the TAOS unit, you must use the Coredump command on the TAOS unit
and the Ascendump utility on alocal UNIX workstation.

The Coredump command controls how the TAOS unit generates core dumps. Ascendump
controls how the TAOS unit core dumps are written to disk. You can specify that the core
dump be collected whenever thereis afatal error, or you can get the core dump at any time
from the server running Ascendump or from the TAOS unit itself.

The core-dump server can be connected through any LAN or WAN interface, and may be
multiple hops away. The only restriction isthat the data path from a crashing shelf or card must
pass through shelves or cards that are still alive. The only exception is that a crashing shelf can
dump through its own Ethernet port, and a crashing Ethernet card can dump through one of its
own Ethernet ports.

The TAOS unit uses UDP to write core dumps over the Ethernet.

A Caution: Do not use core dumps unless specifically requested to by a L ucent representative.
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Before you begin

Before installing and using the Ascendump utility, make sure you:

Are familiar with the UNIX shell and know how to change directories, get information
about files, use FTP, start processes, check available disk space, and so on.

Have alocal UNIX workstation running Solaris, SUNOS, or BSDI UNIX. (To use core
dump on other versions of UNIX, contact technical support.)

Have a minimum of 16Mb free disk space on the core-dump server. Note, however, that
more space might be required under certain circumstances, such asif you are core
dumping the core from the 32M DRAM card.

Have downloaded the appropriate version of Ascendump from the Ascend FTP server
(ftp.ascend. com pub/ Utilities/coredunp).

Haveinstaled it in the directory from which you want to run it, and have used thechnod
+x command to make the file executable.

The Ascendump daemon

Ascendump has the following syntax:

ascendunp [-V -r -Cc -u -p] [-n email-recipient] [-s slot] [-d
directory] [host]

Option Explanation

-V

-r

accept

Reset the TAOS unit after the core dump. Thisisthe
default in daemon mode.

-C Do not reset the box after the core dump. Thisisthe default
in client mode.

-p Print diagnostics to the terminal screen instead of Syslog.
By default the server mode uses Syslog and the client mode
printsto the terminal.

-s slot Dump the memory of the card in slot number si ot .
Network traffic will be forwarded through the shelf
controller.

-u Store files uncompressed. By default files are compressed
with gzi p.

-n email -recipi ent Send an email notification to the specified email recipient.
You can use this option more than once to designate
multiple recipients. You can also use mail aliases.

-d directory The directory path for writing the core dumps. The default
is/ usr/ ascendunps.

host

A-2
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Coredump command

The Coredump command's syntax provides the following valid entries:

coredunp

coredunp enable | local | renpte [server ]

coredunp di sabl e

coredunp now

coredunp trace

Syntax element
coredunp

enabl e

| ocal

renot e

server
di sabl e

now

trace

Description

Enables Coredump. If you do not specify a server, the core-dump
server remains unchanged.

The most commonly used mode. In Local mode the Ascendump
daemon listensfor packets from the TAOS unit. The Ascendump
daemon operates in server mode, and the TAOS unit core dump
facility operatesin client mode.

Enables the Ascendump daemon to pull a core dump from the TAOS
unit. Remotely initiated core dumps can be a security risk, so they are
disabled by default. If you enable remote core dumps, they remain
enabled only until the TAOS unit resets. That is, areset restores the
default setting.

The host that has the Ascendump daemon installed.
Disables Coredump.

Forces an immediate core dump to the machine running the
Ascendump daemon. Thisis useful for testing the core dump process.

Toggles serial debug traces which can be useful to a L ucent
representative if a customer is having difficulties.

Core dump naming conventions and file characteristics

The core-dump files use the following naming convention:

host name- [ shel f,

where:

sl ot] -1 oadnane- swer si on- YYMVDD- HH: MM gz

* host nane isthe hostname or IP address of the Ascend unit.

e shelf, sl ot

is the shelf and slot number of the card that has dumped its core. (This

applies only to the TAOS unit.)

* | oadnane isthe name of the software |oad running on the TAOS unit.

« swversi on istheversion of the software load running on the TAOS unit.

e yynmdd- hh: mm is adate and time stamp. Each dump file can be four to eight

megabytesin size.

APX 8000/MAX TNT Administration Guide
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For example:
tnt 10. abc. com 1, 3-t nt ndnb6k- 1. 3Ap22- 980101- 13: 42. gz

When transferring the core-dump files via FTP, use binary mode.

Trigger events

The events that normally trigger a core dump are system or slot-card resets. These usually
show up inthefatal error log either as“Fatal Errors’ or “ Operator Resets.” You cannot specify
the types of eventsthat trigger core dumps.

UDP port numbers

The TAOS unit listens for core dumps on the UDP port given by the following formula:
10,000 + (shelf-number *100) + slot-number

For example, for acard on shelf 1, dot 5, the UDP port for the core dump is 10105. For the
shelf controller (slot number 17) on shelf 1, the UDP port for the core dump is 10117.
Similarly, the shelf controller on shelf 8 uses UDP port 10817.

Examples

This section uses examples to show how to get core dumps from the TAOS unit.

Enabling Ascendump

To start the Ascendump daemon, proceed as in the following example;
% ./ascendunp -v -u -d /usr/ascendunps

This example runs the daemon in verbose mode and will write the core dumpsin
uncompressed format to / usr/ ascendunps.

Enabling core dumps on the TAOS unit

In the following example, the TAOS unit writes the core dump to the host at 172.31.4.34
whenever thereis afatal error:

adm n> coredunp | ocal 172.31.4.34

coreDunp: Sending arp request...

core dunp server is “172.31.4.34 ip=[172.31.4.34/16],
mac=[ 00: 60: 83: 7d: 15: 8f]

coredunp over UDP is enabled locally only with server
172.31.4. 34
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Pulling a core dump from the TAOS unit

In the following example, the TAOS unit enables the Ascendump daemon to solicit adump
from the TAOS unit. The Ascendump daemon is operating in client mode, and the TAOS
unit’s core-dump facility is operating in server mode.

adm n> coredunp renote
Once remote core dumps are enabled on the TAOS unit, an administrator can “pull” a core
dump asin the following example:

% ascendunp -d /usr/ascendunps tnt10

where / usr/ ascendunps isthe directory on the Ascendump server andt nt 10 isthe
name of the TAOS unit from which to get the core dump.

Initiating an immediate core dump

In the next example, an administrator forces an immediate core dump:

adm n> cor edunp now

Getting core dumps from slot cards

You can configure the Ascendump daemon to request a core dump from a particular TAOS
unit’s dot. In the following example the modem card in slot 4 of the TAOS named t nt 10
will write to the Ascendump server when it crashes:

1 After opening a session with the card, execute Coredump with the remote option:
nmodem 4> coredunp renote
2  Start the Ascendump daemon in slot mode;

% ./ascendunp -v -u -s 4 -d /usr/ascendunp

Disabling core dumps

To disable core dumps on the TAOS :

adm n> coredunp disable
coredunp over UDP is disabled

Fatal error log and core dumps

The fatal-error log lists the pseudouser cor edunp as the responsible user when the shelf
controller resets after a core dump. For example;

OPERATOR RESET: Index: 99 Revision: 1.3Ap8 Shelf 1 (tntsr)
Dat e: 09/12/1997. Time: 15:52:43

Reset from unknown, user profile coredunp.

APX 8000/MAX TNT Administration Guide A-5



Getting TAOS Unit Core Dumps
Troubleshooting core dumps

Troubleshooting core dumps

Take the following steps if you have difficulty setting up the TAOS unit core dumps:

1

If you have previously installed Ascendumpini net d. conf , temporarily disableit now,
by commenting out the Ascendump line, then, logged in asroot, send the SI GHUP
commandtoi net d.

Changeto awritable directory, and enter ascendunp -p -v -d

— -V isverbose mode, which prints progress reports as the core dump proceeds, keeps
the daemon in the foreground, and handles dumps serially, al of which make
debugging easier.

— - p printsdiagnosticsto st der r instead of through Syslog (whose output on most
systemsgoesto/ var / adnf nessages).

— -d putsthe dump filesin the current directory.

Performing initial tests in this manner savestime by making failures immediately
diagnosable.

On the TAOS, enable core dumps to the server machine that is running Ascendump.

Look for old debug profiles by entering, di r debug from the shelf controller.

The only reason to have a debug profile on a card other than the shelf controller isto
override the settings for the shelf controller. Unless you want to do that, you should
define asingle debug profile for the shelf controller and delete all other debug profiles.

Test slot-card dumps by opening a session with aslot card. You should perform atest
dump first on the T1 or E1 card, if present, because these cards have smaller memories,
and are quick to reboot.

From the session on the card, enter cor edunp to check the status of core dump. The
resulting output should report that core dump is enabled and that dumps will be directed to
the server you specified in step 3.

Force a core dump with the following command:

coredunp now

Ascendump should print something like this:

$ ascendunp -p -v -d

ascendunp: Dunping conpressed DRAM i mage to ‘./tnt10.abc.com1, 11-
tnt 8t 1-1. 3Ae0-971022- 11: 17. gz’

Section ‘.data’: dunping 2048 pages from address 0x80000000
....... 1 M.......2 M

Occasionaly, core dump fails because gzi p isnot installed or not in the user’s path. If thisis
the case, you should download gzi p- 1. 2. 4. t ar . gz from any GNU FTP mirror site, then
compile and install it, or use the - u (uncompressed) option in the Ascendump command line.

If you still have unexplained failures, runt cpdunp or snoop or a packet sniffer on the
Ethernet segment attached to the TAOS that isin the route to the dump server. Do the same on
the Ethernet segment attached to the dump server in the route to the TAOS.

Coredump uses UDP, so filter UDP packets. If there’s too much UDP traffic, you might want
to filter on port-number ranges as well. For information about the UDP port core dump uses,

see

“UDP port numbers” on page A-4.

A-6

APX 8000/MAX TNT Administration Guide



Getting TAOS Unit Core Dumps
Troubleshooting core dumps

Proceed to testing more cards by opening CLI channels to them and using the cor edunp
now command. Finish by testing Coredump from the shelf controller.

Once you have established that core dump works, reinstate your i net d. conf entry, if
present, or add one if necessary. Be sure that the entry points to the same Ascendump binary
that you just tested.

Hereisasamplei net d. conf entry:
ascendunp dgram udp nowait root /usr/l|ocal/bin/ascendunp ascendunp -n
dunmp-notify

The-n dunp-notify argument tells Ascendump to send email to the email alias dunp-
not i fy whenever a core dump is captured.
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The TAOS unit logs fatal and warning error messages to the fatal error log. If the system
crashes before creating alog entry, it prints a stack trace to the console serial port.
System-status messages, however, go to the Syslog host (if enabled) and the Status log.

Fatal and warning error messages

Each time the TAOS unit reboots, it logs afatal error message to the fatal error log. The fatal
error log aso notes Warnings, which indicate situations that did not cause the TAOS unit to
reset. Development engineers use Warnings for troubleshooting purposes. When aWarning
occurs, the TAOS unit has detected an error condition and has recovered from it. Available
flash space limits the number of entriesin the fatal error log, and entries rotate on a First-in,
First-out (FIFO) basis. You can clear the log by using the Clr-History command.

Format of fatal and warning error messages

Fatal and warning messages have the format shown in the following example:

WARNI NG I ndex: 171 Revision: 8.0.2 Slot 9/2 (csnBv)

Date: 12/22/1999. Time: 20:57:59

Locati on: e0020b54 e006f568 e005d6b8 e005f d90 e005e4dc e00770a8

Thefirst line indicates the type of error (fatal or warning), theindex number of the error, the
software revision number, the shelf and slot on which the error occurred,

The second line shows the date and time of the error.

Thethird line displays the top six program counter addresses from the execution stack active at
the time of the crash.
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Definitions of fatal errors

Following are definitions, by index number, of the fatal errors that the TAOS unit can report. If
you experience afatal error, contact Lucent Technical Support.

Index Definition
1 Assert invoked during program execution.
An Assert has been placed in the code. This problem can be either hardware
related or software related.
2 Out of memory during memory allocation

Thisis an out-of-memory condition, sometimes termed a memory |eak.

4 Switch type bad
5 LIF error
6 LCD error
7 ISAC (BRI) timeout
BRI physical layer timeout.
8 Processor exception
A processor-exception error caused the reset.
9 Invalid task switch (EXEC)
10 No mail descriptor (EXEC)
Thisreset occursif the TAOS unit triesto allocate a mail message when there are
none left. The cause is usually a memory leak.
11 No mail buffer memory (EXEC)
12 No task to run (EXEC)
13 No timer memory (EXEC)
14 No timer pool (EXEC)
15 Wait called whilein critical section (EXEC)
16 DSP not responding
17 DSP protocol error
18 DSPinternal error
19 DSPlossof sync
20 DSP unused
21 DDD not responding
22 DDD protocol error
23 X25 buffer error
24 X25 init error
25 X25 stack error
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Index
27
28
29

30
31
32
33
34
35
36
37

40
99

100

Definition

Memory allocation of zero length
Memory allocation of negative length
Task infinite loop

The reset was the result of a software loop.
Too large memory copy

Magic sequence missing (MEM CPY))
Wrong magic sequence (MEMCPY)
Bad start address (MEMCPY)

IDEC timeout

EXEC restricted

Stack overflow

DRAM card error

Indicates that aDRAM card of unknown sizeisinserted in the DRAM dot or that
the DRAM card failed POST. Applies to the Pipeline 220 only.

Protection fault
Operator reset
Thisreset islogged immediately before the TAOS unit goes down.

Instead of a standard stack backtrace, the message includes the active
security-profile index. 0 (zero) indicates an unknown security profile. On the
TAOS unit, the Default profile is number 1, and the Full Access profileis number
9.

System up

Asacomplement to entry 99, this entry islogged as the TAOS unit is coming up.
For anormal, manual reset, you should see afata error 99 followed by a fatal
error 100.

Definitions of warning messages

Warnings are not the results of reset conditions. Most are detected problems from which the
TAOS unit typically recoversfully. Following are the definitions, by index number, of the
warnings the TAOS unit can report. Warning messages, by themselves, are not necessarily
cause for concern. They are used by development engineers to determine the cause of fatal
errors. Contact Lucent technical support if warning messages are accompanied by fatal errors.

Index
101
102
103

Definition
Buffer aready in use
Buffer belongs to wrong pool

Buffer belongs to wrong heap
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Index

104

105
106
107

108

109

110
111

112
113
114
115
116
117
118
119
120
121
130

140
145

150
151

Definition
Buffer not previously allocated

Thiswarning can be logged under different conditions. For example, double
freeing of memory and low-memory conditions can both generate awarning 104.

Buffer bad memory allocation
Buffer belongs to bogus pool
Buffer belongs to bogus heap

Memory management code (or other modules) detected that the buffer header of
what should have been afree buffer was corrupted by the previous overwrite.

Buffer negative length memory allocation
A negative length request was made to the memory allocation code.
Buffer zero length memory allocation

Thiswarning is similar to Warning 108, except that a zero length request is made
to the memory allocation code.

Error in buffer boundary
Error buffer too big

Indicates that a software routine has tried to allocate a block of memory greater
than 64K bytes.

Error buffer null

Error buffer segment count zero
Error buffer trailer magic

Error in buffer trailer

Error in buffer trailer length

Error in buffer trailer user magic
Error buffer write after free

Error buffer not in use

Error buffer magic in memory copy
Error next buffer magic in memory copy
PPP async buffer in use

Indicates a PPP error.

Error no timers

L CD memory allocation failure

Indicates that a memory-copy routine was called, but the source buffer was much
larger than expected.

Error memory copy too large

Error memory copy magic missing
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Index
152
153
154

160

161
165
170

171

175

176
177
178
179
180

181
182

183
184
185
186
190
191
192
193
194

Definition

Error memory copy wrong magic

Error memory copy bad start address

WAN buffer leak

Indicates an error in the WAN drivers.

Error in terminal-server state

Indicates an error in the WAN drivers.

Error in terminal server semaphore

Error in telnet free driver

STAC timeout

Indicates a hardware error in the STAC compression chip.
STAC data not owned

Error in the STAC compression chip.

EXEC failure

Indicates that there is insufficient memory to start a new task.
EXEC restricted

EXEC no mailbox

EXEC no resources

Unexpected error

Channel map stuck

Caused by amissing channel on a TLU/PRI line.
Channel display stuck

New call without disconnect request

Indicates that a Disconnect message to the Central Office (CO) was not sent. The
problem can be caused by conditions on the TAOS unit or at the CO. When the
TAOS unit encounters the condition, it assumes the CO is correct, and answers
the call.

New call without disconnect response
Disconnect request dropped

Spyder buffer error

Spyder descriptor error

TCP send buffer too big

TCP sequence gap

TCP too much data

TCP write attempt too large

TCP options bad
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Index Definition
195 M odem message parsing failed
301 TACACS Plus pointer inconsistency
302 TACACS Plus index inconsistency
303 TACACS Plus TCP inconsistency
304 TACACS Plus TCP out-of-range socket
305 TACACS Plus socket mismatch
306 TACACS Plus unexpected authentication state

381 Error in filter list

382 Error no count in filter list

383 Error mismatch count filter list
550 No Ethernet transmit buffer

1001 Waiting for Ethernet controller
1002 Ethernet ACK command failed

1003 Ethernet reset invoked

1006 Ethernet controller unavailable (wait fail)
1010 Bad Ethernet transmit interrupt

1011 Ethernet transmit not completed

Fatal crash information on console

If the TAOS unit crashes without being able to write to the fatal error log, it prints a stack trace
to the console serial port at the bit rate defined in the Serial profile. The trace reports the
following information:

FE: N, Load: |oadnane, Version: version
Stack trace: Oxaddr-0 Oxaddr-1 Oxaddr-2 Oxaddr-3 Oxaddr-4 Oxaddr-5

Thefirst line indicates the number of the error and the software revision number.

The second line displays the top six program counter addresses from the execution stack active
at the time of the crash.

Syslog messages

Syslog offloads to a host computer, known as the Syslog host. The Host parameter in the Log
profile specifies the Syslog host, which saves the system status messagesin alog file.

See the UNIX man pages about | ogger (1) ,sysl og(3), sysl og. conf (5),and
sysl ogd( 8) for detailsof the sysl og daemon. The Syslog function requires UDP port
514.
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The TAOS unit can report the following session data about various errors logged via Syslog:

Data Description
[shel f/slot/linel/lchannel] Physical channel identifier.

[ MBI D xxX] Session identifier.

[ nane] The authenticated name.

[ calling -> called ] The calling number or the called number, or both.

Progress code A TAOS unit-specific code indicating the progress of
the cal. (For alist of progress codes, see the APX
8000/MAX TNT Reference.)

Di sconnect code A TAOS unit-specific code indicating the reason the

call was disconnected. (For alist of disconnect codes,
see the APX 8000/MAX TNT Reference.)

For a given session identifier, multiple physical channel identifiers are possible. For example,

one identifier might be for aT1 lineThis is shown in the sample log below, in which messages
include the MBID, DNIS, and CLID in brackets. In this example, slot 1/2 isan 8T1 card, and

dot 1/3 is a48-modem card.

[1/2/1/2] [MBID 1; 9995551212 -> 7898] Incom ng Cal
[1/3/1/0] [MBID 1; 9995551212 -> 7898] Assigned to port
[1/2/1/2] [MBID 1; 9995551212 -> 7898] Call Connected
[1/3/1/0] [MBID 1] [johnc-pc] LAN session up: <johnc-pc>
[1/3/1/0] [MBID 1] [johnc-pc] LAN session down: <johnc-pc>
[1/3/1/0] [MBID 1; 9995551212 -> 7898] Call Term nated

... [1/3/1/0] [MBID 1] [johnc-pc] : STOP. 'johnc-pc’; cause 45.

progress 60.; host 10.1.26.2

End of call information

If the Call-Info parameter is set to End-of-Call, the TAOS unit reports the following
information to Syslog at the end of each authenticated call:

e Station name

e Cadling phone number

e Called phone number

«  Encapsulation protocol

o Datarate (in bits per second)

e Progress code and disconnect reason

*  Number of seconds before authentication

¢ Number of bytes or packets received during authentication
¢ Number of bytes or packets sent during authentication
e Length of session (in seconds)

«  Number of bytes or packets received during the session

*  Number of bytes or packets sent during the session
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Syslog messages

The following example of a Syslog message shows the information it provides about the
terminated call:

"Conn=("cj ones- p50" 5106785291->? PPP 56000 60/185) \
Aut h=(3 347/12 332/13) \
Sess=(1 643/18 644/19), Term nated"

The information also appears in the connection-status window, and islogged as a message at
level Info.

If some of the information is not available, that field displays either a question mark (for
strings) or a zero (for numerals).

DNIS and CLID information

Syslog messages pertaining to a call display DNIS and CLID information, provided that the
information is known. Following is an example that shows the DNIS 7895 in Syslog messages:

LOG i nfo, Shelf 1, Controller, Tine: 17:48:56--
t shelf 1, slot 1, line 1, channel 6, dnis 7895, Inconming Call, MBID
001

LOG i nfo, Shelf
t shelf 1, slot

Controller, Time: 17:48:56--
dnis 7895, Assigned to port, MBI D 001

LOG i nfo, Shelf
t shelf 1, slot
001

Controller, Time: 17:48:57--
line 1, channel 6, dnis 7895, Call Connected, MBID

[SY S SR

LOG warni ng, Shelf 1, Controller, Time: 17:49:20--
t shelf 1, slot 1, line 1, channel 6, dnis 7895, Call Disconnected

LOG info, Shelf 1, Controller, Time: 17:49: 20--
t shelf 1, slot 2, Call Terni nated

Syslog messages initiated by a Secure Access Firewall

Depending on the settings specified in Secure Access Manager (SAM), the TAOS unit might
generate Syslog packets about packets detected by Secure Access Firewall. By default, SAM
specifies generation of a Syslog message about every packet blocked by the firewall. All
messages initiated by afirewall arein the following format:

date time router name LUCENT: interface nmessage
e date isthedatethe message waslogged by syslog.

e time isthetimethe message waslogged by syslog.

e router istherouter this message was sent from.

 interface isthenameof theinterface (i e0, wanO, and so on), unlessacall filter logs
the packet asit brings up the link, in which casetheword cal | appears.

e Thenessage format has a number of fields, one or more of which may be present.

For more information on syslog message fields for Secure Access Firewalls, refer to Table
B-1 on page B-9. The message fields appear in the following order:

B-8
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pr ot oco

direction remote length frag log tag

Table B-1. Syslog message fields for Secure Access Firewalls

Field

Description

protocol

Can be the four hexadecimal character Ether Type or one of the
following network protocol names: ARP, RARP, IPX, Appletalk. For
IP protocols, the field contains either the | P protocol number (up to 3
decimal digits) or one of the following names: IP-in-IP, TCP, ICMP,
UDP, ESP, AH. In the special case of ICMP, the field also includes
the ICMP Code and Type ([Code]/[ Type]/icmp).

local

For non-IP packets, | ocal isthe source Ethernet MAC address of
transmitted packets and the destination Ethernet MA C address of
received packets. For a nonbridged WAN connection, thetwo MAC
addresses are zeros. For IP protocols, | ocal istheIP source
address of transmitted packets and the I P destination address of
received packets. In the case of TCP or UDP, it dso includesthe TCP
or UDP port number ([IP-address];[port]).

direction

An arrow (<- or ->) indicating the direction in which the packet was
traveling (receive and send, respectively).

remote

For non-IP protocols, r enot e hasthe same format that | ocal has
non-1P packets, but r enpt e shows the destination Ethernet MAC
address of transmitted packets and the source Ethernet MAC address
of received packets. For IP protocols, r enot e hasthe same format
asl| ocal but showsthe IP destination address of transmitted
packets and the I P source address of received packets.

length

The length of the packet in octets (8-bit bytes).

frag

Indicates that the packet has a nonzero IP offset or that the IP
More-Fragments bit is set in the | P header.

log

Reports one or more messages based upon the packet status or packet
header flags. The packet status messages include:

e corrupt—the packet isinternally inconsistent

e unreach—the packet was generated by an “unreach=" rulein the
firewall

e Ipass—the packet was blocked by the data firewall

e bringup—the packet matches the call firewall

e lbringup—the packet did not match the call firewall

e TCPflag bitsthat will be displayed include syn, fin, rst.

« syniswill only be displayed for the initial packet which has the
SY N flag and not the ACK flag set.

tag

contains any user defined tags specified in the filter template used by
SAM.

APX 8000/MAX TNT Administration Guide
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The backoff queue error message in the Syslog file

Accounting records are kept until they are acknowledged by the accounting server. Up to 100
unacknowledged records are stored in the backoff queue. If the unit never receives an
acknowledgment to an accounting request, it will eventually run out of memory. In order to
keep this situation from the occurring, the unit del etes the accounting records and displaysthis

error message in the sydlog file:

Backoff Q full, discarding user usernane

This error generally occurs for one of the following reasons:
¢ You enabled RADIUS accounting on the TAOS unit, but not on the RADIUS server.

e The Acct-Port or Acct-Key areincorrect. The Acct-Key must match the value assigned in
the RADIUS clients file or the TACACS+ configuration file.

¢ Youareusing a PortMaster® server rather than a TAOS unit server.

Flash card error messages

When a Load, Format, or Dircode command fails, the TAOS unit logs the messages described

in this section.

Load command messages

Table B-2 lists the error messages that might appear when using the Load command:

Table B-2. Load command error messages

Error message

Description

load: error: flash card wite
failed: card full

Thereis no space to load software on
the flash card.

| oad: error: specified flash card
not present

No flash card is detected in the
specified slot (1 or 2).

| oad: error: specified flash card
not formatted

A Format command isrequired before
loading the software.

| oad: error: specified flash card
is wite-protected

The flash card’s write-protect switch
iSset.

| oad: error: specifiedflash inmage
is currently in use

A dlot card inthe LOAD stateis
currently accessing the flash card.

B-10
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Format command messages

Table B-3 lists the error messages might appear when using the Format command:

Table B-3. Format command error messages

write-protected

Error message Description

error: flash card N is not present | Noflashcardisdetectedinthe
specified slot (1 or 2).

error: flash card N is unavail abl e | Theflash card in the specified dot is
already being formatted, isjust
coming up, or isin an error condition.

error: flash card Nis The write-protect switch is set on the

card in the specified slot (1 or 2).

error:
in use

flash card Nis currently

One or more images on the flash card
are being read by adot card in the
LOAD state or are being written as
part of acode download.

Dircode command messages

Table B-4 lists the error messages might appear when using the Dircode command:

Table B-4. Dircode command error messages

Error message

Description

Card Nis not formatted for
with this system

use

The flash card is blank, corrupted, or
formatted for another environment,
such as DOS. To use this card, you
must issue a Format command first.

Card N is tenporarily unavail able

Theflash card is currently coming up
or is being formatted.

Card N is unavail abl e

The flash card experienced an error
and isinaccessible.Check that the card
isinserted properly.

APX 8000/MAX TNT Administration Guide
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PPP Decoding Primer C

Breakingdowntheraw data. ............ it C-1
ANNOLALEO traCES. . . . o o ettt e e C-2
Exampleof MP+ call negotiation ............ .. C-5

Many of the diagnostic commands display raw data. This Primer is designed to assist you in
decoding PPP, MP, MP+ and BACP negotiations. The negotiations can be logged with the
diagnostic commands PPPDunp, WANDI spl ay, WANDSess, WANNext or WANOpen. For more
detailed information than this guide provides, refer to the specific RFCs. A partial list of
pertinent RFCs appears at the end of this guide.

Breaking down the raw data

An important concept to keep in mind is that each device negotiates PPP independently, so the
options might be identical for each direction of the session.

During PPP negotiation, frame formats in the various protocols are very similar. They share
the following characteristics:

e FF 03 indicating it isaPPP frame.

« A two-byte Protocol Identifier.

* A one-byte Packet Format ID number

* A onebyte ID number.

« A two-bytelength.

e Options for the protocal.

Below isatable of the most common protocols you'll seein Lucent diagnostic traces:

Identifier: Description:

Co 21 Link Control Protocol (LCP)

Co 23 Password Authentication Protocol (PAP)

C2 23 Challenge Handshake Authentication Protocol (CHAP)
80 21 Internet Protocol (IP)

80 29 Appletalk Protocol

80 2B Novell’s Internetwork Packet Exchange (1PX)

80 31 Bridging PDU
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Identifier: Description:
80 FD Compression Control Protocol (CCP)

Following are the packet formats:

Packet Format ID  Description

01 Configure Request

02 Configure Acknowledgment
03 Configure Non-Acknowledgment
04 Configure Reject

05 Terminate Request

06 Terminate Acknowledgment
07 Code Reject

08 Protocol Reject

09 Echo Request

0A Echo Reply

0B Discard Reguest

Note: If apacket received from the wan fails the Cyclic Redundancy Check (CRC) the
display is similar to the following, where RBAD denotes Received BAD:

RBAD- 27:: 8712 octets @ 26CFE8

[0000]: fe dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0010]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0020]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0030]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd

Annotated traces

Use the following traces as guides to help you decode other traces.

LCP Configure Request - MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator
using the device’'s MAC address:

XM T-3:: 29 octets @ 2C2E94
[0000]: ff 03 cO 21 01 01 OO0 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

Thisisasecond LCP Configure Request from the same device. Everything in the packet is
identical to the previous packet, except the ID number hasincremented from 01 to 02:

XM T-3:: 29 octets @ 2C2E94
[0000]: ff 03 cO 21 01 02 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

C-2
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L CP Configure Request - CHAP authentication, Magic number

RECV-3:: 19 octets @ 2BEBSC
[0000]: ff 03 cO 21 01 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

L CP Configure Acknowledgment - This device will authenticate using CHAP. The Magic
number is a so acknowledged:

XM T-3:: 19 octets @ 2C2E94
[0000]: ff 03 cO 21 02 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

LCP Configure Rgject - MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator.

This rejection shows two things. It shows that the remote side does not support MP+ or MP,
since MP+ and the MRRU were rejected. Thiswill have to be a PPP connection. Also, since
the MRU of 1524 was rejected, the default of 1500 is assumed. There needs to be an MRU, so
arejection of agiven value only means to use the default value.

At this point, this device will need to retransmit another L CP Configure Request, removing all
the rejected options.

RECV-3:: 29 octets @ 2BF1A4
[0000]: ff 03 cO 21 04 02 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

LCP Configure Request - Note all values that were previously rejected are no longer in the
packet:

XMT-3:: 8 octets @ 2C2E94
[0000]: ff 03 cO 21 01 04 00 04

L CP Configure Acknowledgment -

RECV-3:: 8 octets @ 2BF7BC
[0000]: ff 03 cO 21 02 04 00 04

At this point, since both sides have transmitted L CP Configure Acknowledgments, LCP is up
and the negotiation moves to the authentication phase.

This device receives a CHAP challenge from the remote end:

RECV-3:: 21 octets @ 2BFDD4
[0000]: ff 03 c2 23 01 01 00 11 04 4e 36 c9 5e 63 6¢ 63
[0010]: 72 34 30 30 30

This device transmits its encrypted user name and password:

XM T-3:: 36 octets @ 2C2E94
[0000]: ff 03 c2 23 02 01 00 20 10 49 b8 e8 54 76 3c 4a
[0010]: 6f 30 16 4e cO 6b 38 ed b9 4c 26 48 5f 53 65 61
[0020]: 74 74 6¢c 65

The remote device sends a CHAP Acknowledgment:

RECV-3:: 8 octets @ 2C03EC
[0000]: ff 03 c2 23 03 01 00 04
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At this point, the negotiation moves from authentication to negotiation of Network Control
Protocols (NCPs). The TAOS unit supports Bridging Control Protocol (BCP), IPCP, IPXCP
and ATCP.

IPCP Configure Request - Van Jacobsen Header Compression, |P addressof 1.1.1.1

RECV-3:: 20 octets @ 2C0A04
[0000]: ff 03 80 21 01 e3 00 10 02 06 00 2d Of 00 03 06
[0010]: 01 01 01 01

BCP Configure Request -

RECV-3:: 8 octets @ 2Cl101C
[0000]: ff 03 80 31 01 55 00 04

IPCP Configure Request - |P address of 2.2.2.2

XM T-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 01 01 00 Oa 03 06 02 02 02 02

IPCP Configure Reject - Van Jacobsen Header Compression. The remote device should send
another |PCP Configure Request and remove the request to do VJ Header Compression:

XM T-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 04 e3 00 Oa 02 06 00 2d Of 00

BCP - Protocol Reject. Thislocal deviceis not configured to support bridging.

XMT-3:: 8 octets @ 2C2E94
[0000]: ff 03 80 31 08 55 00 04

IPCP Configure Acknowledgment

RECV-3:: 14 octets @ 2C1634
[0000]: ff O3 80 21 02 01 00 Oa 03 06 01 01 01 O1

IPCP Configure Request - Note VJ Header Compression is not requested this time.

RECV-3:: 14 octets @2Cl1C4AC
[0000]: ff O3 80 21 01 e4 00 Oa 03 06 02 02 02 02

IPCP Configure Acknowledgment

XM T-3:: 14 octets @ 2C2E94
[0000]: ff O3 80 21 02 e4 00 Oa 03 06 01 01 01 O1

At this point, a PPP connection has been successfully negotiated. The caller was successfully
authenticated by means of CHAP and IPCP was the only successfully configured NCP. IPX,
Appletalk and bridging will not be supported during this session.

Below are two packets used in determining link quality:

L CP Echo request packet

RECV-3:: 16 octets @ 2BEB8C
[0000]: ff 03 cO 21 09 01 00 Oc 4e 36 c9 05 00 00 00 OO

L CP Echo Response

XM T-3:: 16 octets @ 2C2E94
[0000]: ff 03 cO 21 Oa 01 00 Oc 00 00 OO 00 OO 00 00 OO

C-4
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Example of MP+ call negotiation

LCP Configuration Request - MP+, MRU of 1524, MRRU of 1524, End Point Discriminator
using the device’'s MAC address:

XM T-31:: 29 octets @D803C
[0000]: ff 03 cO 21 01 01 OO0 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5c d3 71

LCP Configure Request - MP+, MRU of 1524, PAP authentication is required. MRRU of
1524, End Point Discriminator using the device’'s MAC address:

RECV-31:: 33 octets @ D4FBC
[0000]: ff 03 cO 21 01 01 00 1d 00 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 O
[0020]: 7a

L CP Configuration Acknowledgment -

RECV-31:: 29 octets @D55CC
[0000]: ff 03 cO 21 02 01 OO0 19 00 04 00 00 01 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5¢c d3 71

L CP Configuration Acknowledgment -

XM T-31:: 33 octets @ D803C
[0000]: ff 03 cO 21 02 01 00 1d 00 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 O
[0020]: 7a

At this point, LCP is up. Next is the authentication phase. The local device agreed to
authenticate using PAP, so it should transmit its user name and password. Notethat it is not
encrypted, and user name and password can be decoded very easily:

PAP Authentication Request - User name is shown in hexadecimal and must be converted to
ascii. User nameis 0x6a 0x73 0x6d 0x69 0x74 0x68 (jsmith) and password is 0x72 0x65 0x64
(red):

XM T-31:: 20 octets @ D803C
[0000]: ff 03 cO 23 01 01 00 10 06 6a 73 6d 69 74 68 03 72
[0010] : 65 64

PAP Authentication Acknowledgment -

RECV-31:: 9 octets @ D5BDC
[0000]: ff 03 cO 23 02 01 00 05 0O

Authentication is successful. Final negotiation determines protocols to be supported over the
link.

Note: MP+ was negotiated, and both devices begin sending MP+ packetsfrom here. The data
portion of the packet isidentical to PPP, but there is an 8-byte MP+ header instead of the
2-byte PPP header:

In the following packet, 00 3d isthe designation for a Multilink packet. The next byte
designates whether this packet is fragmented. The next three bytes are the sequence number.
You'll see them increment by one for each packet sent or received.
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Next, the 80 31 01 designates this as a BCP Configure Request:

RECV-31:: 20 octets @D61EC
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP Configure Request:

XM T-31:: 20 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

XM T-31:: 20 octets @ D864C
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

RECV-31:: 20 octets @D67FC
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP is up and the session begins sending bridged traffic. No routed protocols were negotiated.

The following packets are sent as part of the MP+ protocol. They are sent at one-second
intervals. These packets are used by each unit to validate the existence of the link. It givesthe
devices a secure way to determine whether the link is still up, even if there is no data traffic
passing between the devices.

RECV-31:: 8 octets @ D5BDC
[0000]: ff 03 00 3d cO 00 00 05
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 04
RECV-31:: 8 octets @D61EC
[0000]: ff 03 00 3d cO 00 00 06
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 05

The following RFCs provide more detail about the subjects listed in their titles:

Identifier ~ Title

RFC1378 PPP AppleTalk Contral Protocol (ATCP)

RFC1552 PPP Internetwork Packet Exchange Control Protocol (IPXCP)
RFC1638 PPP Bridging Control Protocol (BCP)

RFC1661 Point-to-Point Protocol (PPP)

RFC1934 Multilink Protocol Plus (MP+)

RFC1962 PPP Compression Control Protocol (CCP)

RFC1974 PPP Stac LZS Compression Protocol

RFC1989 PPP Link Quality Monitoring

C-6
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Identifier
RFC1990
RFC1994

Title
PPP Multilink Protocol (MP)
PPP Challenge Handshake Authentication Protocol
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accounting
displaying messages, 4-34
displaying state of RADIUS session
session statistics, 4-37
See Also. RADIUS
Active-Enabled parameter
SNMP-Natification profile, 6-17
SNM P-USM-User profile, 6-8
SNM Pv3-Target-Parameter profile, 6-17
address pools, displaying information about, 4-8
Addrpool command, using, 4-8
adjacencies, displaying OSPF, 3-30
Admin User profile
default password for, 2-2
logging in with, 2-2
privileges with, 5-1
Admin, logging in as, 2-2
administrative profiles
how created, 7-2
Admin-State profiles, how created, 7-3
Admin-State-Perm-If profile
described, 7-2
using, 7-4
Admin-State-Phys-If profile
described, 7-3
using, 7-5
Advanced Agent MIB, TAOS unit support, 6-22
aarms, displaying T3, 1-25
Answer Profile MIB, TAOS unit support for, 6-23
areas, displaying OSPF, 3-26
ARP
adding atable entry, 3-10
cache described, 3-9
clearing the ARP table, 3-10
deleting atable entry, 3-10
inverse for Frame Relay, 4-13
viewing the ARP table, 3-9
ARPtable command, using, 3-9
AS adverti sements
displaying external, 3-21
displaying internal, 3-22
AS border routers, information about, 3-27

Ascend MIB
advancedAgent group, 6-51
atmpGroup, 6-66
call StatusGroup, 6-55
configuration group, 6-61
console group, 6-53
described, 6-22
doGroup, 6-52
eventGroup, 6-54
firewallGroup, 6-58
flashGroup, 6-60
hostStatus group, 6-53
hostTypes group, 6-51
lanM odemgroup, 6-58
lanTypes group, 6-52
mCastGroup, 6-57
mibanswerProfile, 6-64
mibframeRelayProfile, 6-64
mibinternetProfile, 6-62
mibuds3NetworkProfile, 6-65
miscGroup, 6-60
multiShelf group, 6-59
powerSupply group, 6-59
products group, 6-50
radiusGroup, 6-57
sessionStatusGroup, 6-56
slots group, 6-50
systemStatusGroup, 6-53
wanDia outPkt group, 6-59
Ascendump
described, A-2
example of enabling, A-4
inlocal mode, A-3
obtaining, A-2
preliminary stepsfor, A-2
remote mode, A-3
specifying host installed on, A-3
AT command strings, modifying, 4-21
ATM
diagnostics with Framer command, 1-12
displaying call blocks, 1-14
displaying lines, 1-11
looping back lines, 1-14
status of lines, 7-9
ATM, looping back, 1-14
ATMDumpCall command, using, 1-14
ATMP
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using AT M Pdebug command, 4-9

using DTunnel command to get information about,

4-11

ATMP MIB, APX 8000 support, 6-23
ATMPdebug command, using, 4-9
Auth command

logging in using, 5-8

using, 2-2
AuthenDebug command, using, 4-9
authentication

Auth command, 2-2

debugging, 4-20

displaying L CP messages, 4-9

logging in as different user, 2-2

session statistics, 4-37

SNMP, 6-32

User profiles, 2-2

using RADservdump to verify setup, 4-36

See Also. RADIUS
Auth-Key parameter, 6-9
Auth-Protocol parameter, 6-8

B

backing up, APX 8000 configuration, 2-19
Backoff Q full message, explained, B-10
Base profile

described, 2-9

information stored across resets, 2-10
BrouterDebug command, using, 4-10
BrouterLoad command, using, 4-10

C

call blocks, ATM, displaying, 1-14
Call MIB, APX 8000 support, 6-23
cals
dialout timer, 2-37
displaying state of, 4-51
end of call information reported by Syslog, B-7
example of incoming modem, 4-24
example of MPP negotiation, C-5
forwarding info to Syslog when terminates, 2-27
information about incoming call routing, 4-39
cards. See dot cards

channels
bringing modem up or down, 1-31
checking status of T1, 1-20
displaying status of, 1-9
overall state of, 7-11
quiescing a channel, 1-20

removing from service, 1-19

CIDR

displaying messages about, 4-10
CLID, information in Syslog, B-8
clients, displaying IGMP, 3-17
clock source

preferred, 1-5

viewing, 2-13

viewing for slot card, 1-5

clocking

viewing source, 2-13
viewing source for slot card, 1-5
Code permission level, explained, 2-4
Code-level command, permissions needed to use, 5-4

commands
Addrpool, 4-8
ARPtable, 3-9
ATMDumpCall, 1-14
ATMPdebug, 4-9
AuthenDebug, 4-9
BrouterDebug, 4-10
BrouterLoad, 4-10
Ctdebug, 4-10
Debug overview, 4-1
Device, 1-4,1-31
DS3ATMIines, 1-11
DS3Link, 1-25
DTunnel, 4-11
El-Stats, 1-27
Ether-Display, 3-35
Ether-Stats, 4-11
Finger, 2-33
for status window, 2-21
Framer, 1-12
FRDLstate, 4-12
FRdump, 4-13
FRINARP, 4-13
FRLinkState, 4-14
FRLMI, 4-14
FRMgrDump, 4-14
FRPriorityErrors, 4-15
FRScert, 4-15
FRstate, 4-16
GRE, 4-16
If-Admin, 6-48
IFMgr, 4-16
IGMP, 3-16
IProute, 3-6, 3-7
IPXRIPdebug, 4-20
Lanval, 4-20
LifDebug, 4-21
Line, 1-7
list of debug, 4-5
MdbStr, 4-21
MDialout, 4-22
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MDial Sess, 4-23 Update, 4-46
Modem, 1-31 Userstat, 2-30
ModemD 1Stats, ModemD2Stats, ModemD 3Stats, using combinations of debug, 4-4

4-23 WANdisplay, 4-47
ModemDrvDump, 4-24 WANGdsess, 4-47, 4-48
ModemDrvState, 4-24 WanEventsStats, 4-48
MPCMtoggle, 4-25 WANopening, 4-50
MPentry, 4-26 WANTtoggle, 4-51
MPPCM, 4-26 configuration
MPtoggle, 4-27 backing up profiles, 2-19
NetlF, 4-27 clearing, 2-12
Netstat, 3-2 displaying system options, 4-46
NSlookup, 3-9 Log profile, 2-27
OAMLoop, 1-14 refreshing from RADIUS, 2-36
Open, 1-3,1-21 removing slot card, 1-5
OSPF, 3-18 restoring, 2-20
overview of, 2-3 restoring from alocal file, 2-20
overview of shelf controller, 2-4 restoring from a network, 2-20
permission levels, 2-3 saving to alocal file, 2-19
permissions described, 5-3 saving to a network host, 2-20
Ping, 3-1 scripts, using, 2-28
Pool, 4-28 SNMP profile, 6-32
Portinfo, 4-30 SNMP traps, 6-47
PPPdump, 4-31 User profile, 5-5
PPPFSM, 4-31 viaSNMP, 6-22
PPPinfo, 4-32 Connection profile
PPPstate, 4-33 Frame Relay Direct, 5-10
PRIdisplay, 4-34 Connection status, 2-22
Quiesce, 1-19 connections
228?0221534 displaying information about MP, 4-25
RADservdump, 4-36 displaying informal!on about MP and MPP, 4-26
RADsessdump, 4-37 displaying information about MPP, 4-26
RADstats, 4-37 displaying information about MPP and MP, 4-27
Reset, 4-38 _dlsplayln_g information about setup, 4-50
Revision, 4-39 information about, 2-22
Rlogin, 3-13 terminating user, 2-31
RoutMgr, 4-39 console, fatal crash information on, B-6
Show, 1-1 core dump
Show Netware Networks, 3-32 disabling, A-3
Show Netware Servers, 3-31 enabling, A-3
Slot, 1-4 enabling on MAX TNT, A-4
SNTPR, 4-40 examplesof, A-4
StackLimit, 4-40 initiating immediate, A-3
T1Channels, 1-20 MAX TNT inlocal mode, A-3
T1-Stats, 1-21,1-22 naming conventions for files, A-3
TDM, 4-41 overview of, A-1
TDMtst, 4-42 preliminary stepsfor, A-2
Telnet, 3-13 pulling from TNT, A-5
TelnetDebug, 4-43 remote mode, A-3
TNTMP, 4-44 specifying server, A-3
TraceRoute, 3-8 trigger events, A-4
TSshow, 4-45 troubleshooting, A-6
TunnelDebug, 4-45 UDP port numbersfor, A-4
Sg‘gg:)smtl 4’1429 Coredump command, described, A-1, A-3

ump, 1- icti -
UDS3Lines, 1.28 core-dump server, restrictionson, A-1
APX 8000/MAX TNT Administration Guide Index-3
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Ctdebug command, using, 4-10

D

D channdl, displaying signaling, 4-34
D4 framing, cannot be used with FDL, 1-20
datalink, information for Frame Relay, 4-12
date, setting system, 2-12
debug commands
getting online help for, 4-4
list of, 4-5
overview of, 4-1
using combinations of, 4-4
debug levels, described, 4-3
debug output, enabling, 4-3
debug permissions
enabling, 4-1
levels explained, 2-4
debug profiles, deleting, A-6
Debug-level commands
TNTMP, 4-44
default administrative password, 2-2
Default User profile, privileges with, 5-1
defaults, restoring system to, 2-12
Device command, using, 1-4, 1-31
devices
changing state of, 1-4
changing state of with Admin-State-Perm-If profile,
7-4
changing state of with Admin-State-Phys-If profile,
7-5
managing, 7-7, 7-8
quiescing, 1-19
Device-State profile, using, 7-6
Device-Summary profile, using, 7-7
Diagnostic permission level, explained, 2-4
Diagnostic-level commands, permission needed to use,
5-4
diagnostics
ATM with Framer command, 1-12
getting DS1, 1-21, 1-27
getting T3, 1-21, 1-25
dialout
MDia out command, 4-22
timer for, 2-37
digital modems. See modems
Dircode command, using, 2-16

directed broadcasts, setting displayed in |IFmgr com-
mand output, 4-20

disabling modem, explained, 1-32
DLCI

displaying which applied to Frame Relay link, 4-13
displaying with the FRMgrDump command, 4-14
DNIS, information in Syslog, B-8
DNS, performing a DNS lookup, 3-9
DS1 MIB, described, 6-2
DSl1s
getting diagnostics for, 1-21, 1-27
status codes, 1-8
DS2lines
displaying state of, 1-26
status codes, 1-8
DS3 ATM card
administering, 1-11
using the ATMDumpCall command, 1-14
using the Framer command, 1-12
DS3lines
checking status of unchannelized, 7-11
DS3 MIB, described, 6-2
DS3 Profile MIB, APX 8000 support, 6-24
DS3. Seealso T3
DS3-ATM profile, using, 7-9
DS3ATMIines command, using, 1-11
DS3Link command, using, 1-25
DTPT, cannot terminate sessions with Userstat, 2-31
DTunnel command, using, 4-11

E

Ellines
displaying clock source information, 2-13
getting diagnostics for, 1-27
monitoring, 1-27

E1-Stats command, using, 1-27

error information, B-9

€rror messages
did not negotiate MPP, 2-36
cannot establish connection for, 2-35
cannot find profile for, 2-35
far end does not support remote management, 2-36
far end rejected session, 2-36
management session failed, 2-36
not authorized, 2-35
profile for does not specify MPP, 2-35
errors
definition of fatal, B-2
logged by Syslog, B-7
on T1 channdls, 7-11
status window, displayed, 2-23
Ether-Display command, using, 3-35
Ethernet
APX 8000 monitors interface state, 1-16
displaying information about a particular interface,
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4-19
displaying interfaces, 4-16
displaying statistics about, 4-11
enabling or disabling interfaces, 1-16
how link state affects routing table, 1-17
multiple IP interfaces on port, 1-18
viewing link state, 1-18
viewing packet contents, 3-35
Ethernet card, administering, 1-16
Ethernet interface
marking as up or down, 4-18
specifying management only, 2-3
Ether-Stats command, using, 4-11
Event MIB, APX 8000 support, 6-24
events
types of, B-9
WAN, 4-49
External-Auth profile, verifying configuration in, 4-36

F

factory configuration, displaying, 2-9
fatal error log
core dumpsand, A-5
described, B-1
logging message to when stack reaches limit, 4-40
reading, 2-24
fatal error messages
described, B-1
format of, B-1
fatal errors
crash information on console, B-6
definition of, B-2
description of, 2-24
FDL
D4 framed lines and, 1-20
specifying, 1-20
features, displaying enabled, 2-9
Finger
forwarding service not supported, 2-34
using command, 2-33
Firewal MIB, APX 8000 support, 6-25
flash card
described, 2-16
displaying contents of, 2-16
displaying directory information, 2-16
file-system checking acard, 2-17
formatting, 2-16
overflow from loading unknown cards, 2-19
performing afile system check, 2-17

flash card slots, on APX 8000 shelf controller, 2-16
Flash MIB, APX 8000 support, 6-25

Format command, using to format flash cards, 2-16

Frame Relay
data link information on, 4-12
FRDL state command, 4-12
FRdump command, 4-13
FRinARP command, 4-13
FRLinkState command, 4-14
FRLMI command, 4-14
FRMgrDump command, 4-14
FRPriorityErrors command, 4-15
FRScert command, 4-15
FRstate command, 4-16
state changes, 4-16
Userstat command and, 2-31

Frame Relay MIB, described, 6-2

Frame Relay Profile MIB, APX 8000 support, 6-26
Framer command, using, 1-12

FRDL state command, using, 4-12

FRdump command, using, 4-13

FRinARP command, using, 4-13

FRLinkState command, using, 4-14

FRLMI command, using, 4-14

FRMgrDump command, using, 4-14
FRPriorityErrors command, using, 4-15

FRScert command, using, 4-15

FRstate command, using, 4-16

Fsck command, using to check flash card format, 2-17

G

GRE command, using, 4-16
groups
displaying IGMP, 3-16
finding channels associated with nailed, 1-20

H

hash codes, using Update commands with, 4-46
HDLC card

testing communication between, 4-42
help, getting for debug commands, 4-4
hidden routes, IPX, 3-32
host card, displaying WAN eventsfor, 4-48
hosts

DNSlookups, 3-9
logging into network, 3-13
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Idle logout, 5-2
Idle parameter, 2-35

If-Admin command
administering SNMP interfaces with, 6-48
examples, 6-48
IFMgr command
using, 4-16
viewing multiple IP interfaces on Ethernet port with,
1-18
IGMP
client information, 3-17
diagnostic toolsfor, 3-16
group information, 3-16
|GMP command
displaying client information, 3-17
using, 3-16
inband signaling, 1-9
installation, recovering from failed slot card, 1-6
interfaces
active IGMP, 3-16
description of table, 3-4
diagnostic toolsfor IGMP multicast, 3-16
displaying network mappings, 4-27
enabling and disabling Ethernet, 4-16
enabling or disabling Ethernet, 1-16
Frame Relay, 4-13
information about a particular Ethernet, 4-19
initiating changes in SNMP, 6-49
managing SNMP, 6-48
multicast forwarding, 3-16
multiple IP on Ethernet port, 1-18
OSPF, 3-28
OSPF, displaying, 3-29
permanent defined, 4-17
resetting SNMP table, 6-49
SNMP, 7-2
SNM P described, 6-49
specifying management only, 2-3
table of Ethernet, 4-16
transient defined, 4-17
viewing Ethernet link state, 1-18
Internet Profile M1B, APX 8000 support, 6-27
IP
displaying and modifying routes, 3-5
interfaces displayed with Netstat command, 3-2
multiple interfaces on Ethernet port, 1-18
system administration for, 3-1
IP addresses, displaying, 3-5
IP routing
table, displaying, 3-5
I Proute command
described, 3-7

using to temporarily modify routing table, 3-6
IP-Route profile, routes restored after reset, 3-7
IPX

diagnostic tools for, 3-31

IPXRIPdebug command, 4-20
IPXRIPdebug command, using, 4-20
ISDN

LifDebug command, 4-21

PRIdisplay command, 4-34

quiescing PRI line, 1-19

L

Lan Modem MIB, APX 8000 support, 6-27
LAN-Modem profile, 1-32
Lanval command, using, 4-20
L CP authentication, displaying messages related to, 4-9
LifDebug command, using, 4-21
Line command, using, 1-7
Line status window
channel status codesin, 1-9
link status codesin, 1-8
lines, 1-11,1-14
displaying DS2 state, 1-26
displaying T3 statistics, 1-26
DS1 status, 1-8
DS2 status, 1-8
overall state of, 7-10, 7-11, 7-12
removing PRI from service, 1-19
status of, 1-8
link state
Frame Relay, 4-14
OSPF advertisements, 3-24
OSPF database, 3-22
viewing link state, 1-18
link-state database, displaying, 3-20
LMI
displaying information about, 4-14
displaying Sprint or Frame Relay forum checks, 4-15
L oad command, loading code for specific card, 2-19

L oad-Select profile, how to use, 2-18
log messages

in status window, 2-23

level displayed on a per-user basis, 5-2

status window, displayed, 2-23
Log profile

displaying contents, 2-25

example configuration, 2-27

how many messages to save, 2-26

message level, 2-26

number of messages, 2-26

syslog daemon, 2-27
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logging
as different user, 2-2
configuring Syslog, 2-27, 2-28
levelsfor User profiles, 5-8
setting up Syslog, 2-25
specifying remote port for Syslog, 2-27
specifying session ID base, 2-26
logging in
as adifferent user, 5-8
described, 2-2
login
and User profiles, 5-2
determining current user profile, 5-9
displaying status windows, 5-2
to network host using Rlogin, 3-13
to network host using Telnet, 3-13
to network hosts from APX 8000, 3-13
logout, for idle sessions, 5-8
loopback
enabling external for T3, 1-26
enabling for T3, 1-26
enabling interna for T3, 1-26

M

Maintenance-State command. using, 1-19
management, specifying Ethernet interface for, 2-3
MdbStr command, using, 4-21
MDialout command, using, 4-22
MDial Sess command, using, 4-23
memory
displaying NVRAM used, 2-13
displaying pools, 4-28
NVRAM, 2-12
messages
Backoff Q full, B-10
definition of warning, B-3
fatal and warning error described, B-1
fatal error definitions, B-2
format of fatal and warning, B-1
log for User profiles, 5-8
log messages in status window, 2-23
specifying levels of debug, 4-3
Syslog, B-6
MIBs
Ascend, 6-22
Ascend MIB hierarchy, 6-50
Frame Relay, 6-2
Modem, 6-2
support on APX 8000, 6-1
Modem card, administering, 1-31
Modem command, using, 1-31
modem dialout, active sessions, 4-23

Modem MIB, described, 6-2
modem strings, revert to default values after reset, 4-21
ModemD1Stats, command, using, 4-23
M odemD2Stats command, using, 4-23
M odemD 3Stats command, using, 4-23
ModemDrvDump command, using, 4-24
ModemDrvState command, using, 4-24
modems
bringing channel up or down, 1-31
disabling, 1-32
displaying status, 1-31
MdbStr command, 4-21
MDial Sess command, 4-23
ModemD1Stats, ModemD2Stats, ModemD3Stats
commands, 4-23
ModemDrvDump, 4-24
ModemDrvState command, 4-24
monitoring, 1-31
quiescing, 1-32
monitoring
Ellines 1-27
UDS3 card, 1-28
MP
displaying information about, 4-25, 4-27
ID number, 4-26
MPCMtoggle command, using, 4-25
MPentry command, using, 4-26
MPP
displaying information about, 4-26, 4-27
displaying information about connections, 4-26
example of call negotiation, C-5
MPPCM command, using, 4-26
MPtoggle command, using, 4-27
multicast
diagnostic toolsfor interfaces, 3-16
IGMP client information, 3-17
IGMP group information, 3-16
multicast forwarding, administration, 3-16
Multicast M1B, APX 8000 support, 6-27
multichannel connections, debugging, 4-25, 4-26
multishel f
TDM command, 4-41

N

nailed connections, refreshing from RADIUS, 2-36
nailed group
finding channel associated with, 1-20

Name parameter
SNMP-USM-User profile, 6-8
SNMPv3-Notification profile, 6-16
name, specifying for APX 8000, 2-11
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(0]

negotiation P
modifying modem, 4-21
user session messages, 4-50 packets

neighbors, displaying OSPF, 3-30
NetlF command, using, 4-27
Netstat command
displaying routing table, 3-5
using, 3-2
network administration
IPX, 3-31
logging into network hosts, 3-13
multicast interfaces, 3-16
OSPF tools for, 3-17
performing aDNS lookup, 3-9
pinging hosts, 3-1
Rlogin sessions, 3-13
TCP/IP networks, 3-1
Telnet sessions, 3-13
tracing routes, 3-8
viewing the ARP table, 3-9
network connectivity, testing with Ping, 3-1
network management software, 6-6
NFAS signaling, 1-9
Nslookup command, using, 3-9
NVRAM
displaying amount used, 2-13
managing, 2-12
not cleared when you remove slot card, 1-5
using to recover from slot card upgrade, 1-6

O

OAMLoop command, using, 1-14

Open command
using, 1-3,1-21

OSPF
diagnostic toolsfor, 3-17
displaying the routing table, 3-25
external AS advertisements, displaying, 3-21
general information about, 3-18
information about areas, 3-26
information about AS border routers, 3-27
information about link-state database, 3-20
interfaces, 3-28
interfaces, displaying information about, 3-29
internal AS advertisements, displaying, 3-22
link-state advertisements, 3-24
link-state database, 3-22
neighbors, 3-25, 3-30
routing table, 3-25

OSPF command, 3-18

outbound modem calls
displaying information about, 4-22

displaying for particular user, 4-47
displaying packets received from or sent to WAN,
4-47
formatsin PPP sessions, C-2
viewing Ethernet, 3-35
parameters
Idle, 2-35
passwords
assigning to Admin login, 2-2
default Admin, 2-2
permissions needed to view, 5-5
required for logging into system, 5-2
requiring for serial port, 2-2
PCMCIA flash cards
see flash cards

permanent interface, defined, 4-17

permission levels
Code explained, 2-4
Debug explained, 2-4
Diagnostic explained, 2-4
System explained, 2-4
Term-Serv explained, 2-4
Update explained, 2-4
User explained, 2-4
permissions
Allow-Code, 5-4
Allow-Diagnostic, 5-4
Allow-Password, 5-5
Allow-System, 5-4
Allow-Termserv, 5-4
Allow-Update, 5-4
described, 5-3
enabling debug, 4-1
levels, 2-3
logging in as Admin, 2-2
Ping command, using, 3-1
Pools command, using, 4-28
Portinfo command, using, 4-30

ports
displaying port info, 4-30
information about TCP and UDP, 3-10
specifying remote for Syslog, 2-27
UDP for core dump, A-4
Port-State events, not supported on APX 8000, 6-34
Power command, using, 2-28
power supplies, checking status of, 2-28
Power Supply MIB, APX 8000 support, 6-27
PPP
annotated traces in sessions, C-2
APX 8000 name used for session, 2-11
displaying session info, 4-31, 4-32
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frame formatsin negotiation, C-1

most common protocols in negotiations, C-1

packet formats in sessions, C-2

state information, 4-33

using WAN(display to resolve PPP negotiation
problems, 4-47

PPPdump commands, using, 4-31
PPPFSM command, using, 4-31
PPPinfo commands, using, 4-32
PPPstate command, using, 4-33

PRI
displaying D-channel signaling, 4-34
quiescing, 1-19
PRIdisplay command, using, 4-34
Priv-Key parameter, 6-10
Priv-Protocol parameter, 6-9
profiles
administrative, 7-1
administrative, how created, 7-2
Admin-State-Perm-If, 7-2, 7-4
Admin-State-Phys-If, 7-3, 7-5
Base information stored across resets, 2-10
Connection
Frame Relay Direct, 5-10
Device-State, 7-6
Device-Summary, 7-7
DS3-ATM, 7-9
refreshing nailed, 2-36
sample SNMP, 6-32
sample User, 5-5
Slot-Info, 7-8
Slot-State, 7-8
SNMP overview, 6-31
T1-Stat, 7-10
UDS3-Stat, 7-11
User pre-defined, 5-1
prompts, specifying for User profile, 5-6
protocols
ARP, 3-9
IGMP, 3-16, 3-17
most common, C-1
OSPF, 3-17
SNTP, 2-12
statistics, 3-10
Telnet, 3-13
UDP, probe, 3-8

Q

queue depth, displaying, 3-11
Quiesce command
and switch types, 1-19
example use, 1-19

quiescing T1 lines (in T3 card) or channels, 1-19
quiescing T1 lines or channels, 1-19, 1-20

R

RADacct command, using, 4-34
RAD:If command, using, 4-35
RADIUS
RADacct command, 4-34
RADif command, 4-35
RADservdump command, 4-36
RADsessdump, 4-37
RADstats command, 4-37
refreshing configuration, 2-36
refreshing nailed profiles from, 2-36
running in debug mode, 4-35
RADIUSMIB, APX 8000 support, 6-29
RADservdump command, using, 4-36
RADsessdump command, using, 4-37
RADstats commands, using, 4-37
Read-Write-Access parameter, 6-8
remote management
session, timing out, 2-35
Reset command, using, 4-38
resetting
single shelf system, 2-13
restoring saved configurations, 2-20
Revision command, using, 4-39
revision, displaying system, 4-45
RFC 1213, APX 8000 support, 6-1
RFC 1253, APX 8000 support, 6-1
RFC 1315,APX 8000 support, 6-2
RFC 1317, APX 8000 support, 6-2
RFC 1398, APX 8000 support, 6-2
RFC 1406, APX 8000 support, 6-2
RFC 1695, APX 8000 support, 6-2, 6-4, 6-5
RFC 1695, described, 6-2
RFC 1696, APX 8000 support, 6-2
RFC 2233, APX 8000 support, 6-3
RIP, displaying IPX RIP traffic, 4-20
Rlogin command, using, 3-13
routes
adding static to routing table, 3-7
changing, 3-6
displaying and modifying IP, 3-5
hidden and static IPX, 3-32

routing
displaying router backlog time, 4-10
IPX diagnostic tools, 3-31
IPX RIPtraffic, 4-20
OSPF areas, 3-26
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OSPF AS border routers, 3-27

OSPF external AS advertisements, 3-21

OSPF information, 3-18

OSPF internal AS advertisements, 3-22

OSPF link-state advertisements, 3-24

OSPF link-state database, 3-20, 3-22

OSPF neighbors, 3-30

OSPF routing table, 3-25

tracing routes, 3-8

using BrouterDebug command to get information
about, 4-10

See Also. OSPF

routing table
adding static route to, 3-7
displaying and modifying, 3-5
displaying with Netstat command, 3-5
fields explained, 3-5
how affected by link state, 1-17
modifying temporarily, 3-6

RoutMgr command, using, 4-39

S

Screen command, status window length and, 2-24
scripts, configuring APX 8000 with, 2-28
Secure Access Firewall, Syslog messages initiated by,
B-8
security
changing Admin password, 2-2
overview of SNMP
Read-Access-Hosts, 6-33
securing the serial port, 2-2
Write-Access-Hosts, 6-33
Security-L evel parameter, 6-17
serial number, viewing, 4-39
seria port, securing, 2-2
serial WAN card
displaying information, 1-7
Service Management MIB, APX 8000 support, 6-30
session IDs, specifying base for, 2-26
Session MIB, APX 8000 support, 6-30
sessions
annotated PPP traces, C-2
debugging Telnet, 4-43
displaying information about using Finger, 2-33
displaying packets for particular session, 4-47
displaying setup messages, 4-50
displaying user information, 2-30
example of MPP negotiation, C-5
logging out idle, 5-8
opening with slot card, 1-3
PPPinfo, 4-32
PPP state information, 4-33

Syslog information about, B-7
terminating, 2-31
shelf controller, commands available on, 2-4
Show command
types of dot cards reported, 1-3
viewing slot cards with, 1-1
Show Netware Networks command, 3-32
Show Netware Servers command, 3-31

slot cards
administering UDS3, 1-28
changing state of, 1-4
changing state of in Slot-State profile, 7-8
commands on, 2-3
displaying uptime for, 2-8
DS3 ATM, administering, 1-11
Ethernet, administering, 1-16
getting core dump from, A-5
installed reported by Slot-Info profile, 7-8
loading software for, 2-18
loading software for new cards, 2-19
loading software for specific cards, 2-18
managing, 7-7, 7-8
modem, administering, 1-31
opening session with, 1-3
recovering from failed installation, 1-6
removing card and configuration, 1-5
removing from system, 1-6
Slot command to temporarily down, 1-4
software images stored on flash card, 2-16
T1, T3 administering, 1-18
type reported by Show command, 1-3
viewing clock source for, 1-5
viewing information about particular card, 1-3
viewing installed, 1-1
viewing status of, 1-2

Slot command
to temporarily down adot card, 1-4
using, 1-4

Slot-Info profile, using, 7-8

Slot-State profile, using, 7-8

SNMP
See also SNMPv3
access and security overview
address security, 6-32
Ascend MIB, 6-22
Ascend MIB hierarchy, 6-50
Ascend MIB support, 6-22
classes of traps generated, 6-47
community string for SNMP PDU, 6-47
community strings, 6-31
configuration, 6-31
DS1MIB, 6-2
DS3MIB, 6-2
enabling access to the unit, 6-31
engine groups, 6-13, 6-14
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Frame Relay MIB, 6-2
host to receive traps, 6-46
If-Admin command, 6-48
individual trap support on APX 8000, 6-34
initiating interface changes, 6-49
interacting with manager utilities, 6-1
interface numbers, 7-2
interfaces allocated at startup, 7-2
managing interfaces, 6-48
managing SNMP interfaces, 7-2
Modem MIB, 6-2
Read-Access-Hosts, 6-33
resetting interface table, 6-49
sample profile, 6-32
setting up traps, 6-33
TAOS unit support, 6-1
trap configuration, 6-46
trap example, 6-47
trap support on APX 8000, 6-34
traps, defined, 6-33
Write-Access-Hosts, 6-33
SNMP AuthPass command, 6-11
SNMP interface table, how built, 6-49
SNMP PrivPass command, 6-11

SNMP profile
configuration overview, 6-31
displaying contents, 6-31
example configuration, 6-32
SNMP security configuration profiles
Security-Level, 6-7
SNMP-Message-Type, 6-7
SNMP-Message-Type parameter, 6-7
SNMPv3
notifications, 6-17
SNMPv3-Notifications profile, 6-18
User-based Security Model, 6-14, 6-17
SNMPv3-USM-User configurable parameters
Active-Enabled, 6-16
Auth-key, 6-16
Auth-Protocol, 6-16
Name, 6-16
Priv-key, 6-16
Priv-Protocol, 6-16
Read-Write-Access, 6-16
SNTP command, using, 4-40
software
loading for new cards, 2-19
loading for specific card, 2-18
slot card stored on flash card, 2-16
upgrading system, 2-18
StackLimit command, using, 4-40
state
changing device, 1-4
changing dot card, 1-4
static routes

adding to routing table, 3-7
IPX, 3-32

statistics

getting DS1, 1-21, 1-22

status, 7-10

channel status codes, 1-9
checking T1, 7-10
checking T1 channels, 1-20
checking UDS3, 7-11
connections, 2-22
displaying modem, 1-31
displaying serial WAN, 1-7
displaying T3, 1-7
displaying UDS3, 1-28
displaying WAN, 1-7
genera information, 2-23
line status, 1-7

log messages, 2-23
T1card, 1-8

T3card, 1-8

User profiles, and, 5-6, 5-7
WAN lines, 1-8

status window

commandsfor, 2-21
connection information, 2-22
connections, 2-22

default contents of, 5-7
default size, 5-7

defining contents, 2-21
described, 2-22

displaying, 2-21

displaying upon login, 5-2
general, 2-23

information displayed in for User profile, 5-6
length, 2-24

line status, 1-7

log, 2-23

navigating, 2-21

opening and closing, 2-22
vt100 requirement, 2-21, 5-6
WAN lineinformation in, 2-24

Syslog

configuring, 2-25

configuring APX 8000 to interact with, 2-27
configuring daemon, 2-28

DNIS and CLID informationin, B-8

end of call information for, B-7

forwarding call info to when call terminates, 2-27
messages, B-6

messages initiated by Secure Access Firewall, B-8
specifying remote port, 2-27

Syslog host, see Log profile
system

checking power supplies, 2-28
configuration stored in NVRAM, 2-12
configuring with a script, 2-28
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displaying revision, 4-45

displaying uptime, 2-8, 4-45

removing slot card, 1-6

removing slot card from, 1-5

resetting, 2-13, 4-38

restoring configuration from alocd file, 2-20

restoring configuration from a network host, 2-20

saving configuration to alocal file, 2-19
saving configuration to a network host, 2-20
setting date and time, 2-12
updating with hash codes, 4-46
version, 2-9
viewing installed slot card, 1-1

system administration
allowing remote management, 2-21
core dumps, A-1
device state changes, 1-31
devices, managing, 7-7, 7-8
displaying the contents of flash, 2-16
displaying the system version, 2-9
file system checking aflash card, 2-17
log messages, 2-25
logging in as Admin, 2-2
logging in with Admin User profile, 2-2
network overview, 3-1
overview, 2-1
quiescing modems, 1-32
quiescing T1 lines (in T3 card) or channels, 1-19
quiescing T1 lines or channels, 1-19
session IDs, 2-26
setting a system name, 2-11
dlot cards, managing, 7-7,7-8
SNMP interfaces, 6-48, 7-2
system-level commands, 2-4
TCP/IP, 3-1

system options, displaying, 2-9
System permission level, explained, 2-4
System profile
allowing remote management, 2-21
setting a system name, 2-11
setting session ID base, 2-26
system software, after upgrade if slot card does not
comeup, 1-6
system software, upgrading, 2-18
system status, 2-23

System-level commands
described, 2-4
permissions needed to use, 5-4

T
T1 card

opening session to, 1-21
T1 channels

checking status of, 1-20
monitoring on T1 card, 1-20
quiescing, 1-19, 1-20
T1lines
checking status of, 7-10
configuring viaSNMP, 6-2
displaying clock source information, 2-13
displaying status of on T3 card, 7-10
getting diagnostics for, 1-21
monitoring performance (FDL), 1-20
quiescing, 1-19
quiescing and switch types, 1-19
quiescing ISDN PRI, 1-19
T1Channels command
using, 1-20
using on T3 card, 1-20
T1-Stat profile
T3 card and,, 7-10
using, 7-10
T1-Stats command, using, 1-21, 1-22
T3 darms, displaying, 1-25
T3 card
displaying status of T1 lines, 7-10
displaying status of unchannelized lines, 7-11
getting DS1 diagnosticsfor, 1-21
opening session with, 1-25
using the DS3Link command, 1-25
using theT 1Channels command, 1-20
T3lines
C-bit parity and, 1-25
configuring viaSNMP, 6-2
displaying status of, 1-7
enabling external loopback, 1-26
enabling internal loopback, 1-26
enabling loopback, 1-26
getting diagnostics for, 1-25
tables, routing and interface, 3-5
Tag parameter, 6-16
TAOS unit
displaying enabled features, 2-9
loggingin, 2-2
resetting, 4-38
serial number of, 4-39
SNMP support, 6-1
system administration overview, 2-1
upgrading system software, 2-18
TCP, displaying information about, 3-10
TCP/IP, system administration for, 3-1
TDM bus
setting up and querying, 4-41
test, 4-42
testing, 4-41
TDM command
using, 4-41
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TDMtst command
using, 4-42
Telnet command, using, 3-13
Telnet, debugging, 4-43
TelnetDebug command, using, 4-43
Terminal-Server, permissions needed to use, 5-4
Term-Serv permission level, explained, 2-4
time, setting system, 2-12
timeouts, specifying idle, 5-8
timer, for dialout calls, 2-37
TNTMP command, 4-44
TraceRoute command, using, 3-8
traces, annotated, C-2
transient interface, defined, 4-17

Trap profile
displaying contents, 6-33
example configuration, 6-47
traps
Ascend enterprise, 6-31
configuration overview, 6-46
example of, 6-47
setting up, 6-33
support for individual on APX 8000, 6-34
support on APX 8000, 6-34
See Also. SNMP
trigger events, for core dumps, A-4
T Sshow command, using, 4-45
Tunnel Debug command, using, 4-45
tunneling
ATMPdebug command, 4-9
displaying setup messages, 4-45
DTunnel command, 4-11
TunnelDebug command, 4-45
TunnelSlot command, 4-46
Tunnel Slot command, using, 4-46

Type parameter, 6-16

U

UDP ports
for core dump, A-4
information about, 3-10
UDS3
displaying status, 1-28
lines, displaying, 1-28
statistics, displaying, 1-29
UDS3 card
administering, 1-28
monitoring, 1-28
UDS3 lines, displaying status of on UDS3 card, 7-11
UDS3 Profile MIB, APX 8000 support, 6-30

UDS3Dump command, using, 1-29
UDS3Lines command, using, 1-28
UDS3-Stat profile, using, 7-11
Update command, using, 4-46
Update commands, permissions needed to use, 5-4
Update permission level, explained, 2-4
Update-level commands, Reset, 4-39
upgrade, if dot card does not come up after, 1-6
uptime
displaying, 2-8
displaying system, 4-45
User permission level, explained, 2-4
User profiles
customizing environment of, 5-6
default password for Admin, 2-2
determining current, 5-9
example configuration, 5-5
information displayed in status window for, 5-6
log levelsfor, 5-8
logging in as different user, 2-2
logging in using, 5-6
logging in using different, 5-8
name and password, 5-2
parameters described, 5-2
permission levels 2-3
permission levelsfor, 5-3
pre-defined, 5-1
restoring default due to inactivity, 5-8
samples, 5-5
specifying system prompt for, 5-6
status information settings, 5-6
status window settings, 5-7
status windows and log messages, 5-2
user name as prompt, 5-2
user session information, displaying, 2-30
username and password, requiring for seria port, 2-2
users
displaying active, 2-30
displaying information about using Finger, 2-33
displaying packets for session, 4-47
terminating sessions, 2-31
Userstat command
configuring format of output, 2-31
using, 2-30
using to display active users, 2-30

\Y,

validation
Lanval command, 4-20
requestsfor, 4-20

Version command, using, 2-9
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w

WAN
displaying counters of events, 4-49
displaying events for, 4-48
displaying packets, 4-47

displaying packets during connection setup, 4-50

WANTtoggle command, 4-51
WAN Diaout MIB, APX 8000 support, 6-30
WAN lines

displaying status of, 1-7

information about, 2-24

status codes, 1-8
WA Ndisplay command

stopping output, 4-47

using, 4-47
WA Ndsess command, using, 4-47
WanEventsStats command, 4-48
WA Nopening command, using, 4-50
WA Ntoggle command, using, 4-51
warning messages

definition of, B-3

format of, B-1
Write command, -f forces change, 2-29
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