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About This Guide

The MAX™ Administration Guidés intended to help you as you measure, maintain,
administer, and troubleshoot the performance of MAX 6000, MAX 3000, and MAX 800 units.
A reference to aspecific MAX model always accompanies information that applies only to that
model. For example, if adescription indicates MAX 6000 then that information applies only to
MAX 6000 units. If adescription indicates MAX, then that information applies to the MAX
6000, MAX 3000, or MAX 800 unit that is configured to support the feature being described.

To assure continuing satisfactory performance of aMAX unit make use of itsindicator lights,
the VT100 interface, the terminal-server command-line interface (CLI), DO commands,
SNMP, and the Syslog.

A Warning: Beforeinstalling or operating your MAX unit, be sure to read the safety
instructionsin the Edge Access Safety and Compliance Guide. For information specific to your
unit, see the “Safety-Related Electrical, Physical, and Environmental Information” appendix in
your unit’s hardware installation guide.

Navigation and usage of all the user interfaces are described in the Hardware Installation and
Basic Configuration Guide for your unit. You will continue to apply that information as you
use this guide.

The flexibility of the True Access™ Operating System (TAOS) software and hardware
architecture of the MAX base unit allows you to introduce services as you need them. The
MAX offers flash memory, slot cards, and software upgradable protocol support. You can
upgrade the features that the MAX unit supports by changing the version of TAOS software
running on the unit. The flexiblity of the system software and hardware architecture also
results in support for over 15 WAN protocols. The MAX also supports several virtual private
networking, several modem, and several bandwidth management protocols. Although the
flexibility of the unit's TAOS software and hardware architecture can make the tasks quite
complicated, this guide intends to help you discern how best to assure satisfactory
performance. Use this guide to gather information about the performance of the MAX unit and
to eliminate problems that you may discover.

Note: This manual describes the full set of features for MAX 6000, MAX 3000, and MAX
800 units. Some features might not be available with earlier versions or specialty loads of the
software.

What you should know

This guide is for the person who configures and maintains MAX units. To configure a unit, you
need to understand the following:

* Internet or telecommuting concepts
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About This Guide

Documentation conventions

«  WAN concepts

e LAN concepts, if applicable

Documentation conventions

Following are al the special characters and typographical conventions used in this manual:

Convention

Monospace t ext

Bol df ace
nonospace text

Italics

Keyl-Key2

Press Enter

Note:

A

Caution:

A

Warning:

/N

Warning:

M eaning

Represents text that appears on your computer’s screen, or that could
appear on your computer’s screen.

Represents characters that you enter exactly as shown (unless the
characters are also irt al i cs—seeltalics, below). If you could

enter the characters but are not specifically instructed to, they do not
appear in boldface.

Represent variable information. Do not enter the words themselves in
the command. Enter the information they represent. In ordinary text,
italics are used for titles of publications, for some terms that would
otherwise be in quotation marks, and to show emphasis.

Square brackets indicate an optional argument you might add to a
command. To include such an argument, type only the information
inside the brackets. Do not type the brackets unless they appear in
boldface.

Separates command choices that are mutually exclusive.

Points to the next level in the path to a parameter or menu item. The
item that follows the angle bracket is one of the options that appear
when you select the item that precedes the angle bracket.

Represents a combination keystroke. To enter a combination
keystroke, press the first key and hold it down while you press one or
more other keys. Release all the keys at the same time. (For example,
Ctrl-H means hold down the Control key and press the H key.)

Means press the Enter, or Return, key or its equivalent on your
computer.

Introduces important additional information.

Warns that a failure to follow the recommended procedure could result
in loss of data or damage to equipment.

Warns that a failure to take appropriate safety precautions could result
in physical injury.

Warns of danger of electric shock.

XViii
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About This Guide
The MAX documentation set

The MAX documentation set

The MAX documentation set is available on the Documentation Library CD-ROM included
with your MAX unit. You can order additional copies of the documentation on CD-ROM or
paper from the online bookstore or you can view the documentation online. Go to
http://ww. | ucent.comins/doclibrary for moreinformation about these
options.

The MAX documentation set consists of the following manuals:

The Edge Access Safety and Compliance Guide
The MAX Administration Guide (This volume)

The Hardware Installation and Basic Configuration Guide for your MAX 6000,
MAX 3000, or MAX 800 unit

The Network Configuration Guide for your MAX 6000, MAX 3000, or MAX 800 unit
The MAX Reference

The MAX Security Supplement

The TAOS Glossary

The TAOS RADIUS Guide and Reference
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From the moment you turn on the power and the MAX unit initiates a power-on self test
(POST), you can gather information that allows you to troubleshoot the MAX. Oncethe MAX
isrunning, you can interpret the indicator lights that the unit includes on its front panel and
back-panel. These indicator lights, combined with performance indicators, can lead you to
discover hardware and other issues such as problems with the configuration, the Ascend
Inverse Multiplexing (AIM) port, related Codec devices, and cables.

For E1, T1, and BRI interface-related information see Chapter 5, “Administering E1 and T1
Services” and Chapter 6, “Administering ISDN.”

Troubleshooting POST

A Power-on self test (POST) is a diagnostic test the MAX unit performs when it first starts up
or after it completes a system reset. During a POST, the unit checks system memory,
configuration, installed cards, compression hardware, and T1 connections.

If the start-up display indicates a failure in any part of the POST, an internal hardware failure
has occurred with the unit.

If no data is displayed on the VT100 interface, verify that the unit completes all of the
power-on self tests. Proceed as follows:

1 \Verify that the MAX unit and your terminal are set at the same speed.
2 Locate the indicator light labeled Fault.
3 Switch on the MAX unit.
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Interpreting indicator lights

Interpreting indicator lights

The MAX 6000, MAX 3000, and MAX 800 series each have a unique set of front panel
indicator and back-panel indicator lights that display information about modems, power
(including redundant power), fault-tolerance, data-link, and Alarm events.

MAX 6000
The MAX 6000 unit’s front-panel indicator lights indicate the status of the system, the PRI
interface, and the data transfer in active sessions. Figure 1-1 shows the location of the indicator
lights on the front panel of a MAX 6000 unit.
Figure 1-1. MAX 6000 front panel
Power Fault Data Alarm
Table 1-1 describes each indicator light located on the front panel of a MAX 6000 unit.
Table 1-1. MAX 6000 front-panel indicator lights
Light Description
Power On when the MAX 6000 unit's power is on.
Fault On in one of two cases:
* Hardware self-test in progress.
* Hardware failure.
When a hardware self-test is in progress, the indicator light stays on. Ifjany
type of hardware failure occurs, the indicator light flashes. If the failure fis
isolated to an expansion card, the MAX 6000 unit might continue to fungtion
without the expansion card.
Data On when calls are active.
1-2 MAX Administration Guide
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Table 1-1. MAX 6000 front-panel indicator lights (continued)

Light Description

Alarm On indicates a WAN alarm or a trunk out of service (during line loopback
diagnostics, for example). WAN alarms include Loss of Sync, Red Alarm,
Yellow Alarm, and All Ones (or AIS).

For more information about the Alarm indicator light, see“Troubleshooting a
Red Alarm” on page 5-2 and “Troubleshooting a blinking Alarm” on
page 5-4.

The MAX 6000 unit’s front panel indicator lights convey information about the power supplies
and the status of the unit’s fans. Figure 1-2 shows the location of the indicator lights on the
front panel of a Redundant MAX 6000 unit.

Figure 1-2. Redundant MAX 6000 front panel
AFail

Power B Fail Fan

- POWER FAULT

DATA - ALARM

Table 1-2describes each indicator light on the front panel of a Redundant MAX 6000 unit.

Table 1-2. Redundant MAX 6000 front panel lights

Light Description

Power On when the Redundant MAX power supply is on.

A Fail On only if one or more of the voltages from side A of the power supply
has failed (+12, +5, +3.3, -12, -5.)
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Table 1-2. Redundant MAX 6000 front panel lights (continued)

Light Description

B Falil On only if one or more of the voltages from side B of the power supply
has failed (+12,+5, +3.3, -12, -5).

Fan On when the fans are functioning properly (if +12 Vdc from either A or
B is good). This indicator light goes off in the event of a fan failure.

For more information, see “Troubleshooting a Red Alarm” on page 5-2 and “Troubleshooting
a blinking Alarm” on page 5-4.

The MAX 6000 unit's back-panel indicator lights convey information about network traffic on
the unit’s Ethernet interface, packet collisions on the Ethernet network, full duplex operation
on the Ethernet network, 100BaseT (or 10BaseT) status, and the functional status of the
Ethernet interface. Figure 1-3 shows the MAX 6000 back-panel indicator lights, which display
the status of the Ethernet interface.

Figure 1-3. MAX 6000 back-panel indicator lights

ACT

O O OFDX

coLO O O100BT
LNK

Table 1-3 describes the MAX 6000 unit’s Ethernet interface indicator lights.

Table 1-3. MAX 6000 back-panel indicator lights

Light Description

ACT (Activity) On when the MAX is detecting activity (network traffic) on its Eth
net interface.

D
—=
1

COL (Collisions) On when the MAX detects packet collisions on the Ethernet.

FDX On indicates full duplex on the Ethernet.

100BT On indicates 100BaseT operation. Off indicates 10BaseT operati

on.

LINK (Link integ- | On when the Ethernet interface is functional.
rity)

1-4
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MAX 3000

The MAX 3000 unit’s front panel indicator lights indicate the power, status of the system
self-tests, activity on the unit's Ethernet interface, and Alarm events. Figure 1-4 shows the
location of the indicator lights on the front panel of a MAX 3000 unit.

Figure 1-4. MAX 3000 front panel

Table 1-4 describes each indicator light on the front panel of a MAX 3000 unit.

Table 1-4. MAX 3000 front-panel indicator lights

Light

Description

Power

On (green) when the MAX power is on.

Fault

On (yellow) in one of two cases:
e Hardware self-test is in progress.
e Hardware failure.

When a hardware self-test is in progress, the light is on. |f
any type of hardware failure occurs, the light flashes. If the
failure is isolated to an expansion card, the MAX may cop-
tinue functioning without the expansion card.

Data

On (green) at power-up and thereafter if calls are active|on
the Ethernet interface.

MAX Administration Guide
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Table 1-4. MAX 3000 front-panel indicator lights (continued)
Light Description

Alarm

On (amber) at power-up. Thereafter, on indicates a WAN
alarm or a trunk out of service (for example, during line

loopback diagnostics). WAN alarms include Loss of Syng
Red Alarm, Yellow Alarm, and All Ones (or AIS).

For more information regarding the Alarm indicator light,
see “Troubleshooting a Red Alarm” on page 5-2 and
“Troubleshooting a blinking Alarm” on page 5-4.

The MAX 3000 unit’s back-panel indicator lights convey information about the 10 Mbps
operation, 100 Mpbs operation, transmitter activity, Full Duplex Mode, Half Duplex Mode,

receiver activity, and collisions. Figure 1-5 shows the MAX 3000 back-panel indicator lights
Figure 1-5. MAX 3000 back-panel indicator lights

®

\ M a
AN

TX
LNKO O ODPLX
COLO I%( O100BT

Table 1-5 describes the indicator lights on the MAX 3000 unit’s back panel.
Table 1-5. MAX 3000 back-panel indicator lights

Light Description
LNK During 10 Mbps operation, indicates Link Valid status. Dur-
ing 100 Mpbs operation, indicates scrambler lock and receipt
of valid Idle codes. The light is green when on.
TX On (green) when transmitter is active.
DPLX On (green) when the port is in Full Duplex Mode. When the

light is off, the port is in Half Duplex Mode.

1-6
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Table 1-5. MAX 3000 back-panel indicator lights (continued)

Light Description

100BT On (green) when 100 Mbps operation is selected for the UTP
port.

RX On (green) when receiver is active.

COoL On (amber) when a collision occurs.

Troubleshooting the Fault indicator light

MAX 800

If the MAX 3000 or MAX 6000 unit’s Fault indicator light is off, the unit passed its power-on
self tests and you cannot communicate with the VT100 interface, press Ctrl-L to refresh the
screen. If you still do not see any data, check the cabling between the MAX unit and your
terminal as follows:

1 Check the pin-out carefully on the 9-pin cable.

The control terminal plugs into the HHT-VT100 cable or the 9-pin connector labeled
Control on the back of the unit. If you are connecting to an IBM PC-like 9-pin serial
connector, a straight-through cable is appropriate. Otherwise, you might need a 9-to-25
pin conversion cable.

2 Check the flow control settings on your VT100 terminal.
If you are not communicating at all with the MAX unit, determine if you can establish
communication after you have turned off all transmit and receive flow control at your
terminal or terminal emulator.

3 Determine whether you need a null-modem cable converter.

Though generally not needed, occasionally a null-modem cable converter is required for a
few of the large numbers of different cable and terminal configurations that are available.

The Fault indicator light should remain off except during the power-on self tests. If you are
using the VT100 interface, press Ctrl-L to refresh the screen.

If the Fault indicator light remains on longer than a minute, there is a MAX hardware failure. A
blinking Fault indicator light also indicates a hardware failure.

Should these situations persist, contact Lucent Technologies technical support.

The MAX 800 unit’s front panel indicator lights convey information about the power supply,
WAN activity, and installed PCMCIA cards. Table 1-6 describes the indictor lights on the front
panel of a MAX 800 unit.

Table 1-6. MAX 800 front panel lights

Light Description

Power light The green Power light indicates when the unit has been turned on
and is receiving power.
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Table 1-6. MAX 800 front panel lights (continued)

Light Description

Traffic light The yellow Traffic light blinks to indicate that the unit has been
properly installed and is transmitting and receiving data acrosg the
network.

PCMCIA cards

Each of the eight modem slots on the MAX 800 unit's back panel

has four corresponding lights on the front panel. The lights are}
¢ ON—Power (green)

e CD—=Carrier Detect (red)

« Rx—Receive data (yellow)
e Tx—Transmit data (yellow)

O

These four lights provide status information that corresponds t

each of the eight PCMCIA cards optionally plugged into the unit.

—

The activity of the MAX 800 unit’s indicator lights and how to interpret them depends on
which type of card is in use. You can interpret them when a PCMCIA card ISDN adapter is
inserted in the corresponding slot. Table 1-7 describes the PCMCIA card-related indicator
lights for a MAX 800 unit.

Table 1-7. PCMCIA card-related indicator lights

Light

Descriptions

ON

Each of the ON indicator lights shows whether the corresponding

modem is connected correctly and/or recognized by the MAX 8D0

unit. When this light is on, the modem is ready to receive data.

A flashing ON light means that the MAX 800 unit does not reco
nize the modem but is going to attempt to receive data through
anyway and interpret the data as Hayes-compatible modem co
mands. This happens only when the modem is not on the apprg
list or is malfunctioning. You can eject the questionable modem
let the MAX 800 unit attempt to receive data through it.

CD

A CD light illuminates when an outside phone line connects to {
corresponding modem. The light remains illuminated until the
remote party disconnects from the line.

.3_
It
T]_
ved
or

he

Rx

An RX light flashes when data is being received over the phone
through the associated modem.

line

TX

A TX light flashes when data is being transmitted over the phon
line through the associated modem.

(¢}

The MAX 800 unit’'s back panel includes a link-status light that identifies the status of the
10BaseT Ethernet connection. If the light is on, a working connection exists between the MAX

1-8
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10BaseT port and the Ethernet hub. Figure 1-6 shows the back panel of the MAX 800 unit,
including the link status light.

Figure 1-6. MAX 800 back panel

switch

[ﬁ f@ R — ﬁ=4\il=zil

Power —’ Power connector AUI port

=== _\
Link status / l— Control port \— PCMCIA cards MMCIA card slots
RJ-45 port (UTP)

If you need more information about any component, read the description in Table 1-6.

Note: Figure 1-6 showstwo PCMCIA card modemsinserted in Slots 7 and 8. An ISDN
terminal adapter requires two slots.

Troubleshooting the No Logical Link status

In some countries outside the U.S,, it is common for no logical link to exist before the MAX
unit placesacall. Inthe U.S., when you first plug aline into the unit or switch power on, the
central office switch can take aslong as 15 minutes to recognize that the lineis now available.
You might have to wait that long for the line state to change to Active (A). The physical link
can exist without alogical link up on theline.

If you wait longer than 15 minutes and the lineis till not available:

1 Determine whether al the telephone cables are wired straight through.

If you are running multipoint (passive bus) on your switch, all of the telephone cables
must be wired straight through. If any of the cables are wired to cross over, you will not be
ableto place calls.

2 Verify that 100% termination is provided on each line.

Determine whether you have correctly specified the Service Profile Identifiers (SPIDs) in
the Line N profile for each line. If the SPIDs are not correctly specified, the line status
might indicate No Logical Link. Check with your system manager or carrier
representative to obtain the SPID or SPIDs for your line. To specify your SPIDs, use the
Pri SPID and Sec SPID parametersin the Line N profile.

Troubleshooting the AIM port interface

You can connect a videoconferencing codec (coder/decoder) to a port supporting inverse
multiplexing to communicate over a point-to-point link. The MAX supports two types of
Inverse Multiplexing: Bandwidth ON Demand Interoperability Group (BONDING) and
Ascend Inverse Multiplexing (AIM). Both types are supported by the V.35, RS-449, or X.21
port onthe MAX unit. Typically, inverse-multiplexed calls are between video codecs and other
devices that might need high bandwidth for serial data over the WAN.
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Inverse multiplexing uses pins for controlling the data flow through the port. A device sends a
signal through a pin and over the line to another device. The signal indicates the control-line
state. For example, when adevice sends asignal indicating that it has data to send, the
control-line state is Request to Send (RTYS). If the other device sends asignal to indicate that it
is ready to receive data, its control-line state is Data Transmit Ready (DTR). The process of
sending these synchronization signals between Inverse Multiplexing portsis called
handshaking. You can install two types of inverse multiplexing cards on aMAX unit:
Host/AIM6 and Host/Dual. The Host/AIM6 card supports six ports and the Host/Dual card
supports two ports. Both cards support of the same dialing protocols: AlM/Bonding, RS-366,
V.25 bis, and X.21.

When you install a Host/AIM6 or Host/Dual card on the MAX unit, the card’s ports become
the default route for inbound data calls, taking precedence over the bridge/router software.
Make sure that your call-routing configuration accommodates calls destined for the local
Ethernet network.

Note: When you install aHost/AIM6 or Host/Dual card on aMAX unit, the card’s ports

become the default route for inbound data calls and take precedence over the bridge/router
software. Make sure that your call-routing configuration accommodates calls destined for the
local Ethernet network. For more information about configuring a MAX unit to support a
Host/AIM6 or a Host/Dual card, see tNetwork Configuration Guide for your unit.

Testing the AIM port interface

Test the AIM port interface in one of two ways:
e Alocal loopback test
e Through true end-to-end communications

Many COder/DECoder (codec) units or other AIM devices support some use of loopback. For
example, when a MAX unit is in loopback mode and is connected to a codec, users see their
own configuration through the codec. Likewise, most bridge/router devices recognize and
report a diagnostic message when a packet is sent out and received by the same module. More
often than not, the codec must be configured explicitly to accept the loopback from the
communications device.

Local loopback testing is the best tool when troubleshooting the AIM port interface (the
interface between the codec and the MAX unit). All of the symptoms and operations described
in this section assume you are working from the local loopback diagnostics menu. Unless
otherwise specified, the AIM port interfaces in this section can include the Remote Port
Modules (RPMs).

The first and most critical aspect of the AIM port interface is the cable or cables connecting the
codec to the MAX unit. If you are unsure about the cabling required, contact Lucent
Technologies technical support.

Calls fail between AIM ports

The following first-level diagnostic commands can help in troubleshooting calls between AIM
ports:

« For alocal loopback toward an application at its AIM port interface, use the Local LB
command in the Port Diag menu.
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« For aloopback toward an application at its remote-end AIM interface, use the DO
Beg/End Rem LB command.

e For a channel-by-channel error measurement, use the DO Beg/End BERT command.
« To resynchronize a multichannel call, use the DO Resynchronize command.

To use a DO command, you must be in a profile or status window specific to an AIM port with
a call online.

Excessive data errors on calls to AIM ports

Circuit-quality problems sometimes encountered on PRI and BRI lines include excessive data
errors or handshaking on calls to AIM ports and scrambling of inbound data during AIM Static
calls.

If you encounter a problem in which the MAX reports excessive data errors on some calls to
AIM ports, run a Byte Error Rate Test (BERT), which counts data errors that occur on each
channel during a call to a AIM port. The BERT checks the data integrity from the MAX unit at
one end of the call to the MAX unit at the other end.

If you have verified that the MAX is correctly installed light and configured, and you have
previously placed calls without excessive errors, use the DO Beg/End BERT command to run
the BERT. Do not clear the call before running the BERT. Run a BERT only under the
following conditions:

e Acallis active.
e The Call Type parameter is setAbM FT1- B&O, or FT1- Al M
e The Call Mgm parameter is setManual , Dynani c, orDel t a.

Set the Auto BERT parameter in the Call profile to run an automatic BERT. If the BERT
indicates very high errors on some of the channels, clear the call and redial. When redialed, the
call might take a different path, correcting the excessive error problem.

Excessive handshaking on calls to AIM ports

Handshaking is a normal and momentary occurrence during call setup and when the MAX unit
increases or decreases bandwidth. If there is trouble in the circuits that carry the call, frequent
handshaking can occur. If the trouble is serious enough to degrade the quality of the call, the
MAX unit disconnects. If handshaking is continuous for over a minute, the problem is
probably not due to the quality of the line, and you should call Lucent Technologies technical
support.

Inbound data is scrambled during an AIM Static call

Because an AIM Static call does not have a management channel, it is possible for data
scrambling to occur because of WAN slips, which are a type of timing error. Slips are a very
infrequent occurrence. If you should encounter such a problem, clear the call and redial.
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Troubleshooting a codec

A COder/DECoder (codec) unit is a device that encodes analog data into a digital signal for
transmission over adigital medium. Codecs are often used for videoconferencing.

A dual-port call is one in which a codec performs inverse multiplexing on two channelsin
order to achieve twice the bandwidth of a single channel. The codec provides two ports, one
for each channel. Two AIM ports on the MAX unit connect adual-port call to the codec. These
ports are the primary port and the secondary port. Because the unit places thetwo callsin
tandem and clears the calls in tandem, it considers them asingle call.

The codec indicates that there is no connection

The codec expects one or more of its control linesto be active. If no lines are active, toggle the
various outputs available on the local loopback diagnostics menu. If thereis still no
connection, verify that you have installed the host cables correctly as described in the
Hardware Installation and Basic Configuration Guide for your MAX unit.

If the cabling isinstalled correctly, examine the host interface cable pin-outs which are
described in the Hardware I nstallation and Basic Configuration Guide for your unit.

The codec does not receive data

If the codec does not receive data, proceed as follows:

1 Verify that the codec is configured to accept aloopback at the communications device.
Frequently, a codec requires certain control lines to be active during data transfer.
Therefore, you might want to toggle the various host interface output lines, especialy
Data Set to Ready (DSR) and Carrier Detect (CD), to ensure that they are active.

2 Check the control line states.

If thereis still no datatransfer, your cable might not provide one or more control lines

required by the host. Refer to the unifardware Installation and Basic Configuration

Guide for a description of the pins that it requires to be active. The following control lines
are generally the most important ones:

— Carrier Detect (CD)
— Clear To Send (CTS)

— Data Set Ready (DSR)

3 Make sure the codec is configured for clocking.

If you are convinced that the control lines are in their correct states, but there is still no
data transfer, you might have a clocking problem. The MAX unit provides both the
transmit data clocks and the receive data clocks to your equipment through the host
interface. The codec must be configured to accept the clocks from the unit.

4  Check your cable length.
If the cable length exceeds the recommended distances, you should be using terminal
timing. Alternatively, you might need to install Remote Port Modules (RPM).

5 Check the data rate.

Adjust the data rate from the local loopback diagnostics menu by choosing the number of
channels. Some applications cannot work above or below a certain data rate. For example,
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some high performance codecs cannot operate at data rates of less than 384 Kbps. In such
cases, adjust the number of channels of data being looped back.

The codec cannot establish a call

You might notice that the Port profileis set to establish callswhen Data Transmit Ready (DTR)
is active, but the codec cannot establish acall. If the codec is going to originate the calls
directly by using control-lead dialing, the call origination and clearing mechanisms must be
configured for compatibility between the MAX unit and the codec. To verify a compatible
configuration from the local loopback diagnostics menu:

1

Disable each of the MAX output control lines except DSR.

To disable an output control line, toggleit to be Inactive (-). At this time, the codec should
indicate that there is no connection.

Request an outgoing call from your equipment and monitor the Port L eads status menu of
the active portsin the call.

One or more of the control line inputs should become active and remain active for some

period of time. If the DTR lead’s input does not change state, your cable is not properly
configured. In this case, you must change the cable so that it routes the appropriate host
output signal to the DTR input of the MAX. The MAX must use the DTR lead to establish
outgoing calls.

Once you have made any changes required for verifying that the DTR lead becomes active
when the MAX requests the call, configure the Port profile to expect the DTR input.

In the Port profile, set Dial Call i9TR Acti ve.

Calls initiated by control-lead toggling are cleared too soon

If the MAX unit clears a call initiated by control-lead toggling before it completely establishes
the call and the call is cleared almost immediately, the Port profile probably has a
configuration error. To find the source of the problem, proceed as follows:

1

While monitoring the Port Leads status menu of the AIM ports used in the call, place an
outgoing call from the codec.

Watch the DTR input carefully while the MAX unit is establishing the call.

If the DTR input becomes Active (+) and thereafter returns to Inactive (-), the unit is using
DTR as a pulse to place the call. Make sure that the Clear parameter in the Port profile is
not set tadDTR | nacti ve. (Set Clear t&TR | nact i ve only when the application
maintains DTR positive during the call.)

While your equipment is still dialing the call, toggle the value of the CD output signal to
indicate to your equipment that the call completed. At this time, watch the control leads
very carefully. Make certain that any control leads that toggle while the call is being
established are not used in the Clear parameter to clear the call. This type of configuration
error is the most likely cause of a call being cleared almost immediately.

The codec cannot clear a call

If a call cannot be cleared from the codec, the Port profile probably has a configuration error.
To verify the source of the problem, proceed as follows:
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1 While monitoring the Port Leads status menu of the AIM ports used in the call, place an
outgoing call from your equipment.

2 Oncethe host has requested the outgoing call, toggle the CD output signal to Active (+).
The codec should recognize that the call is online.

3 Make arequest to clear the call from the codec.

4 Watch the control leads very carefully as one or more of the input control lines toggle.
Generally, either DTR or RTS s the line that toggles. Record whether the control |ead
input goesto Active (+) or Inactive (-) when the call is cleared.

5 Veify that the value of the Clear parameter in the Port profile matches the action that the
codec takes when the call is cleared.

Troubleshooting cable issues

Dataerrorson all calls can indicate that you haveinstalled faulty host interface cables or cables
not suited to the application. Information on host interface cabling requirementsisfound in the
Hardware Installation and Basic Configuration Guide for your unit.

If you have purchased or built your own cables, verify that the pin-out is the same asthe MAX
pin-out for compatibility. The Hardware Installation Guide and Basic Configuration Guide for
your MAX unit lists the host interface pin-outs.

Frequently, a DB-25 breakout box is useful for monitoring control leads and for making quick
changes to the cabling. However, because the host interface is running V.35 or RS-422 signal
levels, you must verify that the breakout box is passive. That is, you must verify that the
breakout box is not regenerating RS-232 level signals.

Displaying interface statistics

To display the supported interface-stati stics commands, enter the Show |F command with a
guestion mark. For example:

ascend% show i f ?

show if ? Display help information
show i f statsDisplay Interface Statistics
show i f total sDisplay Interface Total counts
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To display the status and packet count of each active WAN link and each local and loopback
interface, enter the Show |IF Stats command. For example;

ascend% show i f stats

Interface Nane

i e0 et her net
wan0

wanl

wan?2

wani dl e0

| 00 | oopback

St at us
Up
Down
Down
Down
Up
Up

Type Speed MIU | nPacket s Qut packet
6 10000000 1500 107385 85384
1 0 1500 0 0
1 0 1500 0 0
1 0 1500 0 0
6 10000000 1500 0 0
24 10000000 1500 0 0

Table 1-8 describes the output of the Show If Stats command.

Table 1-8. Output of the Show If Sats command

Field

Description

Interface

Interface name. For more information, see the Network Configura-
tion Guide for your MAX unit.

Name

Name of the profile or atext name for the interface.

Status

Up (the interface is functional) or Down (the interface is not
functional).

Type

Type of application being used on the interface, as specified in RFC
1213 (MIB-2). For example, 23 indicates PPP and 28 indicates SLIP.

Speed

Datarate in bits per second.

MTU

The maximum packet size allowed on the interface. MTU stands for
Maximum Transmission Unit.

InPackets

The number of packets the interface has received.

OutPackets

The number of packets the interface has transmitted.

To display the packet count at each interface, broken down by type of packet, enter the Show If
Totals command. For example:

ascend% show if totals

Nane --Cctets----Ucast-- -NonUcast- Discard -Error- Unknown -Sane | F-
ied i: 7813606 85121 22383 0 0 0 0
0: 101529978 85306 149 0 0 0 0
wano i : 0 0 0 0 0 0 0
o: 0 0 0 0 0 0 0
wanl i: 0 0 0 0 0 0 0
o: 0 0 0 0 0 0 0
wan2 i: 0 0 0 0 0 0 0
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o: 0 0 0 0 0 0 0
wani dl e0 i: 0 0 0 0 0 0 0
o: 0 0 0 0 0 0 0
o0 i: 0 0 0 0 0 0 0
o: 0 0 0 0 0 0 0
Table 1-9 describes the output of the Show If command.
Table 1-9. Show If command output
Field Description
Narme Interface name. For more information, see the Network Configura-
tion Guide for your MAX unit.
Cctets Total number of bytes processed by the interface.
Ucast Packets with a unicast destination address.
NonUcast Packets with a multicast address or a broadcast address.
Di scard Number of packets that the interface could not process.
Error Number of packets with CRC errors, header errors, or collisions.
Unknown Number of packetsthe MAX forwarded acrossall bridged interfaces
because of unknown or unlearned destinations.
Sane | F Number of bridged packets whose destination is the same as the
source.

Using modems to perform administrative tasks

In order to isolate performance issues related to modems, you can disable specified digital
modems and modem slots. A digital modemisaninterna devicein aMAX unit that enablesit
to communicate over adigital line with a station connected to an anal og line. Incoming modem
calls and incoming digital calls come over the same digital line. The MAX unit can accept an
incoming call from the network either asa pure digital stream or asadigital stream encoded by
Pulse Coded Modulation (PCM). A PCM-encoded digital stream contains a digitized version
of the analog waveform sent by a device attached to amodem. The MAX unit can also convert
outgoing datainto analog waveforms, convert these waveforms to a PCM-encoded digital
stream, and send them to the network over adigital line. The network presents the data to the
receiving modem in analog form over an analog line. The datalooks exactly asit would appear
if it had been sent by an anal og-based modem.

Quiescing or disabling amodem or modem slot does not result in active calls being torn down.
Instead, when the active call discontinues, that modem or modem slot is added to adisabled list
and isunavailable for use. If all modems or modems slots are disabled, incoming callers
receive a busy signal until the modems have been restored for service. A quiesced modem or
modem dlot is available for use approximately 20 seconds after it has been re-enabled.

1-16
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To disable amodem or a modem slot, access the V.90 S56 || Modem (or K56 Modem 16) >
Mod Config menu.

To disable a particular modem, use the Modem #N parameter, where N is the modem number
from 1 to 30. Set one of the following values:

Value Result

enabl e nbdem Enables disabled modems. This is the default value.

di s nbdem Places the modem on the disabled list. When an active connection
drops, the card becomes available for maintenance.

di s nodemtchan Places the modem and an arbitrary B channel on disabled lists.

To quiesce an entire modem dlot, use the ModemSl ot parameter. Set one of the following

values:

Value Result

enabl e sl ot Enables disabled modems on the slot. This is the default value.

dis slot Places all modems that are not active on the disabled list. When the

active connections drop, the card becomes available for maintenance.

di s sl ot+chan Disables all modems on the slot, along with an equal number of B
channels.

Booting from a FAT-formatted PCMCIA card

The Windows and DOS operating systems use a File Allocation Table (FAT) to keep track of
the parts of files stored on devices such as hard disks and Personal Computer Memory Card
International Association (PCMCIA) cards. If you administer more than one MAX 6000 unit,
use aWindows or DOS operating system, and have access to a FAT-formatted PC card you can
boot the units from the PCMCIA card. Only the MAX 6000 supports this feature.

In order to start one or more MAX 6000 units from a FAT-formatted PCMCIA card, you must
obtain the TAOS software you want to use for booting, load it on the formatted PCM CIA card,
and reset the unit. However, before you boot the MAX 6000 from a PCMCIA card, you must

obtain the following two files from the Lucent Technologies FTP site. You need the following
two file types:

e The TAOS executable file, which has the filename extensi@0. (If you need help to
identify the specific file to place on the unit's PC card, see
/ pub/ Sof t war e- Rel eases/ Max/ Upgr ade- Fi | enanes. t xt on the Lucent
Technologies FTP sitét p. ascend. com)

* The bootstrap loader, also called a handler, in a file nar8tiandl| er . bi n.

Place both files in the TFTP home directory of a TFTP server with network access to the MAX
unit.
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Loading the software on the PCMCIA card

Use TFTP to load the TAOS executable file and the handler file on the PCMCIA card. When
you load software using the MAX 6000 unit's TFTP functionality, the unit saves its
configuration during the process.

Note: Your Security profile must permit use of Diagnostics mode or you must log in with the
Full Access profile.

To place software on the PC card, proceed as follows:

1

Enter Diagnostics mode by pressing Ctrl-D to display the DO menu and selecting D for
Diagnostics.
The> prompt appears.

Format the PC card for booting the MAX 6000 unit by entering the following command:
> format -b
The- b option reserves space for the handler file.

The FAT file system now includes a location for the handler file, which contains a routine
that later invokes the TAOS executable file.

To load the handler software from your TFTP server directory enter the following
command:

> tl oadcode -b tftp-server-I|Padr nb6Ohandl er. bin

where

— - b specifies that thel oadcode command load the software into the space
reserved for the handler file on the PC card.

— tftp-server-1Padr isthe IP address of the TFTP server on which you have
loaded the unit’s binary files.

— m60handl er . bi n is the name of the handler file.

Create a boot directory named Current as follows:

> nkdir /current

Load a TAOS executable file for the unit into the boot directory as follows:
> fload tftp-server-1Padr TAQSfil en60. bin

where

— tftp-server-1Padr is the IP address of the TFTP server on which you have
stored the MAX 6000 binary file.

— TAQSfi | en60. bi nisthe name of the executable file for the MAX 6000 unit when
loaded on the PC card. The name may be as long as 64 characters, but the filename
extension must béi n and the file must be put into the defduttur r ent
directory, as in the example.

To boot the unit from the TAOS executable file stored on the PC card, enter the Reset
command to disconnect all active connections and restart the unit:

> reset

This completes the process of loading the software on the PC card.
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Managing files on the PC card

TAOS includes file management commands that you use on the FAT file system. Table 1-10
summarizes the PC card file management commands.

Table 1-10. Summary of PCMCIA file management commands

Task Command and syntax

Format a PC card with the FAT filesystem. | format [ -0 -e -b ] [ device]

Copy the handler file or TAOS executable | t | oadcode [ options ]
file from the TFTP server to the PC card. tftp _server_IPadr filenane

Copy afilefromthe TFTP server tothePC | fl oad tftp_server_I Padr pathl

card. [ path2 ]

Copy an image between the PC card and Fl mageCopy [-i | -p ]
internal flash memory.

Create a directory. nkdir path

Remove afile or an empty directory. rm path

Move afile or directory. mv pat hl pat h2

Report the code version stored onthecard. | f Versi onl nfo -p

Lists the files and directories on the cards| s pat h
file system.
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The MAX unit's user interface is a menu-driven interface accessed through a VT100 terminal
or VT100 emulation software running on a PC or workstation. Most of the tasks you perform
in order to configure the unit can be done by using parameters in that menu-driven interface.
However, one of the first tasks that you perform as an administrator, activating administrative
commands, can be performed by using DO commands. Also, use DO commands to perform
other administrative tasks. DO menu commands provide ways to manage MAX units. In some
cases, they duplicate functions that are accessible through other methods, such as VT100
interface menu items. The availability of a particular command depends on your location in the
VT100 interface and on the Security profile in effect.

This chapter describes how to use DO commands to activate administrative permissions. This
chapter also reacquaints you with the basics of using the DO commands. The last section of
this chapter introduces you to testing and troubleshooting the MAX by using DO commands.

Note: Under most circumstances, diagnostic commands are not required for correct operation
of the MAX unit, and in some circumstances might produce undesirable results. However, if
you require information about diagnostics DO commands, see “Diagnostic Parameters and
Commands” on page B-1.

For an overview of how to access and use the VT100 interface and CLI interfaces, including
DO commands, refer to thardware Installation and Basic Configuration Guide for your

unit. For information about Terminal Server DO commands, see Chapter 3, “Terminal-Server
Administrative Tasks.”

Activating administrative permissions

The DO menu is a context-sensitive list of commands that appears when you press Ctrl-D from
any location in the VT100 interface. The commands in the DO menu vary, depending on the
context in which you invoke it. For example, if you press Ctrl-D in a Connection profile, the
DO menu looks similar to the following:

>0=ESC
1=Di al
P=Password

MAX Administration Guide 2-1



DO Commands and Administrative Tasks
Activating administrative permissions

S=Save
E=Ter nmserv
D=Di agnostics

To execute a DO command, press and release the Ctrl-D combination (or the DO key on the
palmtop), and then press and rel ease the next key in the sequence (such as 1 to invoke the Dial
command). On aVT100 terminal, the PF1 function key is equivalent to Ctrl-D.

Before you use the administrative commands and profiles, you must log in as a superuser by
activating a Security profile that has sufficient permissions (for example, the Full Access
profile.) Proceed as follows:

1

Press Ctrl-D. The DO menu appears.

00- 300 Security
>0=ESC
P=Password

Press P (or seledP=Passwor d).
In the list of Security profiles that opens, select Full Access.
The MAX unit prompts you for the Full Access password:

00- 300 Security
Ent er Password:

[]

Press > to accept
Type the password assigned to the profile, and press Enter. The default password for the
Full Access login ifAscend.
When you enter the correct password, the MAX unit displays a message informing you
that the password was accepted and that the unit is using the new security level:

Message #119
Passwor d accept ed.
Usi ng new security |evel.

If the password you enter is incorrect, the MAX unit prompts you again for the password.

Note: The first task you should perform after logging in as the superuser is to assign a new
password to the Full Access profile.

The commands summarized in Table 2-1 are tools for managing security of MAX units.

Table 2-1. DO menu commands for activating administrative permissions

DO menu command Function

ESC (DO 0) Abort and exit the DO menu.

Password (DO P) The DO Password command enables you to log intg the
MAX unit.

2-2
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Performing basic administration

The availability of a particular DO command depends on your location in the VT100 interface
and the Security profile in effect. DO commands are used for session management, call
management, and testing and troubleshooting. Commands for these functions are summarized
in Table 2-2 on page 2-4, Table 2-3 on page 2-6, and Table 2-4 on page 2-10.

Managing sessions

Besides aborting and exiting sessions (ESC DO 0 command), DO commands |oad parameter
valuesin the current profile, save the VT100 interface menu layout, log in or log out of the
unit, save the parameter values in a specified profile, and close an active Telnet session on the
unit.

Using the DO Load command

The DO Load command loads a saved or edited profile and overwrites the values of the current
profile. For example, suppose you have saved a profile named Memphisin the Directory
location 21-102 and your screen currently displays the following lines:

21-100 Directory
21-1 Factory
21-101 Tucson
>21-102 Menphi s

If you execute DO Load, the following display appears:

Load profile...?
O=Esc (Don’'t | oad)
l=Load profile 102

If you choose the first option by pressing 0 (zero), the MAX unit aborts the |oad operation. If
you choose the second option by pressing 1, the following status window appears:

Status #116
profile | oaded
as current profile

The Directory menu shows the results of the |oad operation:

21-100 Directory
21-1** Menphi s
21-101 Tucson
>21-102 Menphi s

Saving the VT100 layout

The DO Menu Save command saves the entire current VT100 interface layout. The current
layout replaces the default layout.

Keep in mind the following additional information:

 The DO Menu Save command appears only if the cursor is in front of the Sys Config

menu.
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« The command always places Sys Config in the default Edit display. (To change the default
Edit display, you must configure the Edit parameter in the Sys Config profile after using
the DO Menu Save command.)

* Menu Save does not apply to palmtop controllers, nor does it apply when your VT100 is
plugged into an Remote Port Module (RPM) or palmtop port.

Saving the profile

The DO Save command saves the current parameter values in a specified profile.

Keep in mind the following additional information:
« If a profile is protected by a Security profile, you might not be able to overwrite it.

e The Save option does not appear if you are not logged in with operational privileges.

Closing a Telnet session

The DO Close Telnet command closes the current Telnet session. You must be running a Telnet
session from a MAX unit's terminal-server interface.

The commands summarized in Table 2-2 are tools for managing sessions with MAX units.

Table 2-2. DO menu commands for session management

DO menu command Function

ESC (DO 0) Abort and exit the DO menu.

Load (DO L) Load parameter values into the current profile.
Menu Save (DO M) 8 Save the VT100 interface menu layout.

Save (DO S) Save parameter values in the specified profile.
Close TELNET (DO C) Close the current Telnet session.

Copying FXS profiles with the DO Commands

The MAXPOTS FXS™ slot card provides Plain Old Telephone Service (POTS) functionality
to MAX 6000 units that support T1/E1 and to MAX 3000 units that support T1/E1/BRI. The
Foreign Exchange Station (FXS) designation indicates that the POTS ports provide subscriber
loop functionality, including loop current, supervision, and signaling, similar to that provided
by the telephone company’s Central Office.

The MAXPOTS FXS slot card enables users to place calls between POTS ports and T1 trunks
(inband signaling or PRI), POTS ports and E1 trunks (PRI or R2), or between two POTS ports.
Up to four MAXPOTS FXS slot cards can be installed in a MAX 6000 T1 or a MAX 6000 E1.
The MAXPOTS FXS card is also available on the MAX 3000 T1, E1 and BRI.

For more information about the MAXPOTS FXS slot card, se&léhgork Configuration
Guide for your unit.
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There are five possible slot profilesfor each MAXPOTS slot card. Thefirst profilelisted inthe
slot's menu is always the active profile. Initially tthef aul t profile is active. You can save
alternative configurations in the other four profiles.

To copy the active profile to one of the alternative profiles, proceed as follows:

1

From Analog FXS > FXS Config, select the active profile.
The active profile appears.

Press Ctrl-D to access the DO menu.

The DO menu appears.

Select S (Save).

Select the alternative profile by using the Up Arrow and, Down Arrow keys, and press
Enter.

The active profile is saved to the specified alternative profile.

To activate one of the alternative profiles, copy any alternative profile to the active profile,
proceed as follows:

1

Managing calls

From Analog FXS > FXS Config, select the alternative (101, 102, 103, or 104) profile you
want to activate.

The alternative profile appears.

Press Ctrl-D to access the DO menu.
The DO menu appears.

Select L (Load).

Note: The Load option does not appear when you are in the active profile.
The alternative profile becomes the active profile.

Use DO commands to manage calls on a MAX unit. Since the availability of a particular DO
command depends on your location in the VT100 interface, the Connection profile for the call
must be open or selected in the list of profiles.

To manually place a call, proceed as follows.

1
2

Open the Connection profile for the destination you want to call.

Press Ctrl-D.
The DO menu appears. For example:

>0=ESC
1=Di al
P=Passwor d
S=Save
E=Ternserv
D=Di agnostics

Press 1 (or seledt=Di al ) to invoke the Dial command.

Watch the information in the Sessions status window. You should see the called number,
followed by a message that the network session is up.
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To manually clear acall, proceed as follows.

1

3

Open the Connection profile or tab to the status window that displays the information
about active session you want to clear.

Press Ctrl-D.
The DO menu for the active session appears. For example:

10- 200 1234567890
>0=ESC
2=Hang Up
P=Passwor d
S=Save
E=Ter nserv
D=Di agnosti cs

Press 2 (or sele@=Hang Up) to invoke the Hang Up command.
The status window displays changes when the call is terminated.

Clear a call by opening the Connection profile for the active connection or tab to the status
window in which that connection is listed, as described itr#reware Installation and Basic
Configuration Guide for your unit.

The DO commands summarized in Table 2-3 are for call management.

Table 2-3. DO menu commands for call management

Command Description

Answer (DO 3) Answer an incoming call.
Contract BW (DO 5) Decrease bandwidth.

Dial (DO 1) Dial the selected or current profile.
Extend BW (DO 4) Increase bandwidth.

Hang Up (DO 2) Hang up from a call in progress.
Resynchronize (DO R) Resynchronize a call in progress.

Testing and troubleshooting

Use DO commands to perform testing and troubleshooting tasks: measure bit-error rate test
(BERT), measure performance with a remote loopback test, and perform remote management
tasks. Use the DO commands discussed in the following sections when you need to analyze the

performance of a MAX unit, the network, or remote units.

Using bit-error tests

A bit-error rate (BER) is the ratio of error bits to the total number of bits transmitted. A MAX
unit can perform a bit-error rate test (BERT) by sending a known pattern of bits and counting
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any errors received. The BER is one measure of the unit’s, the network’s and the remote unit’s
data transmission quality.

The DO Beg/End BERT command starts and stops a channel-by-channel BERT. The test runs
over the currently called circuits from end-to-end. It reports the total number of incorrect bytes
found, and breaks the errors down according to DSO channel. The results are displayed in the
Session Err window.

When you select DO Beg/End BERT, the following events occur:
1 The local device sends a known data pattern over the network.

2 The responding end goes into a DS0-by-DSO0 loopback mode of operation.

The signal at the remote end of the test is looped back at the application to a MAX unit
interface, rather than at the network to unit interface.

3 By monitoring the data being received against the transmitted pattern, the local device
counts the errors it receives on each individual DSO channel.

If a single byte has two or more errors, it is recorded as a single error.

The call status letter T, for test, appears in the upper right-hand corner of the display of both the
local and the remote MAX unit to indicate that a BERT is in progress. To resume normal
operation, end the BERT by entering Ctrl-D 7 (DO 7 on the palmtop controller).

Keep in mind the following additional information:
A BERT suspends any transfer of user data in either directions.
« All commands that affect the call are disabled, except the command that ends the BERT.

e You must be in a port-specific edit menu or status window to execute the DO Beg/End
BERT command.

e ltis possible to run the BERT in only one direction at a time. That is, only one side can be
the requester.

e To allow a MAX unit time to complete handshaking, you must wait at least 20 seconds
between toggling the BERT on and off.

 The DO Beg/End BERT command does not appear if you are not logged in with
operational privileges.

The statistics window and bit-error test

Ascend Inverse Multiplexing (AIM) manages the connection of two remotely located MAX
units. A Statistics window is an AIM-port-specific window that provides information about
line utilization and synchronization delay while a call is up. A Statistics window exists for each
AIM port. For example, a Statistics window with the following contents would apply to the
first port of an AIM card installed in slot 7:

71- 300 Al buquerqu+ O
Qual Good 01:23:44
MAX Rel Delay 10

CLU 80% ALU 77%

The first line of a Statistics window shows the status window number. This number includes
the host port's number, the name of the current Call profile, and the call-status character.
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The second lineliststhe quality of the call and the call duration. When acall lasts more than 96
hours, the window displays the call duration in number of days. The call quality, or Qual, can
be Good, Fai r, Mar g (marginal), or Poor . The meaning of each valueisasfollows:

 (Good—No errors have been detected during the transmission of the call.
e Fai r—Some errors have been detected in transmission.

« Mar g—A significant number of errors have been detected. In this case, reliable
transmission is not guaranteed and resynchronization is recommended.

e Poor —A MAX unit might drop individual channels from the call, or clear the call
automatically.

Fractional T1-Backup and Overflow (FT1-B&O) is a type of call that provides automatic
protection of nailed-up circuits. For FT1-B&O calls, the second line of the Statistics window
might not show the call duration. When an FT1-B&O call has no bad channels, the call
duration appears as usual. But if it does, the number of offline nailed-up channels appears after
the call quality. The following screen shows the Statistics window of an FT1-B&O call with

two channels offline:

21- 300 Al buquerqu+ O
Qual Good 00: 04:01
MAX Rel Delay 10

CLU 80% ALU 77%

(Specify FT1-B&O with the Call Type parameter. For more information about the Call Type
parameter, see tiMAX Reference.)

The third line displays the Max Rel Delay value. During a call, different channels can take
different paths through the WAN and can arrive at the destination at different times. This
difference is known as a relative delay. The Max Rel Delay value indicates the largest amount
of delay between any two channels in the call. The delay is calculated and reported in multiples
of 125 microseconds and cannot exceed 3000.

The last line displays the following values:

e CLU—Current line utilization. The percentage of bandwidth currently being used by the
call for transmitted data, divided by the total amount of bandwidth that is available.

e ALU—Average line utilization. The average amount of available bandwidth used by the
call for transmitted data during the current history period as specified by the Sec History
and Dyn Alg parameters.

CLU andALU apply only to calls for whiclgal | Mgn=Dynani ¢ andCal |
Type=FT1- Al MorFT1- B&QOin the Call profile.

(For related information, see the Call Mgm, Call Type, Dyn Alg, and Sec History parameters in
the MAX Reference.)

Using remote loopback

A remote loopback is a type of diagnostic test in which the MAX unit transmits a signal that is
returned to the sending unit after passing through the network. This allows you to compare the
returned signal and get a sense of any problems on the remote unit, the network, and the local
unit. Loopbacks are often done by excluding one piece of equipment after another.
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The DO Begin/End Rem LB command begins and ends aloopback at the serial host port at the
remote end of the call.

To begin aremote loopback, select DO Beg/End Rem LB. The call status character L appears
in the upper right-hand corner of the screen at both the local and the remote device. A remote

loopback tests the entire connection from host interface to host interface. The following events
occur:

1 Theseria host interface of the local MAX unit begins the remote | oopback test.

2 Thedataloops at the serial host interface of the remote MAX unit and comes back to the

local unit.

This loopback is also known as a remote data loopback, because the loopback occurs at the
DTE/DCE interface. To end aremote loopback, press Ctrl-D 6 (DO 6 on the palmtop
controller).

Unplugging the palmtop controller also terminates a remote |oopback.

Keep in mind the following additional information:

A remote loopback disables data flow from the remote host, but the call remains online.
A remote loopback disables Dynamic Bandwidth Allocation (DBA).

Only switched and nailed-up channels active during the current call are looped back.
Drop-and-Insert channels are not looped back.

You must be in a port-specific edit menu or status window to use the DO Beg/End LB
command.

To allow the MAX unit time to complete handshaking, you must wait at least 20 seconds
between toggling the remote loopback on or off.

When the remote device is a not a Lucent Technologies inverse multiplexer, you cannot
set up a remote loopback if the network connection occurs over an ISDN line and the Call
profile includes any of the following settings:

— Call Typeissettd@ Chnl or2 Chnl .

— Call Type is set t&l Mor BONDI NGand Call Mgm is set t8t ati c or Mbde 1.

If the remote device is an ISDN Terminal Adapter (TA), the MAX unit cannot usually
perform a remote loopback. ISDN TAs cannot recognize the loopback signal. However,
most switching Channel Service Units/Data Service Units (CSU/DSUS) recognize the
remote loopback signal that the MAX unit sends, and remote loopbacks are usually
possible with such equipment.

The MAX unit uses a proprietary loopback message when the AIM management
subchannel is present (Call Mgm is seMmual , Dynam ¢, orDel t a in a Call
profile).

The MAX unit uses the CCITT V.54 loopback pattern when no management subchannel is
present (Call Type is set o Chnl or2 Chnl andCal | MynmeStatic in a Call
profile).

If the MAX unit fails to set up a remote loopback, it establishes a loopback at the local
host interface that tried to establish the call.

The DO Beg/End LB command does not appear if you are not logged in with operational
privileges.
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Using remote management

You can use remote management DO commands to begin and end a remote management
session on the MAX unit.

The DO Beg/End Rem Mgm command begins and ends remote management of the device at
the remote end of an Ascend Inverse Multiplexing (AIM) call. When you enter the command,
the VT100 interface displays the following message at the top of its screen:

REMOTE MANAGEMENT VI A port

port specifiesthe serial host port through which you are conducting remote management. To
end an AIM remote management session, enter Ctrl-D 8 (DO 8 on the palmtop controller). You
cannot exit remote management from a port other than the port from which you began remote
management. When the message at the top of the VT100 screen disappears, the screens
associated with the local MAX unit appear.

Note: Useonly the VT100 interface to perform remote management. The palmtop controller
provides no indication as to whether you are in remote management or local management.

Keep in mind the following additional information:

e During an AIM call, remote management adds 20 Kbps to the 0.2% overhead of the call,
and to that small extent reduces the bandwidth provided to serial host devices using the
connection.

« The DO Beg/End Rem Mgm command is available for connections if the Call profile's
Call Type parameter is setk@1- Al M FT1- B&O, or Al M(but not if Call Mgm is set to
Static).

* Anerror message of Remote Mgmt Denied indicates that you have tried to control a MAX
unit that is not configured to allow remote management. You cannot remotely manage a
device for which Remote Mgmt parameter, in the Sys Config profile, is Bt to

* You cannot begin remote management if you do not have a call on line to the remote
device. Furthermore, you must select the DO Beg/End Rem Mgm command from a menu
specific to that call.

e« The DO Beg/End Rem Mgm command does not appear if you are not logged in with
operational privileges.

The DO commands summarized in Table 2-4 are tools for testing and troubleshooting MAX
units.

Table 2-4. DO menu commands for testing and troubleshooting

DO menu command Function

Beg/End BERT (DO 7) Starts and stops BERT, a bit error rate test.
Beg/End Rem LB (DO 6) Starts and stops a remote loopback.
Beg/End Rem Mgm (DO 8) Starts a remote management session.
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DO Command operations

When the list of DO commands appears, many operations might not be not available if the
right profile has not been selected. Because the MAX unit can manage a number of calls
simultaneously, you might need to select a specific Connection profile, Port profile, or Call
profile in order to see certain DO commands. For example, to dial from a Call profile or a
Connection profile, you must move to the Call profile (Host/6 > Port N Menu > Directory) or
the Connection profile and press Ctrl-D 1.

You cannot dial if the Operations parameter is set to No for the control port. If acall isaready
active, DO 2 (Hang Up) appearsinstead of DO 1 (Dial). If the T1 or E1 lineisnot available,
Trunk Down appears in the message log and you cannot dial.

In earlier versions of the software, the MAX unit downloaded the required code and
immediately commenced with AT POST (which sends the string AT to each modem and waits
for the modem to respond with OK). With the current software, the unit downl oads the modem
code, waits for the modems to checksum the downloaded code, and then verifies that the
checksum matches before continuing. If the checksum does not match, the unit downloads the
code again, up to two more times. If the checksum still does not match after three download
attempts, the unit fails the entire ot card.

This feature helps to reduce the POST failure rates for a particular modem module. The unit's
modem modules boots every time the unit power-cycles, and requires boot-up configuration
data from the unit. If the first boot-up fails, the unit makes two further attempts to download
the code for the unit's modem modules.
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You can enable and configure the terminal-server command-line interface from a MAX unit’s

VT100 interface. You access the terminal-server command-line interface through the DO
command menu, the same interface that you use to specify administrative permissions,
described in “Activating administrative permissions” on page 2-1. Use the terminal-server
command-line interface to test the MAX unit, initiate remote management sessions, disconnect
user Telnet connections, administer passwords, and display information about the unit’s
configuration and performance.

For introductory information about navigation and MAX user interfaces, including the
terminal-server command-line interface, seeHhmlware Installation and Basic
Configuration Guide for your MAX unit.

Enabling and configuring the interface

The TSEnabled parameter, in the TServ Options profile, enables or disables terminal services.
Terminal services must be enabled to support incoming calls from analog modems or V.120
terminal adapters. If you are unable to access the terminal-server command-line interface, you
must verify that the TSEnabled parameter is s¥et. For example:

90-900 Mod Config
TServ Options...
>TS Enabl ed=Yes

Passwd=* SECURE*
Banner =** Pi peline Termn nal Server**
Logi n Pronpt =Logi n:
Passwd Pronpt =Passwor d:
Pr onpt =ascend%
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Pronpt For mat =No
Term Type=vt 100

Host #1 Service = Tel net
Host #2 Service = R ogin
Host #3 Service = Tel net
Host #4 Service = Tel net
Host #1 Port = 50

Host #2 Port = 51

Host #3 Port = 52

Host #4 Port = 53

Host #1 User = Rangie
Host #2 User = Disco
Host #3 User = D90

Host #4 User = S|

Configuring the interface

Once you have enabled the terminal-server command-line interface, configure the interface

with the Banner, Login Prompt, Prompt, Prompt format, and Term Type parametersin the

TServ Options profile, in the Mod Config menu. By using these parameters, you control the
appearance of the terminal-server command-lineinterface. For example, the users of the MAX

unit’s terminal-server command-line interface may have unique terminology that it would be
helpful for you to use. Use these parameters to welcome the user to a part of your
organization’s network that serves a particular function, cue the user that the command-line
interface serves a particular group in your organization, or that the command-line interface
serves a particular class of user outside of your organization.

The terminal-server menu provides the user with the options of beginning a Telnet, PPP,
Rlogin, or Raw TCP session. You can specify the PPP option anywhere in the menu. For
Telnet, Raw TCP, and Rlogin, the host authenticates the session. For PPP, the MAX unit
authenticates the session.

Table 3-1 summarizes the TServ Options parameters that enable you to configure the
terminal-server command-line interface.

Table 3-1. TServ Options parameters

Parameter Description

Banner Specifies the text to be used as the terminal-server logjn
banner. Enter up to 84 alphanumeric characters, as in the
following example:

Banner =\l cone to Your Organi zation
Following is an example of the default banner setting:
** Pipeline Term nal Server **
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Table 3-1. TServ Options parameters (continued)

Parameter

Description

Login Prompt

Specifies the string used to prompt for a username when
authentication is in use and an interactive user initiates ja

connection. If the Prompt Format parameter is s¥etm,
include multiple lines in the login prompt by including c3

r_

riage-return/line-feed (\n) and tab (\t) characters. To include

an actual backslash character, you negstape it with
another backslash. For example, you enter the string:

Wel come to\n\t\\\ Ascend Renote
Server\\\ nEnter your user nane:

to display the following text as a login prompt:

Wel cone to \\Ascend Renpte Server\\
Enter your user nane:

Prompt

Specifies the prompt the MAX unit displays during a tefmi-

nal-server session. Specify a string containing up to 15
characters. The defaultéascend%

Prompt Format

Determines whether you are able to use the multiline fa
for the terminal-server login prompt.

Term Type

Specifies the default terminal type for Telnet and Rlogin

sessions. Enter up to 15 characters. The defautti€0.

Configuring the Session Options profile

rmat

Connections that are idle but continue to be connected present a potential point of entry for
unauthorized use of your network’s resources. Administer terminal-server idle-time limits by
specifying the settings of the parameters shown in Table 3-2, in the Session Options profile,
which is included in the Connections profile. Specifying these parameters allows you to assure
that resources are allocated to user connections that are currently active and not to those that
are inactive, which helps maintain the security of the unit.

Table 3-2 summarizes the Session Options parameters that you use to configure idle-time
parameters in the Session Options profile.

Table 3-2. Session Options parameters

Parameter

Description

TS Idle

Specifies the number of seconds that a terminal-server
nection must be idle before the MAX unit disconnects th
session.

con-
e

TS Idle Mode

Specifies whether the MAX unit uses the terminal-serve
idle-timer and, if so, whether both the user and host mus
idle before the unit disconnects the session.

Br
t be
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Navigating to and from the interface

Start a terminal-server command-line interface session if you have administrative privileges.
(For more information, see “Activating administrative permissions” on page 2-1.) Start a
session using one of the following methods:

*  From the main VT100 interface menu, select System > Sys Diag > Term Serv, and press
Enter.

e Inthe Main Edit Menu, press Ctrl-D to open the DO menu, and d&td&r nser v.

« Enter the following keystroke sequence (Escape key, left bracket, Escape key, zero) in
rapid succession:

Esc [ Esc O
If you have sufficient privileges to invoke the command line, the MAX unit displays a
command-line prompt. For example:

** Pjpeline Term nal Server **
ascend%

Note: If you have a MAX unit running Multiband simulation, the following terminal-server
commands are disabled: Close, Ipxping, Open, Resume, Rlogin, Telnet.

The commands in Table 3-3 close the terminal-server command-line interface and return the
cursor to the VT100 interface.

Table 3-3. Returning to the VT100 interface

Command Description

Quit Closes the terminal-server command-line interface
session.

Hangup Closes terminal-server command-line interface ses-
sion.

Local Go to Local mode, a data-transfer mode for calld on

an X.25/T3POS network. In Local mode, error
recovery is performed locally. The MAX unit doe
not send supervisory frames (ACKs and NAKS)
across the X.25 network. The T3POS PAD is
responsible for sending supervisory frames to th
T3POS Data Terminal Equipment (DTE).

Uy

D

Testing the MAX unit

Test the MAX unit through the terminal-server command-line interface by using the Test
command. Using the Test command open channels to run a test (sometimessetiitdta

in which the unit calls itself. The unit places the call on one channel and receives it on another
channel. Here is a simple example of entering the Test command;

ascend% t est 555-1212
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Press Ctrl-C at any time to terminate the test. While the test is running, the MAX unit displays
the status. For example;

calling...answering...testing...end
200 packets sent, 200 packets received

The Test command has the following format:
test phonenunber [frame-count] [optional fields]

The table below summarizes the one required and the one optional argument that you can
include in your Test command

Argument Specifies

phonenunber The telephone number of the channel receiving the test call. This can
include the numbers 0 through 9 and the characters ()[]-, but cannot
include spaces.

[ Frame- count ] The optional frame-count argument is a number from 1 to 65535 and
specifies the number of framesto send during the test. The default is
100.

There are four optional fields that you may specify in addition to the arguments above. If you
do not specify avalue, the default valueis that specified by the corresponding parameter in the
Connection profile. For ainformation about valid settings for the parametersin the Connection
profile, see the MAX Reference. The table below summarizes the four optional fields that you
caninclude in your Test command:

Optional field Specifies

[ dat a- svc=dat a- svc] A data service identical to any of the values available for the Data
Svc parameter.

A dataserviceis provided over aWAN lineand is characterized by
the unit measure of its bandwidth. A data service can transmit
either data or digitized voice. In a Connection profile, Data Svc
specifies the type of data service the link uses.

Note: Because FT1 callsdo not include switched services, the
Data Svc parameter lists only 56 KR and 64K when

Cal | Type=FT1; in this context, the Data Svc setting indicates
how much bandwidth the unit routes to the host for each channel
in the connection. When Cal | Type=FT1- B&Oor

Call Type=FT1- Al M the Data Svc parameter refersto the
switched channels.

[call-by-cal | =T1- PRI -service] Any value available to the Call by Call parameter.

In a connection profile, Call-by-Call specifies the PRI serviceto
use when placing acall using that profile.
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Optional field

Specifies

[ primary-nunber-type=AT&T-swi t ch] Any value available to the PRI # Type parameter. The PRI # Type

parameter specifies a switch type.

PRI # Typeis used for outbound calls made by the MAX on PRI
lines so that the switch can properly interpret the phone number
dialed. Ask your PRI provider for details on when to use each of
the following settings. This parameter specifies the
TypeOfNumber field in the called party’s information element.

Note: The value you specify for PRI # Typein the Dial Plan
profile overrides the value of PRI # Type in the Call profile and
Connection profileif you have enabled the unit's Dial Plan
profiles.

[transit-nunmber =EC ] Any value available to the Transit # parameter.

Specifies astring for usein the transit network |E for PRI calling
when going through an Interexchange Carrier (IEC). The default
(null) causes the MAX to use any available |EC for long-distance
cals.

Note: The Transit # valuein the Dia Plan profile overrides the
Transit # value in the Call profile or the Connection profile. This
parameter does not apply to nailed connections.

Understanding test results

MAX 6000 and MAX 3000 units that support T1 (or E1) usethefirst available T1 (or E1) line
unless you enable the Use Trunk Grps parameter in the Sys Config menu.

If you enablethe Use Trunk Grps parameter in the Sys Config menu, specify the outgoing lines
to be used in the test. The Use Trunk Grps parameter specifies the use of trunk groups for all
network lines. When trunk groups are in use, channels must be assigned trunk group numbers
to be available for outbound calls. In turn, when this parameter is set to Yes, channel
configurations must specify trunk-group assignments. For more information about each of
these parameters, see the MAX Reference.

The unit generates an error message for any condition that causes the test to terminate before
sending the full number of packets. The following error messages can appear:

M essage Explanation

bad digits in phone The telephone number you specified contained a character

nunber other than the numbers 0 through 9 and the characters
Ofl1-.

call failed The unit did not answer the outgoing call. Canindicate a

wrong telephone number or abusy telephone number. Use
the Show ISDN command to determine the nature of the
failure.

3-6
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M essage Explanation

call term nated NI This message indicates the number of packets sent (N1)
packets sent N2 packets andreceived (N2).

recei ved

cannot handshake The MAX answered the outgoing call, but the two sides

did not properly identify themselves. Can indicate that the
call was routed to the wrong MAX module or that the tele-
phone number was incorrect.

franme-count nust be in Thenumber of frames requested exceeded 65535.
the range 1-65535

no phone nunber You did not specify a telephone number on the command
line.

test aborted The test was terminated (Ctrl-C).

unit busy You attempted to start another test when one was already
in progress. Run only one self-test at atime.

unknown itens on The command line contained unknown items. Inserting

conmand- | i ne one or more spaces in the tel ephone number can generate
this error.

unknown option option Thecommand-line contained the option specified by
option, which isinvalid.

unknown val ue val ue The command-line contai ned the value specified by value,
whichisinvalid.

wr ong phone nunber A device other than the MAX answered the call. There-
fore, the telephone number you specified was incorrect.

Starting remote management sessions

Multilink Protocol Plus (MP+) uses Point-to-Point Protocol (PPP) encapsulation with

L ucent-specific extensions, as described in RFC 1934, to extend the capabilities of Multilink
Protocol (MP). MP+ supports session and bandwidth management, enabling the MAX unit to
connect to another unit by means of multiple channels. After an M P+ connection has been
established with aremote station (for example, by using the DO Dial command), start aremote
management session with that station by entering the Remote command in the following
format:

renote station

For example:
ascend% renote | abl7gw

During the remote management session, the user interface of the remote device replaces your
local user interface, asif you had opened a Telnet connection to the device. Enter Ctrl-\ at any
time to terminate the remote session. Either end of an MP+ link can terminate the session by
hanging up all channels of the connection.

MAX Administration Guide 37



Terminal-Server Administrative Tasks
Starting remote management sessions

The argument to the Remote command is the name of the remote station. It must match the
value of a Station parameter in a Connection profile that allows outgoing MP+ calls or the
user - i d at the start of a RADIUS profile set up for outgoing calls.

Note: A remote management session can time out because the traffic it generates does not
reset the idle-timer. Therefore, the Idle parameter in the Connection profile at both the calling
and answering ends of the connection should be disabled during a remote management session
and restored just before exiting. Remote management works best at higher terminal speeds.

At the beginning of aremote management session, you have privileges set by the default
Security profile at the remote end of the connection. To activate administrative privileges on
the remote station, activate the appropriate remote Security profile by using the DO Password
command (as described in “Activating administrative permissions” on page 2-1).

The MAX unit generates an error message for any condition that causes the test to terminate
before sending the full number of packets. The following error messages can appear:

M essage

not authori zed

cannot find
profile for
<station>

profile for
<station> does

not specify MPP

cannot estab-
i sh connec-
tion for
<station>

<station> did
not negotiate
MPP

far end does
not support
renot e nmanage-
nment

managenent
session fail ed

far end
rej ected ses-
si on

Explanation

Your current security privileges are insufficient for beginning a remote
management session. To assign yourself the required privileges, log in
with the DO Password command to a Security profile whose Edit Sys-
tem parameter is set ¥es.

The MAX could not locate a local Connection profile containing a Sta-
tion parameter whose value matched <station>.

The local Connection profile containing a Station value equal to
<station> did not contaiBncaps=MPP.

The MAX located a local Connection profile containing the proper
Station and Encaps settings, but it could not complete the connection
to the remote station.

The remote station did not negotiate an MP+ connection. This error
occurs most often when the remote station does not support MP+, but
does support PPP.

The remote station is running a version of MP+ that does not support
remote management.

A temporary condition, such as premature termination of the connec-
tion, caused the management session to fail.

The remote station was configured to reject remote management; its
Remote Mgmt parameter was setNwin the System profile.
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Disconnecting user Telnet connections

To disconnect a specified user’s Telnet connection use the terminal-server command-line
interface. Disconnect the user by specifying the session ID. The resulting disconnect code is
identical to the RADIUS disconnect code, allowing you to track all administrative disconnects.
To terminate a Telnet session, enter the command as follows:

kill session ID

wheresessi on | D is the session ID as displayed by the Show Users command described in
the preceding section. The reported disconnect cause is DIS_LOCAL_ADMIN. The active
Security profile must have Edit All Calls set¥es. If Edi t Al | Cal | s=No, the following
message appears when you enter the Kill command:

Insufficient security level for that operation.

When the session is properly terminated, a message similar to the following appears:
Session 216747095 kil l ed.

When the session is not terminated, a caution similar to the following appears:
Unable to kill session 216747095.

Using Set commands

The MAX unit supports administrative Set commands such as Set All, Set Term, and
Set Password. To display all of the Set commands, enter the Set ? (command with a question
mark), as in the following example:

ascend% set ?

Use the Set All command to display the current settings. For example:
ascend% set all

term= vt 100
dynam ¢ password serving = disabl ed

Enable password mode

The Set Password command puts the terminal-server in password mode, in which a Security
Dynamics ACE/Server or Enigma Logic SafeWord server at a secure site can display password
challenges dynamically in the terminal-server command-line interface.

Dynamics ACE/Servers use ACE authentication, a form of token-card authentication in which
RADIUS forwards a connection request to a Security Dynamics ACE/Server. The ACE/Server
sends an Access-Challenge packet back through the RADIUS server and the MAX unit to the
user who is dialing in. The user sees the challenge message, obtains the current token from the
card, and enters the token. A token is a type of password that travels back through the MAX
unit and the RADIUS server to the ACE/Server. The ACE/Server sends a response to the
RADIUS server specifying whether the user has entered the proper user name and token. If the
user enters an incorrect token, the ACE/Server returns another challenge, and the user can
again attempt to enter the correct token. The server sends up to three challenges. After three
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incorrect tries, the MAX terminates the call. (ACE authentication is also known as SecurlD
authentication.)

Enigma Logic SafeWord servers use SafeWord authentication, aform of token-card
authentication in which RADIUS forwards a connection request to an Enigma Logic SafeWord
server. The server sends an Access-Challenge packet back through the RADIUS server and the
MAX unit to the user dialing in. The user sees the challenge message, obtains the current
password from his or her token card, and enters the current password (also called atoken). The
token travels back through the MAX unit and the RADIUS server to the SafeWord server. The
SafeWord server sends a response to the RADIUS server, specifying whether the user has
entered the proper user name and token. If the user enters an incorrect token, the SafewWord
server returns another challenge, and the user can again attempt to enter the correct token. The
server sends up to three challenges. After three incorrect entries, the MAX unit terminates the
cal.

When the terminal-server isin password mode, it passively waits for password challenges
from aremote Security Dynamics ACE/Server or Enigma Logic SafeWord server. The Set
Password command applies only when the MAX unit uses security card authentication. Enter
the command as follows:

ascend% set password
Entering Password Mbde. . .

[*C to exit] Password Mode>

Press Ctrl-C to return to normal terminal-server command-line interface operations and disable
Password Mode.

Each channel of a connection to a secure site requires a separate password challenge, so for
multichannel connections to a secure site, you must leave the terminal-server command-line
interface in password mode until all channels have been established.

The Ascend Password Protocol (APP) Server utility provides an aternative way to allow users
to respond to dynamic password challenges obtained from hand-held security cards. The APP
Server utility also enables a user to respond to password challenges received from an external
authentication server, such as an ACE/Server or SafeWord server. To allow a user to supply a
password from a host on the local network, you must configure the MAX unit to communicate
with the APP Server utility on that host.

Using Show commands

Use Show commands to see uptime and revision information, modem and V.110 card status,
Dialed Number Information Service (DNIS) activity, and information about filters.

Displaying uptime and revision

To see how long the MAX unit has been running, enter the Show Uptime command. For
example:

ascend% show upti ne
systemuptime: up 2 days, 4 hours, 38 minutes, 43 seconds

3-10
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If the MAX unit stays up for 1000 consecutive days with no power cycles, the number of days
displayed resets to zero and begins to increment again.

The Show Revision command displays the software load and version number currently
running on the MAX unit. For example:

ascend% show revi si on
MAX- 6000- L1 systemrevision: tck.n60 8.0.0

Displaying modem status

Use the Show Modems command, in the terminal-server command-line interface, to display
modem status on aMAX 6000 or MAX 3000. You use thisinformation to determine which
modems and V.110 terminal adaptors are online or offline. This can help when troubl eshooting
the unit.

In the Main Edit menu, you see modems that are installed in the MAX 6000 unit, asin the
following example:
Main Edit Menu
00- 000 System
10- 000 Net/T1
20- 000 Net/T1
>30- 000 K56 Modem 16

Enter the Show Modems command to display modem activity. For example, the following
output is from aunit with aVV.90 K56 Il modem card in ot 7:

ascend% show nodens
slot:item nmodem  status

7: 1 1 onl i ne
7: 2 2 online
7 3 3 online
7 4 4 idle
7 5 5 idle
7 6 6 idle
7: 23 23 idle
7. 24 24 idle

For 12-MOD K56F ex modem dlot cards, the numbering is not sequential, but the numbering
does not affect functionality. As another example, if you have a12-MOD modem card in Slot 8
inaMAX unit, the Show Modems command in the terminal-server command-line interface
displays the following output:

ascend% show nodens
slot:item nodem status

8:0 1 idle
8.1 2 idle
8.2 3 idle
8:3 4 idle
8.4 5 idle
8:5 6 idle
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8:6 7 idle
8:7 8 idle
8:8 9 idle
8:9 10 idle
8:12 11 idle
8:13 12 idle

Though there are several supported types of modems, all modems respond using the same
fields of information. For example, the MAX 3000 unit supports V.90 S56 111 Modem-30 and
V.90 S56 |11 Modem-24 modems. The output of the show modems command is much the same
asin the preceding example. However there are more modems and slots to display.

Table 3-4 describes each field and its output means.

Table 3-4. Output of Show Modems command

Field Description

the first port on the digital modem card installed in slot 8.

slot item The slot and port number of the modem. For example, 8:1 indicates

nodem The SNMP interface number of each modem.

st at us Modem status, which can be one of the following strings:

i dl e—The modem is not in use.

the modem is online.

nal or modem is waiting for modem result codes.
onl i ne—The call is up. The modem can now send and receive
i nitializing—The modem is being reset.

awai t i ng DCD—The call is up and waiting for Data Carrier Detect
(DCD). DCD is a signal sent from a modem to a host, indicating that

awai t i ng codes—The DCD signal has been sent, and the termi-

data.

Displaying V.110 terminal adapter status

Use the Show V.100 command, using the terminal-server command-line interface, to display
V.110 terminal adapter status on aMAX 6000 or MAX 3000, if you installed any V.110
terminal adapters on the unit. VV.110 is a rate-adaptive standard based on fixed frames, that
subdivides an ISDN channel so that it can carry one lower-speed data channel. V.110 terminal
adapters make asynchronous calls with CCITT V.110 encapsulation. These calls require V.110
modem processing.

An asynchronous device, such asan ISDN terminal adapter, encapsulatesits datain V.110. A
V.110 card provides eight V.110 modems that each enable the MAX unit to communicate with
an asynchronous device over synchronous digital lines.

To display the status of the MAX unit's V.110 terminal adapters, enter the Show V.110
command, as follows:

ascend% show v. 110s
slot:item v. 110s st at us

3-12

MAX Administration Guide



Terminal-Server Administrative Tasks
Using Show commands

4:1 1 in use

4:2 2 in use

4:3 3 in use

4.4 4 open issued

4:5 5 carrier detected
4:6 6 session cl osed
4.7 7 idle

4.8 8 in use

V.110 terminal adapters make asynchronous calls with CCITT V.110 encapsulation. These
callsrequire V.110 modem processing. A V.110 card provides eight V.110 modems that each
enable the MAX unit to communicate with an asynchronous device over synchronous digital
lines. An asynchronous device such as an ISDN modem encapsulatesits datain V.110. The
V.110 module in the MAX 3000 unit (only) removes the encapsulation and enables an
asynchronous session (atype of terminal-server session).

Displaying call and user activity

Use the terminal-server command-line interface to display call and user activity on the MAX
unit. The Show Calls command displays information about active calls on a German 1TR6 (a
German ISDN switch standard) or Japanese NTT (Nippon Telephone and Telegraph) switch
type. For example:

ascend% show cal | s
Call ID Called Party ID Calling Party ID InCctets QutCctets

3 5104563434 4191234567 0 0
4 4197654321 5108888888 888888 99999

Table 3-5 describes the output included in each of the fields of output.

Table 3-5. Show calls output

Field

Description

Call I D

Anidentifier for the call.

Cal | edPartyl D

The telephone number of the answering device (that is, this unit). ThisID is
obtained from Layer 3 protocol messages during call setup.

Cal l'i ngPartyl D The telephone number of the caller. ThisID is obtained from layer 3 protocol

messages during call setup.

InCctets The total number of octets received by the user from the moment the call begins
until it is cleared.
Qut Cctet s The total number of octets sent by the user from the moment the call begins until

itiscleared.

Displaying active sessions

Displaying active sessions allows you to gather information about active sessions on the MAX
unit. Use the Show Users command, in the terminal-server command-line interface, to see
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information about the performance of incoming and outgoing calls. Use the command to
display the identification of the line, slot, rates, service type, host information, and user.

Display the active sessions by entering the Show Users command as in the following example:

ascend% show users

| Session Li ne:
OID Chan
O 231849873 1:1
| 231849874 1:3
O 214933581 1:2
O 214933582 1:6

Slot: Tx Rx Servi ce Host User

Port Data Rate Type[nplD] Address Narre

9:1 56K 56K  MPP[1] 10.10.68.2 jdoe

3:1 28800 33600 Termsrv N A Modem 3: 1
9:2 56K 56K  MPP[1] 10.10.4.9 arwp50
9:3 56K 56K  MPP[1] MPP Bundl e ar wp50

Table 3-6 summarizes the output of the Show Users command.

Table 3-6. Show Users command output

Field

Content

IO

| for anincoming call or O for an outgoing call.

Session ID

Unique session-ID. Thisisthe same as Acct-Session-ID in
RADIUS.

Li ne: Chan

Line and channel on which the session is established.

Slot: Port

Slot and port of the service being used by the session. Can indicate
the number of a slot containing a modem card, and the modem on
that card. Or can indicate the virtual slot of the MAX unit’s
bridge/router, in which case the port indicator shows the virtual
interfaces to bridge/router starting with 1 for the first session of
multichannel session.

a

Tx Data

Transmit data rate in bits per second.

Rx Rate

Receive data rate in bits per second.

Service Type

Type of session, which can ber m nal - server or apr ot o-
col nane.

For MP andVPP (MPT), shows the bundle ID shared by the calls
a multichannel session. The special valuest i al andLogi n
document the progress of a sesslam.t i al identifies sessions
that do not yet have a protocol assigriealyi n identifies sessiong
during the login process.

in

Host Address

Network address of the host originating the session.

For some sessions this fieldN5 A. For outgoing MPP sessions
only, the first connection has a valid network address associate
with it. All other connections in the bundle have the network
address listed &¢PP Bundl e.

2d

314
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Table 3-6. Show Users command output (continued)

tains the stringrodem x:y wherex andy are the slot and port,
respectively, of the modem servicing the session.

Field Content

User Nare The station name associated with the session. Initially, the valye is
Answer , which is usually replaced with the name of the remotg
host. For terminal-server command-line interface sessions Usgr
Name is the login name. Before completion of login, the field con-

Displaying Dialed Number Information Service activity

To display Dialed Number Information Service (DNIS) activity on the MAX unit, use the

terminal-server command-line interface. DNIS is a telephone company service that provides
information about the called number, such as the name and location of the target user or unit.
To display active DNIS sessions, enter the Show DNIS Session command:

ascend% show dni s sessi on

GLOBAL
DNI S# Used/ Max

0. Unspecified 0/ 999
1. 68149 0/ 123
2. 8867764 0/1

3. 45566778800 0/0

4. 0/0

5. 0/0

6. 0/0

7. 0/0

8. 0/0

9. 0/0
10. 0/0
11. 0/0
12. 0/0
13. 0/0
14. 0/0
15. 0/0
16. 0/0

In the output:

MODEM
Used/ Max

0/1
0/ 456
0/1
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

HDLC
Used/ Max

0/0
0/1
0/1
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

V110
Used/ Max

0/0
0/0
0/1
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

« DNl S#—Displays up to eleven digits of the DNIS number. In the case that the DNIS

number contains more than eleven digits, the table displays the last eleven digits.
« Used—Indicates the number of active sessions to the specified DNIS number.

« Max—Indicates the value specified in the Ethernet > Mod Config > DNIS options

submenu.

If Ethernet > Mod Config > DNIS optionsBNI S Li i t at i on=No, and you enter the

Show DNIS Sessions command, the MAX unit displays the following message:

DNI S I nacti ve
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To display DNIS session statistics, enter the Show DNIS Statistics command:
ascend% show dnis statistics

GLOBAL MODEM HDLC V110
DNI S# Tot / Accept Tot / Accept Tot/ Accept Tot/ Accept

0. Unspecified 10/ 9 0/0 0/0 0/0
1. 68149 0/0 8/8 4/ 4 0/0
2. 8867764 0/0 0/0 0/0 0/0
3. 45566778800 0/0 0/0 0/0 0/0
4. 0/0 0/0 0/0 0/0
5. 0/0 0/0 0/0 0/0
6. 0/0 0/0 0/0 0/0
7. 0/0 0/0 0/0 0/0
8. 0/0 0/0 0/0 0/0
9. 0/0 0/0 0/0 0/0
10. 0/0 0/0 0/0 0/0
11. 0/0 0/0 0/0 0/0
12. 0/0 0/0 0/0 0/0
13. 0/0 0/0 0/0 0/0
14. 0/0 0/0 0/0 0/0
15. 0/0 0/0 0/0 0/0
16. 0/0 0/0 0/0 0/0
In the output:

e Global—Incoming calls using unspecified resources.

* Modem—Incoming calls using modem resources.

e HDLC—lIncoming calls using an High level Data Link Control (HDLC) resource.

e V110—Incoming calls using a V110 resource.

« DNl S#—Displays up to eleven digits of the DNIS number.

« Tot —indicates the number of calls received by the specified DNIS number.

« Accept —Specifies the total number of calls accepted by the specified DNIS number.

Note: A counter resets when it reaches 10,000, or when you enter the Clear DNIS Statistics
command.

If Ethernet > Mod Config > DNIS optionsDNI S Li ni t at i on=No, and you enter the
Show DNIS Statistics command, the MAX unit displays the following message:

DNI S I nacti ve

To clear DNIS session statistics, enter the Clear DNIS Statistics command. The MAX unit
displays the following message:

Clearing all DNIS Statistics...
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The commands summarized in Table 3-7 are tools for managing DNI'S sessions with MAX
units.

Table 3-7. DO menu commands for specific protocols

Command Description

show dni s session Display active DNIS sessions.

show dnis statistics | Display DNIS statistics.

Using the Show Filters command

From the terminal server, enter the Show Filters command to display alist of the filtersin use
by sessions active on the MAX unit and display details about individua filters. For
information about configuring filters, see the Network Configuration Guide for your unit.

Listing the filters in use

From the terminal-server, enter the Show Filters command to display alist of thefiltersin use
by sessions active on the MAX unit. Sessions authenticated by local profiles appear with their
associated filter numbers as specified in their Connection profiles. Externally authenticated
sessions, such as RADIUS sessions, have no associated filter names or numbers, so they
appear with blank fields (indicated by hyphens). For example:

** Exanpl e Term nal Server Banner **

ascend% show filters

ID Usernane Src Data-Filter Call-Filter Ipx-Filter TOS-Filter
000 tnt2maxl |oc 0 0 0

001 tnt2max2 |oc

002 edmax ext - - - -
003 tnt2max4 | oc 0 0 0 0
ascend%

The first three columns in the output provide the following information:

Column Infor mation
ID Indicates an identification number for the active user.
Username Name for the active user.

Src Indicates the source of the profile, that is, whether it is downloaded through
RADIUS (ext) or isalocal profile (loc).
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The filter numbers appear in the last four columns, each of which isfor a particular type of
filter, asfollows:

Column Type of filter

Data-Filter ~ Packet filter that defines which packets the MAX unit can transmit
on a connection.

Call-Filter Packet filter that defines which packets can bring up a connection or reset the
idle-timer for an established link.

IPX-Filter Service Advertising Protocol (SAP) filter. Determines which SAP advertise-
ments the MAX unit forwards or drops.

TOS-Filter  Type-of-Service filter. Enables you to specify many of the same values as an
IP filter, and also to specify a precedence and TOS value.

Displaying filter details

To display thefilter details for a particular session, include the filter ID in the Show Filters
command:

show filters ID

where | Dis the number shown in the ID column above. For example;

ascend% show filters 000

Host nane: tnt 2max1

R R I S O
Data Filter

Direction: In

Forward = yes

Type = Ceneric Filter

offset = 0

len = 8

nore = no

conp-neq = yes

dumyFor Padding = 0

mask = ff:ff:.ff.ff:.ff:ff:ff:ff:00:00:00: 00
val ue = 12:31:23:12: 30: 00: 00: 00: 00: 00: 00: 00
R I O kO O O O I
Data Filter

Direction: Qut

Forward = yes

Type = Ceneric Filter

offset = 0

len =0

nore = no

conp-neq = no

dummyFor Paddi ng = 0

mask = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
val ue = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00

R S R R I S R R S o S R R S o R R o
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Call Filter

Direction: In

Forward = no

Type = Ceneric Filter

offset = 0

len = 0

nore = no

conp-neq = no

dunmyFor Paddi ng = 0

mask = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
val ue = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
EE R R I R S R I R I T
Call Filter

Direction: Qut

Forward = no

Type = Ceneric Filter

of fset = 12

len = 8

nore = yes

conp-neq = no

dummyFor Padding = 0

mask = 00: 00:ff:ff:ff:00:00:00:ff:ff:00:00
val ue = 00: 00: aa: aa: 03: 00: 00: 00: 80: 9b: 00: 00
Forward = no

Type = Ceneric Filter

of fset = 32

len = 3

nore = no

conp-neq = no

dunmmyFor Paddi ng = 0

mask = ff:ff:ff:00:00:00: 00: 00: 00: 00: 00: 00

Forward = no

Type = Ceneric Filter

of fset = 12

len = 2

nore = yes

conp-neq = no

dummyFor Padding = 0

mask = ff:ff:00:00:00:00: 00: 00: 00: 00: 00: 00
val ue = 80: 9b: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
Forward = no

Type = Ceneric Filter

of fset = 24

len = 3

nore = no

conp-neq = no
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dunmmyFor Paddi ng = 0

mask = ff:ff:ff:00:00:00:00: 00: 00: 00: 00: 00
val ue = 04:04: 04: 00: 00: 00: 00: 00: 00: 00: 00: 00
Forward = yes

Type = Ceneric Filter

offset = 0

len = 0

nore = no

conp-neqg = no

dunmyFor Paddi ng = 0

mask = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
val ue = 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00
EIE R R I R R R I R S
Ipx Sap Filter

Direction: In

Type-filter: excl ude
Server Type: 2123
Server Nane: doom
Type-filter: excl ude
Server Type: 1116
Server Name: zyst
Type-filter: i ncl ude
Server Type: 9320
Server Nane: abcde

R I S O O O O O o

I px Sap Filter
Direction: Qut

Type-filter: i ncl ude
Server Type: 1112
Server Nane: nowher e

In the previous example, using the Show Filters 000 command displays Data-Filter #000,
Call-Filter #3, Ipx-Filter #1, and no TOS filters. The Filters submenu, in the Ethernet menu,
can include up to twelve filter profiles. When you go into the individual Filter profile, assign
any combination of input or output filters up to twelve. In this example, Data-Filter #1 includes
an input and an output filter. Call-Filter #3 includes one input filter and several output filters.

I px-Filter #1 includes three input filters and one output filter.
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Displaying information related to virtual routing

The following Show commands support virtual routing. If you do not specify a VRouter name
on the terminal server command line, the MAX unit displays global VRouter information. If
you specify a V Router name, the unit displays information about the specified VVRouter.

Command Syntax with optional VRouter arguments

IPRoutes show i proutes [-r vrouterNane] [dest]
IPStats show ip stats [[-r] vrouterNane]
IPaddress show ip address [[-r] vrouterNane] [all]
ICMP show icmp [[-r] vrouterNane]

UDP show udp stats [[-r] vrouterNane]

show udp listen [[-r] vrouterNane]
TCP show tcp stats [[-r] vrouterNane]

show tcp connection [[-r] vrouterNane]
Pools show pools [[-r] vrouterNane]

For more information about administering virtual routing, see “Using VRouter-related
terminal-server commands” on page 7-15.

MAX Administration Guide 321






Changing System Software Versions 4

Preparing to change system software. . . ......... . ... . i 4-2
Using TFTP to upgrade or downgrade. . . . ... .. .ttt 4-3
Using the serial port to upgrade or downgrade . ............. . ... .. ..., 4-6
Restoring correct RADIUS parameters . . ... e e 4-8
Notice of discontinuance of configurable RADIUS portand ID space............. 4-9
A Caution: When you upgrade a MAX unit’s version of TAOS, the newer version might use a

configuration file format that is incompatible with the version that preceded it. The upgrade
process automatically converts the unit’s configuration file to the newer format. You need a
backup copy of the configuration file in the older format in case it ever becomes necessary to
revert back to a previous version of TAOS. If you fail to create and save a backup copy of the
configuration before your change a MAX unit’s version of TAOS, you might lose all
configuration information.

A Caution: If possible use TFTP to change a MAX unit’s version of TAOS. TFTP is the most
reliable way to obtain, store, and then change the version of TAOS.

A Caution: The standard software files you use to upgradeto TAOS 9.0 require additional flash
memory available to the MAX 6000 unit only by way of an external PCMCIA flash card. (This
does not apply to MAX 3000 and MAX 800 units.)

Before you begin to change a MAX unit's system software, you must enable the unit’s Field
Service and Operations parameters. You must also verify that you are staying with the same
build of the software. In addition to knowing the VT100 interface, you must be prepared to use
the DO Command menu, as described in Chapter 2, “DO Commands and Administrative
Tasks,” to access the diagnostics commands that you use to upgrade or downgrade the unit’s
system software.

Note: Changing the system software is an exceptional situation in this regard. Under most
circumstances, diagnostics commands are not required for correct operation of the MAX unit.

Trivial File Transfer Protocol (TFTP) provides a more reliable way to obtain, store, and install
the system software to your unit than is the alternative, which is through the serial port of the
unit.
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Preparing to change system software

Asyou prepare to change the system software on a MAX unit, you must verify that Field
Service and Operations are enabled on the unit. When upgrading, try to stay with the same
build. But you can use an aternative build to avoid having to add memory. You can use the
memory provided by aMAX 6000 unit's external PCMCIA card as you change system
software. No additional memory is required on a MAX 3000 or MAX 800 units.

Enabling Field Service and Operations parameters

The Field Service parameter, in the Security profile, enables or disables permission to perform
Lucent-specific field service operations, such as changing the operating system software on a
MAX unit. The Field Service parameter is not applicable if the Operations parameter, also in
the Security profile, is set tdo. Before you begin the process of changing the unit’s version of
TAOS, make sure that both parameters are set to Yes in the administrating Security profile. For
example, the following Full Access security profile of a MAX 800 unit is correctly configured

to support a change of operating system software:

00- 300 Security

00- 303 Full Access

>Nanme=Ful | Access
Passwd=* SECURE*
Oper ati ons=Yes
Edit Security=Yes
Edit SystenrYes
Field Service=Yes

Staying with the same software build

When a particular build of the system software is updated, it retains the same filename. If
possible, you should always stay with the same build when you upgrade or downgrade. If you
install a different build, your unit can lose its configuration. If this happens, you might need to
manually restore your configuration. There can be no automated way to restore configuration
data from a backup when changing builds since, if the file formats between the builds are
incompatible, no suitable backup exists. For example, your MAX unit might have a T1
interface. If you are attempting to transfer a build that is appropriate for an E1 interface, the
unit can display the following message:

This | oad appears not to support your network interface.
Downl oad aborted. Use t/oadcode -f to force.

If this happens, verify that you have selected the correct build. If the build is intended for
another type of unit, that you forcing the download is not recommended.

Alternative builds for a MAX 6000 unit

With two exceptions, the builds you can use to upgrade to TAOS 9.0 require additional flash
memory, which is available to the MAX 6000 unit only, by way of an external PCMCIA flash
card. (The builds for MAX 3000 and MAX 800 units do not require any additional flash
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memory.) To avoid using a PCM CIA flash card, you can upgrade aMA X 6000 unit with one of
the following two recommended builds:

e ei k. n60 (an ultrathin load for E1 environments)
e tik.n60 (an ultrathin load for T1 environments)

In future releases, these ultrathin builds might not be available, and use of the MAX 6000
unit's external flash memory will become a requirement. The current release includes a new
feature to prevent a build that is too large from being placed in the unit's internal flash memory.
If a build is too large, the unit aborts the download and displays the following message:

tftp downl oad aborted due to flash wite error

The MAX unit then restarts with its previous TAOS version and configuration intact. In
releases before to TAOS 9.0, the process appeared to complete successfully although TAOS
was corrupted and the configuration unusable.

Theei k. m60 andt i k. m60 builds do not include support for the following features:

* AppleTalk
« BRI

« IPX

e PHS

« POTS

« X25

For the names of all the software builds and the features they provide, see
/ pub/ Sof t war e- Rel eases/ Max/ Upgr ade- Fi | enanes. t xt onthe Lucent
Technologies FTP server.

Using TFTP to upgrade or downgrade

If possible, use TFTP to change a MAX unit's version of TAOS. TFTP is a more reliable way

to obtain, store, and then change the version of TAOS than is the alternative. Using TFTP, you
can use a MAX 6000 unit's external memory to create redundant backup images, as well as to
upgrade the unit’s version of TAOS.

Creating redundant backup images for a MAX 6000 unit

MAX 6000 units now support two redundant copies of TAOS code on the PCMCIA flash
memory card. If the first version of code becomes corrupt, the unit boots up the second
version.

To create the redundant backup image, proceed as follows:

Note: The order of these two steps is not important, but the unit will be unable to recover
from a failure in the primary code image until both steps have been executed.

1 Create a backup copy of the currently running binary on the PCMCIA flash card by using
thef Backupl mage debug command:

> f Backupl mage
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Preparing for inmage copy...

This load contains an | OP part

Copyi ng 1797281 bytes from PCMCIA flash to PCMCIA. ..
<LLLLLLLLL L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L Ll
<LLLLLLLL L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L Ll
<LLLLLLLLLL L L L L L L L L L L L L L L L L L L L L L L L L L L L
<LLLLLLLLLLLLLLLLLLLLLLLL L <
<LLLLLLLLLLLLLLLL L <<
<LLLLLLLLLLLLLLLL L L
| mage copied to high PCMCI A flash successfully.

>

2 Loadthel vs. n60 imageintointerna flashusingthe t1 oad -i debug monitor
command to support the backup image;

> tload -i tftp-server |vs. 60

saving config to flash

| oadi ng code from 204. 253. 164. 44: 69
file Ivs.nBO. ..

tftp downl oad conplete. Verifying inage...
Downl oaded i mage is OK

Using TFTP to upgrade

To upgrade with TFTP, you must enter the commands in the correct sequence. If you do not
enter them in the correct sequence, you could lose the MAX unit’s configuration.

To use TFTP to upgrade system software, proceed as follows:
1 Locate the following and place them in the TFTP server home directory:

— The configuration that is compatible with the version of TAOS to which you will
upgrade.

— The build of the system software version to which you will upgrade.

2 From the unit's VT100 interface, press Ctrl-D to invoke the DO menu, then select
D=Di agnosti cs.

3 Atthe> prompt, use th&save- mcommand to save your current configuration in a way
that allows you to match it with the version of system software with which it is
compatible. For example, the following command saves the configuration named
confi g800. cf g from the TFTP home directory of the server namktlp- ser ver:

tsave -mtftp-server config800.cfg
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A Caution: A MAX unit's internal flash storage is limited. Use theave - mcommand to
assure that the configuration you save is as small as possible. You must retain the saved
configuration file permanently. You will need this file if it ever becomes necessary to revert
back to the earlier version after you upgrade the unit to TAOS 9.0. The file you save with the
Tsave command contains all the passwords in clear text. Move this file from the TFTP
directory to a secure location after the upgrade procedure is complete.

4  Enter the following command

t | oadcode hostnane fil enane

wherehost nane is the name or IP address of your TFTP serverfaricenane is the
name of the system software on the server (relative to the TFTP home directory).

For example, the command
tl oadcode tftp-server ebixk.n60
loadsebi xk. m60 into flash memory from the machine nantdd p- server.
5 Enter the following command to save your configuration to flash memory:
> fsave
Use the command immediately after executingttheadcode command.
6 Enter the following command:

> nvrantl ear
After the unit clears NVRAM memory, the unit automatically resets itself two times.

This completes the upgrade to TAOS 9.0.

After installing TAOS 9.0 you will have a smaller amount of available memory than you had
with the previous TAOS release. The software files stored on the flash card have gotten bigger
and therefore require more memory. As new features are added to TAOS, the amount of
memory used by the operating system grows. Therefore, the units running later versions of
TAOS report less available memory. The reduced available memory is not a cause for concern.

Using TFTP to downgrade

To downgrade system software, you must follow the same steps as for upgrading TAOS, with
one exception. Instead of using freave command, as described in step 5 in “Using TFTP to
upgrade,” enter the following command to restore the compatible configuration to flash
memory:

trestore -f hostname savedConfig

wherehost nane is the name or IP address of your TFTP serversawkdConfi g is the
compatible configuration on the server (relative to the TFTP home directory).

For example, the command
trestore -f tftp-server Config803
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retrieves Conf i g803, aconfiguration compatible with TAOS 8.0.3, from the unit named
tftp-server.

Note: The-f argument is necessary when downgrading. Failure to usethe - f argument
causest r est or e to place the configuration in binary format into NVRAM, rendering the
configuration unusable to the MAX unit.

Using the serial port to upgrade or downgrade

A Caution: Upgrading system software through the serial console deletes al existing profiles.
Save your current profiles settings to your hard disk before you begin upgrading system
software. After the upgrade, restore your profiles from the backup file you created. For
security reasons, password information is not stored in backup files. If you have many
passwords, you should consider using TFTP to upgrade your software. (For instructions, see
“Using TFTP to upgrade or downgrade” on page 4-3.)

Before upgrading your system through the serial port, make sure you have the following
equipment and software;

« AnIBM-compatible PC or Macintosh system with a serial port capable of connecting to
the MAX unit’s Console port.

e A straight-through serial cable.

» Data communications software for your system, with terminal emulation (for example,
Procomm Plus, HyperTerminal for the PC, or ZTerm for the Macintosh). Verify that the
line-width settings of the communications software are set to at least 80 characters.

Saving your current profiles

A Caution: If you use a Windows-based terminal emulator, such as Windows Terminal or
HyperTerminal, disable any screen savers or other programs that could interrupt the file
transfer. Failure to do so might cause the file transfer to halt and can render the MAX unit
unusable.

Verify that your terminal emulation program has a disk capture feature. Disk capture allows
your emulator to capture to disk the ASCII characters it receives at its serial port. You should
also verify that the data rate of your terminal emulation program is set to the same rate as the
Term Rate parameter in the System menu’s Sys Config profile. You can cancel the backup
process at any time by pressing Ctrl-C.

To save the MAX unit’s configuration (except passwords) to disk:
1 Open the Sys Diag menu.

2 Select Save Config, and press Enter.
The following message appears:
Ready to downl oad - type any key to start....
3 Turn on the Capture feature of your communications program, and supply a filename for

the saved profiles. (Consult the documentation for your communications program if you
have any questions about how to turn on the Capture feature.)

4  Press any key to start saving your configured profiles.
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5 Turn off the Capture feature of your communications program.
6 Print acopy of your configured profile and examine the saved configuration file.

Upgrading system software

To upgrade the software through the MAX unit’s serial port:

1 Type the following four-key sequence in rapid succession (press each key in the sequence
shown, one after the other, as quickly as possible):
Esc [ Esc -

(Press the Esc key, the Left Bracket key, the key, and the Minus key, in that order, in rapid
succession.) The following string of Xmodem control characters appears:

CKCKCKCK
If you do not see these characters, you probably did not press the four-key sequence
quickly enough. Try again. Most people use both hands and keep one finger on the escape
key.

2 Use the Xmodem file-transfer protocol to send the system file to the unit.

Your communications program normally takes anywhere from 5 to 15 minutes to send the
file to the unit. The time displayed on the screen does not represent real time. Do not
worry if your communication program displays several “bad batch” messages. This is
normal.

3 From the MAX unit's VT100 interface, access the diagnostics monitor by pressing Ctrl-D
to invoke the DO menu, and select D=Diagnostics.

4 At the> prompt, enter thécl ear command:
> fcl ear
5 Atthe> prompt, enter theVRAMCl ear command:

> nvrantl ear

This causes the system to reset. When it comes back up, proceed with restoring your
configuration.

Enterqui t to exit the Diagnostic interface.

Open the Sys Diag menu.

SelectRest or e Cf g, and press Enter.
The following message appears:
Waiting for upload data...

Use the Send ASCII File feature of the communications software to send the configuration
file to the unit.

Note: If you are upgrading, the configuration you restore in this step is the one that you
saved by following the steps in “Saving your current profiles” on page 4-6. If you are
downgrading then the configuration you saved in “Saving your current profiles” is not the
correct configuration to restore at this time. If you are downgrading then you must restore
the configuration file you saved before you upgraded to the current version of TAOS.

If you have any questions about how to send an ASCI| file, consult the documentation for
your communications program.

9 When the restore has been completed, the following message appears:

Restore conplete - type any key to return to nenu
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Press any key to return to the configuration menus.
10 Reset the unit by selecting System > Sys Diag > Sys Reset and confirming it.

Restoring passwords

Edit your configuration file and enter the word * SECURE* in each instance of a password and
save it as atext-only file. When you usether est or e confi g command, the unit’s
configuration file and the passwords are restored to the unit.

Note: If you do not save the configuration as atext-only file, you will not be ableto transfer it
into the MAX unit.

If you restored a complete configuration, one without the modifications described above, then
all the passwords used in your Security profiles have been wiped out. To reset them:

1 Press Ctrl-D to invoke the DO menu, seleasswor d, and choose the Full Access
profile.

2 When you are prompted to enter the password, press Enter (the null password).
After you have restored your privileges by entering the null password, you should immediately

open the Connection profiles, Security profiles, and Ethernet profile (Mod Config menu), and
reset the passwords to their previous values.

After the upgrade

Restoring

After installing TAOS 9.0 you will have a smaller amount of available memory than you had
with the previous TAOS release. The software files stored on the flash card have gotten bigger
and therefore require more memory. As new features are added to TAOS, the amount of
memory used by the operating system grows. Therefore, the units running later versions of
TAOS report less available memory. The reduced available memory is not a cause for concern.

correct RADIUS parameters

On earlier RADIUS servers, the RADIUS Server submenu consisted of three clients (specific

host addresses) and one Server Key for all three clients. If a MAX unit supports the new

RADIUS Server, restoration of the unit’s configuration causes a problem because the new
RADIUS Server allows up to nine addresses (host or net) and a Server Key for each address.
When you restore configurations with the old Client Address list, the subnet mask assigned to
the clients will be the default subnet mask of the address type given (for example, 128.50.1.1
will get a subnet mask of 16) and not the previous 32-bit (single host) address. In addition, the
Server Key will not automatically be set. You must set the Server Key manually for each client
in the RADIUS Server submenu.

If you cannot communicate with the MAX unit through the VT100 control terminal, you might
have a problem with terminal configuration, the control port cable, or the MAX hardware.
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Notice of discontinuance of configurable RADIUS port
and ID space

In earlier versions of the system software, the default settings for User Datagram Protocol
(UDP) source portsand ID spaces for communication with a RADIUS server specified the use
of aunique source port for each card and a distinct ID space for both authentication and
accounting requests. However, the MAX unit could be configured to use a single source port
and |1D space systemwide, in order to accommodate certain RADIUS server daemons that had
a system-unique requirement.

Because no known RADUIS servers continue to maintain this requirement, and because
increased port density makes the use of asingle port and ID space undesirable, MAX units
now always use port-unigue source ports and always send RADIUS authentication and
accounting requests with distinct RADIUS IDs. The following parameters are therefore no
longer supported and have been removed from the External-Auth profile:

[ EXTERNAL- AUTH]
rad-i d-space = distinct
rad-i d-source-uni que = port-uni que

Ther ad-i p- space andr ad- i d- sour ce- uni que parameters no longer appear in the
External-Auth profile. If you downgrade the unit to an earlier release, the parameters revert to
their default values for that release.
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A T1 line supports 24 64-Kbps channels, each of which can transmit and receive data or
digitized voice. The line uses framing and signaling to achieve synchronous and reliable
transmission. The most common configurations for T1 lines are ISDN Primary Rate Interface
(T1 PRI) and unchannelized T1, including fractional T1. The MAX unit supports up to four T1
lines for up to 96 concurrent sessions.

An E1 Primary Rate Interface (EL/PRI) line consists of 32 64-Kbps channels. EL/PRI uses 30
B channels for user data, one 64-Kbps D channel for ISDN D-channel signaling, and one
framing channel. The B channels can be all switched, al nailed up, or a combination of
switched and nailed up. The EL/PRI lineis a standard in Europe and Asia called CEPT G.703.

A T1 Primary Rate Interface (T1/PRI) line has atotal bandwidth of 1.544 Mbps. TI/PRI uses
23 B channelsfor user data, and one 64-Kbps D channel for ISDN D-channel signaling. The B
channels can be all switched, all nailed up, or a combination of switched and nailed up. The
T1/PRI lineisastandard in North America, Japan, and Korea. Connect thistype of lineto
standard voice, Switched-56, Switched-64, Switched-384, Switched-1536, and MultiRate data
services. Using afeature called PRI-to-T1 conversion, the MAX can share the bandwidth of a
T1/PRI line with aPBX.

Use the MAX unit’s indicator lights to begin troubleshooting and diagnosing E1 or T1
problems. Use line diagnostics to perform tests on the unit and see the information that is
displayed in the unit's status windows to determine whether or not E1 or T1 performance is
meeting your standards. By verifying telephone numbers and using one VT100 interface
parameter, remedy a Trunk Down state on the unit. Use the terminal-server command line
interface (CLI) to test lines, reset the unit, clear calls, and display clock source. Verify
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parametersin the VT 100 interface that are E1-specific, T1-specific, T1/PRI-specific, and
PBX-T1-specific.

The MAX 6000 and MA X 3000 units also support unchannelized T1 services and fractional
T1 services. An unchannelized T1 service uses the entire bandwidth of a T1/PRI line (1.544
Mbps) or an TL/PRI line (2.048 Mbps). Use an unchannelized line for anailed-up connection,
such asthe link to a Frame Relay network. The MAX unit treats the line as though it were a
single connection at afixed speed, without individual channels. For more information, see
Chapter 8, “Administering PAD, X.25, and Frame Relay.”

Troubleshooting a Red Alarm

Without using any of the MAX 6000 or the MAX 3000 unit’s available interfaces, the indicator
lights help you begin to gather information about the performance of the unit. For example, if
the Alarm indicator light indicates that the line is in a Red Alarm state, the MAX unit cannot
establish proper synchronization and frame alignment with the WAN. Synchronization is a
method of ensuring that the receiving end of a WAN connection can recognize characters in the
order in which the transmitting end sent them, and can know where one character ends and the
next begins. Without synchronization, the receiving end perceives data simply as a series of
binary digits with no relation to one another. Frame alignment is a method of ensuring that the
sending end of a WAN connection can recognize characters in the order in which the receiving
end returns them, and can know where one character ends and the next begins.

After you plug an E1 or T1 line into the unit or change the settings that affect framing and
synchronization, allow 30 seconds for the Red Alarm state to end.

Verifying enabled lines

The MAX 6000 or MAX 3000 unit that supports E1 or T1 can accommodate up to two line
profiles in each of its Net/E1 or Net/T1 interfaces. If you are not using one of the MAX unit’s
lines and it is enabled in the Line Config menu’s Lihprofile, the unit is in a Red Alarm

state. You must verify that the unused line is disabled in the Line Config menu™l Line
profile. In the following example, the 2nd Line is unused and, therefore, disabled:

10-1** Factory

Nanme=Fact ory
>2nd Li ne=Di sabl ed

x Line 1...

x Line 2...

Conversely, if you have a line that is set to Enabled and the T1/PRI services have been
temporarily discontinued by the carrier, the unit is in a Red Alarm state. This could occur if
you enable the integrated Channel Service Unit (CSU) on a T1/PRI port and connect the port
directly to the metallic interface of the WAN without contacting your carrier for approval. To
avoid harming the WAN, you must contact your carrier for approval before installation. If you
disconnect or turn off the unit without prior notification, the carrier might temporarily
discontinue your T1/PRI service. Verify that the port’s integrated CSU in the Front End
parameter is set {8SU, in the Line Config menu’s LinB! profile, then contact your T1/PRI
carrier.

52

MAX Administration Guide



Administering E1 and T1 Services
Troubleshooting a Red Alarm

For more information about the CSU and troubleshooting indicator lights, see “Integrated CSU
for T1/PRI” on page 5-4.

Verifying Framing Mode settings

You must contact your E1 or T1 service carrier to determine the correct setting to specify for
the Framing Mode parameter, which is located in the Line Config menu's\Ljimefile. The
Framing Mode parameter specifies the framing mode in use on the physical links of a T1 or E1
line.

For a T1 line, the carrier can require you to specify one of the following values:

« D4—Specifies the superframe format, which consists of 12 consecutive frames, separated
by framing bits. Do not use this setting with ISDN D-channel signaling (when
Si gnal i ng- Mode=I SDN).

 ESF—Specifies the Extended Superframe Format, which consists of 24 consecutive
frames, separated by framing bits. The ISDN specification advises that you use ESF with
ISDN D-channel signaling (whe®i gnal i ng- Mode=I SDN).

For an EL1 line, the carrier can require you to specify the following values:
e Gr03—Specifies that the trunk interface uses CRC-4.
» 2DS—Specifies that the trunk interface does not use CRC-4.

Resolving cabling issues

If the MAX unit is connected through bantam connector plugs, reverse the transmit and receive
plugs. Then allow the unit to attempt to establish synchronization for 30 seconds. The MAX
unit uses bantam connector plugs to connect with digital circuits and digital crossover (DSX)
patch panels.

Perform a line loopback test on a RJ48C connector-plug, connect: pin 1 to pin 5 and pin 2 to
pin 4. When you plug this connector into the T1/PRI WAN port, the port should come out of
Red Alarm state on the MAX unit, no matter what Encoding or Framing Mode settings you
have specified. You should see line active (LA) in the corresponding line status window.

For more information about cables and cable specifications, searith@are Installation and
Basic Configuration Guide for your unit.

Summary of Red Alarm causes and solutions

Table 5-1 summarizes potential causes for a Red Alarm and the solutions that may end the Red
Alarm state.

Table 5-1. Red Alarm potential causes and solutions

Cause

Solution

Unused T1 or T1 line is If the one of the T1 or T1 lines is unused, verify that it is disabled in the Line Config

enabled

menu’s LineN profile.
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Table 5-1. Red Alarm potential causes and solutions (continued)

Cause

Solution

Framing Mode parameter | Check the specified value of the Framing Mode parameter in the Line Config
specifies incorrect value | menu’s LineN profile.

Cabling problems

You might have a crossover cable installed when a straight-through cable is required,
or vice versa.

Troubleshooting a blinking Alarm

Without using any of the MAX 6000 or the MAX 3000 unit’s available interfaces, a blinking
Alarm helps you begin to gather information about the performance of the unit. For example,
the indicator lights can indicate that a secondary E1/PRI or T1/PRI line is disabled.

A blinking Alarm indicator light indicates that the physical configuration of the E1/PRI or T1
line is correct but the D channel is not communicating with the WAN. A D channel carries
WAN synchronization and signaling information on a T1 or T1 line. Synchronization over the
D channel helps assure that data traveling over the network does not get lost or become
jumbled. Signaling enables connections over telephone lines to be gracefully built and then
torn down. Remedy D-channel issues by verifying information with your PRI service carrier,
specifying values for several parameter settings in the Line Config profile, and verifying
whether or not the unit is equipped with an integrated Channel Service Unit (CSU).

Integrated CSU for T1/PRI

If the WAN interface or the MAX unit is not equipped with an integrated CSU, the Alarm indi-
cator light blinks. A CSU is a component of Data Circuit-terminating Equipment (DCE). A

CSU connects a digital telephone line to a customer's network-access equipment. It can be
built into the network interface of the network-access equipment, or it can be a separate device.
The CSU terminates the connection at the user's end and processes digital signals. For informa-
tion about displaying WAN interface features, such as the integrated CSU, see “Listing WAN
interface features” on page 5-7.

Specify whether or not the MAX unit uses the integrated CSU by enabling or disabling the
Front End parameter in the Line Config menu’s Liprofile. In the following example, the
Front End parameter specifies the front-end type of the T1 transceiver. For a T1 line, specify
CSU or DSX. The CSU setting specifies a Channel Service Unit, a device that ensures that
only clean signals go out on the line. For example:

10- 103 Exanpl e profile
Line 1...

Si g Mbde=Il nband
NFAS | D num=N A
Rob Ct | =W nk- Start
Switch Type=N A
Frani ng Mbde=D4
Front End=CSU
Encodi ng=AM
FDL=N A
Lengt h=
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Bui | dout =0 dB

Cl ock Source=Yes
Col I ect DNI S/ ANl =No
Pbx Type=N A

Delete Digits=NA
Add Nunber =N A

Fr ont - End- Type

In the preceding example, the Front End parameter is set to CSU. However, for T1/PRI thereis
one other valid setting and for T1/PRI there are two other settings. The DSX setting specifies
digital crossover interfaces for connecting DS1 and DS3 signals. The Shor t - Haul setting
specifies that there should be no such limitation.

If you enable the internal CSU on a T1/PRI port, connect the port directly to the metallic

interface of the WAN. To avoid harming the WAN, you must contact your carrier for approval
beforeinstallation. Once you install the MAX unit, you must notify the carrier before

disconnecting the unit from the WAN. If you disconnect or turn off the unit without prior
notification, the carrier might temporarily discontinue your T1/PRI service.The MAX unit’s
internal CSUs are compatible with dry-loop T1/PRI lines, and with span-powered or wet-loop
powered T1/PRI lines.

If you intend to use the MAX unit on T1 service lines, the unit must be one that is equipped
with a CSU, otherwise the Alarm indicator light blinks. For example, MAX 6000 and the
MAX 3000 units that support T1 have an integrated CSU.

During loss or power, or any other time a MAX 3000 unit resets, a relay closure connects
WAN 1 to WAN 3. This feature protects the MAX 3000 unit’s drop-and-insert port (WAN 3)
from power interruptions.

If you enable DSX on a T1/PRI port, you cannot connect directly to the WAN. You must con-
nect the port to other equipment that provides the interface to the WAN (for example, an exter-
nal CSU). Your carrier determines the correct value for the line buildout setting of the CSU,
and you specify the value during installation.

If you specify settings for an E1/PRI linepng- Haul orShort - Haul are valid. The
Long- Haul setting specifies that the unit uses120-ohm termination only.

Remedying D-channel issues

With your PRI service carrier, you verify that the D channel is in service. This is especially
important if no equipment has been plugged into the line for some time. Next, your E1/PRI or
T1/PRI service carrier can verify the setting that they are using for the line is appropriate for
your MAX unit. For example, a MAX unit that supports T1 requires a D channel setting of 16.
Finally, the T1 services carrier can verify the type of line encoding to specify in the Line
Config profile’s Encoding parameter.

In the MAX unit’s Line Config profile, verify that you have specified values that support the
type of E1/PRI or T1 services required by the unit. The Encoding parameter specifies the type
of T1 line encoding that the MAX unit uses. Your carrier can tell you which type of encoding
you require.

There are three possible setting®l , the default setting, specifies that the unit uses Alternate
Mark Inversion encoding. AMI is an encoding method in which alternating positive and
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negative voltage represents a 1, and zero voltage represents a zero. AMI includes density
enforcemnt, which dictates that you cannot transmit 16 consecutive zeroes. The None setting
specifies that AMI is used without applying density enforcement. B8ZS specifies that the
encoding is Bipolar with 8-Zero Substitution. Thisis often required for ISDN lines. The B8ZS
encoding method uses alternating positive and negative voltage to represent a 1, zero voltage
represents a zero, and at least one bit out of every eight bits must be a 1.

After you have determined the correct setting, specify the setting by using the Encoding
parameter. In the following example the PRI carrier has specified that AM isthe correct
setting:
10- 103 Exanpl e profile
Line 1...
Si g Mode=Il nband
NFAS | D numeN A
Rob Ct| =W nk- Start
Switch Type=N A
Frani ng Mbde=D4
Front End=CSU
Encodi ng=AM
FDL=N A
Length= 1-133 ft.
Bui | dout =0 dB
O ock Source=Yes
Col I ect DNI S/ ANl =No
Pbx Type=N A
Delete Digits=NA
Add Nunber =N A
Fr ont - End- Type

In the preceding example T1 line profile, the Length parameter specifies the cable length of the
line from the CSU or other network interface unit to the MAX unit. The setting you indicate
must reflect the longest line length you expect to encounter in your installation. The blinking
Alarm state continues until you specify avalue that is correct for your installation.

The Buildout parameter specifies the line buildout value for T1 lines connected to an internal
CSU (Channel Service Unit). The buildout value is the amount of attenuation the unit should
apply to the line's network interface. The amount, if any, depends on the length of the MAX
unit and the repeater from which it receives the signal. If the MAX unitistoo closeto a
repeater, you might need to specify some attenuation, to reduce the strength of the signal.
Check with your carrier to determine the correct value for this parameter. This parameter is not
applicableif the T1 line does not have an integrated CSU to connect to the local digital
telephone system.

For more information about the integrated CSU, see “Integrated CSU for T1/PRI” on page 5-4.
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Summary of blinking Alarm potential causes and possible solutions

Table 5-2 summarizes potential causes and solutions for the blinking Alarm indicator.

Table 5-2. Blinking Alarm potential causes and possible solutions

Cause Solution

MAX unit is not Determine whether your WAN interface or the MAX T1 unit is

equipped with a equipped with a CSU.

Csu

D channel is out of | If no equipment has been plugged into the line for a short period of

service time (five to ten minutes), the D channel is taken out of service. [You
might need to ask your carrier to put the D channel back into
service.

D channel setting is| Verify with your carrier representative that the D channel is channel

incorrect 16 (E1) or 24 (T1).

Encoding parame- | If the carrier's D channel number is correct, check the value of the

ter setting is Line Encoding parameter in the Line profile. When B8ZS encoding
incorrect is in use, a noninverted D channel is established. If AMI encoding is

selected, an inverted D channel is established. Check the line tfans-
lations provided by your carrier representative and set the line
encoding to match the inversion requirements.

Using Net/E1 and Net/T1 status windows

MAX 3000 and MAX 6000 units that support E1 provide you with Net/E1 status windows.

The units that support T1 provide you with Net/T1 status windows. The status windows are

branches of the Main Status window, in the unit's VT100 interface. Use the status windows to
display WAN interface features, error and performance information, line status, and Facility
Data Line (FDL) Extended Superframe (ESF) performance.

For general information about navigating status windows in the VT100 interface, see the
Hardware Installation and Basic Configuration Guide for your unit.

Listing WAN interface features

The Net Options window lists the WAN interface features installed on the MAX unit that
supports T1 (or E1). To display the Net Options window, tab to a status window, then use the
arrow keys to access the Net Options window.

The following example shows the Net Options window on a MAX unit that supports T1/PRI:

Net Options

>T1/ PRI Network I/F
2 Network 1/F(s)
Type: CSU CSU
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In the preceding example, the first line shows that the type of physical interface to the WAN is
aT1/PRI Network I/F. The second line shows the number of network interfaces associated
with the module. The third line shows whether internal CSUs are installed for the T1 lines.

Displaying errors

The Line Errors status window shows errors recorded on all current channels, in a
channel-by-channdl, line-by-linelist. Thisisthe case even if the interface is disabled in the
Line N profile.

To display the Line Errors window, tab to a status window, then use the arrow keysto select a
menu item representing a slot configuration (this section assumes a slot configured for T1
lines). After selecting that item, select the Line Errors window:

10- 000 Net/T1
10-100 Line 1 Stat
10-200 Line 2 Stat

>10-300 Line Errors

Then, when you press Enter or the Right Arrow key, the T1 Line Errors window displays the
channel-by-channel errors accumulated during all current calls. The window is divided into
three columns. For example:

10-300 Errors

1: 0 -
2: 33 -
3: 33 -

The first column displays the T1 channel number followed by acolon (;). For aBRI line, it
lists the line numbers (1 through 8).

The second column indicates the number of byte errors the MAX has detected on the channel
in Line 1 during the current call. The third column displays the number of byte errorsthe MAX
has detected on the channel in Line 2 during the current call.

If achannel is not associated with acurrent call, ahyphen (-) appearsinstead of anumber. Any
channel that would not have a number in either is omitted from the display.

Displaying link and channel status

The Line Stat windows (Line 1 Stat and Line 2 Stat) show the dynamic status of each WAN
line, the condition of its electrical link to the carrier, and the status of itsindividual channels.
To display the line status window, tab to a status window, then use the arrow keysto accessthe
Line N Stat window, in the Net/T1 (or Net/E1) menu. For example:

10- 100 1234567890
LI/ LA =--cemmen-
12345678901234

5-8
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In the preceding example, the first line of the Line Stat window shows the window number
followed by columns for channels 1 through 10. The second line begins with the line number,
followed by the link status, which isindicated by one of the two-character abbreviations listed
in Table 5-3. Following the link statusis a single-character that indicates channel status.
(Table 5-4 lists the channel-status indicators.) The third line has column headers for the
remaining channels. The fourth line continues where the second line | ft off, showing the
status of the remaining channels.

Note: If the MAX 3000 unit isconfigured for Drop-and-Insert functionality, and a Red Alarm
(RA) or Loss of Synch condition is detected, the failure is conveyed to the device by sending
an all ones (A1S) over Line 2. The Red Alarm indicates the line is not connected, improperly
configured, experiencing avery high error rate, or is not supplying adequate WAN
synchronization. The Alarm indicator light illuminates when the lineisin this state. During the
time thisfailureis active, devices connected to Line 2 cannot place calls.

Table 5-3 summarizes the link-status indicators that appear in the Line Stats window.

Table 5-3. Link-status indicators

Link status Mnemonic Description

LA Link active Thelineisactive and physically connected.

RA Red Alarm/Loss | Thelineisnot connected or isimproperly config-
of Sync ured, experiencing avery high error rate, or is not

supplying adequate synchronization. The Alarm
indicator light illuminates when the lineisin this
state.

YA Yellow Alarm The MAX unit isreceiving a Yellow Alarm pat-
tern. The Yellow Alarm pattern is sent to the unit to
indicate that the other end of the line cannot recog-
nize the signal s the unit istransmitting. The Alarm
indicator light illuminates when the lineisin this

state.

DF D-channel fail- The D channel for a PRI lineis not currently com-
ure municating.

1S Keep dive (al A signal is being sent from the T1 (or E1) network
ones). Also to the MAX unit to indicate that the T1 lineis cur-
known as Blue rently inoperative. The Alarm light illuminates
Alarm. when the lineisin this state.

DS Disabled link Thelineisphysically connected, but you have dis-

abled thelinein the Line N profile.
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A single character represents the status of each channel in the line, as described in Table 5-4.

Table 5-4. Channel-status indicators

Channel | Mnemonic Description
status

Not available The channel is not available because the line is disabled,
has no physical link, or does not exist, or because is sét to
Unused in the LineN profile.

* Current The channel is connected in a current call.

- Idle The channel is currently idle (but in service).

d Dialing The unit is dialing from this channel for an outgoing call.

r Ringing The channel is ringing for an incoming call.

m Maintenance The channel is in maintenance/backup (ISDN only).

n Nailed The channel is marked Nailed in the Liprofile.

X Drop-and-Insert | The channel is configured for Drop-and-Insert for a DASS

2 E1 line or DPNSS E1/PRI line.

0 Out of Service The channel is out of service (ISDN only).

s ISDN D channel| The channelis an active D channel (ISDN only).

b Backup ISDN D | The channel is the backup D channel (ISDN only).
channel

Displaying FDL statistics

A Facilities Data Link (FDL) isa4-Kbpsdigital link between a sender and the telephone
company’s monitors. The FDL uses Extended Superframe (ESF) framing, a framing format
that consists of 24 consecutive frames, separated by framing bits. The telephone company uses
an FDL to check on the quality and performance of T1 lines. It providesinformation at regular
intervals to your carrier's maintenance devices. The MAX unit continues to accumul ate ESF
performance statistics in the FDL Stats windows, even if you do not choose an FDL protocaol.
Your carrier can tell you which FDL protocol to specify.

The FDL Stats windows are the fourth and fifth options listed in the VT100 interface’s status
window Net/T1 window:

10- 000 Net/T1

10-300 Line Errors
10-400 FDL1 Stats
>10-500 FDL2 Stats
10-600 Net Options
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The following display shows the contents of the FDL 2 Stats window:

10-500 FDL2 Stats
>Error Events...
Current Period...
Last 24 Hours. ..
00: 00. .. v

Note: Pressing the Down Arrow key displays additional statistics.

Display the statistics accumulated during the current 15-minute period (Current Period), the

summed performance data accumulated during the past 24 hours, or the statistics for any

15-minute period in the previous 24 hours. If you select Last 24 Hours, get any past period’s
registers, select an hour from the window, (03:00, for example), and then select any 15-minute
period within that hour. Select any hour within the last 24.

Note: If your T1 service has a D4 (SF) interface, no carrier performance data is recorded. The
D4 format consists of 12 consecutive frames, each one separated by framing bits. T1 lines that
do not use ISDN D-channel signaling use the D4 format.

The performance registers contain both user and carrier Extended Superframe Format (ESF)
statistics. The user performance-registers appear in the middle column after the register names,
and the carrier performance-registers appear in the last column:

user registers

10-500 FDL2 Stats
03:45 ‘é&arﬁer registers

ES: 000005 000005
US: 000000 000000
SS: 000000 000000
BS 000000 000000
LF: 000000 000000
CS: 000000 000000

You can use the Clr Pelf parameters in the Line Diag menu to reset the user performance
registers, but only the carrier can reset the carrier registers. All performance registers are reset
upon power-up or software reset.

Table 5-5 describes the FDL performance registers.

Table 5-5. FDL performance registers

Register name Description

EE Displays the number of error events accumulated since the last time
this register was reset. An ESF error event is counted when the
CRC-6 calculations at the receiving end of the T1 span do not match
the CRC-6 calculations at the sending end. A mismatch indicates that
the frame had at least one data error. Error events have no meaning
for D4 lines. Only ESF lines carry the CRC-6 signature used to check
the quality of the PRI line as a whole.
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Table 5-5. FDL performance registers (continued)

Register name Description

ES Specifies errored seconds. For ESF lines, this register displays the
number of secondsin the 15-minute period in which there was at
least one error event, or in which two or more framing errors were
detected within a3 msinterval. For D4 lines, this register displays
the number of seconds in which one or more framing bit errors (FE)
were detected or in which a controlled slip (CS) occurred.

us Indicates unavailable seconds—the number of seconds in the
15-minute period preceded by at least 10 consecutive severely
errored seconds (SS).

SS Displays severely errored seconds—the number of seconds, du
the 15-minute period, in which there were at least 320 CRC-6 ef
as detected by the MAX unit, or in which the T1 line was out of
frame. For D4 lines, this register displays the number of one-sec
intervals containing eight or more framing bit errors (FES) or ong
more SEFs.

ring
rors

ond
or

BS Specifies bursty errored seconds—the number of seconds, duri
15-minute period, in which there were at least 2, but not more th
319, CRC-6 errors as detected by the MAX unit.

1g the
an

LF Indicates loss of frame seconds— the number of seconds in the
15-minute period in which the T1 line was out of frame.

CS Displays controlled slip seconds—the number of seconds in the

15-minute period in which a frame was either replicated or delet

Fractional T1 services

Set the Call Type parameter to specify severa fractional T1 settings. One of the settings,
FT1-B&O, affects the information that the MAX unit displays in the Statistics window.

Fractional T1lisanailed-up T1 line with bandwidth that might be only afraction of thefull T1
bandwidth. A nailed-up lineis one that is rented from the telephone company for exclusive
use, 24 hours per day, seven days per week. It is possible to |ease one channel on aline from
the telephone company for exclusive use, 24 hours per day, seven days per week. The
connection exists between two predetermined points and cannot be switched to other locations.
A nailed-up lineisalso called aleased line.

Fractional T1-Backup and Overflow (FT1-B&O) isatype of call that provides automatic
protection of nailed-up circuits. For FT1-B& O calls, the second line of the Statistics window
might not show the call duration. When an FT1-B& O call has no bad channels, the call
duration appears as usual. But if it does, the number of offline nailed-up channels appears after
the call quality. The following screen shows the Statistics window of an FT1-B&O call with
two channels offline;

21- 300 Al buquerqu+ O
Qual Good 00: 04: 01

5-12
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MAX Rel Delay 10
CLU 80% ALU 77%

Using line diagnostics

MAX 3000 and MAX 6000 units that support E1 or T1 provide you with a set of diagnostic
command parameters, in the Line Diag menu, to test the performance of the units’ lines.
Initiate a line loopback test, swap the status of Non-Facility Associated Signaling (NFAS)
D-channels on applicable lines, clear each line’s user error event registers, and clear all
performance registers for each line using the options in the Line Diag menu.

A MAX 6000 unit that supports E1 or T1 lines has two slots, each of which supports two lines.
Each of the unit’s two Line Diag menus provide line loopback, clear event registers, and clear
all performance registers parameters for two lines, as in the following example of a MAX 6000
that supports T1:

10- 000 Net/T1

10- 200 Line Diag

>10- 201 Line LB1
10-202 Line LB2
10-203 Switch D chan
10-204 dr Errl
10-205 dr Perfl
10-206 Cr Err2
10-207 dr Perf2

A MAX 3000 unit that supports E1 or T1 lines has one slot that supports two lines. However,
the MAX 3000 unit can also include one drop-and-insert (North America integrated CSU) T1
line. The unit's one Line Diag menu provides line loopback, clear event registers, and clear all
performance registers parameters for three lines, as in the following example of a MAX 3000
that supports E1:

10- 000 Net/El

10- 200 Line Diag

>10-201 Line LB1
10- 202 Line LB2
10- 203 Line LB3
10-204 Switch D chan
10-205 Cr Erril
10-206 Cr Err2
10-207 dr Err3
10-208 Cr Perfl
10-208 Cr Perf2
10-209 Cr Perf3

Clearing user error event and performance registers

The CIr Errl command clears the user error event register of Line 1, the Clr Err2 command
clears the user error event register of Line 2, and the Clr Err3 command clears the user error
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event register of the MAX 3000 unit's drop-and-insert Line 3. However, the Qir Err
commands do not clear the performance registers for the line. The Qrd@ermand clears

all performance registers for Lilg restarts the current time period, and begins accumulating
new performance data.

Note: Error events have no meaning for D4-framed lines. A D4 line uses the Superframe
format to frame data at the physical layer. This format consists of 12 consecutive frames
separated from one another by framing bits.

Initiating a line loopback test

Note: Do not activate a line loopback test when a call is active on the line because the test
disrupts data flow between the codecs connected to either end of the network line.

Line LB1 is a Line LoopBack (LLB) command for Line 1 in a T1 slot, Line LB2 is a Line
LoopBack command for Line 2 in a T1 slot, and so on. When you start the line loopback test
for a T1 line, a remote device can test the T1 line and the MAX unit’s interface to the T1 line.
All signals received by the MAX unit are looped back toward the remote unit. The remote unit
can determine the quality of the T1 line by comparing the sent signal to the received signal.

The LLB occurs behind the unit's Channel Service Unit (CSU) repeater, which boosts the
signal on a T1 line, or Digital System Cross-connect (DSX) signal-conditioning module, which
amplifies signals. Drop-and-Insert channels, which enable a single T1 line to carry both data
and voice traffic, are also looped back.

Note: Do not activate LLB when a call is active on the line; doing so disrupts the data flow
between the codecs connected to either end of the network line.

The unit responds to both the inband LLB signal and the Facility Data Link (FDL) LLB
message. A management device can put the unit into LLB. A management device is a unit, on
a T1 line, that measures the line’s performance and can send management signals to other
devices on the line.

To initiate a loopback test on the first T1 line, highlight Line LB1 and press Enter. After
prompting for confirmation, the unit starts the loopback test and the Alarm LED lights up.
When you exit the menu option, the unit automatically deactivates the loopback.

Swapping NFAS status

The Switched D Chan parameter, in the Line Diag menu, swaps the status of the primary and
secondary Non-Facility Associated Signaling (NFAS) Dchannels. It applies only to T1 lines
using NFAS signaling.

NFAS is a form of out-of-band signaling that maximizes the number of PRI lines supported by
the signaling of one external Dchannel. NFAS is a special case of ISDN signaling in which two
or more T1 lines use the same D-channel, and add a backup Dchannel. NFAS is required for
the Switched-1536 data service. Because all 24 channels of the T1 line carry user data, the
Dchannel must be on another line.

5-14
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Table 5-6 summarizes Net/T1 diagnostic commands available in the Line Diag menu.

Table 5-6. Net/T1 diagnostic commands

Command Purpose
Li ne LB1 Test Line 1, Line 2, or Line 3 (MAX 3000 only) in a T1 slot,

; places a call from the MAX unit to itself over the WAN to deter-
Li ne LB2 . . - s : .

_ mine the unit’s ability to initiate and receive calls and to diag-
Line LB3 nose the soundness of the digital access line and WAN.

Do not initiate these commands when a call is active on the|line
because they disrupt data flow between the codecs connected to
either end of the network line.

Switch D Chan Swaps status of the primary and secondary Non-Facility Associ-
ated Signaling (NFAS) D channels on T1 lines that use NFAS
signaling.

Ar Errl Clears the user error event register of Line 1, Line 2, or Ling3

dr Err2 (MAX 3000 only).

Cr Err3

Cr Perfl Clears all performance registers for Line 1, Line 2, or Line 3

Or Perf?2 (MAX 3000 only), restarts the current time period, and begins
accumulating new performance data.

Cr Perf3

Testing the lines

The MAX unit can run atest (sometimes call ed a self-test) that uses two open channelsto place
acall on one open channel and receive the call on another open channel. Use the Test
command, in the unit’s terminal-server CLI, to perform this test.

Before you begin you must check one setting in the Sys Config profile and two settings in the
Line N profile. Verify that you have not enabled the Use Trunk Grps parameter in the Sys
Config profile. The Call-by-Call parameter, in the Line Config menu’s Npeofile, specifies

the PRI service that the MAX uses when placing a call that is part of the test. Finally, verify
that the unit has two available channels. Warning 180 is caused by a missing channel on a
T1/PRI line. For example:

ERROR_CHAN_DI SPLAY_STUCK 181
ERROR_NEW CALL_NO DI SC REQ 182

Remedying Trunk Down state

When the list of DO commands appears, many operations might not be not available if the
right profile is not selected. Because the MAX unit can manage a number of calls
simultaneously, you might need to select a specific Connection profile, Port profile, or Call
profile in order to see certain DO commands. For example, to dial from a Call profile or a
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Connection profile, you must move to the Call profile (Host/6 > Port N Menu > Directory) or
the Connection profile and press Ctrl-D 1.

You cannot dial if Oper at i ons isset to No for the control port. If acall isalready active, DO
2 (Hang Up) appearsinstead of DO 1 (Dial). If the T1 or E1 lineis not available, Trunk Down
appears in the message log and you cannot dial.

To verify that the profileis correctly configured:
1 Makecertain that you have entered the correct telephone number to dial.

2 Veify that the Data Svc parameter specifies a WAN service available on your line.
If you request a WAN service that is not available on your line, the WAN rejects your
request to place acall.

3 Check whether the channels using the requested WAN service are busy.

If these channels are busy, an outgoing call might be routed to channels for which you did
not request the specified WAN service. Check the Data Svc, Call-by-Call, and PRI # Type
parameter values in the profile.

4 Determine whether you have correctly set the parameters controlling Dynamic Bandwidth
Allocation.

For detailed information, see the Network Configuration Guide for your unit.

Using terminal-server commands

Terminal-server CLI commands can display information directly related to, or temporarily
affecting, the performance of the unit’s the E1/PRI and T1/PRI interfaces. Use the
terminal-server command-line interface to test and reset the MAX unit. Verify clock source
settings the MAX unit.

For more information about how to use the terminal-server command-line interface, see
Chapter 3, “Terminal-Server Administrative Tasks.”

Resetting the unit and clearing calls

The Sys Reset command restarts the MAX unit and clears all calls without disconnecting the
device from its power source. The unit logs out all users and returns user security to its default
state. In addition, the unit performs diagnostic power-on self tests (POSTs) when it restarts. A
system reset of a MAX unit causes momentary loss of T1 framing (that is, the
data-encapsulation format), and the T1 line might shut down. In any event, the feedback from
the MAX unit to the switch is incorrect until T1 framing is reestablished, usually within 30
seconds. If you have enabled the integrated CSU on the MAX unit that you are testing, you
must notify your E1/PRI or T1/PRI carrier before you turn the unit off. For more information,
see “Integrated CSU for T1/PRI” on page 5-4.

Displaying the source of clocking

The Clocksource command displays the source of clocking for the MAX unit. Clock slips can
cause connectivity problems, particularly for analog users. If you have used the Clock Source
parameter, in the Line Config menu’s LiNgrofile, use the clocksource command to validate
your changes.
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In the following example, the clock source istaken from the first TL/PRI line, designated dsl
0. Dsl # indicates the maximum number of possible sources for the clock. The source can be
on Net/T1 dlot cards. ThisMAX has three TL/PRI lines configured, so there are three possible
external sources for the clock. Lst Sel isfurther validation that the clock is being derived
from Ds| #0. After Now; a 2 indicates that Layer 2 is up for that line and is available as the
clock source. For example:

MAX> cl ocksource
Clock source is dsl O

Dsl # 01234567890123456789012345678901234567890123456789
Lst Sel  @?22222727222222222222222222222222722222222222722222727

Now 7

You must reset the MAX unit to enable any changes to the Clock Source parameter. Also, if
more than one line has Clock Source set to Yes, remember that the clock source will be
derived from the first line with which the unit synchronizes. If you want to ensure that a
particular line is the source, make sure it has Clock Source set to Yes and that all other lines
have Clock Source set to No.

Specifying channels for E1 and T1

The telephone numbers that you specify in the Line N profile are the numbers local to your
unit. Do not enter the telephone numbers of the M A X unit you are calling. Enter those numbers
in the Call profile, Destination profile, or Connection profile.

In addition, when you are using E1 or T1 lines, any telephone numbers you specify must
correspond to those channels within the circuit that are available for data transmission. For
example, if channels 13 through 21 are allocated to a particular slot, you must specify the
telephone numbersfor channels 13 through 21 in the Line N profile. Switched data channels do
not have to be contiguous within the circuit.

Verifying E1 and T1 parameter settings

Verify parameter settings in the MAX unit’s VT 100 interface that are E1-specific, T1-specific,
T1/PRI-specific, and PBX-T1-specific. Determine if the configuration of the unit is correct for
your T1 or E1 services environment. In some cases, you may need to contact your E1 or T1
service carrier for information about the correct settings you are required to specify.

El-specific parameter settings

The VT100 interface of the MAX unit includes a NET/E1 menu. Specify E1 settings by using
one El-specific parameter in the Line Config profile and four E1-specific parameters in the
Line N subprofiles in the Line Config profile. You must evaluate the settings of E1 parameters
as you verify the proper configuration of the unit. In some cases, the correct setting that you
must specify is determined by your E1 services carrier.
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Table 5-7 summarizes the E1-specific parameters that are available.

Table 5-7. E1 parameters and settings

Parameter Description

Back-to-back Enables you to set up DASS-2 and DPNSS linesin a back-to-back con-
nection. A crossover cable connects an E1 port of one MAX unit to an
E1 port of another unit. No switch is required, and the connection is
entirely local. One unit should be set up for DTE operation, and the
other for DCE operation. This parameter applies only to E1 lines
whose signaling mode is DPNSS. DPNSS is a standard that defines
how different Private Branch Exchange (PBX) systems can operate
together to produce asingle virtual PBX.

L2 End Specifies CCITT Layer 2, which is used to determine the address to
send when two PBX devices are connected back-to-back. In that case,
one side must act as a PBX and the other side must act as an ET.

L3 End Specifies whether or not the MAX unit supports Layer2 Tunneling
Protocol (L2TP) and, if it does, whether the unit functionsasan L2TP
Access Concentrator (LAC), an L2TP Network Server (LNS), or both.

LoopAvoidance | Specifiesthe number of transit PBX devices through which acall may
be routed.

NL Value Specifies the number of retransmissions to send on thisline. The
default value is required when the line connectsto a DPNSS or DASS2
switch. It must be set to its default value when the line connects to a
DPNSS or DASS2 switch. The default is 64.

T1-specific parameter settings

The VT100 interface of the MAX unit includes a NET/T1 menu. Specify T1 settings by using
three T1-specific parametersin the Line N subprofiles in the Line Config profile. You must
evaluate the settings of T1 parameters as you verify the proper configuration of the unit.

5-18 MAX Administration Guide



Administering E1 and T1 Services
Verifying E1 and T1 parameter settings

Table 5-8 summarizes the T1-specific parameters that are available, the location of the
parameter in the VT100 interface, and whether or not the setting you specify is determined by
your E1 services carrier.

Table 5-8. T1-specific parameters

Parameter Description

Buildout Specifies the line buildout value for T1 lines with an internal CSU
(Channel Service Unit). The buildout value is the amount of attenya-
tion the MAX unit should apply to the line's network interface in orgder
to match the cable length from the unit to the next repeater.

Attenuation is a measure of the power lost on a transmission line pr on
a portion of that line. When you specify a build-out value, the MA
unit applies an attenuator to the T1 line, causing the line to lose ppwer

when the received signal is too strong. Repeaters boost the signal on a
T1 line. If the MAX unit is too close to a repeater, you need to add
some attenuation.

FDL Specifies the FDL (Facilities Data Link) protocol that the MAX unit
uses. FDL is a protocol used by the telephone company to monitar the
quality and performance of T1 lines. This parameter does not apply to
D4-framed T1 lines.

Huntn These parameters indicate the hunt group numbers associated with the
(NE1-3) T1 line in a specific Lind profile. An SNMP manager can retrieve
these numbers from Lucent Technologies devices and store them|in a
table that includes the devices from which information is retrieved [and
the hunt group numbers in their WAN Line Profiles. The numbers
entered in the Hurl+# parameters must be the same as the numbers
that are assigned to T1 channels, creating the hunt group.

Fractional T1l-specific parameters

The VT100 interface of the MAX unit that supports Host/Dual (or Host/6) modules includes a
Host/Dual (or a Host/6) menu. Specify fractional T1 settings by using five fractional

T1-specific parameter in the Port N menu’s Directory profile. Evaluate the settings of

fractional T1 parameters as you verify the proper configuration of the unit intended to support
fractional T1 services.

Table 5-9 summarizes fractional T1-specific parameters.

Table 5-9. Fractional T1-specific parameters

Parameter Description

FT1 Caller Specifies whether the MAX unit initiates an FT1-AIM, FT1-B&O, o
Nailed/MPP call or whether it waits for the remote end to initiate thgse
types of calls. If the remote end has FT1 Caller sibtet it toYes on
the local MAX unit; by the same token, if the remote end has FT1 Caller
set toYes, set it toNo on the local MAX unit.
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Table 5-9. Fractional T1-specific parameters (continued)

Parameter Description

Idle In a Port profile, this parameter is not applicable when the port’s current
Call profileis configured for FT1 calls. If the MAX unit uses a port for
FT1-AIM or FT1-B& O cdlsand Idleis set to Cal in the Port profile,
you must set Dial to Ter i nal ; if the unit usesaport for FT1-AIM or
FT1-B&O calls, and Idleis set to None in the Port profile, you must set
Dial to DTR. Both the local and remote ends must use the same combina:
tion of these parameters. Further, if you set Idle to None and Dial to
DTR, the hosts at both ends of the connection must make DTR (Data Ter-
minal Ready) active for the MAX unit to connect the switched channels.

Inc Ch Count This parameter does not apply if al channelsif the call typeisNai | ed.
InaCal profile, this parameter applies only if the call typeisAl M
FT1- Al M FT1- B&O, or BONDI NG and the Call Mgm parameter is set
to Manual , Dynami c, or Mbde 2.

B& O Restore Specifies how many seconds the MAX unit waits before restoring a
nailed-up channel to an FT1-B& O call-that is, acall for which
Cal | Type=FT1- B&O.

Call Mgm Specifiesthe way that the MAX unit manages calls at an AIM port when
AlMFT1- Al M FT1- B&O, or BONDI NGisthe value for the Call
Type parameter. For these types of calls, call management consists of
remote management, online error monitoring, remote loopbacks, and
online bandwidth control between codecs.

T1/PRI-specific parameters

The VT100 interface of the MAX unit includes a NET/T1 menu. Specify T1/PRI settings by
using four T1/PRI-specific parametersin the Line N subprofilesin the Line Config profile.
You must evaluate the settings of TL/PRI parameters as you verify the proper configuration of
the unit. The correct settings for the T1/PRI-specific parameters are determined by your
TLUPRI service carrier.

Table 5-10 summarizes T1/PRI-specific parameters.

Table 5-10. T1-PRI-specific parameters

Parameter Description

Call-by-Call InaT1 Line profile, specifies the call-by-call signaling value to set for
routing calls from alocal device through the MAX unit to the network.
When it is set in another profile, it specifiesthe PRI service to use when
placing a call using that profile.

Encoding Specifies the type of T1 PRI line encoding that the MAX unit uses.
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Table 5-10. T1-PRI-specific parameters (continued)

Parameter Description

T1-PRI:PRI # | T1-PRI:PRI # Typeis used for outbound calls made by the MAX unit
Type on PRI lines so that the switch can properly interpret the telephone
number dialed. Ask your PRI provider for details on when to use each
of settings. This parameter specifies the TypeOfNumber field in the
called party’s information element.

The value you specify for PRI # Type in the Dial Plan profile overrides
the value of T1-PRI:PRI # Typein the Line N profileif you have
enabled the unit’s Dial Plan profiles.

This parameter applies only to calls placed by devices terminating the
inband T1 lines provided by the MAX unit in a T1-PRI conversion con-
figuration.

T1-PRI:Num- | T1-PRI:NumPlanID is used for outbound calls made by the MAX on
PlaniD PRI lines so that the switch can properly interpret the tel ephone number
dialed. Ask your PRI provider for details on when to use each of the set-
tings. This parameter specifies NumberPlanID field in the called party’s
information element.

This parameter applies only to calls placed by devices terminating the
inband T1 lines provided by the MAX unit in a T1-PRI conversion con-
figuration.

The value you specify for NumPlanID in the Dial Plan profile overrides
the value of T1-PRI:NumPlanID in the Line N profileif you have
enabled the unit’s Dial Plan profiles.

PBX-T1 specific parameters

The VT100 interface of the MAX unit includes a NET/T1 menu. Specify T1 settings by using
five T1-specific parametersin the Line N subprofilesin the Line Config profile. You must
evaluate the settings of T1 parameters as you verify the proper configuration of the unit.

Table 5-11 summarizes the T1-specific parameters that are available if the MAX unit is
functioning in a PBX-T1 network environment.

Table 5-11. PBX-T1 parameters and settings

Parameter Specifies

Add Number Specifies a series of digitsto add to the beginning of the dial-out tele-
phone number after removing the digits specified by Delete Digits. The
device connected to Line 2 (typically a PBX) dials this telephone num-
ber. This parameter appliesonly to T1 lines using PBX-T1 conversion.
Specify any digit string that the PRI switch requires. Contact your PRI
switch provider for more information about reguirements.
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Table 5-11. PBX-T1 parameters and settings (continued)

Parameter Specifies

Ans# Specifies atelephone number to be used for routing calls received on
thefirst T1 lineto the second line. This may be an add-on number. This
parameter appliesonly to T1 lines using PBX-T1 conversion.

Ans Service Specifies that the MAX unit routes an incoming call from Line 1 to
Line 2 (the PBX) if the data service of the call matches the data service
specified by Ans Service. It provides an alternative way to indicate
which calls received on Line 1 should be forwarded to Line 2. If you
set both Ans# and Ans Serviceto nul |, the MAX unit does not route
incoming callsto Line 2.

If you set PBX Type=Dat a, the MAX unit switchesan incoming call
onLineltoLine2only if its data service type matches the data ser-
vice specified by the Ans Service parameter, and only if its telephone
number matches the telephone number specified by the Ans # parame-
ter.

Delete Digits Specifies the number of digits deleted from the beginning of the tele-
phone number dialed by the device connected to Line 2. Typically, a
PBX (Private Branch Exchange) is connected to Line 2. A PBX isan
internal telephone network in which one incoming number directs calls
to various extensions and from one office to another.

Use this parameter when the PBX used to be connected to a switch that
supplied aT1 line, is now connected to the MAX unit. The PBX hasto
change the numbers it dials. The Delete Digits parameter converts the
number the PBX dials to the number presented to the WAN switch.
This parameter applies only to T1 lines using PBX-T1 conversion.

Input Sample Allows the PRI-T1 conversion process to use one or two sets of
Count Goertzel samplesto do the DTMF tone detection. By default, the MAX
unit uses only one sample to decode signals from robbed-bit PBXs,
because come PBX devices have atone duration less than 50ms, which
does not provide enough time to compute two sets of Goertzel samples.
The PRI- T1 conversion process is more accurate when the unit can
use two samples. Using two samples is recommended when the tone
duration is longer than 70ms. This parameter appliesonly to T1 lines
using PBX-T1 conversion.

Troubleshooting channels

You might encounter a problem in which the Line Status menu shows that the MAX unit is
calling multiple channels simultaneously, but only some of the channels connect. In this case,
an international MAX unit placed the call, or the call was from the U.S. to another country. In
some countries, setting the Parallel Dial parameter in the Sys Config profile to a value higher
than 1 or 2 violates certain dialing rules, and only some of the channels can connect during call
setup. Try reducing the Parallel Dial parameter value to 2. If the problem persists, try reducing
itto1.
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You might notice that the data appears to be corrupted on single or multichannel calls dialed
from the U.S. to another country. On some international calls, the data service per channel is
not conveyed by the WAN to the MAX unit answering the call. You must therefore set For ce
56 to Yes inthe Call profile. If you do not, the MAX unit incorrectly thinks that the call uses
64-Kbps channels.

You might encounter a problem in which the first channel of an inverse multiplexing or MP+
call connects, but the call then clears or does not connect on the remaining channels. The most
common error in defining Line N profilesis specifying incorrect telephone numbers. The
MAX unit cannot successfully build inverse multiplexing or MP+ callsif the telephone
numbersin the Line N profile of the called unit are incorrect. The numbers that you specify in
theLine N profile are the numberslocal to your unit. Do not enter the telephone numbers of the
MAX unit you are calling. Enter those numbers in the Call profile, Destination profile, or
Connection profile.

In addition, when you are using E1 or T1 lines, any telephone numbers you specify must
correspond to those channels within the circuit that are available for data transmission. For
example, if channels 13 through 21 are allocated to a particular slot, you must specify the
telephone numbers for channels 13 through 21 in the Line N profile. Switched data channels do
not have to be contiguous within the circuit.

If the error message No Channel Avail appears in the message log display when the MAX unit
triesto place acall, check the Line N profile configuration. This message can also indicate that
the lines’ cables have been disconnected or were installed incorrectly.
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In addition to observing a MAX unit’s indicator lights to gather information about the
performance of the unit’'s ISDN adapters and links, you can display information to resolve
WAN calling errors that occur in outbound Net/BRI calls and to troubleshoot BRI interface
problems. You can also display ISDN (including E1 ISDN) call information and use ISDN
Cause codes to troubleshoot the performance of a MAX unit.

Troubleshooting BRI interface problems

Problems sometimes encountered with BRI interfaces include calls not dialed or answered
reliably, Net/BRI lines not dialing or answering calls, apparent logical-link failures, and WAN
calling errors in netbound Net/BRI calls.

WAN calling errors in outbound Net/BRI calls

Should you encounter a problem in which the Call Status window immediately indicates a
WAN calling error when the MAX places a call on a Net/BRI module. Proceed as follows:

1 Check the value of the Data Svc parameter in the Call or Connection profile.
Try both the64K and56K options for Data Svc, to see whether using a different value
solves the problem.

2 Verify that you are using the correct dialing plan.

Depending on how the BRI lines are configured, you might need to type four, seven, or ten
digits to communicate with the remote end.

Four-digit dialing involves the last four digits of your phone number. For example, if your
phone number is (415) 555-9015, four-digit dialing requires that you enter only the last
four digits: 9015. Seven-digit dialing specifies that you dial the digits 5559015, and
ten-digit dialing requires 4155559015.

If you are sending the incorrect number of digits, the MAX cannot route the call. Ask your
carrier representative for the correct dialing plan, or simply try all of the possibilities.

3 Ask your carrier representative to verify explicitly that the line is capable of supporting
the call types you are requesting.
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Calls are not dialed or answered reliably

If calls are not dialed or answered reliably, proceed as follows:

1 Check your cabling.

Thefirst and most critical aspect of the interface is the physical cable connecting the
MAX to the line or terminating equipment. Typically, WAN interface cabling problems
appear immediately after installation. If you are unsure about the cabling required, contact
Lucent Technologies Customer Service.

2 If thecabling is not the problem and the MAX isaT1 unit, check that the value of the
Buildout parameter or the Length parameter in the Line profile matches the actual distance
in your configuration.

The MAX displays the Buildout parameter if itsinterface to the T1 line is equipped with
aninternal CSU. Its enumerated values can be 0 DB, 7.5 DB, 15 DB, and 22.5 DB.
Contact your carrier representative to determine which value to choose.

If the lineinterface is not equipped with an internal CSU, the Length parameter is
displayed. It can specify a cable length, of 1-133, 134-266, 267-399, 400-533, or 534-655
in feet, which should correspond to the distance between the MAX and the WAN interface
equipment, typically a CSU or multiplexer.

Note: TL/PRI ports not equipped with internal CSUs require an external CSU or other
equipment approved for the metallic interface between the MAX and the WAN facility.

The Net/BRI lines do not dial or answer calls

Do not connect the MAX unit’s Net/BRI ports directly to U-interface BRI lines. The MAX
unit's Net/BRI ports require carrier-approved Network Terminating 1 (NT1) equipment
between the MAX and BRI lines.

Note: Net/BRI outbound calls require the use of trunk groups.

Displaying E1 ISDN call information

If the E1/PRI line switch-type is German 1TR6 or Japanese NTT, display information about
ISDN calls by invoking the terminal-server command line and entering the Show Calls
command. For example:

ascend% show cal | s

The command displays statistics about current calls. For example:
Call ID Called Party ID Calling Party ID InCctets QutCctets
3 5104563434 4191234567 0 0

4 4197654321 5108888888 888888 99999
The Call ID column contains an index number specific to the call.

Called Party ID and Calling Party ID show the telephone number of the answering device and
calling device, respectively.
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InOctets and OutOctets show the number of bytes received by the answering device and
transmitted by the calling device, respectively.

Note: When an ISDN call disconnects from either a German 1TR6 switch or a Japanese NTT
switch, the switch sends call billing information to the call originator as part of the call
tear-down process. Thisinformation is written to the eventCall Charge (eventEntry 17) SNMP
object in the Ascend Enterprise MIB events group (10). An SNMP manager can then read this
object to determine the cost of the call. The eventCall Charge object is aread-only integer and
isapplicable only if eventTypeiscal | Cl eared ( 3) . Otherwise, Oisreturned.

For more information, see Chapter 5, “Administering E1 and T1 Services.”

Displaying ISDN events

The Show ISDN command enables the MAX unit to display the last 20 events that have
occurred on the specified ISDN line. Enter the command in the following format:

show i sdn /i ne- nunber

wherel i ne- nunber is the number of the ISDN line. (For details about how lines are
numbered, see thdetwork Configuration Guide for your unit.) For example, to display
information about the leftmost built-in WAN port, you would enter the following command:

ascend% show i sdn 0O

The MAX unit responds with one or more of the following messages:

PH:  ACTI VATED

PH: DEACTI VATED

NL: CALL REQUEST

NL: CLEAR REQUEST

NL: ANSWER REQUEST

NL: CALL CONNECTED

NL: CALL FAI LED/ T303 EXPI RY

NL: CALL CLEARED/ L1 CHANGE

NL: CALL REJECTED/ OTHER DEST

NL: CALL REJECTED/ BAD CALL REF
NL: CALL REJECTED/ NO VO CE CALLS
NL: CALL REJECTED/ | NVALI D CONTENTS
NL: CALL REJECTED/ BAD CHANNEL | D
NL: CALL FAI LED/ BAD PROGRESS | E
NL: CALL CLEARED W TH CAUSE

In some cases, the message can include a phone number (prefixed by #), a data service
(suffixed by K for Kbps), a channel number, TEI assignment, and cause code. For example, the
following information might appear:

PH.  ACTI VATED

NL: CALL REQUEST: 64K, #442

NL: CALL CONNECTED: B2, #442

NL: CLEAR REQUEST: Bl

NL: CALL CLEARED W TH CAUSE 16 Bl #442
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Understanding ISDN cause codes

ISDN cause codes are numerical diagnostic codes sent from an ISDN switchto aDTE. These
codes provide an indication of why a call failed to be established or why acall terminated. The
cause codes are part of the ISDN D-channel signaling communications supported by the
Signaling System 7 (SS7) supervisory network (WAN). When you dial an ISDN call from the
MAX, the MAX reports the cause codes in the Message L og status menu. When the MAX
clearsthe call, acause codeisreported even if inband signaling isin use. If the PRI switch type
is ITR6 (Germany), see Table 6-2. Table 6-1 lists the numeric cause codes and provides a

description of each.

Table 6-1. ISDN cause codes

Code | Cause

0 Valid cause code not yet received

1 Unallocated (unassigned) number

2 No route to specified transit network (WAN)
3 No route to destination

4 Send special information tone

5 Misdialed trunk prefix

6 Channel unacceptable

7 Call awarded and being delivered in an established channel
8 Prefix 0 dialed but not allowed

9 Prefix 1 dialed but not allowed

10 Prefix 1 dialed but not required

11 More digits received than allowed, but the call is proceeding
16 Normal clearing

17 User busy

18 No user responding

19 No answer from user (user aerted)

21 Call rejected

22 Number changed

23 Reverse charging rejected

24 Call suspended
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Table 6-1. ISDN cause codes (continued)

Code | Cause

25 Call resumed

26 Nonselected user clearing

27 Destination out of order

28 Invalid number format (incomplete number)

29 Facility rejected

30 Response to STATUS ENQUIRY

31 Normal, unspecified

33 Circuit out of order
34 No circuit/channel available
35 Destination unattainable

37 Degraded service

38 Network (WAN) out of order

39 Transit delay range cannot be achieved

40 Throughput range cannot be achieved

41 Temporary failure

42 Switching equipment congestion

43 Access information discarded

44 Requested circuit channel not available

45 Pre-empted

46 Precedence call blocked

47 Resource unavailable, unspecified

49 Quality of service unavailable

50 Requested facility not subscribed

51 Reverse charging not allowed

52 Outgoing calls barred

53 Outgoing calls barred within Call User Group (CUG)
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Table 6-1. ISDN cause codes (continued)

Code | Cause

54 Incoming calls barred

55 Incoming calls barred within CUG

56 Call waiting not subscribed

57 Bearer capability not authorized

58 Bearer capability not presently available

63 Service or option not available, unspecified

65 Bearer service not implemented

66 Channel type not implemented

67 Transit network selection not implemented

68 Message not implemented

69 Requested facility not implemented

70 Only restricted digital information bearer capability is available

79 Service or option not implemented, unspecified
81 Invalid call reference value
82 Identified channel does not exist

83 A suspended call exists, but this call identity does not

84 Call identity in use

85 No call suspended

86 Call having the requested call identity has been cleared

87 Called user not member of CUG

88 Incompatible destination

89 Nonexistent abbreviated address entry

20 Destination address missing, and direct call not subscribed
91 Invalid transit network selection (national use)

92 Invalid facility parameter

93 Mandatory information element is missing
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Table 6-1. ISDN cause codes (continued)

Code | Cause

95 Invalid message, unspecified

96 Mandatory information element is missing

97 M essage type nonexistent or not implemented

98 Message not compatible with call state, or message type nonexistent
or not implemented

99 Information element nonexistent or not implemented

100 Invalid information element contents

101 Message not compatible with call state

102 Recovery on timer expiry

103 Parameter nonexistent or not implemented, passed on?

111 Protocol error, unspecified

127 Internetworking, unspecified

Table 6-2 lists the cause codes for the ITR6 switch type.

Table 6-2. ISDN cause codes for 1TR6 switch type

ITR6 Cause

Code

1 Invalid call reference value.

3 Bearer service not implemented. (Service not available in the A

exchange or at another position in the network, or no application has
been made for the specified service.)

7 Call identity does not exist. (Unknown call identity.)

8 Call identity in use. (Call identity has already been assigned to a sus-
pended link.)

10 No channel available. (No useful channel available on the subscriber

access line—only local significance.)

16 Requested facility not implemented. (The specified FAC code is
unknown in the A exchange or at another point in the network.)

17 Request facility not subscribed. (Request facility rejected becausge the
initiating or remote user does not have appropriate authorizatiorj.)
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Table 6-2. ISDN cause codes for 1TR6 switch type (continued)

1TR6 Cause
Code
32 Outgoing calls barred. (Outgoing call not possible because of access

restriction that has been installed.)

33 User access busy. (If the total made up of the number of free B chan-
nels and the number of calling procedures without any defined B
channel is equal to four, any new incoming calls will be rejected
from within the network. The calling party receives a DISC with a
causeuser access busy, whichindicatesthefirst busy
instance, and abusy signal.)

34 Negative CUG comparison. (Link not possible because of negative
CUG comparison.)

35 Nonexistent CUG. (This CUG does not exist.)

37 Communication as semipermanent link not permitted.

48 - 50 Not used. (Link not possible because, for example, RFNR check is

negative.)

53 Destination not obtainable. (Link cannot be established in the net-
work because of incorrect destination address, services, or facilities.)

56 Number changed. (Number of B subscriber has changed.)

57 Out of order. (Remote TE not ready.)

58 No user responding. (No TE has responded to the incoming SETUP
or call has been interrupted, absence assumed—expiration of call
timeout T3AA.)

59 User busy. (B subscriber busy)

61 Incoming calls barred. (B subscriber has installed restrictions against
incoming link, or the requested service, not supported by the B sub-
scriber)

62 Call rejected. (To A subscriber: Link request actively rejected by

B subscriber, by sending a DISC in response to an incoming SETUP.
To a TE during the phase in which an incoming call is being estab-
lished: The call has already been accepted by another TE on the bus.)

89 Network congestion. (Bottleneck situation in the network; for exam-
ple, all-trunks-busy, no conference set free.)

90 Remote user initiated. (Rejected or cleared down by remote user or
exchange.)
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Table 6-2. ISDN cause codes for 1TR6 switch type (continued)

1TR6 Cause
Code
112 Local procedure error. (In REL: Call cleared down asaresult of local

errors, for example, invalid messages or parameters, expiry of time-
out. In SUS REJ: The link must not be suspended because another
facility is already active. In RES REJ: No suspended call available.
In FAC REJ: No further facility can be requested because one facility
is aready being processed, or the specified facility cannot be
reguested in the present call status.)

113 Remote procedure error. (Call cleared down because of error at
remote end.)
114 Remote user suspended. (The call has been placed on hold or sus-

pended, at the remote end.)

115 Remote user resumed. (Call at remote end is no longer on hold, sus-
pended, or in the conference status.)

127 User Info discarded locally. (The USER INFO messageis rejected
locally. This causeis specified in the CON message.)
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The OSI Reference Model describesthe layers of anetwork, detailsthe functions of each layer,
and explains how to connect communications deviceson aLAN or WAN. The middle layer of
the OSI Reference Model, the Transport layer, also called Layer 4, provides datatransfer at the
proper speed, quality, and error rate, ensuring reliable delivery. Transmission Control Protocol
(TCP), acommon implementation of the Transport layer, provides connection-oriented
services and uses | P to deliver packets. The Network layer (Layer 3) of the OS| Reference
Model provides address resolution and routing protocols. Address resolution enables the
Network layer to determine a unique network address for anode. Routing protocols allow data
to flow between networks and reach their proper destination. Some examples of Network layer
protocols include the Internet Protocol (1P), Address Resolution Protocol (ARP), the Internet
Control Message Protocol (ICMP), Routing Information Protocol (RIP), and Open Shortest
Path First (OSPF). Whether you intend to manage IP, ARP, ICMP, RIP, or OSPF, you can use
the MAX unit’s terminal-sever command-line interface (CLI) to display protocol-specific
information. In addition, you can enable Finger support and understand how IP routing and
AppleTalk-routing relate.
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Managing the Internet Protocol (IP)

Monitor a MAX unit’s Internet Protocol (IP) routing table, route statistics, remote IP hosts, and
VRouter activity in the terminal-server command-line interface (CLI).

IP-routing environment

Figure 7-1 illustrates a typical routing environment with a main office and three remote
offices. All sites of the Smith Company support IP routing. Twelve dial-in analog circuits are
available for employees to dial into the corporate office while traveling. The remote sites and
dial-in users access the Internet by way of the corporate office.

The corporate site belongs to the 10.10.10.0 network. The remote sites share subnetted
segments of the 20.20.20.0 network. The corporate site maintains a 128K link to the Internet,
and also reserves twelve connections available for employees to dial into while traveling. The
MAX dynamically assigns up to ten dial-in users with IP addresses from a pool that begins
with the address 10.10.10.40.

Figure 7-1. Example IP-routed environment

Internet connection
Primary DNS—30.30.30.1
Secondary DNS—40.40.40.1

Site A

Network—20.20.20.0 to 63

T1 Subnet mask—255.255.255.192

Corporate

Q: site

Site B
Network—20.20.20.64 to 158
Subnet mask—255.255.255.192

Corporate site
Network—10.10.10.0
Subnet mask—255.255.255.0

Site C
Network—20.20.20.160 to 191
Subnet mask—255.255.255.192
Telecommuters

Displaying IP information

The three IP-related Show commands in the terminal-server CLI allow you to display IP
statistics, IP address assignments on the unit, and IP routes. See the available commands by
entering the Show IP ? command, as in the following example:
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ascend% show ip ?

show ip ? Di splay help information

show ip stats Display IP Statistics

show i p address Di splay | P Address Assignments
show i p routes Di splay | P Routes

Using the Show IP Address command, available in the MAX unit's terminal-server CLlI, you
can display the IP address, destination IP address, netmask, MTU, and status of each of the
unit's interfaces.

Troubleshooting IP routing

To locate slow routers or diagnose IP routing problems, you can use the Traceroute command.
It traces the route an IP packet follows by launching User Datagram Protocol (UDP) probe
packets with a low Time-To-Live value and then listening for an Internet Control Message
Protocol (ICMP) time exceeded reply from a router.

The Traceroute command uses the following syntax:

traceroute [-n] [-Vv] [-mmax_ttl][-p port] [-g nqueries]
[-wwaittine] host [datasize]

All flags are optional. The only required parameter is the destination hostname or IP address.
Table 7-1 describes the syntax elements of the Traceroute command.

Table 7-1. Traceroute command syntax elements

Element Definition

-n Print hop addresses numerically rather than symbolically and
numerically (this eliminates a name server address-to-name logkup
for each gateway found on the path).

-V Verbose output. Lists all received ICMP packets, other than Time
Exceeded and ICMP Port Unreachable, are listed.

-mmax_ttl Sets the maximum time-to-live (maximum number of hops) for gut-
going probe packets. The default is 30 hops.

-p port Sets the base UDP port number used in probes. Traceroute depends
on having nothing listening on any of the UDP ports from the source
to the destination host (so that an ICMP Port Unreachable message
will be returned to terminate the route tracing). If something is lis-
tening on a port in the default range, set-the option to specify an
unused port range. The default is 33434.

-q nqueries Sets the maximum number of queries for each hop. The default|is 3.

-w waittine Sets the time to wait for a response to a query 3 seconds is the
default.

host The destination host by name or IP address.
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Table 7-1. Traceroute command syntax elements (continued)

Element Definition

dat asi ze Sets the size of the data field of the UDP probe datagram sent by
Traceroute. The default is 0. This results in a datagram size of 38
bytes (a UDP packet carrying no data).

Example of Traceroute command usage

For example, to trace the route to ahost named t echpubs:
ascend% traceroute techpubs

traceroute to techpubs (10.65.212.19), 30 hops MAX, 0 byte packets
1 techpubs. eng.ascend.com (10.65.212.19) O ns O ns 0 ns

Probes start with a TTL of one and increase by one until one of the following conditions
occurs:

e The unit receives an ICMP Port Unreachable message.

The UDP port in the probe packets is set to an unlikely value, such as 33434, because the
target host is not intended to process the packets. A “port unreachable” message indicates
that the packets reached the target host and were rejected.

e The TTL value reaches the maximum value.

By default, the maximum TTL is set to 30. Specify a different TTL by usingrttogtion.
For example:

ascend% traceroute -m 60 techpubs

traceroute to techpubs (10.65.212.19), 60 hops MAX, 0 byte packets
1 techpubs. eng.abc.com (10.65.212.19) O m O ns O ns

Three probes are sent at each TTL setting. The second line of command output shows the
address of the router and round trip time of each probe. If the probe answers come from
different gateways, the address of each responding system is shown. If there is no response
within a three second timeout interval, the command output is an asterisk. Table 7-2 describes
the annotations that can appear after the time field in a response.:

Table 7-2. Time field responses and annotations

Annotation Definition

'H Host reached.

I'N Network unreachable.

I'P Protocol unreachable.

'S Source route failed. Might indicate a problem with the associated
device.

I'F Fragmentation needed. Might indicate a problem with the assoc|ated
device.

7-4
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Table 7-2. Time field responses and annotations (continued)

Annotation Definition

'h Communication with the host is prohibited by filtering.

I'n Communication with the network is prohibited by filtering.

Ic Communication is otherwise prohibited by filtering.

1? ICMP subcode detected. This event should not occur.

12?2? Reply received with inappropriate type. This event should not o¢cur.

Managing the IP routing table

The MAX unit consultsitsinternal |P routing table to determine where to forward each IP
packet it processes. First, the unit tries to find a match between the packet’s destination address
and a Destination field in its routing table. If it finds a match, it brings up the required
connection (if necessary) to reach the next-hop router specified for that route, and forwards the
packet. If it does not find a match for the packet’s destination address, it looks for a default
route (destination address 0.0.0.0). If it finds a default route, it brings up the required
connection (if necessary) and forwards the packet. If the routing table has no default route, and
no route that matches a packet’s destination address, the unit drops the packet.

Use the MAX unit’s IProute commands, in the terminal-server CLI, to display the IP routing
table and add or delete IP routes. The changes you make to the routing table by using the
IProute command last only until the unit is reset. To navigate to the terminal-server CLI from
the VT100 interface, select Term Serv, from the Sys Diag profile in the System menu. Press
Enter and the terminal-server CLI prompt appears, as follows:

ascend%

To display the IProute commands, enter the IP route command with a question mark:

ascend% i proute ?

i proute ? Di splay hel p information

i proute add i proute add <destination/size> <gateway> [ pref ] [ m
i proute delete iproute delete <destination/size> <gateway> [ proto ]
i proute show di splays I P routes (same as show i p routes command)

Use either the IProute Show command or the Show IP Routes command to display the IP
routing table. For example:

ascend% show i p routes

Destination Gat eway I F Flg Pref Met Use Age

0.0.0.0/0 10. 0. 0. 100 wan0 SG 1 1 0 20887
10. 207.76. 0/ 24 10.207.76. 1 wani dle0 SG 100 7 0 20887
10. 207.77.0/ 24 10. 207.76.1 wani dle0 SG 100 8 0 20887
127.0.0.1/32 - | 00 CP 0 0 0 20887
10.0.0.0/ 24 10. 0. 0. 100 wan0 SG 100 1 21387 20887
10.1.2.0/ 24 - i e0 C 0 0 19775 20887
10.1.2.1/32 - | 00 CcP 0 0 389 20887
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255. 255. 255. 255/ 32 - i e0 Cch O 0 0 20887

In the preceding example, the first route shown is the default route with destination 0.0.0.0/0,

defined through the active Connection profile. The IP Route profile for the default route

specifies a preference of 1, so thisroute is preferred over dynamically learned routes. The

default route is the route that the unit uses if it does not find a match for a packet’s destination
address. The unit adds dynamically assigned IP addresses to the routing table as individual
host routes.

Use Table 7-3 to find a definition of the setting displayed in each field of the IP routing table:

Table 7-3. I P routing table fields and definitions

Field Definition

Desti nation Target address of a route. To send a packet to this address, the| unit
uses this route. The router uses the most specific route (having|the
longest mask) that matches a given destination.

Gat eway Address of the next hop router that can forward packets to the given
destination. Direct routes (without a gateway) do not show a gate-
way address in the gateway column.

I F Name of the interface through which a packet addressed to thig des-
tination is sent.

* | e0O—Ethernet interface
e | 00— Loopback interface
« wanN—Each of the active WAN interfaces

< wani dl e0— Inactive interface (the special interface for any
route whose WAN connection is down).

Fl g Flag values, including the following:
e« C— Adirectly connected route, such as Ethernet

e | — Internet Control Message Protocol (ICMP) Redirect
dynamic route

* N—Placed in the table via SNMP MIB II

* O—Route learned from OSPF (Open Shortest Path First)
* R—Route learned from RIP

« r—RADIUS route

e S—Static route

e ?—Route of unknown origin, which indicates an error

e G—Indirect route via a gateway

e P—FPrivate route

e T—Temporary route

« *_—_Hidden route that will not be used unless another better
route to the same destination goes down
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Table 7-3. | P routing table fields and definitions (continued)

Field Definition

Pr ef Preference value of the route. All routes that come from RIP haye a
preference value of 100, while the preference value of each ind|vid-
ual static route can be set independently.

Metric RIP-style metric for the route, with a valid range of 0-16. Routes
learned from OSPF show a RIP metric of 10. OSPF Cost infinity
routes show a RIP metric of 16.

Use Count of the number of times the route was referenced since it was
created. (Many of these references are internal, so this is not a count
of the number of packets sent over this route.)

Age Age of the route in seconds, used for troubleshooting to determ|ne
when routes are changing rapidly or flapping.

During a session, add a static route to the MAX unit’s routing table. When the unit resets, the
IP route is removed. Enter the IProute Add command in the following format:

i proute add destination gateway [netric]

wheredest i nat i on is the destination network addregat enay is the IP address of the

router that can forward packets to that network, r@tlr i ¢ is the virtual hop count to the
destination network (default 8). For example, to add a route to the 10.1.2.0 network and all of
its subnets through the IP router located at 10.0.0.3/24 with a metric of 1 (the router is one hop
away), enter the following command:

ascend% i proute add 10.1.2.0 10.0.0.3/24 1

If you try to add a route to a destination that already exists in the routing table, the unit replaces
the existing route, but only if it has a higher metric than the new route. If you get the message
Warni ng: a better route appears to exi st,the unit rejected your attempt to

add a route because the routing table already contained a route, to the same destination, with a
lower metric.

During a session, it is possible to remove a route from the MAX unit’s routing table. When the
unit resets, the route is restored. Enter the IProute Delete command in the following format:

i proute del ete destination gateway

For example:
ascend% i proute delete 10.1.2.0 10.0.0.3/24

Displaying IP route statistics

A MAX unit can perform the function of an IP router which sends IP packets from a source to
a destination by multiple paths. As an IP router, the unit routes IP packets between its Ethernet
interfaces and across any WAN interface configured for IP routing. Determine the Ethernet
interfaces and WAN interfaces to which the unit routes packets in the IP routing table. Add and
delete routes by using the unit’s terminal-server command-line interface (CLI).
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By using the Show IP Stats command, find information about the IP packets that the unit has
received, discarded, delivered, transmitted, and reassembled. The command also allows you to
display information about fragmentation on the unit. Here is an example of the results of the
Show |P Stats command:

ascend% show i p stats
861854 packets received.
0 packets received with header errors.
0 packets received with address errors.
0 packets forwarded.
0 packets received wi th unknown protocols.
0 i nbound packets discarded.
521592 packets delivered to upper |ayers.
340243 transmt requests.
0 discarded transmt packets.
2 out bound packets with no route.
0 reassenbly tineouts.
0 reassenblies required.
0 reassenblies that went K
0 reassenblies that Fail ed.
0 packets fragnmented K
0 fragnentations that failed.
0 fragnent packets created
0 route discards due to lack of nenory.
64 default ttl.

Displaying IP statistics and addresses

To display the | P statistics and address commands, enter the Show 1P command with a
question mark:

ascend% show ip ?

show ip ? Di splay help information

show ip stats Display IP Statistics

show i p address Di splay | P Address Assignments
show i p routes Di splay I P Routes

Note: For information about the Show IP Routes command, see “Managing the IP routing
table” on page 7-5.

To display statistics on IP activity, including the number of IP packets the MAX has received
and transmitted, enter the Show IP Stats command. For example:

ascend% show i p stats

107408 packets received.
packets received with header errors.
packets received with address errors.
packets forwarded.
packets received with unknown protocols.
i nbound packets di scarded.
107408 packets delivered to upper |ayers.
85421 transmt requests.

0 discarded transmt packets.

1 out bound packets with no route.

O O o oo
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reassenbly tineouts.

reassenblies required.

reassenblies that went OK
reassenblies that Fail ed.

packets fragmented OK.
fragnentations that fail ed.

fragnent packets created.

route discards due to | ack of menory.
64 default ttl.

O OO O0OO0OOoOOoOOo

To display IP interface address information, enter the Show IP Address command. For

example:

ascend% show i p address

Interface | P Address Dest Address Net mask Mru St at us
i el 10.2.3.4 N A 255. 255. 255. 224 1500 Up
wan0 0.0.0.0 N A 0.0.0.0 1500 Down
wanl 13.1.2.0 13.1.2.128 255. 255. 255. 248 1500 Down
wan2 0.0.0.0 N A 0.0.0.0 1500 Down
wan3 0.0.0.0 N A 0.0.0.0 1500 Down
| 00 127.0.0.1 N A 255. 255. 255. 255 1500 Up
rjo 127.0.0.2 N A 255. 255. 255. 255 1500 Up
bh0 127.0.0.3 N A 255. 255. 255. 255 1500 Up

RIP updates and IP routes

Routing Information Protocol (RIP) updates can change the metric (number of hops) for the
route. RIP is adistance-vector protocol found in both the IPX and TCP/IP protocol suites. The
protocol keeps a database of routing information that it gathers from periodic broadcasts by
each router on anetwork. IPX routers broadcast RIP updates periodically and when a WAN
connection is established. The MAX unit receives IPX RIP broadcasts from aremote device,
adds 1 to the hop count of each advertised route, updates its own RIP table, and broadcasts
updated RIP packets on connected networks in a split-horizon fashion which omits routes
learned from one neighbor unit in updates sent to that neighbor unit.

IETF RFC 1058 describes the Routing Information Protocol (RIP), also known as Standard 34
(STD 0034).Routing Information Protocol. RIP is a distance-vector protocol found in both the
NetWare and TCP/IP protocol suites. The protocol keeps a database of routing information that
it gathers from periodic broadcasts by each router on a network.

IPX routers broadcast RIP updates periodically and when a WAN connection is established.
The MAX receives |PX RIP broadcasts from aremote device, adds 1 to the hop count of each
advertised route, updates its own RIP table, and broadcasts updated RIP packets on connected
networksin a split-horizon fashion.

The MAX follows standard IPX RIP behavior for routers when connecting to non-Ascend
units. However, when it connectsto another Ascend unit configured for IPX routing, both ends
of the connection immediately exchange their entire RIP tables. In addition, the MAX
maintains those RIP entries as static until the unit isreset or power cycled.

The MAX recognizes network number -2 (OxFFFFFFFE) as the IPX RIP default route. When
it receives a packet for an unknown destination, the MAX forwards the packet to the IPX
router advertising the default route. If more than one I PX router is advertising the default route,
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the unit makes a routing decision based on the hop and tick count. For example, if the MAX
receives an |PX packet destined for network 77777777 and it does not have a RIP table entry
for that destination, the MAX forwards the packet towards network number FFFFFFFE, if
available, instead of simply dropping the packet.

IETF RFC 2453 describes Routing Information Protocol version 2 (RIP-2), also known as
Standard 56 (STD 0056).

RIP updates can add back any route you remove with the IProute Delete command. The MAX
unit maintains the RIP updates received from another Lucent Technologies device until you
reset or power cycle the unit. However, if the RIP update comes from a non-Lucent
Technologies unit, the MAX unit maintains the change to the routing table only until the WAN
link is terminated.

Displaying address pool status

To view the status of the MAX unit’s IP address pool enter the Show Pools command:
ascend% show pool s

Pool # Base Count I nUse
1 10.98.1.2 55 27
2 10.5.6.1 128 0

Nunber of remaining allocated addresses: 0

If you change an address pool while users are still logged in using the addresses from the
previous poolNurmber of remaining all ocated addresses reflects how many
users are currently using addresses from the previous pool. Typically, the value is O (zero).

Displaying DNS-related information

Domain Name System (DNS) is a TCP/IP service for centralized management of address
resolution. Using DNS, you can specify a symbolic name instead of an IP address. A symbolic
name consists of a user name and a domain name in the format username@domain_name. The
user name corresponds to the host number in the IP address. The domain nhame corresponds to
the network number in the IP address. A symbolic name might be steve@abc.com or
joanne@xyz.edu. The domain identifier is the last part of the domain name, and identifies the
type of organization to which the host belongs.

DNS maintains a database of network numbers and corresponding domain names. When you
use a symbolic name, DNS translates the domain name into an IP address, and sends it over the
network. When the Internet service provider receives the message, it uses its own database to
look up the user name corresponding to the host number.

Displaying the local DNS fallback table

The local DNS fallback table provides a list of IP addresses for a specific host name when the
remote DNS server fails to resolve the host name. If the local DNS fallback table contains the
host name for the attempted connection, the table provides the list of IP addresses.

Create a DNS table on the local server by setting the Enable Local DNS parameter, in the Mod
Config menu’s DNS profile, t¥es.
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90- C00 Mod Config

>Donai n Nane=eng. ascend. com
Sec Domai n Nane=
Pri DNS=206. 65.212. 10
Sec DNS=206. 65.212. 178
Al low As Cient DNS=Yes
Pri WNS=0.0.0.0
Sec WNS=0.0.0.0
Li st Attenpt=No
List Size=N A
Client Pri DNS=0.0.0.0
Client Sec DNS=0.0.0.0
Enabl e Local DNS Tabl e=Yes
Loc. DNS Tab Aut o Updat e=Yes

The MAX supports up to eight host names (or the IP addresses for each host). You can specify
the host names (or the IP addresses for each host) through the terminal-server interface.
Configure amaximum of 35 IP addresses for each host. If you specify automatic updating, you
only have to enter the first IP address of each host. Additional |P addresses are added
automatically. Following is a sample line from a DNS table:

1: irma 00.65.212.12* 2 Feb 10 10:40:44 00

In the preceding example, the first line (1:) of local DNS table describes the host named

“irma.” The host named “irma” has an IP address of 00.65.212.12 that was updated by a DNS
query. Since the time the entry became a part of the DNS table, there have been two read
events and the last read was at the specified time, on February 10, 2000.

Automatic updating replaces the existing address list for a host each time the remote DNS
server succeeds in resolving a connection to a host that is in the table. You specify how many
of the addresses returned by the remote server can be included in the new list.

On the MAX, the table, which you display from the terminal-server interface, provides
additional information for each table entry. The information irtRead andTi me of

| ast read fi el ds are updated when the system matches the table entry with a host name
that was not found by the remote server.

Table 7-4 summarizes the output of the Show Dnstab command.

Table 7-4. Output of the Show Dnstab command

Field Description

Nare Name of the hosts added to the DNS fallback table.

| P Address IP Addresses added to the DNS fallback table.

# Reads The number of reads since entry was created. This field is updated
each time a local name query match is found in the local DNS
table.

MAX Administration Guide 7-11



Administering TCP/IP
Displaying DNS-related information

Table 7-4. Output of the Show Dnstab command (continued)

Field Description
Time of | ast The time that the last read occurred.
r ead

Editing the local DNS table

Use the terminal-server dnst ab command to edit the local DNS table.You can use three
options are provided.

The Dnstab command, followed by a table entry number, displays the standard table header

and table entry followed by all 1P addressesin the list up to the limit specified in the List Size
parameter in the Mod Config menu’s DNS profile. Also, if the List Attempt parameter
specifies No then unit cannot print a list. If you specify an invalid entry, the unit produces the
following warning:

ascend% dnstab entry 9
<#> paranmeter nmust be between 1 and 8

The Dnstab Edit command shows the current table and queries for an entry number. After
typing an entry the number is qualified and if it fails a warning is printed:

Enter item nunmber (0), O to exit: 9

Entry # 9 does not exist and the table printout and pronpt are
repeat ed.

Part of the query line is the previously edited entry number on editor’s startup. Typing a 0
causes the editor to exit.

Throughout the editor the current value (or previous value in case of the item number) of the
field is displayed as part of the entry prompt. By pressing Enter, instead of a new value, the
value remains unchanged and the displayed value is used. If the item entry is accepted the user
is prompted for the name of the entry. The current table entry name is shown as part of the
prompt.

In order to clear the entry, enter the name and press Space. Names must start with an alphabetic
character. Names can be local names or fully qualified names. If it is a local name then
Domain Name or Sec Domain Name (if the lookup with Domain Name fails) is added before
the name lookup. A periods at the end of names is ignored. (A side effect of this rule is that a
string that only includes a period is considered an empty string.) Names must be less than 256
characters. If a <Return> is typed without any preceding characters then the entry remains
unchanged. If no name string is present in this entry then the user does not get a chance to
enter the IP address for this entry. Name entries are cleared by entering a space character,
followed by <Return>. This also clears the IP address since no more name is present. The
user is again prompted for an entry number. If the name is accepted it is entered into the table
and the user is prompted for the IP address of the name that has just been entered.

The IP address of the current entry name is shown as part of the prompt. If you press Return,
the IP address entry remains unchanged and the user is prompted for the next entry number. If
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anew IP addressis entered it is qualified and accepted on a good entry. If the IP address fails
the check then amessage is printed, the |P address is cleared and the user is prompted for an
entry number. If the |P address is correct then is entered into the table and the editor prompts
for another entry number.

Displaying Multicast information

The terminal-server command-line interface provides commands to support | P-multicast
functionality using Internet Group Management Protocol (IGMP). To display the options,
invoke the terminal -server interface (System > Sys Diag > Term Serv) and enter the Show
IGMP and/or show Mrouting command with a question mark:

ascend% show i gnp ?

show i gnp ?Di splay help information
show i gnp statsDisplay |1 GW Statistics
show i gnp groupsDi splay | GW groups Tabl e
show ignp clientsDisplay 1GW clients

ascend% show nrouting ?

show nrouting ?Display help information
show nrouting statsDi splay MROUTING Statistics

Displaying the multicast forwarding table

To display active multicast group addresses and clients (interfaces) registered for each group:
ascend% show i gnp groups
| GWP Group address Routing Table Up Tinme: 0:0:22:17

Hash Group Address Menber s Expire tine Count s
N A Default route *(Moone)  ...... 2224862
10 224.0.2. 250
2 0:3:24 3211 :: 0 S5
1 0:3:21 145 :: 0 S5
0(Moone)  ...... 31901 :: 0 S5

Table 7-5 describes the output of the Show IGMP Groups command.

Table 7-5. Output of the Show IGMP Groups command

Field Description

Hash Index to a hash table that is displayed for debugging purposes only.
The Default route is not an entry in the hash table.

Group Address | IPmulticast address used. The Default route is the interface on
which the multicast router resides.

Note: The IP multicast address being monitored is marked with an
asterisk, meaning that this addressis joined by local application.
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Table 7-5. Output of the Show IGMP Groups command (continued)

Field Description

Member s Interface ID on which the membership resides. The number O repre-
sents the Ethernet interface. Other numbers represent WAN inter-
faces, numbered according to when they became active. The
interface labeled Moone is the one on which the multicast router
resides.

Expire time Time at which this membership expires. The MAX sends out IGMP
queries every 60 seconds, so the expiration time is usually renewed.
If the expiration time isreached, the entry is removed from the table.
Periods in this field indicates that the membership never expires.

Count s Number of packets forwarded to the client, number of packets
dropped because of alack of resources, and state of the membership
(the state is displayed for debugging purposes).

Listing multicast clients

To display alist of multicast clients, enter the Show IGMP Clients command. For example:
ascend% show i gnp clients

IGW dients

dient Version RecvCount CLU ALU
0( Moone) 1 0 0 0
2 1 39 68 67
1 1 33310 65 65

Table 7-6 describes the output of the Show IGMP Clients command.

Table 7-6. Output of the Show IGMP Clients command

Field Description

dient Interface ID on which the client resides. The number O represents
the Ethernet. Other numbers are WAN interfaces, numbered accord-
ing to when they became active. The interface labeled Mbone isthe
one on which the multicast router resides.

Ver si on Version of IGMP being used.

RecvCount Number of IGMP messages received on that interface.

CLU (CurrentLine Percentage of bandwidth utilized across this interface. If bandwidth
Utilization) and utilization is high, some IGMP packet types will not be forwarded.
ALU (Average Line

Utilization)
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Displaying IP-multicast activity

To display the number of IGMP packet types sent and received, enter the Show IGMP Stats
command. For example:

ascend% show i gnp stats

46 packets received.
0 bad checksum packets received
0 bad versi on packets received.
0 query packets received.
46 response packets received.
0 | eave packets received.
51 packets transmtted.
47 query packets sent.
4 response packets sent.
0 | eave packets sent.

To display the number of multicast packets received and forwarded, enter the Show Mrouting
Stats commands. For example:

ascend% show nrouting stats

34988 packets received.
57040 packets forwarded.
0 packets in error.
91 packets dropped.
0 packets transmtted.

In many cases, the number of packets forwarded is greater than the number of packets
received, because packets can be duplicated and forwarded across multiple links.

Using VRouter-related terminal-server commands

To support multiple virtual routers, the servers and clients you specify in the Multicast profile
must be accessible to the main VVRouter (virtual router).

The following terminal-server commands support virtual routing. If you do not specify a

V Router name on the command line, the MAX unit applies the command to global VRouter
settings. If you specify a VRouter name, the unit applies the command to the specified

V Router. Table 7-7 describes the usage of terminal-server CLI commands that support

V Router arguments.

Table 7-7. VRouter-related terminal -server commands

Command Usage with optional VRouter arguments

|Proute i proute add [-r vRout er Nanme] destination/size [ gateway]
[pref][netric][proto]

i proute delete [-r vRouterNane] destination/size
[ gat enay]
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Table 7-7. VRouter-related terminal-server commands (continued)

Command Usage with optional VRouter arguments

Traceroute traceroute [-n] [-v] [-mmax_ttl] [-p port]
[-q nqueries] [-wwaittine] [-r vRouter] [-s src_addr]

host - nane [ dat asi ze]

Ping ping [-q | -v] [-i sec | -I nsec] [-s packet-size] [-r
VRouter] [-x source_address] host-nane

Telnet telnet [-a | -b | -t] [-v VRouterNane] [-1[e] | -r[e]]

host - nanme [ port - nunber]

The following Show commands support virtual routing. If you do not specify aVRouter name
on the terminal server command line, the MAX unit displays global V Router information. If
you specify aVRouter name, the unit displays information about the specified V Router.
Table 7-8 describes the usage of V Router-related terminal-server commands.

Table 7-8. VRouter-related terminal-server commands

Command Usage with optional VRouter arguments
IPRoutes show i proutes [-r vrouterNanme] [dest]
|PStats show ip stats [[-r] vrouterNane]
|Paddress show ip address [[-r] vrouterNane] [all]
ICMP show icnmp [[-r] vrouterNane]

UDP show udp stats [[-r] vrouterNange]

show udp listen [[-r] vrouterNane]

TCP show tcp stats [[-r] vrouterNange]

show tcp connection [[-r] vrouterNane]

Pools show pools [[-r] vrouterNane]

Displaying UDP packet information

To display the supported UDP-statistics commands, enter the Show UDP command with a
question mark:

ascend% show udp ?

show udp ? Di splay help information
show udp stats Di splay UDP Statistics
show udp |isten Di splay UDP Listen Table

To display the number of UDP packets received and transmitted, enter the Show UDP Stats
command. For example:

ascend% show udp stats
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22386 packets received.
0 packets received with no ports.
0 packets received with errors.
0 packets dropped
9 packets transmitted.

The Show Udp Listen command displays the socket number, UDP port number and the
number of packets queued for each UDP port on which the MAX is currently listening. The
command’s output also includes the following fields:

Fidd Description

I NQVAax Maximum number of queued UDP packets on the socket. (See Queue
Depth and Rip Queue Depth parameters.)

I nQLen Current number of queued packets on the socket.

| NnQDr ops Number of packets discarded because it would cause InQLen to
exceed InQMax.

Total Rx Total number of packets received on the socket, including InQDrops.

For example:

ascend% show udp |isten

udp:

Socket Local Port | nQLen |nQvax I nQDr ops Total Rx
0 10230 1 O O

1 5200 50 0 532

2 7 0 32 0 O

3 1230 32 0 O

4 10220 1280 O

5 1610 64 0 O

The Show commands summarized in Table 7-9 to monitor specified protocols and other
network-specific information:

Table 7-9. Show commands, specified protocols, and network-specific information

Command Description

Show Fr Display Frame relay info. Tysdow fr ? for help.

Show ICMP Display Internet Control Message Protocol (ICMP) infpr-
mation.

Show IGMP Display Internet Group Membership Protocol (IGMP)

information. Typeshow i gnp ? for help.

Show IP Display Internet Protocol (IP) information. Type
show i p ? for help.

Show ISDN Display Integrated Services Digital Network (ISDN)
events. Typshowi sdn </ine nunber> for help.
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Table 7-9. Show commands, specified protocols, and network-specific information (continued)

Command Description

Show NetWare Display IPX information. Type show netware ? for help.

Show NetWare Option Display IPX information related to all VRouters or a spec-

[VRoutername] ified VRouter configured on the MAX unit.

Show OSPF Display Open Shortest Path First (OSPF) information.
Typeshow ospf ? for help.

Show PAD Display X25/PAD information.

Show TCP Display Transmission Control Protocol (TCP) informa-
tion. Typeshow t cp ? for help.

Show UDP Display User Datagram Protocol (UDP) information.
Typeshow udp ? for help.

ShowX 25 Display status of X.25 stack.

A single character represents the status of each channel in the line, as described in Table 7-10.

Table 7-10. T1 channel status indicators

Channd | Mnemonic Description
status
Not available The channel is not available because the line is disabled,
has no physical link, does not exist, or the channel is set to
Unused in the Ch N parameter of the Line N profile.
* Current The channel is connected in a current call.
- Idle The channel is currently idle (but in service).
d Dialing The unit is dialing from this channel for an outgoing call.
r Ringing The channel isringing for an incoming call.
m Maintenance The channel isin maintenance/backup (ISDN only).
n Nailed The channel is marked Nailed in the Line N profile.
X Drop-and-Insert | The channel is configured for Drop-and-Insert for aDASS
2E1line or DPNSSEL line.
0 Out of Service The channel is out of service (ISDN only).
s ISDN D channel | The channel isan active D channel (ISDN only).
b Backup ISDN D | The channel isthe backup D channel (ISDN only).
channel
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If your T1 service has aD4 (SF) interface, no carrier performance datais recorded. The D4
format consists of 12 consecutive frames, each one separated by framing bits. T1 lines that do
not use ISDN D-channel signaling use the D4 format.

NFASisaspecial case of ISDN signaling in which two or more T1 PRI lines use the same D
channel, and add a backup D channel. It is required for the Switched-1536 data service.
Because al 24 channels of the T1 PRI line carry user data, the D channel must be on another
line. NFAS isaform of out-of-band signaling that maximizes the number of PRI lines
supported by the signaling of one, external D Channel.For more information, see Chapter 5,
“Administering E1 and T1 Services.”

Managing the Address Resolution Protocol (ARP)

Address Resolution Protocol (ARP) is a protocol in the TCP/IP protocol suite. By mapping an
IP address to a physical (hardware) address, ARP enables a unit to identify hosts on an
Ethernet LAN. In an ARP request, a remote device asks a host to provide the host's physical
address so that a connection can take place. ARP requests are broadcast only on the local
network.

Proxy Address Resolution Protocol (Proxy ARP) allows one unit handles address resolution
requests for another device. If a remote host must respond to an ARP request, the MAX can
respond on its behalf. In Proxy mode, a Connection profile assigns a local IP address to a
remote host. Local hosts see the remote host as though it were on the local network. If the
MAX unit is the default router on a network and is configured in proxy mode, packets destined
for any of the hosts on the network go to the MAX. When calls are made to the remote host,
the MAX acts on its behalf, replying to requests and forwarding packets.

Displaying and clearing the ARP cache

By mapping an IP address to a MAC (physical or hardware) address, the Address Resolution
Protocol (ARP) enables a unit to identify hosts on an Ethernet LAN. In the MAX unit’s
terminal-server, display and reset the ARP cache to clear.

ascend% show arp
| P Addr ess Har dwar e Address Type Interface RefCount
208. 211. 252. 26 00: c0: 7b: 62: 42:d9 Dynamic ie0
208. 211. 252. 50 00:c0: 7b: 8c: ed: 94 Dynamic ie0
208. 211. 252. 29 00: c0: 7b: 5¢: 53: ed Dynamic ie0
208. 211. 252. 46 00: c0: 7b: 6d: 6f: 46 Dynamic ie0
208. 211. 252. 30 00: c0: 7b: 5d: b2: 2b Dynamic ie0
208. 211. 252. 24 00:c0: 7b: 63: 5e: 03 Dynamic ie0
208. 211. 252. 22 00:c0: 7b: 5e: 9e:3b Dynamic ie0
208.211.252.18 00:c0: 7b: 62: 56: 0f Dynamic ie0
208.211. 252.238 00: 40: 9d: 20: a8: 2f Dynamic ie0
208. 211. 252. 25 00:c0: 7h: 63:d9: 6a Dynamic ie0
208. 211. 252. 61 00: a0: 24: a6: 14: bd Dynamic ie0

L S N N e e i i
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Managing
(ICMP)

208. 211. 252. 62 00:08:c7:85:ec:f4 Dynamic ie0 1
208.211.252.58 00:¢c0:05:01:0f: 5b Dynamic ie0 1
208.211.252.59 00:c0:05:01:54:6b Dynamic ie0 1
208. 211. 252. 6 00:c0: 7b: 62: 41:f9 Dynamic ie0 3012
208.211.252.17 00:c0:7b: 62:41:f9 Dynamic ie0 234158

In the preceding example, the output displays the | P address contained in the ARP requests
received by the MAX unit, the MAC address of the host, and the method by which the unit
learned of the address (dynamically or specified a static route. The output also displaysthe
interface on which the unit received the ARP request and the number of times the unit
consulted the entry.

To reduce the number of address resolution requests, a client normally caches resolved
addresses for a (short) period of time. The ARP cacheis of afinite size and would become full
of incomplete and obsolete entries for devices that are not in use if it was allowed to retain the
entries without check. The MAX unit periodically flushes all ARP cache entries, deleting
unused entries and freeing space in the cache. It also removes information about any
unsuccessful attempts to contact computers that are not currently running. To manually clear
the ARP cache, use the Set ARP Clear command, as in the following example:

ascend% set arp clear
Clearing ARP table...

ascend%

Verify the settings of two parametersin the VT100 interface that relate ARP. Net Adrs, in the
Ethernet menu’s Bridge profile, specifies the IP address of a device at the remote end of the
link. Use the Net Adrs parameter in a Bridge profile to enable the unit to respond to ARP
requests while bringing up a bridged connection between two segments of the same IP
network. If an ARP packet contains an IP address that matches the Net Adrs parameter, the
MAX responds to the ARP request with the Ethernet MAC address specified in the Bridge
profile and brings up the specified connection, in effect, using the MAX unit as a proxy for the
node that actually has that address.

The Proxy Mode parameter in the Mod Config profile’s Ether Options specifies under what
conditions the MAX unit responds to ARP requests for remote devices. When you enable
Proxy Mode, the MAX responds to the ARP request with its own MAC address. Typically, if
you enable the MAX supplies IP addresses in its subnet dynamically to dial-in users.

the Internet Control Message Protocol

Internet Control Message Protocol (ICMP) is an error-reporting mechanism integral to the
TCP/IP protocol suite. Gateways and hosts use ICMP to send reports of datagram problems to
the sender. ICMP also includes an echo request/reply function that tests whether a destination
is available and responding.
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Pinging remote IP hosts

The terminal-server Ping command is useful for verifying that the transmission path is open
between the MAX unit and another station. It sends an ICM P echo-request packet to the
specified station. If the station receives the packet, it returns an |CM P echo-response packet.
The Ping command has the following syntax:

ping [-q] [-Vv] [-c count] [-i sec | -1 nsBec] [-s packetsize]
[-x src_address] host

All syntax elements are optional except the destination hostname or 1P address. The elements
of the syntax are as follows:

Syntax element Description

-q Quiet mode. The MAX displays only the summary of al Ping
responses it has received.

-V Verbose output. The MAX displays information from each ping

response that it receives as well as the summary of all Ping responses.
Thisis the defaullt.

-c count Specifies the number of Ping requests that the MAX sends to the host.
By default, the MAX sends continual ping requests until you press
Ctrl-C.

-i sec Specifies the length of time, in seconds, between Ping requests. Spec-

ify secondsusing the - i option, or milliseconds using the - | option,
but not both. The default is one second.

-1 nsec Specifies the length of time, in milliseconds, between Ping requests.
Specify milliseconds using the- | option, or seconds using the - i
option, but not both.

-s packetsize  Specifiesthe size of each Ping request packet that the MAX sends to
the host. The default is 64 bytes.

-x srcaddress  Specifiesasource |P address that overwrites the default source
address.

host Specifies the destination host by name or IP address.

For example, to Pingthe host t echpubs:
ascend% pi ng t echpubs

PI NG t echpubs (10.65.212.19): 56 data bytes

64 bytes from 10.65.212.19: icnp_seq=0 ttl =255 tinme=0 ns
64 bytes from 10.65.212.19: icnp_seq=3 ttl =255 tinme=0 ns
e

--- techpubs ping statistics ---

2 packets transmitted, 2 packets received, 0% packet | oss
round-trip mn/avg/ MAX = 0/0/0 ns

Terminate the Ping exchange at any time by pressing Ctrl-C. When you press Ctrl-C, the
output reports the number of packets sent and received, the percentage of packet loss, any
duplicate or damaged echo-response packets, and round-trip statistics. In some cases,
round-trip times cannot be cal culated.
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During the Ping exchange, the MAX displays information about the packet exchange,
including the Time-To-Live (TTL) of each ICMP echo-response packet.

Note: The maximum TTL for ICMP Ping is 255, and the maximum TTL for TCP is often 60
or lower, so you might be able to Ping a host but be unable to run a TCP application (such as
Telnet or FTP) toit. If you Ping a host running an earlier version of Berkeley UNIX than
4.3BSD-Tahoe, the TTL report is 255 minus the number of routersin the round-trip path. If
you Ping a host running the current version of Berkeley UNIX, the TTL report is 255 minus
the number of routers in the path from the remote system to the station performing the Ping.

Displaying ICMP information

Display ICMP-related information by using the Show ICMP command. Use the command to
see the packets that have been received by the unit and how many of those have been received
with errors. For example:

ascend% show i cnp ?

2539 packets received.

0 packets received with errors.
I nput hi st ogram

992 destinati on unreachabl e.
1512 redirect.

11 echo requests.

24 tinme exceeded.

11 packets transmtted.

0 packets not transmitted due to | ack of resources.
Qut put hi st ogram

11 echo replies.

In the preceding example, there are 1512 redirect packets. A redirect packet instructs the
receiver of the packet to override a setting in its routing table. There were also 11 Echo
Requests and 11 Echo Replies. An Echo Request isasignal that determines whether anode can
receive and acknowledge data transmissions. A host sends an Echo Request packet, and if the
destination is properly connected and receives the request packet, it sends back an Echo Reply
packet. A router can use an ICMP Redirect packet to tell ahost that it is sending packetsto the
wrong router and to inform the host of the correct route.

Preventing ICMP security breaches

A forged ICMP Redirect packet can alter the host’s routing table and compromise the security
of the network. For this reason, many firewall builders prohibit ICMP traffic from their
networks.

A Denial of Service (DoS) attack also uses ICMP echo request packetsto deliberately interfere
with network performance. Under ordinary circumstances, to determine whether a machine on
the Internet is connected and responding, a host sends an ICMP Echo Request packet. If a
machine receives the packet, it returns an ICMP Echo Reply packet. In a DoS attack, however,
an attacker directs ICMP Echo Request packetsto | P broadcast addresses from one or more
remote locations. An intermediary receives an ICMP Echo Request packet directed to the IP
broadcast address of its network. If the intermediary does not filter the ICMP traffic, the
machines on the network receive request and send areply. The reply packets do not use the IP
address of the source machine as the source address. I nstead, they contain the spoofed source
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address of the intended victim. When all the machines at the intermediary’s site respond to the
ICMP Echo Requests, they send replies to the victim’s device. An attacker can send DoS
attacks to multiple intermediaries at the same time, causing all of the intermediaries to direct
responses to the same victim.

Both the intermediary and victim of a DoS attack can suffer severely degraded network
performance. To protect against DoS attacks, you should disable IP-directed broadcasts on the
MAX unit. By disabling these broadcasts, you deny an attacker the ability to direct IP

broadcast traffic onto your network. In addition, you should prevent the MAX unit from
responding to ICMP packets sent to IP broadcast addresses. Because this traffic does not travel
through a router to reach the machines on the local network. If someone compromises a
machine on your network, he or she may try to launch an attack using the MAX as an
intermediary, sending the ICMP Echo Request packet to the IP broadcast address of the local
network.

The Forward Directed Bcast parameter specifies whether or not the MAX unit responds to
directed-broadcast ICMP echo requests. The Reply DirectedBcast Ping parameter specifies
whether the MAX unit forwards directed broadcast traffic to the Ethernet interface. Verify the
configuration of the Forward Directed BCast and the Reply DirectedBcast Ping parameters in
the Ethernet menu’s Mod Config profile.

Managing the Routing Information Protocol (RIP)

Routing Information Protocol (RIP) is a distance-vector protocol found in both the NetWare
and TCP/IP protocol suites. The protocol creates a database of routing information that it
gathers from periodic broadcasts by each router on a network.

Internet Packet Exchange (IPX) routers broadcast RIP updates periodically and every time a
WAN connection is established. The MAX receives IPX RIP broadcasts from a remote device,
adds 1 to the hop count of each advertised route, updates its own RIP table, and broadcasts
updated RIP packets on connected networks in a split-horizon fashion.

The MAX follows standard IPX RIP behavior for routers when connecting to non-Lucent
units. However, when it connects to another Lucent unit configured for IPX routing, both ends
of the connection immediately exchange their entire RIP tables. In addition, the MAX
maintains those RIP entries as static until it is reset or power cycled.

The MAX recognizes network number -2 (OXFFFFFFFE) as the IPX RIP default route. When
it receives a packet for an unknown destination, the MAX forwards the packet to the IPX
router advertising the default route. If more than one IPX router is advertising the default route,
the unit makes a routing decision based on the hop and tick count. For example, if the MAX
receives an IPX packet destined for network 77777777 and it does not have a RIP table entry
for that destination, the MAX forwards the packet towards network number FFFFFFFE, if
available, instead of simply dropping the packet.

Verifying the transmission path to NetWare stations

The IPXping command provides network layer verification of the transmission path to
NetWare stations. The command works on the same LAN as the MAX or across a WAN
connection that has IPX Routing enabled. Following is the command’s syntax:
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i pxping [-c count] [-i delay] [-s packetsize]l [-r VRouternane]

host name

where:

Option Description

host nanme Specifies the IPX address of the host, or if the host is a NetWare
server, its advertised name.

-c count Stops the test after sending and receiving the number of packets speci-
fied by count .

-i del ay Waits the number of seconds specifieddsy ay before sending the

next packet. The default is for one second.
-r VRout ername Checks a supported VRouter’s connectivity with another IPX host.

-s packet-si ze Sendsthe number of data bytes specified by packet - si ze.

You can specify host nane asis either the IPX address of the NetWare workstation or the
advertised name of aserver. The IPX address consists of the IPX network and node numbers
for a station. For example:

ascend% i pxpi ng CFFF1234: 000000000001

If you are using the IPXping command to verify connectivity with an advertised NetWare
server, you can simply enter the symbolic name of the server. For example:

ascend% i pxpi ng server-1
You can terminate the I|PXping command at any time by pressing Ctrl-C.

During the IPXping exchange, the MAX calculates and reports the following statistics:

PI NG server-1 (EE0O00001: 000000000001): 12 data bytes

52 bytes from (EE000001: 000000000001): ping_i d=0 ti ne=0ns
52 bytes from (EEO00001: 000000000001): ping_id=1 ti nme=0mns
52 bytes from (EEO00001: 000000000001): ping_id=2 tinme=0ms
2

--- novl1l Ping statistics ---
3 packets transnmitted, 3 packets received, 0% packet |o0ss
round-trip mn/avg/ MAX = 0/0/0 ns

These statistics include the following information:

e The IPX address of the source and destination nodes.

e The byte counts of the request and response packets.

e The ping ID of the command (the ping Request # replied to by target host).

e The number of milliseconds required to send the IPXping and receive a response.
e The number of packets transmitted and received.

« Duplicate or damaged packets, if applicable.

« Average round-trip times for the ping request and reply. In some cases, round-trip times
cannot be calculated.

To display statistics related to the IPXping command, enter the Show Netware Pings com-
mand. For example:
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ascend% show net war e pi ngs
I nPi ng Requests/QutPing Replies QutPing Requests/InPing Replies
10 10 18 18

The output shows how many NetWare stations have pinged the MAX (InPing requests and
replies) and how many times the |PXping command has been executed in the MAX (OutPing
requests and replies).

Displaying IPX packet statistics
To display IPX packet statistics, enter the Show Netware Stats command. For example:
ascend% show netware stats

27162 packets received.

25392 packets forwarded.

0 packets dropped exceedi ng naxi mrum hop count.
0 out bound packets with no route.

The MAX drops packets that exceed the maximum hop count (that have already passed
through too many routers).

Displaying the IPX service table

To display the IPX service table, enter the Show Netware Servers command. For example:
ascend% show net ware servers

| PX address type server nane
€e000001: 000000000001: 0040 0451 server-1

The output includes the following fields:

Field Description

IPX address IPX address of the server. The address uses this format:
net wor k nunmber:node nunber:socket nunber

Type Type of service available (in hexadecimal format). For example, 0451
designates afile server.

Server name Thefirst 35 characters of the server name.

Displaying the IPX routing table

To display the IPX routing table, enter the Show Netware Networks command:
ascend% show net war e net wor ks
net wor k next router hops ticks origin
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The output includes the following fields:

Field Descriptions

net wor k IPX network number.

next Address of the next router, or O (zero) for adirect or WAN connection.
router

hops Hop count to the network.

ticks Tick count to the network.

origin Name of the profile used to reach the network.

Note: AnSor anH flag might appear next to the origin. Sindicates a static route. H indicates
ahidden or inactive static route. Hidden static routes occur when the router learns of a better
route.

the Open Shortest Path First (OSPF)

Open Shortest Path First (OSPF) is the next generation Internet routing protocol. The Openin
its name refers to the fact that OSPF was developed in the public domain as an open
specification. The Shortest Path First portion refers to an algorithm developed by Dijkstrain
1978 for building a self-rooted shortest-path tree from which routing tables can be derived. As
alink-state protocol, OSPF an take into account a variety of link conditions, such asthe
reliability or speed of the link, when determining the best path to a destination network. OSPF
uses a link-state database of the network and propagates only changes to the database.

Displaying OSPF information

The terminal-server command-line interface provides commands for monitoring OSPF in the
MAX. To display the supported commands, enter the Show OSPF command with a question
mark:

scend% show ospf ?

show ospf ? Di splay help information

show ospf size Di spl ay OSPF size

show ospf areas Di spl ay OSPF areas

show ospf stats Di spl ay OSPF statistics

show ospf intf... Di spl ay OSPF summary/detail interface information
show ospf internal Di spl ay OSPF i nternal routes

show ospf Isa ... Di spl ay OSPF detail |ink-state advertisenents
show ospf Isdb ... Di splay OSPF |link-state DB summary for an area
show ospf nbrs ... Di spl ay OSPF summary/ detail nei ghbor information
show ospf routers Di spl ay OSPF routers

show ospf ext Di spl ay OSPF external AS advertisenents

show ospf rtab Di spl ay OSPF routing table

show ospf dat abase Di spl ay OSPF entire database sumary
show ospf translator Display OSPF entire database sumary
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For additional information about supported commands, see RFC 1583.

Displaying OSPF areas

To display information about OSPF areas, enter the Show OSPF Areas command. For
example:

ascend% show ospf area
Area |D Authentication Area Type #ifcs #nets #rtrs #brdrs #intnr
0.0.0.0 Sinple-passwd Nor mal 1 0 2 0 3

The output includes the following fields:

Fidd Description

Area ID Area number in dotted-decimal format.

Aut henti cati on Type of authentication, Simple-passwd, MD5, or Null.
Area Type Type of OSPF area: Normal, Stub, or NSSA.

#ifcs Number of MAX interfaces specified in the area.
#net s Number of reachable networksin the area.

#rtrs Number of reachable routersin the area.

#brdrs Number of reachable area border routersin the area.
#i ntnr Number of reachable internal routersin the area

Displaying general OSPF statistics

To display general information about OSPF, enter the Show OSPF Stats command. For
example:

ascend% show ospf stats

OSPF ver si on: 2

OSPF Router |D: 192.192.192.2

AS boundary capability: Yes
Attached areas: 1 Estimated # ext.(5) routes: 300
OSPF packets rcvd: 94565 OSPF packets rcvd w errs: 0
Transit nodes all ocat ed: 3058 Transit nodes freed: 3056
LS adv. all ocated: 1529 LS adv. freed: 1528
Queue headers all oc: 32 Queue headers avail: 32
# Dijkstra runs: 4 I ncrenmental summ updat es: 0
I ncrenmental VL updat es: 0 Buf fer alloc failures: 0
Mul ticast pkts sent: 94595 Uni cast pkts sent: 5
LS adv. aged out: 0 LS adv. flushed: 0
I ncrenental ext.(5) updates: O I ncrenmental ext.(7) updates: 0
External (type-5) LSA database -
Current state: Nor nal
Nunmber of LSAs: 1
Number of overfl ows: 0
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Fidd
OSPF ver si on
OSPF Router |ID

AS boundary
capability
Attached areas

Estimated #
ext.(5) routes
OSPF packets
rcvd

OSPF packet s
rcvd w errs

Transit nodes
al | ocat ed

Transit nodes
freed

LS adv.
al | ocat ed

LS adv. freed

Queue headers
al | oc

Queue headers
avai |

# Dijkstra runs

I ncrenent al
summ updat es

I ncremental VL
updat es

Buf fer all oc
failures

Mul ticast pkts
sent

Uni cast pkts
sent

LS adv. aged
out

The output includes the following fields:

Description
Version of the OSPF protocol s running.

IP address assigned to the MAX, typically, the address specified for
the Ethernet interface.

Displays Yes if the MAX functions as an ASBR or No if it does not.

Number of areasto which this MAX attaches.

Maximum number of ASE-5 routesthat the MAX can maintain before
it goesinto an overload state.

Total number of OSPF packets received by the MAX.
Total number of OSPF erroneous packets received by the MAX.

Allocated transit nodes, which are generated only by Router LSAs
(Type 1)and Network LSAs(Type 2).

Freed transit nodes, which are generated only by Router LSAs
(Type 1)and Network LSAs (Type 2).

Number of LSAs allocated.

Number of LSAs freed.

Number of queue headers allocated. LSAs can reside in multiple
gueues. Queue headers are the elements of the queues that contain the
pointer to the LSA.

Available memory for queue headers. To prevent memory fragmenta-
tion, the MAX allocates memory in blocks and allocates queue head-
ers from the memory blocks. When the MAX frees all queue headers
from a specific memory block, it returns the block to the pool of avail-
able memory blocks.

Number of times that the MAX has run the Dijkstra algorithm (short
path computation).

Number of summary updates that the MAX runs when small changes
occur that result in generation of Summary LSAs (Type 3) and Sum-
mary Router LSAs (Type 4).

Number of incremental virtual link updates that the MAX performs.
Number of buffer allocation problems that the MAX has detected and
from which it has recovered.

Number of Multicast packets sent by OSPF.

Number of unicast packets sent by OSPF.

Number of LSAsthat the MAX has aged and removed from itstables.
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Fidd Description

LS adv. flushed Number of LSAsthat the MAX has flushed.

I ncr emrent al Number of incremental ASE-5 updates.

ext. (5)

updat es

I ncrenent al Number of incremental ASE-7 updates.

ext.(7)

updat es

Current state  Stateof t he External (Type-5) LSA database, either Normal or Over-
load.

Nunber of LSAs Number of LSAsinthe External (Type-5) LSA database.
Nurber of over- Number of ASE-5 that exceeded the limit of the database.

fl ows

Displaying information about OSPF interfaces

Enter the Show OSPF Intf command to display either summarized information about all OSPF
interfaces or specific information about a single interface.

To display summarized information on OSPF interfaces, enter the Show OSPF Intf command.

For example:

ascend% show ospf intf

| fc Address Phys Assoc. Area Type State #nbrs #adjs Dl nt
194.194.194.2  phani 0.0.0.0 P-P P-P 1 1 120

The output includes the following fields:

Fied Description

| fc Address Address assigned to the MAX unit’s Ethernet interface. To identify
WAN links, use the Type and Cost fields.

Phys Name of the interface or the Connection profile for WAN links.

Assoc. Area Area in which the interface resides.

Type Poi nt -t o- Poi nt (P-P) orBroadcast (Bcast).WAN
links are P-P links.

State State of the link according to RFC 1583. There are many possible
states, and not all states apply to all interfaces.

#nbrs Number of neighbors of the interface.

#adj s Number of adjacencies on the interface.

Dl nt Number of seconds that the MAX waits for a router update before

removing the router’s entry from its table. The interval is called the
Dead Interval.

To display detailed information for a specific interface, enter the Show OSFP Intf command in
the following format:

ascend% show ospf intf (ip address or physical nane)
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For example:
ascend% sh ospf intf 194.194.194.2
Interface address: 194.194.194.2
Attached area: 0.0.0.0
Physi cal interface: phani (wanl)
I nterface mask: 255. 255, 255. 255
Interface type: P-P
State: (0x8) P-P
Desi gnat ed Router: 0.0.0.0
Backup DR 0.0.0.0
Renot e Address: 194.194.194.3
DR Priority: 5 Hello interval: 30 Rxmt interval: 5
Dead interval: 120 TX del ay: 1 Poll interval: O
Max pkt size: 1500 TGOS O cost: 10
# Nei ghbors: 1 # Adjacencies: 1 # Full adjs.: 1

# Meast fl oods:

1856 # Mcast acks: 1855

The output includes the following fields:

Fied

I nterface
Addr ess

Att ached Area

Physi cal
interface

Interface type
State

Desi gnat ed
Rout er

Backup DR
Renot e Address
DR Priority
Hel l o interval

Rxnt interval
Dead i nterval

TX del ay
Pol | interval

Max pkt size
TGS 0 Count
# nei ghbors

Description
The IP address specified for the MAX'’s Ethernet interface.

Area in which the interface resides.
Name of the interface or the Connection profile for WAN links.

Poi nt -t o- Poi nt (P-P) orBroadcast (Bcast).WAN
links are P-P links.

State of the link according to RFC 1583. There are many possible
states, and not all states apply to all interfaces.

IP address of the designated router for the interface.

IP address of the backup designated router for the interface.
IP address of the remote end of a Point-to-Point (WAN) link.
Priority of the designated router.

Interval in seconds that the MAX sends Hello packets as defined in
RFC 1583.

Retransmission interval as described in RFC 1583.

Number of seconds that the MAX waits for a router update before
removing the router’s entry from its table.

Interface transmission delay.
Poll interval of non-broadcast multi-access networks.

Maximum packet size that the MAX can send to the interface.
Type of Service normaDj cost.
Number of neighbors.
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Fidd Description

# adj acenci es  Number of adjacencies.

# Full adjs. Number of fully formed adjacencies.

# Mcast floods Number of multicast floods on the interface.

# Mcast acks Number of multicast acknowledgments on the interface.

Displaying OSPF Link-State Advertisements (LSAS)

Enter Show OSPF commands to display a router’s link state database and to expand the display
of a particular LSA.

Displaying expanded OSPF link-state advertisements

To specify a link-state advertisement to be expanded, first display the database. To specify an
LSA, enter a Show OSPF command in the following format, then specify the LSA to expand:

show ospf |sa area Is-type Is-id Is-orig

The Show OSPF LSA command requires that you include the first four fields of the LSA as
listed in the database. Select the first four fields and paste them into the command line. For
example, to display an expanded view of the last entry in the link-state database shown in the
preceding section:

ascend% show ospf Isa 0.0.0.0 ase 10.5.2.160 10.5.2.162

LSA type: ASE Is id: 10.5.2.160 adv rtr: 110.5.2.162 age: 568
seq #: 80000037 cksum Oxfffa
Net mask: 255.255.255.255 Tos O netric: 10 E type: 1
Forwar di ng Address: 0.0.0.0 Tag: c0000000

The output includes the following fields:

Fidd Description
LSA type Type of link as defined in RFC 1583 and identified by the type of
LSA:

e Type 1 (RTR)—Outer-LSAs that describe the collected states
of the router’s interfaces.

e Type 2 (NET) —Network-LSAs that describe the set of routers
attached to the network.

e Types 3 and4 (SUM —Summary-LSAs that describe
point-to-point routes to networks or AS boundary routers.

e Type 7 (ASE)—Link advertisements that are flooded only
within an NSSA.

ls id Target address of the router.

adv rtr Address of the advertising router.

age Age of the route in seconds.

seq # Number that begins with 80000000 and increments by one for each

LSA received.
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Field
cksum
Net mask
Tos
metric

E type
For war di ng

Addr ess
Tag

Description

Checksum for the LSA.
Subnet mask of the LSA.
Type Of Service for the LSA.

Cost of the link, not of a route. The cost of a route is the sum of all
intervening links, including the cost of the connected route.

External type of the LSA indicating either(Type 1)
or 2 (Type 2).

Forwarding Address of the LSA, described in RFC 1583.

Tag of the LSA which is described in the OSFP RFC.

Displaying the OSPF link-state database

To display the router’s link-state database, enter the Show OSPF LSDB command. For

example:
ascend% show ospf | sdb
Area: 0.0.0.0

Type LS ID LS ori gi nat or Seqno Age Xsum
RTR 192.192.192.2 192.192.192.2 0x800005f8 696  Ox6f0b
RTR 192.192.192.3 192.192.192.3 0x800005f8 163  0Ox6f09

# advertisenents: 2

Checksum total : Oxdel4

The output includes the following fields:

Fidd
Ar ea
Type

LS ID
LS origi nator
Segno

Age
Xsum

Description
Area ID.
Type of link as defined in RFC 1583:

e Type 1 (RTR)—Outer-LSAs that describe the collected states
of the router’s interfaces.

e« Type 2 (NET) —Network-LSAs that describe the set of routers
attached to the network.

e Types 3 and4 (SUM —Summary-LSAs that describe
point-to-point routes to networks or AS boundary routers.

e Type 7 (ASE)—Link advertisements that are flooded only
within an NSSA.

Target address of the route.
Address of the advertising router.

Hexadecimal number that begins with 80000000 and increments by
one for each LSA received.

Age of the route in seconds.
Checksum of the LSA.
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Fidd Description
# adverti se- Total number of entriesin the link-state database.
nment s

Checksum t ot al Checksum of the link-state database.

Displaying OSPF neighbor information

To display information about OSPF neighbors to the MAX, enter the Show OSPF NBRS
command. For example:

ascend% show ospf nbrs
Nei ghbor 1D Nei ghbor addr State LSrxl DBsum LSreq Prio Ifc
192.192.192.3 194.194.194.3 Full/- 0 0 0 5 phani

The output includes the following fields:

Fied Description

Nei ghbor 1D Address assigned to the interface. Inthe MAX, the IP addressiis
always the address assigned to the Ethernet interface.

Nei ghbor addr  IPaddress of the router used to reach aneighbor. Thisis often the
same address as the neighbor itself.

State State of the link-state database exchange. Full indicates that the data-
bases are fully aligned between the MAX and its neighbor.

LSr x| Number of LSAsin the retransmission list.

DBsum Number of LSAs in the database summary list.

LSreq Number of LSAsin the request list.

Prio Designated router election priority assigned to the MAX.

Ifc Name for the Ethernet or Connection profile name for the WAN.

Displaying OSPF routers

To display OSPF routers, enter the Show OSPF Routers command. For example:

ascend% show ospf routers
DType RType Destination Ar ea Cost Next hop(s) #
ASBR OSPF 192.192.192.3 0.0.0.0 10 194.194.194.3 2

The output includes the following fields:

Fidd Description

DType Internal route type.

RType Internal router type.

Destination Router’s IP address.

Area Area in which the router resides.

Cost Cost of the router.

Next hop(s) Next hop in the route to the destination.
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Field
#

Description

Number of the interface used to reach the destination.

Displaying OSPF External AS advertisements

Displaying the OSPF routing table

To display OSPF External AS advertisements, enter the Show OSPF Ext command. For

example:

ascend% show ospf ext

Type LS ID LS ori gi nat or Seqgno Age Xsum
ASE5 192.192.192.0 192.192.192.2 0x800005f6 751 Oxc24d
# advertisenments: 1

Checksum total : 0xc24d

The output includes the following fields:

Field

Type

LS ID

LS ori gi nat or
Segno

Age
Xsum

# adverti se-
nment s

Checksum t ot al

Description

Displays ASES5.

Target address of the route.
Address of the advertising router.

Hexadecimal number that begins with 80000000 and increments by
onefor each LSA received.

Age of the route in seconds.
Checksum of the LSA.
Total number of entriesin the ASE5 database.

Checksum of the ASE5 database.

To display the OSPF routing table, enter the Show OSPF Rtab command. For example:

ascend% show ospf rtab

The output includes the following fields:

Field
DType

RType

Destination
Area

Cost

Fl ags

Description

Internal route type. DType displays one of the following values: RTE
(generic route), ASBR (AS border route), or BR (area border route).

Internal router type. RType displays one of the following values: Fl X
(static route), NONE, DEL (deleted or bogus state), OSPF (OSPF-com-
puted), OSE1 (type 1 external), or OSE2 (type 2 external).

Destination address and subnet mask of the route.
Area|D of theroute.

Cost of the route.

Hexadecimal number representing an internal flag.
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Fidd Description
Next hop(s) Next hop in the route to the destination.
# Number of the interface used to reach the destination.

Displaying summarized OSPF database information

To display summarized information about the OSPF database, enter the Show OSPF Database
command. For example:

ascend% show ospf dat abase
Router Link States (Area: 0.0.0.0)

Type LS ID LS ori gi nator Seqno Age Xsum
RTR 192.192.192.2 192.192.192.2 0x800005f8 783 0x6fO0b
RTR 192.192.192.3 192.192.192.3 0x800005f8 250 0x6f09
# advertisenents: 2
Checksumtotal: Oxdel4d

Ext ernal ASE5 Link States

Type LS ID LS ori gi nator Seqno Age Xsum
ASE5 192.192.192.0 192.192.192.2 0x800005f6 783 0xc24d
# advertisenents: 1
Checksumtotal: Oxc24d

The output includes the following fields:

Type RTR (Router LSAS), NET (Network LSAS), ASE5 (External ASE5S
link advertisements to destinations external to the autonomous sys-
tem), or ASE7 (ASE-7 link advertisements that are flooded only

within an NSSA).

LS ID Target address of the route.

LS origi nator  Addressof the advertising router.

Seqgno Hexadecimal number that begins with 80000000 and increments by
one for each L SA received.

Age Age of the route in seconds.

Xsum Checksum of the LSA.

# adverti se- Total number of entriesin the database.

ment s

Checksum tot al Checksum of the database.

Displaying OSPF Translator information

The MAX that is configured to act as an Area Border Router (ABR) supports translation and
summary Link State Advertisements (LSAS).The MAX can be amember of amultiple Areas
and supports ABR features. The terminal-server includes a show command to display router
IDs of the Not-So-Stubby-Area (NSSA) ABR. An NSSA is an Open Shortest Path First
(OSPF) areathat does not receive or originate Type-5 Link-State Advertisements (L SAs), and
that imports Autonomous System (AS) external routesin alimited fashion. OSPF version 2
definesanew Type-7 LSA for NSSAs. For NSSAs, all routes imported to OSPF have the P-bit
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set (P stands for propagate). When the P-bit is enabled, ABRstranslate Type-7 LSAsto Type-5
L SAs, which can then be flooded to the backbone. These external routes are considered Type-7
LSAs.

The Show OSPF Translator command lists the Area|D that has to be a NSSA and the Router
ID of the NSSA area border router performing the ASE7 to ASES translation:

adm n > show ospf translators

Area I D Router |ID

0.0.0.110.105.0. 13

0.0.0.212.1.1.1

The output includes the following fields:

Area |ID Areanumber in dotted-decimal format.

Router ID I P address assigned to the MAX, typically, the address specified for
the Ethernet interface.

Verifying OSPF-related parameter settings

Parameter

MAX # ASE LSA

OSPF

OSPF

OSPF

OSPF

OSPF

Verify the following OSPF-related parameter settings to assure proper OSPF performance on
the MAX.

Description

Specifies the number of Link-State Advertisements (LSASs) the MAX unit
stores before going into a state of database overload. When the unit
reaches a database overload, it does not accept new entries and discards
self-originated entries.

Enables OSPF traps. With the Yes setting, the MAX unit generates traps
that have been enabled in Ethernet > SNMP Traps > any profile > Enable
traps. When you set OSPF to No, the MAX unit does not generate any
OSPF traps regardless of any individual OSPF trap settingsin Enable
Traps.

Aut hFai | ure Sends the OSPF If AuthFailure trap when the MAX unit receives a packet

on anon-virtual interface from arouter whose authentication key or
authentication type conflicts with this router’s authentication key or
authentication type.

Confi gError Sends the OSPF If ConfigError trap when a nonvirtual interface receives a

packet from a router whose configuration parameters conflicts with this
router’s configuration parameters.

RxBadPacket Sends the OSPF If RxBadPacket trap when the MAX unit receives an

OSPF packet on a non-virtual interface that cannot be parsed.

St at eChange Sends the OSPF If StateChange trap when there has been a change in the

state of a nonvirtual OSPF interface.

OSPF LsdbApprchngOvr flw Sends the OSPF LsdbApprchngOvrflw trap when the number of LSAs in

the router’s link-state database has exceeded ninety peraspOEx-
tLsdbLimt.
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Parameter

OSPF LsdbOverfl ow

OSPF MaxAgelLsa

OSPF Nor St at eChange

OSPF Ori gi nat eLsa

OSPF TxRetrans

OSPF Virtlf AuthFailure

OSPF Virtlf ConfigError

OSPF Virtlf StateChange

OSPF Virtlf RxBadPacket

OSPF Virtlf TxRetransmt

OSPF VirtNbr StateChnge

Description

Sends the OSPF LsdbOverflow trap when the number of LSAs in the
router’s link-state database has exceemkgolf Ext LsdbLinit.

Sends the OSPF MaxAgeLsa trap when the age of one of the LSAs in the
router’s link-state database reached the MaxAge value.

Sends the OSPF Nbr StateChange trap when there has been a change in
the state of a nonvirtual OSPF neighbor.

Indicates the number of new Link-State Advertisements (LSAs) that have
been originated.

Sends the OSPF TxRetransmit trap when the MAX unit retransmits an
OSPF packet on a nonvirtual interface.

Sends the OSPF Virtlf AuthFailure trap when the MAX unit receives a
packet on a virtual interface from a router whose authentication key or
authentication type conflicts with the MAX unit’s authentication key or

authentication type.

Sends the OSPF Virtlf ConfigError trap when the MAX unit receives a
packet on a virtual interface from a router whose configuration parameters
conflict with the MAX unit's configuration parameters.

Sends the OSPF Virtlf StateChange trap when there has been a change in
the state of an OSPF virtual interface.

Sends the OSPF Virtlf RxBadPacket trap when the MAX unit receives, on
a virtual interface, an OSPF packet that cannot be parsed.

Sends the OSPF Virtlf TxRetransmit trap when the MAX unit retransmits
an OSPF packet on a virtual interface.

Sends the OSPF VirtNbr StateChnge trap when there has been a change in
the state of an OSPF virtual neighbor.

Working with the OSPF routing table

The OSPF routing table includes routes built from the router’s link-state database as well as
those added by external routing protocols, such as RIP. Add routes statically (for example, to
direct traffic destined for a remote site through one of several possible border routers). For
details about adding static routes, see\itevork Configuration Guide for your unit.

Only the main VRouter supports OSPF.

To display the IP routing table with added OSPF information, invoke the terminal server
(System > Sys Diag > Term Serv) and enter the IProute Show command with dpé&on:

ascend% i proute show -1

When you include thel option, three columns of OSPF-specific fields appear at the routing

table:

Cost

1
9

T Tag
0 0xc0000000
1 0xc8000000
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[EEY
o

0xc0000000
0xc8000000
0xc0000000
0xc8000000
0xc8000000
0xc8000000
0xc8000000
0xc8000000
0xc8000000
0xc8000000

WwWwwuhoOweRro
PP R RPRRPRRRLRRERO

Table 7-11 describes the fields found in the OSPF routing table.

Table 7-11. OSPF routing table

Field Description

Cost Cost of an OSPF route. Theinterpretation of this cost depends on the
type of external metric, which is displayed in the next column. If the
MAX isadvertising Type-1 metrics, OSPF can use the specified
number as the cost of the route. Type-2 external metrics are an order
of magnitude larger.

T Link-state advertisement (L SA)-type of the metric to be advertised
for an external route. A 0 (zero) in this column means that the metric
isan external-Type-1 or an OSPF internal route. A 1 means that the
route is an external-Type-2 route.

Tag Specifies a 32-bit hexadecimal number attached to each external
routetotag it as external tothe AS. The number may be used by bor-
der routers to filter this record.

Displaying the size of the OSPF routing table

To display the size of the OSPF routing table, enter the Show OSPF Size command. For
example:

ascend% show ospf si ze
# Rout er - LSAs:
Net wor k- LSAs:
Summar y- LSAs:
Summrary Rout er - LSAs:
AS External -LSAs (type-5)
AS External -LSAs (type-7)

H OH H K B
O Rr OO ON

Intra-area routes: 4
I nter-area routes: 0
Type 1 external routes: O
Type 2 external routes: O

H*H O OH R
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The output includes the following fields:

Fieds Description

# Router-LSAs  Number of router link advertisements that are also Type-1 Link State
Advertisements.

# Net wor k- LSAs Number of network link advertisements that are also Type-2 LSAs.

# Summary- LSAs Number of summary link advertisements that are also Type-3 LSAs.
Type-3 LSAs describe routes to networks.

# Summary Number of summary link advertisements that are also Type-4 LSAs.
Rout er - LSAs Type-4 LSAs describe routesto AS boundary routers.

# AS External - Numberof AS external link advertisements which are also Type-5
LSAs (type-5) LSAs.

# AS External - Numberof ASE-7 link advertisementsthat are also Type-7 LSAs.
LSAs (type-7)

Intra-area Number of routes with a destination within the area.

routes

Inter-area Number of routes with a destination outside the area.

rout es

Type 1 ext ernal Number of external Type-1 routes that are typically in the scope of
routes OSPF-IGP.

Type 2 ext ernal Number of external Type-2 routes that are typically outside the scope
routes of OSPF-IGP.

Multipath routing

A MAX unit running OSPF can aternate between two equal-cost gateways. When OSPF
detects equally good gateways, in terms of routing costs, it puts each equal-cost gateway on an
equal-cost list. The router alternates between the gateways on the list in what is called
equal-cost multipath routing.

The M in the Flg column indicates an equal-cost multipath. A Traceroute from Router A to
exanpl e. comwould produce the following display:

ascend% traceroute -q 10 exanpl e. com
traceroute to exanple.com (10.174.88.1), 30 hops nax, 0 byte packets

1 C exanmple.com (10.174.88.13) 20 ns B .exanple.com (10.174. 88.12)
20 ms C exanple.com (10.174.88.13) 20 ns B .exanple.com
(10.174.88.12) 20 ns 20 ns C. exanple.com(10.174.88.13) 60 ms 20 ns
B . exanpl e.com (10.174.88.12) 20 nms C exanple.com (10.174.88.13) 20
nms B . exanple.com (10.174.88.12) 20 ns

2 exanple.com(10.174.88.1) 20 m 20 ms 20 ns 20 ms 30 ms 20 ns
20ms 30 m 20 ms 30 ns

Noticethealternating replies. Thereplies are statistically dispatched to Router B and Router C,
with roughly 50% of the packets sent through each gateway. (For background information
about the routing table and about the Traceroute command, see the Network Configuration
Guide for your unit.)
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Third-party routing

A MAX running OSPF can advertise routes to external destinations on behalf of another
gateway (athird party). Thisis commonly known as advertising a forwarding address.
Depending on the exact topology of the network, other routers might be able to use this type of
link-state advertisement (L SA) and route directly to the forwarding address without involving
the advertising MA X, thereby increasing the total network throughpuit.

Third-party routing requires that all OSPF routers know how to route to the forwarding
address. This usually means that either the forwarding address must be on an Ethernet that has
an OSPF router acting as the forwarding router or the designated router is sending LSAs for
that Ethernet to any area that sees the static route’s forwarding-address L SAs. The following
exampl e shows how to configure a static route for OSPF to advertise a third-party gateway:

1 Openastatic routein Ethernet > Static Rtes.
2 Set the Gateway to the forwarding address and set Third-Party to Yes.

Et her net
Static Rtes

40- 401 SRprofilel
Nanme=SRpr ofil el
Acti ve=Yes
Dest =10. 212. 65. 0/ 24
CGat eway=101.2. 3.4
Metric=3
Pref erence=100
Pri vat e=No

3 Closethe static route.

How OSPF adds RIP routes

When the MAX establishes an | P routing connection with acaller that does not support OSPF,
it imports the AS-external route from the Connection profile and addsiit to the routing table.
The MAX does not have to run RIP to learn these routes. In fact, RIP should be turned off
when the MAX is running OSPF.

To enable OSPF to add the RIP-v2 routes to its routing table, configure RIP-v2 normally in the
Connection profile. OSPF will import all RIP routes as Type-2 Autonomous System Externals
(ASEs). The reason that RIP routes are imported with Type-2 metrics by default isthat RIP
metrics are not directly comparable to OSPF metrics. To prevent OSPF from interpreting RIP
metrics, the imported ASE routeis assighed a Type-2 metric, which is so large compared to
OSPF costs that the metric can be ignored.

Route preferences

Route preferences provide additional control over which types of routes take precedence over
others. They are necessary in arouter that supports multiple routing protocols, largely because
RIP metrics are not comparable with OSPF metrics.

For each |P address and subnet mask pair, the routing table holds one route per protocol. The
routes are assigned preferences as follows:

7-40
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+ Connected routes, such as Ethernet, e er ence=0.

* Routes learned from Internet Control Message Protocol (ICMP) redirects have
Pr ef er ence=30.

* Routes placed in the table by SNMP MIB Il hd&®reef er ence=100.

* Routes learned from OSPF have a defauRradf er ence=10. Modify the default in
Ethernet > Mod Config > Route Pref.

* Routes learned from RIP have a defaulPoéf er ence=100. Modify the default in
Ethernet > Mod Config > Route Pref.

e A statically configured IP Route or Connection profile has a default of
Pr ef er ence=100. Modify the default in the Connection or IP Route profile.

When choosing which routes should be put in the routing table, the router first compares the
Preference values, preferring the lowest number. If the Preference values are equal, the router
compares the Metric field and uses the route with the lowest Metric.

If multiple routes exist for a given address and subnet mask pair, the route with the lowest
Preference is best. If two routes have the same Preference, then the lower Metric is better. The
best route by these criteria is that actually used by the router. The others remain latent, or
hidden, in case the best route is removed.

To assign a WAN link the same preference as a route learned from OSPF:
1 Open Connections > IP Options.
2 Specify a Preference value of 10 (the default value for OSPF routes). For example:

Et her net
Connecti ons
40- 101 Cprofilel
IP options...

LAN Adrs=10.9.8.10/22
WAN Alias=0.0.0.0
IF Adrs=0.0.0.0
Preference=10
Metric=5
DownPreference=
DownMetric=

3 Closethe Connection profile.

On Ethernet, the route preferences also include A SE-type and A SE-tag information for routes
learned from RIP. These values affect al RIP information learned across the Ethernet. To
change the route preferences on Ethernet:

1 Open Ethernet > Mod Config > Route Pref.

2 Modify the parameters to adjust Preference values. For example, the following profile
assigns static routes the same Preference val ue as those learned from OSPF:

Ethernet
Mod Config
Route Pref...
Static Preference=10
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Ri p Preference=100
Ri p Queue Dept h=50

3 Closethe Ethernet profile.

MD?5 cryptographic authentication

Support for OSPF on MAX 6000 and MAX 3000 units includes the MD5 cryptographic
authentication method. Verify the settings specified to support the MD5 authentication type.
The MAX can validate OSPF packet exchanges using MD5 encryption and an authentication
key of as many as 16 characters. The authentication key value in the KeyID field is a number
from 0 to 255. The authentication key in aMD5 Key field can have as many as 16 characters.
Table 7-12 summarizes the MD5 cryptographic parameters.

Table 7-12. MD5 Cryptographic parameters

Parameter Description

MD5 Key Specifies an authentication key (a password) used to allow OSPF
routing. MD5 Key is a number from 0 to 255 inserted into the
OSPF packet header. OSPF routers use MD5 Key to allow or
exclude packets from an area. The default valueis 0. The key can
contain as many as 16 characters.

KeylD Specifies an authentication key (a password) used to allow OSPF
routing. KeylD is anumber from 0 to 255 inserted into the OSPF
packet header. OSPF routers use Keyld to allow or exclude packets
from an area. The default valueis 0.

AuthType Specifies the type of authentication in use for validating OSPF
packet exchanges: Si npl e (the default) or None. Simple authen-
tication is designed to prevent configuration errors from affecting
the OSPF routing database. It is not designed for firewall protec-
tion.

Enabling Finger support

Configure the MAX to respond to Finger requests, as specified in RFC 1288, The Finger User
I nformation Protocol.

To enable the MAX to respond to Finger requests:
1 Open the Ethernet > Mod Config.

2  Set Fingerto Yes.
3 Exit and save the changes.
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Understanding the AppleTalk-routing environment

As another example, Smith Company adds AppleTalk devices to the network and sets up an
AppleTalk-routed environment, illustrated in Figure 7-2. All sites support IP routing and
AppleTalk routing or bridging. Twelve dial-in analog circuits are available for employees to
dial in to the corporate office while traveling. The remote sites and dial-in users access the
Internet by way of the corporate office.

For the company’s IP-routed environment, the corporate site belongs to the 10.10.10.0
network. The remote sites share subnetted segments of the 20.20.20.0 network. The corporate
site maintains a 128 kbps link to the Internet and also reserves 12 connections available for
employees to dial into while traveling. The MAX dynamically assigns up to 10 dial-in users

with IP addresses from a pool that begins with the address 207.107.84.40.

Four zones are created for the company’s AppleTalk-routed environment: Corporate, Site A,
SiteB, and SiteC. The units share Ethernet segments as follows:

« Devices that share the Ethernet segment with the MAX unit belongs to network 100-150.
« Devices that share the Ethernet segment with the Site A Pipeline belong to network

200-210.

« Devices that share the Ethernet segment with the Site B Pipeline belong to network
300-300.

« Devices that share the Ethernet segment with the Site C Pipeline belong to network
700-700.
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Figure 7-2. Example AppleTalk-routed environment

Site A

Internet connection
Primary DNS—30.30.30.1
Secondary DNS—40.40.40.1

Network—20.20.20.0 to 63
Subnet mask—255.255.255.192
AppleTalk network—200-210
Zone list—Corporate, SiteA,
SiteB, SiteC

T1

Site B

g—s BRI

Site B

Network—20.20.20.64 to 158
Subnet mask—255.255.255.192
AppleTalk network—300-300
Zone list—Corporate, SiteA,
SiteB, SiteC

Corporate site
Network—10.10.10.0

Subnet mask—255.255.255.0
AppleTalk network—100-150
Zone list—Corporate, SiteA,
SiteB, SiteC

Site C
Network—20.20.20.160 to 191
Subnet mask—255.255.255.192
AppleTalk network—700-700
Zone list—Corporate, SiteA, SiteB,
Telecommuters SiteC
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You can manage the Packet Assembler/Disassembler (PAD), X.25 and Frame Relay functions
on the MAX unit through the unit’s terminal-server CLI. You can verify the settings of support
PAD through the VT100 interface’s Ethernet menu.

Administering X.25

X.25 is an international ITU-T protocol that enables users to transmit information over a
packet-switched network. It allows remote devices to communicate with one another across
high-speed digital links without the expense of individual nailed-up lines. The X.25 protocol
handles both high-volume data transfers and interactive use of host machines. As a full-duplex,
connection-oriented protocol, X.25 uses Virtual Circuits (VCs) and provides services such as
multiplexing, in-sequence delivery, transfer of addressing information, segmenting and
reassembly, flow control, transfer of expedited data, error control, reset, and restart. Allocation
of logical channels can be either static (using a Permanent Virtual Connection, or PVC) or
dynamic (using a Switched Virtual Connection, or SVC).

X.25 uses the first three layers of the OSI model. The Physical layer implements several
standards, such as V.35, RS-232 and X.21bis. The Data Link layer uses an implementation of
Link Access Procedure, Balanced (LAPB) and provides an error-free link between two
connected devices. The Network Layer uses the Packet Layer Protocol (PLP). PLP is primarily
concerned with network-routing functions and the multiplexing of simultaneous logical
connections over a single physical connection. X.25 exchanges packets between local Data
Terminal Equipment (DTE) and remote Data Circuit-Terminating Equipment (DCE).

Internet Protocol over X.25 is a method of transporting IP packets on X.25 facilities when the
circuit is established as an end-to-end X.25 connection. X.25/Transaction Processing Protocol
for Point-of-Service (X.25/T3POS) is a character-oriented, frame-formatted protocol designed
for an X.25 packet-switched network. The protocol provides reliable and efficient data
transactions between a host device and Data Terminal Equipment (DTE). The DTE is usually a
client device communicating through an asynchronous port, while the host is a mainframe
communicating by means of an X.25 packet network. The MAX converts data arriving from
the DTE to a format capable of being transmitted over a packet network. In addition,
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X.25/T3POS enables you to send data over the ISDN D channel while continuing to send
traffic over both B channels.

Displaying information about X.25

To display information about X.25 frame and packet layers, enter the Show X25 command.
For example:

ascend% show x25

Franme State Byt esln Byt esCQut
1 Li nkUp 15 45

Packet State Byt esln Byt esQut
1 Ready 0 0

The output includes the following fields:

Fied Description
Frame Frame layer.
Packet Packet layer.
State State of the connection at that layer.

For the frame layer, the following states can occur:

e« SABMsent —The MAX has sent an Set Asynchronous Balanced
Mode (SABM) message to establish the operating mode as Link
Access Balanced Protocol (LABP), and the transmitter is waiting
for a an Unnumbered Acknowledge response (UA).

« DI SCSent —The MAX sends a DISC message to disconnect the
frame level, and the transmitter is waiting for a UA.

FRMRSent —The MAX sends an FRMR message, indicating that
the MAX received a malformed frame, and the sender is waiting
for a SABM message.

e Li nkUp—The link is up and sending | frames and S frames.

« Di sconnect ed—The MAX requests a disconnect, and the
sender is waiting for a SABM message.

For the packet layer, the following states can occur:

« Ready—The packet layer is ready to send and receive data.
« DTERest art —The DTE issues a Restart Request.

« DCERest art —The DCE issues a Restart Request.

e Bot hRest art —The MAX sends Restart Requests to both the
DTE and the DCE.

* I nitState—Indicates the initial state of a call.
Byt esln Number of bytes the MAX receives from the remote node.
Byt esQut Number of bytes the MAX transmits to the remote node.

8-2
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X.25 clear cause codes
Table 8-1 shows hexadecimal X.25 clear cause codes.
Table 8-1. Clear cause codes
Hex Cause code
value
01 Number busy
03 Invalid facility request
05 Network congestion
09 Out of order
0B Access barred
0D Not obtainable
11 Remote procedure error
13 Local procedure error
15 RPOA out of order
19 Reverse charging acceptance not subscribed
21 Incompatible destination
29 Fast select acceptance not subscribed
39 Ship absent
Cc1 Gateway-detected procedure error
C3 Gateway congestion
X.25 diagnostic field values
Table 8-2 shows X.25 diagnostics.
Table 8-2. X.25 diagnostic field values
Hex Dec Diagnostic
value value
0 0 No additional information
1 1 Invalid P(S)
2 2 Invalid P(R)
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Table 8-2. X.25 diagnostic field values (continued)

Hex Dec Diagnostic

value value

10 16 Packet typeinvalid

11 17 State rl

12 18 State r2

13 19 State r3

14 20 State pl

15 21 State p2

16 22 State p3

17 23 State p4

18 24 State p5

19 25 State p6

1A 26 State p7

1B 27 State d1

1C 28 State d2

1D 29 State d3

20 32 Packet not allowed

21 33 Unidentifiable packet

22 34 Call onone-way LC

23 35 Invalid packet typeonaPVC
25 37 Reject not subscribed to

26 38 Packet too short

27 39 Packet too long

29 41 Restart packet with non-zero LC
2B 43 Unauthorized interrupt confirmation
2C 44 Unauthorized interrupt

2D 45 Unauthorized reject

30 48 Timer expired

84
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Table 8-2. X.25 diagnostic field values (continued)

Hex Dec Diagnostic

value value

31 49 Incoming call (or DTE timer expired for call request)

32 50 Clear indication (or DTE timer expired or retransmis-
sion count surpassed for clear request)

33 51 Reset indication (or DTE timer expired or retransmis-
sion count surpassed for reset request)

34 52 Rstart indication (or DTE timer expired or retransmis-
sion count surpassed for restart request)

40 64 Call setup, call clearing, or registration problem

41 65 Facility/registration code not allowed

42 66 Facility parameter not allowed

43 67 Invalid called address

44 68 Invalid calling address

45 69 Invalid facility/registration length

46 70 Incoming call barred

47 71 No logical channel available

48 72 Call collision

49 73 Duplicate facility requested

4A 74 Nonzero address length

4B 75 Nonzero facility length

4C 76 Facility not provided when expected

Administering PAD

A Packet Assembler/Disassembler (PAD) is an asynchronous terminal concentrator that
enables several terminals (or other asynchronous devices) to share a single network line. In an
X.25/PAD configuration, PAD-generated packets are transported using the X.25 protocol. The
PAD assembles data from terminals into packets for transmission to an X.25 network and
disassembles incoming packets from the network into a separate data stream for each terminal.
In addition to this multiplexing function, the PAD also provides a nearly error-free connection.

The MAX unit's X.25/PAD implementation allows users to access a public or private
packet-switched network over anailed-up ISDN connection. When a user calls X.25/PAD

MAX Administration Guide
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through a modem, the terminal server performs the authentication using alocal Connection
Profile or aRADIUS user profile.

Displaying information about PAD sessions

To display information about PAD sessions, enter the Show PAD commands. For example:
ascend% show pad

Por t State LCN BPS User Cal | ed Addr.
1 connect ed 0 9600 pl at o 419342855555
2 connect ed 0 9600 irnma

The output includes the following fields:

Fidd Description
Por t Port for the X.25 connection.
State State of the connection, which can be one of the following:

| dl e—The PAD is open, but no call has been issued.
Cal | i ng—A call has been issued and is awaiting acceptance.
Connect ed—The call is connected and in session.

Ol ear i ng—A Clear command has been issued and the transmitter is
awaiting a clear confirmation.

LCN Logical Channel Number for a PVC. An LCN of 0 means the circuit is
not a PVC (but is a switched virtual circuit).

BPS Data rate of the connection in bits per second.
User Connection profile name of the caller.
Cal l ed Add X.121 address of the remote node.

Verifying PAD-related settings

Verify PAD-specific settings in the Connection profile’s Encaps Options or in the Ethernet
menu’s T3POS options in order to assure that the MAX performs PAD functions correctly. For
more information, refer to thidetwork Configuration Guide for your unit. Table 8-3

summarizes PAD-specific parameters.

Table 8-3. PAD-specific parameters

Parameter Description

T3POS T1 Specifies the Char-to-Char timer. This timer indicates the maxi-
mum amount of time permitted between characters sent from the
DTE to the PAD.

8-6 MAX Administration Guide



Administering PAD, X.25, and Frame Relay

Administering PAD
Table 8-3. PAD-specific parameters (continued)
Parameter Description
T3POS T2 Specifies the Syn-to-Syn timer. This timer applies to opening

framesin Local or Bin-Local mode. Normally, the PAD sends Syn
signalstothe DTE at theinterval specified by the T2 timer to indi-
catethat anidlelink is still alive. However, if the DTE sendsa Syn
signal to the PAD before the PAD sends oneto the DTE, the T2
timer specifiesthe period of timethe PAD expects Syn signalsfrom
the DTE. If the PAD does not receive two Syn signals with the
interval specified by the T2 timer, it triesto restorethelink. The T2
timer only appliesto the opening frame and to Local or Bin-Local
mode.

T3POST3 Specifies the ENQ handling timer. This timer indicates the amount
of time the PAD waits for an ENQ from the host. Thisis not appli-
cable when you set the ENQ Handling parameter to Off.

T3POS T4 Specifies the Response Timer. This timer indicates the amount of
time the PAD waits for a Syn from the DTE while the PAS is wait-
ing for aresponse from the DTE. The Syn signal indicates that the
response from the DTE is being delayed and also indicates that the
link is still aive.

T3POST5 Specifiesthe Data Link Escape (DLE), End of Transmission (EOT)
timer. Thistimer indicates the maximum idle-time the PAD allows
for aT3POS call (thisissimilar to the VC inactivity timer in the
X25/PAD). The T5 timer applies only to transparent and blind
mode only; it isdisabled in both Local mode and Bin-Local mode.
The T5 timer may apply even if the default modes for both the host-
and DTE-initiated callsare Loca or Bin-Local. Thisis because the
mode can be changed through an opening frame, in which case this
parameter applies. The T5 timer applies only to transparent and
blind mode; it is disabled in both Local mode and Bin-Local mode.

T3POST6 Specifiesthe Frame Arrival timeout. This timers indicates the max-
imum amount of time allowed between the time a dial-up connec-
tionis established and the first character of an opening frameis
received.

Understanding PAD service signals

The PAD transmits PAD service signalsto the terminal server to acknowledge PAD commands
and to inform the user about the internal state of the PAD. The terminal-server user can
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suppress the reception of PAD service signals by setting PAD parameter #6 to 0 (zero).
Table 8-4 lists the PAD service signal messages.

Table 8-4. PAD service signal messages

Service signal Description

RESET DTE The remote DTE has reset the virtual circuit.

RESET Err A reset has occurred because of alocal procedure error.
RESET NC A reset has occurred because of network congestion.

com A call has been connected.

PAD | D Precedes a string that identifies the PAD.

ERROR The terminal-server user used faulty syntax when entering an

X.25/PAD command.

CLR A virtud circuit has been cleared.

ENGAGED A response to the Stat command, indicates that a virtual call is up.
FREE A response to the Stat command, indicates that a virtual call is cleared.
PAR A response to the Set? command.

Administering Frame Relay

Frame Relay isaWAN architecture originally developed for ISDN lines. A Frame Relay
network provides high throughput by handing monitoring functionsto higher-level protocols.
It isavery efficient standard, with a bandwidth of up to 2 Mbps. Frame Relay isideal for
situations in which periods of very high traffic are interspersed with idle periods. It is protocol
independent, and performs routing over Virtual Circuits (VCs) called Data Link Connection
Indicators (DLCIs). A datalink isthe link interface to a Frame Relay device. The datalink
refersto specific nailed-up bandwidth on the MAX unit and defines the operations and
link-management functions that the unit performs on the interface.

A Frame Relay network is one in which every access point connects directly to a Frame Relay
switch. Depending on how a device, such asthe MAX, isintegrated into the Frame Relay
network, it can operate as a Frame Relay terminating unit (Customer Premises Equipment or
CPE) or as aFrame Relay switch. A CPE is the source or destination of data using the Frame
Relay service. For example, aMAX can be the source and destination of the data stream from
its PPP callers. When aMAX is configured with a User-to-Network interface (UNI) to Frame
Relay, it acts as the user side data terminal equipment (UNI-DTE) communicating with the
network side data communications equipment (UNI-DCE) of a switch.

A network-side device connects the CPE device to a Frame Relay network. For example, a
MAX can receive Frame Relay encapsulated frames from a CPE and forward them on to
another Frame Relay switch. When it is configured with a UNI-DCE interface, the MAX acts
as the network side (UNI-DCE) communicating with the user side (UNI-DTE) of a Frame
Relay device.

8-8
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A Frame Relay concentrator concentrates many low-speed, dial-in connections into one
high-speed, nailed-up connection to a Frame Relay switch. AsaFrame Relay concentrator, the
MAX forwards many lower-speed PPP connections onto one or more high-speed Frame Relay
interfaces.

A Frame Relay switch sends Frame Relay data out to the Frame Relay network. As a Frame
Relay switch, the MAX receives frames on one interface and transmits them on another
interface. The decision to forward frames onto the Frame Relay interface is made at OSl| layer
2. The MAX router software is not involved. To usethe MAX as a switch, you must configure
acircuit that pairs two Frame Relay interfaces. Instead of going to the Layer 3 router for a
decision on which interface to forward the frames, the MAX relies on the circuit configuration
to relay the frames received on one interface to its paired interface. A circuit is defined in two
Connection or RADIUS profiles.

Using the Set commands to configure Frame Relay

Use Set FR commandsto dial and hang up the Frame Relay datalink and to remove the
RADIUS Frame Relay datalink profile. With this command, you bring down the nailed
connection specified in the named Frame Relay profile and the unit reestablishes the
connection within afew seconds. The Set Circuit commands let you activate or deactivate a
Frame Relay circuit.

Use the Set commands summarized in Table 8-5 to administer Frame Relay on the MAX unit.

Table 8-5. Set commands

Command Description

set all Displays current settings.

set term Setstelnet/rlogin terminal type.

set password Enables dynamic password serving (or password mode).
set fr do [nane] Do dia on the FR datalink.

set fr hangup [ nane] Do hangup on the FR datalink.

set fr renove [ nane] Remove the RADIUS FR datalink.

set circuit active [nane] Set the Frame Relay circuit to active.

set circuit inactive [name] | SettheFrameRelay circuit to inactive.
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MAX unit configurations control which classes of events will generate traps to be sent to an
SNMP manager, and which managers have SNM P access to the unit. A configuration includes
community strings to prevent unauthorized access. This chapter shows you how to set up the
unit to work with SNMP.You can establish SNMP access security, use the SNMPv3
User-based Security Model (USM), set SNMP traps, use OSPF-related SNMP traps, and
interpret Alarm/Error and Security events.

For complete information about each SNMP, SNMPv3, or OSPF-related parameter, see the
MAX Reference.

Establishing SNMP access security

The MAX unit can support SNMPv1 and SNMPv3 on a TCP/IP network. An SNMP
management station that uses the Ascend Enterprise MIB can query the MAX, set some
parameters, sound alarms when certain conditions appear in the MAX, and so forth. An SNMP
manager must be running on a host on the local 1P network, and the MAX must be ableto find
that host, through either a static route or RIP.

The MAX supports the Ascend Enterprise MIB, MIB |1, and some ancillary SNMP features.
The MAX can send management information to an SNM P manager without being polled.
SNMP security uses acommunity hame sent with each request. The MAX supports two
community names, one with read-only access, and the other with read/write access to the MIB.

SNMP has its own password security, which you should set up to prevent reconfiguration of
the MAX from an SNMP station.

There are two levels of SNMP security: community strings, which must be known by a
community of SNM P managers to access the box, and address security, which excludes SNMP
access unlessit isinitiated from a specified 1P address. Following are the relevant parameters
(shown with sample settings):
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Et her net
Mod Config
SNVP opti ons. ..
Read CommrLucent
R/ W Conm Enabl e=No

R/ W CommeSecr et
Security=Yes

RD Mgr1=10.0.0.1
RD Mygr2=10.0.0. 2
RD Mgr3=10.0.0. 3
RD Myr4=10.0.0.4
RD Mgr5=10.0.0.5
WR Mgr1=10.0.0. 11
WR Mgr2=10. 0. 0. 12
WR Mgr 3=10. 0. 0. 13
WR Mgr4=10.0.0. 14
WR Mgr 5=10. 0. 0. 15

Queue Dept h=0
Message Type=vl-and-v3
Security Level =none

Enabling SNMP Set commands

The R/'W Comm Enable parameter disables SNMP set commands by default. Before you use
an SNMP Set command, you must set R/W Comm Enableto Yes.

Note: Evenif you enable R/W Comm, you must still know the read-write community string
to use a Set command.

Setting community strings

The Read Comm parameter specifies the SNMP community name for read access (up to 32
characters), and the R/'W Comm parameter specifies the SNMP community name for
read/write access.

Setting up and enforcing address security

If the Security parameter is set to No (its default value), any SNMP manager that presents the
right community name will be allowed access. If you set this parameter to Yes, the MAX
checks the source IP address of the SNM P manager and allows access only to those IP
addresses listed in the RD MgrN and WR MgrN parameters, each of which specifiesup to five
host addresses.

Resetting the MAX and verifying reset

Use SNMP (sysReset object) to reset aMAX from an SNMP manager. After the Reset
command is issued, a one-minute timeout (not modifiable) permits the MAX to confirm the
reguest before the unit is reset.
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Information held in the Ascend Events Group is erased and its values are initialized when the
MAX isreset by software or by toggling the power off and on. The SNMP object

sysAbsol ut eSt art upTi ne isthetime in seconds since January 1, 1990, and is not
modified. To determine whether the MAX has actually reset, retrieve

sysAbsol ut eSt art upTi ne and compare its value against the previous poll's value for
Ascend Events Group variables.

Specifying User-based security

If the MAX unit has the Network Management option installed, specify whether the unit
supports SNMPvV1 (hereafter referred to as SNMP), SNMPv3, or both by using the Message
Type parameter. In addition, the Security Level specifies whether or not the MAX unit verifies
user’s the Security Level settings. The unit compares the Security Level field in the incoming
message to the one specified on the unit. If the Security Levels do not match, the unit sends a
report message.

For more details regarding SNMPv3, see “Using the SNMPv3 User-based Security Model” on
page 9-4.

Example of SNMP security configuration

The following procedure sets the community strings, enforces address security, and prevents
write access:

1 Open Ethernet > Mod Config > SNMP Options.

Set R/W Comm Enable tées.

Specify the Read Comm and R/W Comm parameter strings.
Set Security tires.

Specify up to five host addresses in the RD Nigarameters. Leave the WR Nigr
parameters set to zero to prevent write access.

a b~ WODN

6 Close the Ethernet profile.

Following is an example of a profile configured with the preceding procedure.

Et her net
Mod Config

SNVP opti ons. ..
Read CommeSecret-1
R/ W Comm Enabl e=Yes
R/ W CommeSecr et - 2
Security=Yes
RD Mgr1=10.0.0.1
RD Mgr2=10.0.0.2
RD Mgr3=10.0.0.3
RD Mgr4=10.0.0.4
RD Mgr5=10.0.0.5
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Queue Dept h=0
Message Type=vl-and-v3
Security Level =none

Using the SNMPv3 User-based Security Model

MAX units with the Network Management option enabled support security enhancements
based on the SNMPv3 User-based Security Model (USM), which is compliant with RFC 2574.

Verifying Network Management is installed

Verify that the Network Management option isinstalled on your MAX unit, by checking the
Sys Option status window. If the option isinstalled, the status window showsit, asin the
following example:

00-100 Sys Option

K56 Slot Card Only
Not Installed
Net Mgnt | nstalled

For complete information about using status windows, see the Hardware Installation and
Basic Configuration Guide for your unit.

Required SNMP Options profile settings

The Message Type parameter Ethernet > Mod Config > SNMP Options > Message Type
specifies the SNMP version(s) that the MAX unit's SNMP agent supports. Specify one of the
following values:

e V1-and- V3 (the default)—The SNMP agent supports both the SNMPv1 and SNMPv3
protocols.

e V1-onl y—The SNMP agent discards SNMPv3 messages.
e V3-onl y—The SNMP discards SNMPv1 messages.

The Security Level parameter specifies whether or not the MAX unit verifies user’s the
Security Level settings. The unit compares the Security Level field in the incoming message to
the one specified on the unit. If the Security Levels do not match, the unit sends a report
message. Specify one of the following settings:

« None—The MAX unit does not require a security level check for the incoming message.
None is the default.

e Aut h- Nopr i v—The MAX unit requires a Security Level afit h- nopri v in the
incoming message.

e Aut h- Pri v—The MAX unit requires a Security Level afit h- pri v in the incoming
message.
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For the MAX unit to accept SNMPv3 USM messages, you must configure the Message Type
and Security parameters (in the SNMP Options profile) to their default settings, v1- and- v3
and none, respectively. For example:

90- BOO Mod Config
SNVP Options. ..

Read Commepubli c

R/ 'W Comm Enabl e=Yes
R'W Comrewri te
Security=No

RDngr 1=0. 0. 0. 0

WR Mgr5=0.0.0.0

Queue Dept h=0

Message Type=vl-andv3
Security Level =none

Required SNMPv3 USM Users profile settings

To enable SNMPv3 USM security features, you must configure at |east one SNMPv3 USM
Users profile. Enable up to nine profiles on the MAX unit. For example:

90- BOO SNWMPv3 USM User s

90- BO1
90- B02
90- BO3
90- BO4
90- BO5
90- B0O6
90- BO7
90- BO8
90- BO9

For each SNMPv3 USM Users profile, you must specify a profile name and set the Active
parameter to Yes. You must also specify a password if the Auth Protocol parameter is set to
any setting other than none. For example:

90- BO1

Name=Bost onl
Passv\d:******

Acti ve=Yes

R/ ' W Access=No

Aut h Protocol =nd5- aut h
Priv Protocol =N A

In the preceding example, the user has specified Name and a Passwd values because the Auth
Protocol setting isnd5- aut h. Specification of aPassword isnot required if the Auth Protocol
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parameter specifiesnone. In most circumstances, accept the default settings for the other
parameters in the SNMPv3USM Users profile.

Table 9-1 summarizes the SNMPv3 USM-rel ated parameters in the SNMPv3 USM Users

profile.

Table 9-1. SNMPv3-related parameters

Parameter

Description

Active (SNMPv3 USM Users)

Activates a SNMPv3 USM user profile and makes it
available for use.

Auth Protocol

Specifies whether or not the MAX unit can authenticate
messages sent to and from the SNMP engine, on behal f
of the SNMPv3 USM user. Also, specifies the type of
authentication protocol the unit uses.

Name (SNMPv3 USM Users)

Specifies the user (in the SNMPv3 USM Users profile)
for whom the MAX unit exchanges an SNMPv3 USM

message.

Passwd (SNMPv3 USM
Users)

Specifies the user’s password (in the SNMPv3 USM
Users profile) which maps to a 16 or 20 octet key, in
compliance with RFC 2574. Passwords are case sen
tive.

2]
-

Priv Protocol

Specifies whether or not messages that are sent to
from the SNMP engine can be protected by encryptig
and the type of privacy protocol to be used.

DI

]

R/W Access

Specifies whether or not the MAX unit grants the
SNMPv3 USM user read and write access to the unit
MIB settings.

)

Using SNMP traps

A trap is amechanism for reporting system change in real time (for example, reporting an
incoming call to a serial host port). When atrap is generated by some condition, a traps-PDU
(Protocol Data Unit) is sent across the Ethernet to the SNMP manager.

Following are the parameters related to setting SNMP traps (shown with sample settings):

Et her net
SNVP Tr aps

40-901 SNWP Traps profile 1

Nanme=

Al ar meYes

Por t =Yes
Security=Yes
Comm=
Dest=10.2.3. 4
Enabl e traps...

9-6

MAX Administration Guide



Using Traps to Monitor Performance
Using SNMP traps

Understanding the SNMP trap parameters

To specify the SNMP trap profile name, set the Name parameter. Use a name of 31 or fewer
characters.

To specify the community string for communicating with the SNMP manager, set the Comm
parameter to the community name associated with the SNMP PDU.

The Alarm, Port, and Security fields specify whether the MAX traps respectively alarm events,
port events, and/or security events, and sends a trap-PDU to the SNMP manager.

The Dest field specifies the destination address for the trap-status report. If DNS or YP/NISis
supported, the Dest field can contain the hostname of a system running an SNMP manager. If
the DNS or YP/NIS is not supported, the Dest field must contain the host’s address.

Note: To turn off SNMP traps, set Dest to 0.0.0.0 and delete the value for Comm.

Configuration Change allows you to specify that the MAX unit sends an SNMP string of
information containing the date, time, and information about the user who has made a change
to the configuration of the unit. The unit also sends the security profile and security profile
name of a user who modifies the configuration or loads a different software binary code to the
MAX unit.

Example SNMP trap configuration

The following procedure creates a profile that specifies a community name, all the trap types,
and the host's IP address in the Dest parameter.

Open an SNMP Traps profile and assign it a name.

Specify the community name (for exampleicent ).

Set the trap types fées.

Specify the IP address of the host to which the trap-PDUs will be sent.
Close the SNMP Traps profile.

g A W DN P

Following is an example of a profile configured with this procedure:

Et her net
SNVP Tr aps
40-901 SNWP Traps profile 1
Name=security-traps
Al ar n¥Yes
Port =Yes
Security=Yes
CommreLucent
Dest=10.2.3. 4
Enabl e traps...
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Enable Traps profile settings

Following are the parameters related to Enable traps (shown with sample settings):
Enabl et raps. ..

Col d start=Yes

Warm st art =Yes

Li nk Down=Yes

Li nk Up=Yes

Ascend=Yes

Consol e=Yes

Use exceeded=Yes

Tel net passwor d=Yes

FR i nk up=Yes

FR |i nk down=Yes

Event overwrite=Yes

Radi us change=Yes

Mul ti cast nonitor=Yes

Lan ModenrYes

Power suppl y=No

SNMP aut henti cati on=Yes
Confi guration change=Yes
Cl ock drifted=Yes

Suspect access resource=Yes
Call Log Dropped Pkt=Yes
Call Log Server Change=Yes
VO P Gat ekeeper Change=Yes

WAN Li ne State Change=Yes

Wat chdog=No

Table 9-2 summarizes the parameters that ensure you can use SNMP traps.

Table 9-2. Trap-related parameters

Parameter Description

Ascend Specifies whether atrap is generated to indicate a change
of statein a host interface. All port connections are moni-
tored in a state machine and reported by this trap.

Cold Start and Warm Start Cold Start specifies whether the system generates atrap

when the MAX reinitializesitself so that the configuration
of the SNMP manager or the system itself might be
altered. Warm Start specifies whether the system gener-
ates atrap when the MAX reinitializes itself so that nei-
ther the configuration of the SNMP manager nor of the
system itself is altered.

Configuration Change

Specifies whether the MAX unit can send a string of
information containing the date and time of any change. It
also sendsthe security profile and security profile name of
auser who modifies the configuration or loads a new
image to the unit.

9-8
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Table 9-2. Trap-related parameters (continued)

Parameter

Description

Console

Specifies whether the MAX unit sends the console’s IR
address to the SNMP manager in the Console State
Changed trap. The Console State Change trap carries
information displayed in the following example:

1999-07-02 12: 07: 26 eng-fast-4.ascend.com
[192.168. 25.4] enterprises.529:

Enterprise Specific Trap (12)Uptine: 0: 16: 43
enterprises.b529.8.2.1.1.2=2
enterprises.529.12. 2. 1. 4. 2=| pAddr ess: 10. 40. 40
. 133

the

Event Overwrite

Specifies whether the system generates a trap when
event has overwritten an unread event. This trap is se
only for systems that support the Ascend accounting M

anew
nt
IB.

FR Link Up and FR Link
Down

FR Link Down specifies whether a trap is sent whenev:

DLCI ends. FR Link Up specifies whether a trap is semt

whenever a DLCI is initiated.

era

LAN Modem

Specifies whether the system generates a trap when
ital modem is moved to the suspect list.

a dig-

Link Up and Link Down

Link Up specifies whether the system generates a trg
when the communication link between the unit and the
SNMP manager is reestablished. Link Down specifies
whether the system generates a trap when a failure og
in a communication link between the unit and the SNN
manager.

curs
1P

Multicast Monitor

Specifies whether the system generates a trap when
cast heartbeat monitoring is configured and the system
not receive the specified number of heartbeat packets
multicast interface.

multi-
did
on a

Power Supply

Specifies whether or not the unit generates a trap whe
power is introduced or interrupted.

2n the

RADIUS Change

Specifies whether the system generates a trap when
RADIUS server is being accessed. The trap returns th
objectID and IP address of the new server.

a new

)

SNMP Authentication

Specifies whether the system generates a trap when
authentication failure occurs.

an

Suspect Access Resource

Specifies whether the system generates a trap wh
card resource is moved to the suspect list.

en a slot
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Table 9-2. Trap-related parameters (continued)

Parameter Description

Telnet Password Specifieswhether al failed Telnet login attempts generate
atrap.

Use Exceeded Specifies whether the system generates a trap when a

specific port has exceeded the number of DSO minutes
allocated to it or when the system DSO0 usage has been
exceeded.

Using OSPF-related SNMP traps

MAX units support OSPF-related SNMP traps defined in RFC 1850 (rfc1850.mib), which
replaces RFC 1253 (rfc1253.mb).

RFC 1850 defines MIB object ospf Set Tr ap, for enabling trap events, as follows:
i so.org.dod.internet.ngnt. m b-2.
ospf . ospf Trap. ospf TrapContr ol . ospf Set Tr ap

This object defaults initially to the octet string {"\0x0’,’0x0’,’0x0’,’0x0’ } (or the
hex value 00), which disables all trap events. NVRAM stores the val ue of this object.

SNMP Trap profile settings

The OSPF parameter, in the SNMP Trap profile, enables OSPF traps. Verify that OSPF is
active (OSPF=Yeg in the SNMP trap profile, asit isin the following example:

90-801 trap-profile

Name=trap-profile
Alarm=No
Port=No
Security=No
OSPF=Yes
Comms=
Dest=0.0.0.0
Enable traps...

Note: Withthe Yes setting, the MAX unit generates traps that have been enabled in
Ethernet > SNMP Traps > any profile > Enable Traps. When you set OSPF to No, the MAX
unit does not generate any OSPF traps regardless of any individual OSPF trap settings in
Enable Traps.

Mod Config settings

The MAX # ASE LSA parameter, in the Mod Config profile, specifies the number of
Link-State Advertisements (LSAS) the MAX unit stores before going into a state of database
overload. When the unit reaches a database overload, it does not accept new entries and
discards self-originated entries. The default setting is 0, asin the following example:

9-10
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90- 900 Mvd Config

OSPF

gl obal options...

>Enabl e ASBR=Yes
MAX # ASE LSA=0

Enable Traps profile settings

Specify that the MAX unit generates up to 15 types of OPSF event-related traps. For example:

Enabl e traps. ..
>OSPF | f Confi gError=No

OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF
OSPF

I f AuthFail ure=No

I f RxBadPacket =No
TxRet ransni t =No

Nbr St at eChange=No
rt1f ConfigError=No
rtif AuthFail ure=No
rtif StateChange=No
rt1f RxBadPacket=No
rtIf TxRetransnit=No
rt Nor StateChnge=No
Ori gi nat eLsa=No
MaxAgeLsa=No
LsdbOver fl ow=No
LsdbAppr chngOvr f | w=No

<<

Keep in mind that the OSPF parameter, in the SNMP Traps profile, must be set to Yes if unit
isto generate traps that have been enabled the Enable traps profile. If you set OSPF to No, the
MAX unit does not generate any OSPF traps regardless of any individual OSPF trap settingsin
the Enable Traps profile.

Administering virtual interfaces

Use the OSPF Traps parameters summarized in Table 9-3 to monitor activity between the
MAX unit’s virtual interfaces and routers.

Table 9-3. Virtual interface-related OSPF traps

Trap

Description

OSPF Virtlf AuthFailure Specifies whether the MAX unit generates an OSPF Virtlf

AuthFailure trap when the unit receives a packet on a|vir-
tual interface from a router whose authentication key ¢
authentication type conflicts with the MAX unit’s authen-
tication key or authentication type.

=

OSPF Virtlf ConfigError Specifies whether the MAX unit generates an OSPF Virtlf

ConfigError trap when the unit receives a packet on a|vir-
tual interface from a router whose configuration parame-
ters conflict with the MAX unit's configuration
parameters.

MAX Administration Guide
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Table 9-3. Virtual interface-related OSPF traps (continued)

Trap

Description

OSPF Virtlf StateChange

Specifies whether the MAX unit generates an OSPF|Virtlf

StateChange trap when the unit detects a change in t
state of an OSPF virtual interface.

he

OSPF Virtlf RxBadPacket

Specifies whether the MAX unit generates an OSPF
RxBadPacket trap when the unit receives, on a virtua
interface, an OSPF packet that cannot be parsed.

\Virtlf
|

OSPF Virtlf TxRetransmit

Specifies whether the MAX unit generates an OSPF

TxRetransmit trap when the unit retransmits an OSPF

packet on a virtual interface.

Virtlf

OSPF VirtNbr StateChnge

Specifies whether the MAX unit generates an OSPH Virt-
Nbr StateChnge trap when there has been a change in the

state of an OSPF virtual neighbor.

Administering nonvirtual interfaces

Use the OSPF Trap parameters summarized in Table 9-4 to administer the MAX unit's

nonvirtual interfaces.

Table 9-4. Nonvirtual interface-related OSPF traps

Parameter

Description

OSPF If AuthFailure

Sends the OSPF If AuthFailure trap when the MAX unit

receives a packet on a nonvirtual interface from a rou
whose authentication key or authentication type confl
with this router’s authentication key or authentication

type.

OSPF If ConfigError

Sends the OSPF If ConfigError trap when a nonvirty
interface receives a packet from a router whose confi

ration parameters conflicts with this router’s configura-

tion parameters.

ter
cts

al

OSPF If RxBadPacket

Sends the OSPF If RxBadPacket trap when the MA
unit receives an OSPF packet on a nonvirtual interfag
that cannot be parsed.

OSPF If StateChange

Sends the OSPF If StateChange trap when there h
a change in the state of a nonvirtual OSPF interface.

as been

OSPF Nbr StateChange

Sends the OSPF Nbr StateChange trap when ther,
been a change in the state of a nonvirtual OSPF neig

e has
hbor.

OSPF TxRetrans

Sends the OSPF TxRetransmit trap when the MAX

retransmits an OSPF packet on a nonvirtual interface.

unit

9-12
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Administering Link-State Advertisements

Use the OSPF Traps parameters summarized in Table 9-5 to monitor Link-State Advertisement

LSA activity.

Table 9-5. LSA-related OSPF Traps parameters

Parameter Description

OSPF Originatelsa Specifies whether the MAX unit generates a trap that
indicates the number of new L SAsthat have been origi-
nated.

OSPF LsdbA pprchngOvrflw Specifies whether or not the MAX unit generates the

OSPF LsdbA pprchngOvrflw trap when the number of
LSAs in the router’s link-state database has exceeded
ninety percent obspf Ext LsdbLim t.

OSPF LsdbOverflow

3%

Specifies whether or not the MAX unit generates thg
OSPF LsdbOverflow trap when the number of LSAS i
the router’s link-state database has exceedgd Ex-

t LsdbLi m t . You specify the number of LSAs the

MAX unit stores before going into a state of database
overload by using the MAX # ASE LSA parameter in the
Mod Config profile.

=)

OSPF MaxAgeLsa

Specifies whether or not the MAX unit generates th
OSPF MaxAgelsa trap when the age of one of the L$As
in the router’s link-state database reaches the MaxAge
value.

1%

Matching an OSPF trap to an SNMP trap ID in RFC 1850

MAX units support OSPF traps defined in RFC 1850 (rfc1850.mib), which replaces RFC 1253
(rfc1253.mb). RFC 1850 defines MIB object ospf Set Tr ap, for enabling trap events, as
follows: i so. org. dod. i nternet. nmgnt. m b- 2.

ospf. ospf Trap. ospf TrapCont r ol . ospf Set Tr ap

This object defaults initially to the octet string {"\0x0’,’0x0’,’0x0’,’0x0’ } (or the
hex value 00), which disables all trap events. NVRAM stores the va ue of this object.

The Enable Traps profile includes the following OSPF traps:

OSPF trap

OSPF If ConfigError
OSPF If AuthFailure
OSPF If StateChange
OSPF If RxBadPacket
OSPF TxRetransmit
OSPF Nbr StateChange

SNMP Trap ID in RFC 1850
ospfTraps 4
ospfTraps 6
ospfTraps 16
ospfTraps 8
ospfTraps 10
ospfTraps 2

MAX Administration Guide
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OSPF trap (continued) SNMP Trap ID in RFC 1850
OSPF Virtlf ConfigError ospfTraps 5
OSPF Virtlf AuthFailure ospfTraps 7
OSPF Virtlf StateChange ospfTraps 11
OSPF Virtlf RxBadPacket ospfTraps 9
OSPF Virtlf TxRetransmit ospfTraps 11
OSPF VirtNbr StateChnge ospfTraps 3
OSPF Criginatel sa ospfTraps 12
OSPF MaxAgel sa ospfTraps 13
OSPF LsdbOverflow ospfTraps 14
OSPF LsdbApprchngOvrflw ospfTraps 15

Download the most recent version of these RFCs by logging in asanonynous to
ftp.ds.internic. net.(nopasswordisrequired).

Alarm/Error and Security events

The MAX unit generates traps that relate to alarm (error) and security events. Events are not
logged on a per-VRouter basis. If you use VRouters, the servers and clients you specify in the
SNMP Options and SNMP Traps profiles must be accessible to the main VVRouter.

Alarm/Error events

Alarm events (also called error events) use trap types defined in RFC 1215 and 1315, as well
as an Ascend enterprise trap type. The MAX provides the following trap types:

Alarm event Signifiesthat the MAX sending thetrap

coldStart (RFC-1215 Isreinitiaizing itself and that the configuration of the SNMP manager
trap-type 0) or the unit might be altered.

warmStart (RFC- Isreinitializing itself but neither the configuration of the SNMP man-

1215 trap-type 1) ager nor that of the unit will be altered.
linkDown (RFC-1215 Recognizes afailurein one of the communication links represented in

trap-type 2) the SNMP manager’s configuration.
linkUp (RFC-1215 Recognizes that one of the communication links represented in the
trap-type 3) SNMP manager's configuration has come up.

frDLCIStatusChange Recognizes that one of the virtual circuits (to which a DLCI number

(RFC-1315 trap-type has been assigned) has changed state. That is, the link has been either

1) created or invalidated, or has toggled between the active and inactive
states.

eventTableOverwrite Detects that a new event has overwritten an unread event. This trap is

(ascend trap-type 16)ent only for systems that support Ascend's accounting MIB. Once
sent, additional overwrites will not cause another trap to be sent until
at least one table’s worth of new events has occurred.

9-14
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Security events

Security events are used to notify users of security problems and track access to the unit from
the console. The MIB-II event authenticationError is a security event. The other security
events are Lucent-specific. The include:

Security event Signifies

authenticationFailure The MAX sending the trap is the addressee of a protocol message that
(RFC-1215 trap-type isnot properly authenticated.

4)

consoleStateChange  The consol e associated with the passed console index has changed

(ascend trap-type 12) state. To read the console’s state,@eisol eEntry from the
Ascend enterprise MIB.

portUseExceeded The serial host port's use exceeds the maximum set by the Max DSO
(ascend trap-type 13Mins Port parameter associated with the passed index (namely, the
interface number).

systemUseExceededThe serial host port’s use exceeds the maximum set by the Max DSO
(ascend trap-type 14Mins System parameter associated with the passed index (namely, the
interface number).

maxTelnetAttempts A user has failed in three consecutive attempts to log into this MAX
(ascend trap-type 15)ia Telnet.
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Sydogisnot aMAX unit status display, but an IP protocol that sends system-status messages
to a host computer, known as the Syslog host. The Log Host parameter in the Ethernet profile
specifies the Syslog host, which saves the system-status messages in alog file. The messages
are derived from two sources: the Message Log display and the Call Detail Reporting (CDR)

display.

Once you have verified that Syslog is enabled on the MAX unit, use syslog messages to
understand the performance of the unit or to gather information tunneling information that

is

included in the End-of-Call Syslog message. When a call comes to an end, use the disconnect
and progress codes to understand why a call may have disconnected unexpectedly and at what

stage the call disconnected.

Refer to the UNIX man pages about logger(1), syslog(3), syslog.conf(5), and syslogd(8) for

details of the syslog daemon.

Note: Stacked MAX units communicate with other members of the stack by using a
directed-broadcast Ethernet packet on the specified UDP port. Because directed-broadcast

packets are unlikely to cross a router, and because of the high traffic demands created by a

multilink call that spans MAX units, all members of a stack must reside on the same physical

LAN. The Syslog function requires UDP port 514.
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Verifying Syslog support

Verify that aMAX unit is configured to report eventsto a syslog host on alocal |P network.

The MAX unit sends Syslog reports through the unit's Ethernet interface. Verify three
parameter settings in the Mod Config menu’s Log profile. Table A-1 summarizes the settings
to verify and assure that the MAX supports Syslog.

Table A-1. Summary of Syslog settings

Parameter Description

Log Host Specifies the IP address of the Syslog host-a UNIX station to
which the MAX sends system logs. This parameter applies only
whenSysl og=Yes.

Verify that the MAX unit’s configuration does not specify a Syslpg
host that can only be reached by a dial-up connection. This can
cause the MAX to redial the log host for every logged action,
including hang ups.

Log Facility Specifies how the Syslog host sorts system logs. The Syslog |host
is the station to which the MAX sends system logs.

All system logs using the same setting are grouped together in the
host's file system. That is, all system logs using the LocalO fadility
are grouped together, all system logs using the Locall facility|are
grouped together, and so on.

This parameter applies only wh8gsl og=Yes.

Syslog Specifies whether or not the MAX sends warning, notice, and|Call
Detail Reporting (CDR) records from the system logs to the Sys-
log host.

Understanding Message Log status window

The Message Log status window provides a log of up to 32 of the most recent system events
since you last reset the MAX. As additional events occur, the earliest event information is
overwritten. Maintain a permanent log of MAX system events and send CDR reports to a host
that can record and process them.

Display the Message Log window for an AIM module (such as Host/6 or Host/Dual) or for the
system itself. The contents of the port-specific message log and the contents of the system
message log do not overlap. That is, an event described in the system message log is not
displayed in the message log specific to an AIM port.

Each message log displays up to 32 of the most recent system events the MAX has recorded.
When you select the Message Log option, the most recent message appears.

The message logs update dynamically. Press the Up-Arrow key to display the previous entry.
Press the Down Arrow key to display the next entry.
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To display the Message Log window, tab to a status window, then use the arrow keys to access
the Host/Dual > PortN Stat > Messages window.

Usethe arrow key to scroll up (previous messages) or down (later ones). The Delete key clears
all the messages in the log. The message log window is organized as follows:

e The first line shows the menu number and the time the most recently logged event
occurred.

« The second line identifies the log entry number (M00-M31) and, if applicable, the line and
channel on which the event occurred.
e The third line contains the text of the message. For example:
Cal | Ter nmi nat ed means an active call disconnected normally.
LAN sessi on up means that an incoming connection has been established.
No Connecti on means the remote device did not answer the call.

« The fourth line contains a message qualifier, such as a name or phone number that
qualifies the message displayed.

Understanding Level 4 and Level 6 messages

The data for Level 4 (warning) and Level 6 Syslog messages are derived from the Message
Log displays. Level 4 and Level 6 messages are presented in the following format:

ASCEND: slot-n port-n | line-n, channel-n, text-1
ASCEND: slot-n port-n | line-n, channel-n, text-2

The device address (slot, port or line, and channel) is followed by two lines of text, which are
displayed on lines 3 and 4 of the Message Log window. The device address is suppressed when
it is not applicable or is unknown.

The line represented by text-2 specifies the system name and IP address or MAC address of the
remote end of a session for the LAN Session Up and LAN Session Down messages in the line
represented by text-1. Table A-2 describes the fields of the in the Level 4 and Level syslog
messages.

Table A-2. Level 4 and Level 6 syslog messages

Field Description

slot-n The module's slot number.

port-n The serial port.

channel - n The channel.

text-1 Line 3 of the Message Log (System) display.

text-2 Line 4 of the Message Log (System) display which spegi-
fies the system name and IP address or MAC address af the
remote end of a session for the LAN Session Up and LAN
Session Down messages in the line represented by text-1
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Understanding Level 5 messages

Thedatafor Level 5 (notice) Syslog messagesis derived from the Call Detail Reporting (CDR)
display, lines 3 and 4. The CDR database provides information about each call, including date,
time, duration, called number, calling number, call direction, service type, and associated
inverse multiplexing session and port. Because the network carrier charges for bandwidth on
an as-used basis, and bills each connection in an inverse-multiplexed call as a separate charge,
use CDR to understand and manage bandwidth usage and the cost of each inverse-multiplexed
session. Because the date, type, and name of syslog messages are added by the Syslog host, the
MAX does not include that data in its message format. Here are three examples of Syslog
entries, including the entries sent by the Syslog host:

Feb 24 11:15:02 irmasnmax ASCEND: slot O port O, line 1, channel 1, \
No Connecti on

Feb 24 10:16:00 irnasnmax ASCEND: slot 4 port 1, Call Terni nated

Feb 24 10:16:55 irnasmax ASCEND: slot 4 port 1, Qutgoing Call, 123
In the preceding example, the Syslog displays three messages regarding a unit named

i rmasmax. Thebackslash (\ ) indicates that the first log entry continues to the following
line.

Level 5 messages are presented in the following format:
ASCEND: cal | -event -1 D event -description slot-N port-N data-svcK phone-N

Table A-3 describes the output of Level 5 Syslog messages.

Table A-3. Level 5 Syslog messages

Field Description

call-event-1D Specifies the event ID in the CDR display.

event-description Describes the Call Detail Reporting (CDR) event.

slot N-port-N Indicates the (Ascend Inverse Multiplexing) AIM port, which |is

suppressed when it is not applicable or is unknown.

data-svcK Indicates the data service in use.

phone-N Indicates the phone number.

Gathering tunneling information

In an End-Of-Call Syslog message, the tunneling clause specified by Tunn provides tunnel
information for Ascend Tunneling Management Protocol (ATMP), Layer2 Tunneling Protocol
(L2TP), and Point-to-Point Tunneling Protocol (PPTP) calls. The message can include a
combination of the following three items of information:

e Client endpoint
e Server endpoint
e Group ID
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All tunneling protocols currently support the client and server endpoints, but only ATMP
supports the group ID. For tunnel protocols other than TCP-Clear, the Tunn clause now has
the following form:

Tunn=(#prot ocol # s=#server# c=#client# g=#groupl D#)

Theserver,cl i ent andgr oupl Dvaues have meanings based on the different conditions

outlined here:
Protocol Mode Type s=#Hserver# c=#client# g=#groupl D#
ATMP Foreign Agent Gateway Home Agent N/A** Home Network
address
Foreign Agent Router Home Agent N/A** N/A**
address
Home Agent Gateway N/A** Foreign Agent address Home Network
Home Agent Router N/A** Foreign Agent address N/A**
Foreign Agent Gateway Home Agent N/A** Home Network
+ Home Agent address *
Foreign Agent  Router Home Agent N/A** N/A
+ Home Agent address *
PPTP PAC N/A** PNS address N/A** N/A**
L2TP LAC N/A** LNS address N/A** N/A**
LNS N/A** N/A** LAC address N/A**

* The address matches the local |P address of the unit, because it is acting as both the Foreign Agent and the Home
Agent for the connection. The client and server endpoint items can be | P addresses or domain names.
** |tems that are N/A do not appear in the message.

For TCP-Clear connections, the string s = appearsin front of the server IP addressinthe Tunn
clause. Following is a sample End-Of-Call message for TCP-Clear calls:

ASCEND: shelf 1 slot 2 port 1, LAN session info: Conn=(jintest
1110965064->63230 ? 33600/ 33600 40/21) Auth=(320 0/0 85/0) Sess=(0
0/0 85/0) Chan=(1 1 1 1) Modem=(1 2 1) Tunn=(TCP s=204.253. 164. 11)
[ MBI D 1]

Call ID values

Syslog messages canincludecal | XX Thecall ID isthe session ID of thecall. Call ID isthe
same value that is displayed when you enter the Userstat command. SNMP and RADIUS
accounting both refer to Call ID. The call ID isthe same as the AN record for the same call,
with one difference. On the MAX, the call ID has arange of 1 to 65,535.

ATMP-related disconnect codes

If an Ascend Tunneling Management Protocol (ATMP) client disconnects because of an
ATMP error, ATMP disconnect codes can help you diagnose the exact cause of the problem.
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Each code can appear in a Syslog record or as the val ue of Ascend-Disconnect-Cause (195) in
a RADIUS accounting record.

The ATMP-related disconnect codes are as follows:

Number Explanation

700 Authentication of the Foreign Agent failed.

701 Tunneling is not enabled on the Home Agent.

702 The system is out of resources because too many tunnels have been
established.

703 One of the fields in the TUNNEL message contained an invalid value.

704 The tunnel number in the GRE packet is invalid or does not exist. This
error usually indicates that one side was reset.

705 The peer agent did not respond.

706 The Connection profile for the home network in gateway mode is not
active.

707 A DNS lookup of the Home Agent could not be resolved to an IP
address.

708 This code denotes a general error, and has been superseded by codes

709 through 712. Code 708 appears only if you connect to a unit
running software issued before the addition of codes 709 through 712.

709 The Home Agent is not in gateway mode.

710 The Home Agent failed to set up a route.

711 The Foreign Agent detected an idle tunnel and cleared it.
712 The Home Agent detected an idle tunnel and cleared it.

Understanding disconnect codes and progress codes

When acall disconnects, the MAX can send a message to the Syslog host that indicates why
the call disconnected and how far the call had progressed before it disconnected. The Syslog
displays the message in the following format:

call n CL OK u= usernanme c=n p=m

Where
* n specifies a disconnect code indicating why the call disconnected.

« mspecifies a progress code indicating how far the call had progressed when it
disconnected.
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Disconnect codes and their meanings

Following isalist of disconnect codes and their meanings:

Disconnect Description
code

1 Should not be applied to any completed call, although the MAX unit
records Disconnect Code 1 in accounting checkpoint records. For details
on checkpoint records, see the TAOS RADIUS Guide and Reference. In
any other caseg, if the MAX unit displays a Disconnect code 1, contact
technical support for further information.

2 Specifies an unknown disconnect, and is the default value that the MAX
unit displays for disconnects that have not been explicitly defined.

3 Call disconnected.

4 CLID authentication failed.

5 RADIUS timeout during authentication.

6 Successful authentication. MAX unit is configured to call the user back.
7 Pre-T310 Send Disc timer triggered.

9 No modem is available to accept call.

10 Modem never detected Data Carrier Detect (DCD).

11 M odem detected DCD, but modem carrier was | ost.

12 MAX failed to successfully detect modem result codes.

13 MAX failed to open a modem for outgoing call.

14 MAX failed to open amodem for outgoing call while ModenDi ag diag-
nostic command is enabled.

15 MAX unit failed to receive an OK from the modem.

16 MAX unit modem is stuck in the CSMX message queue

17 MAX unit detected that the modem’s data port failed.

18 MAX disconnected connection to modem after detecting a communica-
tion problem with modem.

20 User exited normally from the terminal server.

21 Terminal server timed out waiting for user input.

22 Forced disconnect when exiting Telnet session.

23 No IP address available when invoking PPP or SLIP command.

24 Forced disconnect when exiting raw TCP session.

25 Exceeded maximum login attempts.

26 Attempted to start a raw TCP session, but raw TCP is disabled on MAX.

27 Control-C characters received during login.

28 Terminal-server session cleared ungracefully.

29 User closed a terminal-server virtual connection normally.

30 Terminal-server virtual connect cleared ungracefully.

31 Exit from Rlogin session.

MAX Administration Guide A-7



Understanding Syslog messages
Disconnect codes and their meanings

Disconnect Description (continued)

code

32 Establishment of rlogin session failed because of bad options.

33 MAX lacks resources to process terminal-server request.

35 MP+ session cleared because no null MP packets received. A MAX
sends (and should receive) null MP packets throughout an M P+ session.

40 LCP timed out waiting for aresponse.

41 L CP negotiations failed, usually because user is configured to send pass-
words via PAP, and MAX is configured to only accept passwords via
CHAP (or vice versa).

42 PAP authentication failed.

43 CHAP authentication failed.

44 Authentication failed from remote server.

45 MAX received Terminate Request packet while LCP was in open state.

46 MAX received Close Request from upper layer, indicating graceful LCP
closure.

47 MAX cleared call because no PPP Network Core Protocols (NCPs) were

successfully negotiated. Typically, there is no agreement on the type of
routing or bridging that is supported for the session.

48 Disconnected MP session. The MAX accepted an added channel, but
cannot determine the call to which to add the new channel.

49 Disconnected MP call because no more channels can be added.

50 Telnet or raw TCP session tables full.

51 MAX has exhausted Telnet or raw TCP resources.

52 For Telnet or raw TCP session, |P addressisinvalid.

53 For Telnet or raw TCP session, MAX cannot resolve hostname.

54 For Telnet or raw TCP session, MAX received bad or missing port num-
ber.

60 For Telnet or raw TCP session, host reset.

61 For Telnet or raw TCP session, connection was refused.

62 For Telnet or raw TCP session, connection timed out.

63 For Telnet or raw TCP session, connection closed by foreign host.

64 For Telnet or raw TCP session, network unreachable.

65 For Telnet or raw TCP session, host unreachable.

66 For Telnet or raw TCP session, network admin unreachable.

67 For Telnet or raw TCP session, host admin unreachable.

68 For Telnet or raw TCP session, port unreachable.

90 For Telnet or raw TCP session, no port is available.

100 Session timed out.

101 Invalid user.

102 Callback enabled.
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Disconnect
code

103

105
106
115
120
150
151
152
160

170
180
171
180

181
185

190
195
201
210
220
230
240
241
250
251
252
253
254
255
256

257
258
260

Description (continued)

MAX disconnected call because of a validation failure on outgoing call-
back call.

Session timeout on the basis of encapsulation negotiations.
MP session timeout.

Ingtigating call no longer active.

Requested protocol is disabled or unsupported.

Disconnect requested by RADIUS server.

Call disconnected by local administrator.

Call disconnected via SNMP.

MAX disconnected V110 call because of it atimeout condition was trig-
gered.

Timeout waiting to authenticate far end.
User disconnected by executing Do Hangup from VT100 interface.
MAX unit disconnected call when the PPP interface was rel eased.

MAX unit disconnected call when user invoked the MAX unit DO
Hangup command.

Call cleared by MAX.

Signal lost from far end, typically because the far end modem was turned
off.

Resource has been quiesced.

Maximum duration time reached for call.

MAX has low memory.

MAX modem card stops working while it has calls outstanding.
MAX requires CBCP, but client does not support it.

MAX deleted Vrouter.

MAX disconnected call on the basis of LOM measurements.
MAX cleared backup call.

IPFAX call cleared normally.

IPFAX call cleared because of low available memory.

MAX detected an error for an incoming |P FAX call.

MAX detected an error for an outgoing IP FAX call.

MAX detected no available modem to support an IP FAX call.
MAX detected problem opening IP FAX session.

MAX detected a problem when performing a TCP function during an IP
FAX call.

IP FAX session cleared abnormally.
MAX detected problem when parsing telephone number for IP FAX call.
MAX detected problem when decoding IP FAX variables.
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Disconnect Description (continued)
code

261 MAX detected problem when decoding IP FAX variables.
262 MAX has no configured IP FAX server.

300 MAX detects X.25 error.

350 MAX unit detected that an MP Master Card has failed.

370 MAX unit disconnected call because DNIS was blocked.
400 MAX unit disconnected call because callback dialout failed.

420 MAX unit disconnected call because it could not find a private Route
table.

425 MAX unit disconnected call because it could not find afilter profile.

450 Bidirectional authentication failed.

Progress codes and their meanings

Following are the progress codes and their meanings:

Progress code Description

1 Not applied to any call.

2 Unknown progress.

7 Call till connecting.

10 MAX has detected and accepted call.
11 Dial Service blocked.

30 MAX has assigned modem to call.

31 Modem is awaiting DCD from far-end modem.
32 Modem is awaiting result codes from far-end modem.
40 Terminal-server session started.

41 Raw TCP session started.

42 Immediate Telnet session started.

43 Connection made to raw TCP host.
44 Connection made to Telnet host.

45 Rlogin session started.

46 Connection made with Rlogin session.
47 Terminal-server authentication started.
50 Modem outdial session started.

60 LAN sessionis up.

61 Opening LCP.

62 Opening CCP.

63 Opening IPNCP.

A-10

MAX Administration Guide



Understanding Syslog messages
Progress codes and their meanings

Progress code
64
65
66
67
68
69
70
71
72
73
74
75
76
77
80
81
82
83
84
85
Q0
91
92
93
94
100
101
102
120
121
200
201
202
203

Description (continued)

Opening BNCP.

L CP opened.

CCP opened.

IPNCP opened.

BNCP opened.

LCPin Initial state.

LCPin Starting state.

LCPin Closed state.

LCPin Stopped state.

LCPin Closing state.

LCP in Stopping state.

LCPin Reg-Sent state.

LCPin Ack-Revd state.

LCPin Ack-Sent state.

IPX NCP in Open state.

AT NCPin Open state.

BACP being opened.

BACP isnow open.

CBCP being opened.

CBCP is how open.

MAX has accepted V.110 call.

V.110 call isin Opened state.

V.110 call isin Carrier state.

V.110 call isin Reset state.

V.110 call isin Closed state.

MAX determines that call requires callback.
Authentication failed.

Remote authentication server timed out.
Frame Relay link is inactive. Negotiations are in progress.
Frame Relay link is active and has end-to-end connectivity.
Starting Authentication layer.
Authentication layer moving to opening state.
Skipping Authentication layer.
Authentication layer in opened state.
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Code combinations and their possible meanings

A MAX unit applies a Disconnect code and Progress code to each call. Combinations of
Disconnect and Progress codes might indicate similar causes. Following isapartial list of code
combinations and their possible causes:

Disconnect Progress
code

code
4

10

11

11

11

101

31

30

40

43

Possible cause

Before the call was answered, the call failed to provide a CLID
phone number that is configured on the MAX unit.

During modem training, the MAX unit waited for the Data Carrier
Detect) DCD signal from the user’s modem, but never detected the
signal. Typically, the modems had marginal line quality. Because
the MAX unit's modem has a digital connection to its local CO,
the poor line quality is between the user’s modem and its local CO.
This code combination could also be caused by a user testing the
availability of the MAX unit by dialing into the MAX unit, then
hanging up during modem training. Also, there might be an
incompatibility between the modems.

This causes of this combination are similar to calls with a Discon-
nect code 185 and a Progress code 31, but this code combination
indicates that the MAX unit's modem detected a training failure
before the phone line disconnected.

During modem training, the MAX unit's modem detected DCD
but lost the modem carrier signal. Typically, the modems had mar-
ginal line quality. Because the MAX unit’s modem has a digital
connection to its local CO, the poor line quality is between the
user’s modem and its local CO. Also, there might be an incompat-
ibility between the modems.

During an active terminal-server session, the MAX unit lost the
carrier signal from the user’'s modem. The call could have ended
normally, or the modems might have had marginal line quality.
Because the MAX unit's modem has a digital connection to its
local CO, the poor line quality is between the user’s modem and its
local CO. Also, there might be an incompatibility between the
modems.

During an active raw TCP session, the MAX unit's modem lost the
carrier signal which a modem connection requires. The call could
have ended normally, or the modems had marginal line quality.
Because the MAX unit's modem has a digital connection to its
local CO, the poor line quality is between the user’s modem and its
local CO. Also, there might be an incompatibility between the
modems.
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Disconnect Progress

code
11

11

21

24

25

27

35

40

42

42

code
60

65

40

43

40

40

60

75

65

200

Possible cause (continued)

While the session was active, the MAX unit's modem lost the car-
rier signal which a modem connection requires. Some client appli-
cations do not close PPP connections gracefully, so this
combination might be a normal end to a customer call. Also, the
modems might have had marginal line quality. Because the MAX
unit's modem has a digital connection to its local CO, the poor line
quality is between the user’s modem and its local CO. Also, there
might be an incompatibility between the modems.

Before the session was active (during PPP negotiation), the MAX
unit's modem lost the carrier signal which a modem connection
requires. Typically, the modems had marginal line quality. Because
the MAX unit's modem has a digital connection to its local CO,
the poor line quality is between the user’s modem and its local CO.
Also, there might be an incompatibility between the modems.

During a terminal-server session, the MAX unit disconnected the
call because its terminal server timed out waiting for response
from the dialin user.

During an active raw TCP session, the MAX unit's received a
forced disconnect from the dialin client’s terminal-server applica-
tion. Typically, the call was a successful session.

During an active terminal-server session, the user failed to login
successfully within the maximum number of attempts.

During an active terminal-server session, the user pressed

<ct r| >, then theEnt er key, manually ending the termi-
nal-server session and connection. Typically, the call was a suc-
cessful session.

During an active session, the MAX unit stopped receiving the
MP+ management packets that indicate the line is active but idle.
Typically, this code combination indicates that there was a prob-
lem with the MP+ connection.

During LCP negotiation, the MAX unit disconnected the call
because the dialin client stopped sending LCP configuration
frames. Some PPP applications require a user to press a key to
continue LCP negotiation. If the user does not press a key to con-
tinue, the negotiation stops.

The dialin client and the MAX unit successfully negotiated LCP.
The dialin client’'s PPP application (or the user) supplied an incor-
rect user name or password during Password Authentication Pro-
tocol (PAP) authentication.

Dialin client connected successfully to MAX unit, but the authen-
tication server was not available to process the request from the
MAX unit. The authentication server might be disabled or turned
off.
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Disconnect Progress  Possible cause (continued)
code code

43 65 The MAX unit and the dialin client had negotiated to use CHAP
authentication. The MAX unit disconnected the call when the user
(or the dialin client’s PPP application) supplied an incorrect user-
name or password.

45 60 While the session was active, the MAX unit receivée ainate
Request from the user’s PPP application. Typically, the call was a
successful session., and the user has disconnected the session from
the dialin client's PPP application.

45 63 After successfully completing LCP negotiation and authentication,
the MAX unit received a Terminate Request message from the dia-
lin client’s PPP application. If this is an IP-routed connection,
there might be an IP address assignment misconfiguration. If you
configure the MAX unit to supply an IP address and the dialin cli-
ent does not accept the assignment, the connection clears.

45 65 Before the initial connection was active (during PPP negotiation),
the MAX unit received derminate Request from the user’'s PPP
application. Typically, the user has manually disconnected the call
from the dialin client before the PPP negotiation had completed
between the dialin client and the MAX unit.

45 66 After successfully negotiating PPP Compression Control Protocol
(CCP), the MAX unit received Berminate Request from the
user’'s PPP application. Typically, the user has disconnected the
session from the dialin client's PPP application.

46 60 During an active PPP session, the MAX unit receiv@€lbse
Request from the dialin client. This is also called a graceful dis-
connect. Typically, the call was a successful session.

47 60 Both the MAX unit and the dialin client successfully negotiated
PPP, but no Network Control Protocols (NCPs) (IP routing, IPX
routing, AppleTalk routing, or bridging), were successfully negoti-
ated. Both the MAX unit and the dialin client must be configured
to successfully negotiate at least one NCP.

a7 63 The MAX unit successfully completed LCP negotiation and
authentication. The configuration of the user’s PPP application did
not match the MAX unit’s PPP configuration. The two devices
could not successfully negotiate any Network Control Protocols
(NCPs) (IP routing, IPX routing, AppleTalk routing, or bridging).
Both the MAX unit and the dialin client must be configured to suc-
cessfully negotiate at least one NCP.

100 60 While the session was active, the MAX unit disconnected the call
because of a configured session timeout parameter. Typically, the
call was a successful session.

100 65 During PPP negotiation, the MAX unit disconnected the call
because of a configured session timeout parameter.
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Disconnect Progress

code
101

106

120

181

185

185

185

code
67

60

30

10

10

30

31

Possible cause (continued)

The MAX unit successfully negotiated L CP and authentication

with the dialin client. The MAX unit disconnected the call during

IP routing (IPCP) negotiation, which typically occurs because the
computer’s IP address (configured on the MAX unit) does not
match the configuration of the IP address of the dialin client or
because the MAX unit has no available IP address from its pool to
assign to dialin client.

During an active session, the MAX unit disconnected the call
because of a Multilink PPP (MP) session timeout.

The MAX unit received the call and allocated a modem to answer
it. The dialin client requested to use a protocol that is either dis-
abled or unsupported on the MAX unit or its modem.

The MAX unit received and answered the incoming call. Because
of inferior line quality or modem incompatibilities, the MAX unit
disconnected the call. Typically, the modems had marginal line
quality. Because the MAX unit’s modem has a digital connection
to its local CO, the poor line quality is between the user’s modem
and its local CO.

Shortly after answering the call, the MAX unit could not detect
any signal from the computer’s modem. Typically, the modems
had marginal line quality. Because the MAX unit's modem has a
digital connection to its local CO, the poor line quality is between
the user’s modem and its local CO. Also, there might be an incom-
patibility between the modems.

The MAX unit received the user’s modem call and allocated a
MAX modem to answer the call. Before completing modem nego-
tiation, the MAX unit could not detect any signal from the user’s
computer modem. Typically, the modems had marginal line qual-
ity. Because the MAX unit's modem has a digital connection to its
local CO, the poor line quality is between the user’s modem and its
local CO. Also, there might be an incompatibility between the
modems.

Before the modems had completed training, the connection dis-
connected. The MAX unit modem was waiting for a Data Carrier
Detect (DCD) signal from the user’s modem. Typically, the
modems had marginal line quality. Because the MAX unit’s
modem has a digital connection to its local CO, the poor line qual-
ity is between the user’'s modem and its local CO. Also, there
might be an incompatibility between the modems.

This causes of this combination are similar to calls with a Discon-
nect code 10 and a Progress code 31. Rather than the MAX unit's
modem detecting a training failure, this code combination indi-
cates that the phone line disconnected before (presumably) the

MAX unit's modem could detect the training failure.
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Disconnect Progress

code
185

185

185

185

185

185

185

185

210

code
40

43

60

63

65

75

77

203

60

Possible cause (continued)

Typically called an ungraceful disconnect. During an active termi-
nal-server session, the user probably turned off the computer or
manually disconnected the WAN line from the computer’s
modem. Typically, the call was a successful session. Also, there
might be an incompatibility between the modems.

Typically called aongraceful disconnect. During an active raw
TCP session, the user probably turned off the computer or manu-
ally disconnected the WAN line from the computer’s modem. Typ-
ically, the call was a successful session. Also, there might be an
incompatibility between the modems.

Typically called anngraceful disconnect. Instead of disconnect-
ing the call from within the PPP application, the user probably
turned off the computer or manually disconnected the WAN line
from the computer. Typically, the call was a successful session.
Also, there might be an incompatibility between the modems.

Typically caused when the MAX unit did not have an available IP
address to assign to the dialin client.

Before the initial connection was active (during PPP negotiation),
the MAX unit received an ungraceful disconnect from the user’s
computer. Typically, the user probably turned off the computer or
manually disconnected the WAN line from the computer before
the PPP negotiation had completed between the user’s computer
and the MAX unit. Also, there might be an incompatibility
between the modems.

After having sent an LCP request (during LCP negotiation), the
MAX unit could not detect any signal from the user’s computer’s
modem. Typically, the modems had marginal line quality. Because
the MAX unit's modem has a digital connection to its local CO,
the poor line quality is between the user’s modem and its local CO.
Also, there might be an incompatibility between the modems.

The MAX unit has successfully completed LCP negotiation.
Before beginning the authentication phase of PPP negotiation, the
MAX unit could not detect any signal from the user’s computer’s
modem. Typically, the modems had marginal line quality. Because
the MAX unit's modem has a digital connection to its local CO,
the poor line quality is between the user’s modem and its local CO.
Also, there might be an incompatibility between the modems.

The MAX unit could not detect any signal from the computer’s
modem during the authentication. Typically, the modems had mar-
ginal line quality. Because the MAX unit’s modem has a digital
connection to its local CO, the poor line quality is between the
user’'s modem and its local CO. Also, there might be an incompat-
ibility between the modems.

During an active session, the MAX unit modem slot card stopped
working.
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Using diagnostics-related VT100 commands . ............ ... B-1
Using diagnostics-related DO commands . . ...ttt B-14
Using diagnostics-related DO commands for the MAX 6000 unit's PCMCIA card. . B-54

Understanding Diagnostic command output . . . .......... . . .. B-59

Note: Every attempt has been made to confirm that this appendix correctly describes the
functionality and output of the MAX diagnostic commands. But while diagnostic mode can be
avaluable troubleshooting tool for anyone, its primary focusis on the requirements of Lucent
Technol ogies devel opment engineers. Therefore, Lucent Technol ogies does not guarantee the
completeness of the list of commands or of the cataloging of functionality from release to
release.

Under most circumstances, diagnostic commands are not required for correct operation of a
MAX unit, and in some circumstances they might produce undesirable results. Please use the
following information with caution. Contact L ucent Technol ogies Technical Support with any
questions or concerns.

This appendix provides all available information about the MAX unit’s diagnostic and
commands. The information is organized for quick reference, and does not include tutorials.
All commands are listed alphabetically. To use these commands, you must have sufficient
permissions in the active Security profile.

Using diagnostics-related VT100 commands

A MAX unit's VT100 interface provides diagnostic commands you can use to troubleshoot the
unit. Several are administrator-only commands. The interface also includes commands related
to BRI/LT, E1, Host/Dual, modem and T1 performance.

Using administrator-only commands

To be allowed access to diagnostic mode, you must set the Field Service privilege to Yes in the
active Security profile.

Use one of the following two methods to access diagnostic mode:

e From the MAX VT100 interface, display the DO menu by pressing Ctrl-D. Then press D
or selectD=Di agnosti cs.

« From the MAX VT100 interface, type the following key sequence in rapid succession:

MAX Administration Guide B-1



Diagnostic Parameters and Commands
Using diagnostics-related VT100 commands

Restore Cfg

Esc [ Esc =
(Press the Escape key, followed by the Left Bracket key, then the Escape key again,
followed by the Equals key.)

You must press all four keys within one second for the MAX to recognize the escape
sequence.

To display an abbreviated list of the most commonly used commandsin diagnostic mode, enter
aquestion mark:

>7?

To display acomplete listing, append ascend to the question mark:
>? ascend

To exit diagnostic mode, enter qui t .

Because most diagnostic commands are designed to give a developer information about
specific aspects of MAX functionality, you might find it helpful to use commandsin
combination to troubleshoot different problems.

For example, when troubleshooting modem-rel ated issues, you might want to use

Diag Modemdrv (ModemDrvState in previous TAOS revisions), ModemDiag, and MDialout
(if modem dial-out is supported on your MAX unit) to get all modem-related information for
your calls.

Using several commands simultaneously not only gives you a clearer picture of what is
happening, but also shows you a chronological timeline of the events.

MAX units provide system diagnostic commands in the System > Sys Diag menu:

System
Sys Di ag

Restore Cfg
Save Cfg
Use MF

Sys Reset
Term Serv
Upd Rem Cf g

To enter acommand, highlight the command in the Sys Diag menu and press Enter.

Note: To use these commands, the operator must have sufficient permissionsin the active
Security profile.

The Restore Cfg command restoresa MAX configuration that was saved with the Save Cfg
command, or transfers the profiles to another MAX unit. Because the Save Cfg command does
not save passwords, the Restore Cfg command does not restore them. To restore your
configuration from backup, proceed as follows:

1 Verify that the Upload and Edit Security permissions are enabled in the active Security
profile.

2 Veify that the Term Rate parameter in the System profileis set to 9600.
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3 Veify that your terminal-emulation program has a disk-capture feature and an autotype
feature, and that its data rateis set to 9600 bps.

4 Connect the backup device to the MAX unit's control port.
5 Highlight Restore Cfg and press Enter.

6 WhentheWaiting for upload data promptappears, turn on the autotype
function on your emulator and supply the filename of the saved MAX data.

7 Verify that the configuration data is going to your terminal-emulation screen and is being
restored to the target MAX unit.

The restore process is complete when the medgagead conpl et e--type any
key to return to nmenu appears on your emulator’s display.

Save Cfg
The Save Cfg command enables you to save the MAX configuration to a file. It does not save
Security profiles or passwords.
A Caution: Using the Save Cfg command to save the configuration, and then restoring it from

the saved file, clears all passwords.

To save your configuration, proceed as follows:

1 \Verify that the Download permission is enabled in the active Security profile.

2 Verify that the Term Rate parameter in the System profile is set to 9600.

3 Verify that your terminal-emulation program has a disk-capture feature and an autotype
feature, and that its data rate is set to 9600 bps or lower.
Connect the backup device to the MAX unit’s control port.

5 Turn on the autotype function on your emulator, and start the save process by pressing any
key on the emulator.
Highlight Save Cfg and press Enter.

7 Verify that configuration data is being echoed to the terminal-emulation screen and that
the captured data is being written to a file on your disk.
The save process is complete when the mes&mywnl oad conpl et e--type any
key to return to menu appears on your emulator’s display. The backup file is an
ASCII file.

8 Turn off the autotype feature.

Use MIF

The Use MIF command opens the Machine Interface Format (MIF) interfacelErteM F
to switch to the MIF interface either on a local workstation or during a Telnet session.

To return to the standard VT100 interface, press Ctrl-C.

Note: The Use MIF command runs MIF only at the control port that makes the request (not
systemwide). Similarly, Ctrl-C restores the standard VT100 interface only at the control port
that makes the request.
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Sys Reset

Term Serv

Upd Rem Cfg

The Sys Reset command restarts the MAX unit and clears all calls without disconnecting the
unit from its power source. The unit logs out all users and returns user security to its default
state. In addition, the unit performs power-on self tests (POSTs) when it restarts. The POSTs
arediagnostic tests. A system reset of aMAX unit causes momentary loss of T1 framing (that
is, the data-encapsul ation format), and the T1 line might shut down. In any event, the feedback
from the unit to the switch isincorrect until T1 framing is reestablished.

To perform a system reset, proceed as follows:

1 Highlight System Reset and press Enter.
The screen prompts you to confirm that you want to perform the reset.

2 Confirm the reset.
In addition to clearing calls, the MAX performs a series of POSTs. The POST display
appears. If you do not see the POST display, press Ctrl-L. These messages can be
displayed:
OPERATOR RESET: | ndex: 99 Revi si on: 5.0a
Dat e: 03/04/1997. Tinme: 22:32:23
MENU Reset from unknown in security profile 1.
SYSTEM IS UP: Index: 100 Revi si on: 5.0a
Dat e: 03/04/1997. Tinme: 22:33:00

While the yellow Fault LED on the front panel remains steadily illuminated, the MAX
unit checks system memory, configuration, installed modules, and T1 connections. If the
unit fails any of these tests, the Fault LED remains on or blinks. The alarm relay remains
closed while the POST is running and opens upon successful completion of the test, at
which time the following message appears:

Power - On Sel f Test PASSED
Press any key. ..

3 Pressany key to display the Main Edit Menu.

The Term Serv command starts a terminal-server session. The system displays the terminal -
server command-line prompt (by default, ascend%y. For information about the terminal-
server commands, enter a question mark at the prompt. For more details about the terminal-
server interface, see the Network Configuration Guide for your unit.

The Upd Rem Cfg (Upload Remote Configuration) command opens a connection to a
RADIUS server to upload the MAX terminal-server banner, list of Telnet hosts, IP static
routes, |P address pool, and other configuration information from the RADIUS user file. The
MAX unit retrieves configuration from RADIUS at system startup or by use of this command.

When you highlight Upd Rem Cfg and press Enter, the unit opens a connection to the RADIUS
server and uploads the configuration information.

When you select the Upd Rem Cfg command from the Sys Diag menu RADIUS adds the
routes as follows:
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* RADIUS looks for entries having the fornrabut e- uni t _namne- 1, where
uni t _nane is the system name.

< If at least one entry exists, RADIUS loads all existing entries having the format
rout e- uni t _nane- numto initialize the IP routing table.
The variablenumis a number in a sequential series, starting with 1.

e The MAX unit queries out e- uni t _nane- 1, thenr out e- uni t _nane- 2, and so
on, until it receives an authentication reject from RADIUS.

e Once the host-specific routes are loaded, RADIUS loads the global configuration entries;
these configurations have the forraut e- num

e The MAX unit queriesr out e- 1, thenr out e- 2, and so on, until it receives an
authentication reject from RADIUS.

The routes remain in effect until the next restart or until overwritten by dynamic updates or
routes specified in Connection profiles.

When you upload this remote configuration information, keep in mind the following
information:

e The MAX unit reads Dialout-Framed-User entries with the passemoidnd.

e The Upd Rem Cfg command does not update the terminal-server banner or list of Telnet
hosts if the Remote Conf parameter is set to No.

e If the Ascend-Authen-Alias attribute is defined in RADIUS, the Upd Rem Cfg command
also updates the MAX system name used when establishing PPP calls.

Note: In some cases, you might wish to update the MAX unit’s routing tables when
connecting to a user whose profile inclu&es vi ce- Type=Fr aned. In this case, set the
Framed-Route attribute in an incoming user profile to specify the user’s IP address and subnet
mask in thehost _i paddr andsubnet _mask arguments. The route you specify in this
manner exists only during the time the call is on-line. When you enter a nonzero router address
forrout er _i paddr and it is different from the caller’'s address, the static route of a dial-in
framed route persists even after the connection goes off-line.

Example: This example shows two RADIUS pseudo-user profiles defining global static IP
routes:

route-1 Password=ascend Servi ce- Type=Qut bound

Fr aned- Rout e=10. 0. 200. 33/ 29 10.0.200.37 1 n | al a- gw out
Fr aned- Rout e=10. 0. 200. 50/ 29 10.0.200.37 1 n | al a- gw out
Fr aned- Rout e=10. 0. 200. 47/ 29 10. 0. 200.49 1 n nana- gw out
rout e- 2 Password=ascend Servi ce- Type=Qut bound

Franmed- Rout e=11. 0. 200. 33/29 11.0.200.37 1 n zzz-gw out
Fr aned- Rout e=12. 0. 200. 47/ 29 11.0.200.49 1 n kk-gw out

Using BRI/LT-related commands

Diagnostic commands for BR/LT lines appear in the BRI/LT > Line Diag > Ningenu:

BRI /LT
Li ne Di ag
Line N ..
Li ne LoopBack
Corrupt CRC
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Line LoopBack

UnCorrupt CRC
Rg Corrupt CRC
UnRg Corrupt CRC
Cr NEBE

Cr FEBE

To execute one of the commands, select it and press Enter.

Note: Maintenance functions supported by the BRI/LT driver use the BRI-U interface’s
Embedded Operations Channel (EOC). The EOC transfers data from the exchange to the
terminal side and vice versa without occupying either the B or the D channel. The EOC is used
to transmit diagnostic function and signaling information, (obtaining the block errors in close
to real time or performing line diagnostics such as loopback or corrupt CRC, for example.)

The EOC monitor commands are sent in the M1, M2, and M3 bits of the U superframe. (For
more information about usage of the M1, M2, and M3 bits of the superframe, see ANSI
T1-601, from ANSI 1991.

The remote U-interface/echo canceller provides internal counters for far-end and near-end
block errors. A Near-End Block Error (NEBE) indicates that the error has been detected in the
receive direction. A Far-End Block Error (FEBE) identifies errors in the transmission

direction.

You can use the block error counters to monitor transmission quality at the U interface. A
block error is detected each time the calculated checksum of the received data does not
correspond to the control checksum transmitted in the successive superframe. One block error
indicates that one U-superframe has not been transmitted correctly. The block error count does
not provide information regarding the number of bit errors in the U superframe, but states only
that the CRC failed in that superframe. About every 4 seconds, a daemon running in the MAX
unit obtains the remote block error counter values and displays their cumulative value in the
block- error status screens.

The block-error totals are obtained from the remote TA. These cumulative totals are reset when
you clear the block-error buffer(s) from the Line diagnostics submenu, or when you restart the
MAX unit. The totals reset to zero when they reach 65535.

Note: See the Block Error status display in the BRI/LT status window of the block-error
information displayed.

The Line LoopBack command puts the line into loopback mode. When you select the Line
LoopBack command and press Enter, the following screen appears:

Li ne LoopBack
0=ESC
1=Line X LB

Select 1 to execute the loopback command. Test frames are sent continuously in the D channel
until the command is cancelled. The transmitted frames are each 24 bytes long. The frames
differ in content and should cover every possible bit pattern.

Note: Only one loopback test can be performed at a time on the same line. If another user
attempts to invoke the loopback command for a line that is already in loopback mode, the
following error message appears:
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Li ne LB al ready.
Cnd i gnor ed.

Because the UnRq Corrupt CRC command acts similarly when requesting the remote end
cancel the loopback, the UnRq Corrupt CRC command is unavailable when the MAX unit
exits loopback mode.

Select the LB Counters status screen to display the number of transmitted frames as opposed to
the number of correctly received frames. The MAX unit continuously sends frames to the
remote end. When the unit receives aframe that matches the transmitted framein size (and the
bytes of the received frame exactly match the bytes in the transmitted frame), it sends out a
new frame and increments the receive counter for that frame. When the unit receives aframe
that does not match the transmitted frame, it still sends out a new frame, but does not
increment the receive counter for that frame. Also, when the unit does not receive aframe
back, the timeout between two consecutive transmitted frames is about 4 seconds.

Press ESC to cancel the loopback function. The following message appears:
Li ne | oopback term nated.

Corrupt CRC

The Corrupt CRC command causes the BRI-U interface to transmit inverted CRCs, until you
cancel the command. When the command isissued, the Far-End Block Error counter should be
viewed from the remote TA. The command is used to test the NEBE and FEBE counters, by
simulating transmission errors with artificially corrupted CRCs.

Uncorrupt CRC

The Uncorrupt CRC command cancels a previous Corrupt CRC command.

Rq Corrupt CRC

The Rq Corrupt CRC command requests NT1 to corrupt the CRC to artificially simulate
transmission errors. The command is used to verify that the block error counters are working,
or providing the right information. When you enter the command, check the Near-End Block
Error counter.

Rq Uncorrupt CRC
The Rq Uncorrupt CRC command requests NT1 to return to normal.

UnRq Corrupt CRC
The UnRq Corrupt CRC command requests NT1 to return to normal.

Clr NEBE

The ClIr NEBE command clears the Near-End Block Error (NEBE) counter.

Clr FEBE

The Clr FEBE command clears the Far-End Block Error (FEBE) counter.
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Using El-related commands

Diagnostic commands for E1 lines appear in the Net/E1 > Line Diag menu:

Net / E1
Li ne Di ag
Li ne LB1
Li ne LB2

To execute one of the commands, select it and press Enter.

Line LB1

LineLBlisaLlineLoopBack command for Line 1in an E1 dot. When you start the line

loopback test for a E1 line, a remote device can test the E1 line and the MAX unit’s interface to
the E1 line. All signals received by the MAX are looped back (behind the MAX unit’s CSU
repeater or DSX signal-conditioning module) toward the remote device. The remote device
can determine the quality of the E1 line by comparing the sent signal to the received signal.

Line LoopBack (LLB) occurs behind the MAX unit's CSU repeater or DSX
signal-conditioning module. Drop-and-Insert channels are also looped back. Do not activate
LLB when a call is active on the line. Doing so disrupts the data flow between the codecs
connected to either end of the network line. The MAX responds to both the inband LLB signal
and the Facility Data Link (FDL) LLB message. Therefore, a management device can put the
MAX into LLB. A management device is a unit, on an E1 line, that measures the line’s
performance and can send management signals to other devices on the line.

To initiate a loopback test on the first E1 line, highlight Line LB1 and press Enter. After
prompting for confirmation, the MAX starts the loopback test and the Alarm LED lights up.
When you exit the menu option, the MAX automatically deactivates the loopback.

Line LB2

Line LB2 is a Line LoopBack command for Line 2 in an E1 slot. When you start the line
loopback test for an E1 line, a remote device can test the E1 line and the MAX unit’s interface
to the E1 line. All signals received by the MAX are looped back (behind the MAX unit's CSU
repeater or DSX signal-conditioning module) toward the remote device. The remote device
can determine the quality of the E1 line by comparing the sent signal to the received signal.

LLB occurs behind the MAX unit's CSU repeater or DSX signal-conditioning module.
Drop-and-Insert channels are also looped back. Do not activate LLB when a call is active on
the line. Doing so disrupts the data flow between the codecs connected to either end of the
network line. The MAX responds to both the inband LLB signal and the Facility Data Link

(FDL) LLB message. Therefore, a management device can put the MAX into LLB. A
management device is a unit, on an E1 line, that measures the line’s performance and can send
management signals to other devices on the line.

To initiate a loopback test on the second E1 line, highlight Line LB2 and press Enter. After
prompting for confirmation, the MAX starts the loopback test and the Alarm LED lights up.
When you exit the menu option, the MAX automatically deactivates the loopback.
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Using Host/Dual (Host/6) Port-related commands

MAX 6000 and MAX 3000 units provide the following port diagnostic parameters, which
appear in the Host/Dual (or Host/AIM6) > Port Diag menu:

Host / Dual
Port N
Port D ag
Local LB
DSR
Rl
CD
DLO
PND
ACR
I nc Ch Count
Dec Ch Count
Rat e

The Local LB command in the Host/Dual (or Host/AIM6) > Port N Menu > Port Diag menu
tests the Ascend Multiplexing (A1M) port. To execute the command, select it and press Enter.

Note: Tousethe Local LB command, you must have sufficient permissions in the active
Security profile.

The Local LB command activates alocal loopback test. In alocal loopback test, data
originating at the local site is looped back to its originating port without going out over the
WAN. It isasthough a data mirror were held up to the data at the WAN interface and the data
reflected back to the originator. The WAN interface isthe MAX port that is connected to a
WAN line.

The AIM port on the MAX unit must be idle when you run the local loopback test. It can have
no calls online.

Highlight Local LB and press Enter. When the local 1oopback test isin progress, control moves
tothe Local LB menu, which presents a set of parameters you can modify. Press Enter to cycle
through the parametersin the Local LB menu, and press the selector (>) or Right Arrow key to
toggle between the settings for each parameter:

« DSR toggles the host port Data Set Ready (DSR) V.25 signal between active and inactive.
« RIltoggles the host port Ring Indicate (RI) V.25 output signal between active and inactive.
« CD toggles the host port Carrier Detect (CD) output signal between active and inactive.

« DLO toggles the host port Data Line Occupied (DLO) RS-366 output signal between
active and inactive.

« PND toggles the host port Present Next Digit (PND) RS-366 output signal between active
and inactive.

« ACR toggles the host port Abandon Call and Retry (ACR) output signal between active
and inactive.

¢ Inc Ch Count simulates an increase in the number of channels in a call by increasing the
clock rate to the host.

« Dec Ch Count simulates a decrease in the number of channels in a call by decreasing the
clock rate to the host.
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« Rate toggles the data rate of the simulated channels between 56 Kbps and 64 Kbps.

When the loopback screen shows 56K or 64K channels looped back, think of the channels as
simulated. The Call Status window displays the loopback serial data rate. You can calculate the
data speed by multiplying the number of simulated channels by the data rate. Changes you
make take effect immediately, and remain in effect until you end the local loopback test.
Terminate the test by pressing the Left Arrow key.

When you end the test, all control signals revert to the state they were in when the test began.

Note: Booting the MAX restores all queisced lines, slots, and ports to service.

Using Modem-related commands

The MAX provides the following modem diagnostic commands, which appear in the V.90 K
56 Il Modem > Modem Config menu:

V.90 K56 || Mdem
Modem Config

Modul e Nane=

Ans 1#=

Ans 2#=

Ans 3#=

Ans 4#=
ModenSl ot =enabl e sl ot
Modem #1=enabl e nodem
Modem #2=enabl e nodem
Modem #3=enabl e nodem
Modem #4=enabl e nodem
Modem #5=enabl e nodem
Modem #6=enabl e nodem
Modem #7=enabl e nodem

Modem #24=enabl e nobdem

To set one of the parameters, select the parameter and press Enter.

Ans N(N=1-4)
Specifies a phone number to be used for call-routing purposes. In a Modem Config profile, the
answer number indicates that calls received on that number should be routed to an available
digital modem in any digital modem slot card.
Specify the phone number for each Ans N# parameter. Enter up to 24 characters, which may
include a subaddress. You must limit your specification to these characters:
1234567890()[]'z-*#|

ModemSliot
Set the ModemSlot parameter to quiesce a digital-modem slot card, that is, disable a
digital-modem slot card in the MAX unit without disrupting existing connections. Active calls
are not torn down. When an active call is dropped, that modem is added to the disabled modem
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Modem #N

list and is not available for use. If al modems are on the disabled list, incoming callers receive
abusy signal until the modems have been restored for service. When you re-enable the
quiesced modem slot card, adelay of up to 20 seconds can occur before the modems become
available for service.

Specify one of the following values:

« Enable Slot—The default value. Enables any modems on the disabled list for the selected
slot card, making them available for service.

« Dis Slot—All modems that are not active appear in a disabled modem list, indicating that
they are not available for use.

« Dis Slot+Chan—All modems on the selected slot card are disabled, along with an equal
number of B channels. The B channels appear on a disabled-channel map. The MAX unit
polls all channels on the map with Out-Of-Service messages until the modems on the
associated slot card return to service.

To quiesce all the available modems on a slot card:
1 Open the Mod Config submenu from the Modem profile and select ModemSiot.

2 Press Enter, seledt s sl ot and disable (quiesce) the slot card. Or, to disable the slot
card and the channel, press Enter again to sgiects!| ot +chan.

For example,

V.90 K56 |1 Mddem
Mod Config
Modentl ot =di s sl ot
Modem #1=NA
Modem #2=NA

3 Close the Modem profile.

Note: Booting the MAX unit restores the queisced slot to service.

Set the Modem M (where N=1-8, 1-12, 1-16, 1-24, 1-30) parameter to quiesce a
digital-modem, that is, to disable a digital modem without disrupting existing connections.
Active calls are not torn down. If you specify a modem that is currently inactive, the modem is
added to the disabled list. If the modem has a call active, it is not added to the disabled list until
it drops the call. If all modems are on the disabled list, incoming callers receive a busy signal
until the modems have been restored for service. When you reenable the quiesced modem, a
delay of up to 20 seconds can occur before the modem becomes available for service.

Specify one of the following values:

« Enable Modem—The default value. Enables any modems that were on the disabled list,
entering them on the enabled modem list and making them available for service.

* Dis Modem—Places the modem on the disabled modem list, indicating that it is not
available for use. When the last active connection is dropped, the card becomes available
for maintenance.
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« Dis Modem+Chan—An arbitrary B channel is taken out of service along with the disabled
modem. The B channel appears on a disabled-channel map, and the MAX polls all
channels on the map with Out-Of-Service messages until the associated modem is
reenabled.

To quiesce a digital modem:

1 Open the Mod Config submenu from the Modem profile and select the modem (Modem
#N) you want to disable. (The modem ports on a slot card are numbered starting with #1
for the leftmost port on the card.)

2 Press Enter to seledt snrodemand disable (quiesce) the modem. Or, press Enter again
to selecdi s nodemtchan and to disable the modem and the channel.

For example,

V.90 K56 |1 Mdem
Mbd Config
Modentl ot =enabl e sl ot
Modem #1=di s nbdem

Using T1-related commands

Line LB1

The MAX provides the following T1 line diagnostic commands, which appear in the Net/T1 >
Line Diag menu:

Net/ T1
Li ne Di ag
Li ne LB1
Li ne LB2
Swi tch D Chan
Cr Errl
Cr Perfl
Cr Err2
Cr Perf2

To execute one of the commands, select the command and press Enter.

Line LB1 is a Line LoopBack command for Line 1 in a T1 slot. When you start the line
loopback test for a T1 line, a remote device can test the T1 line and the MAX unit’s interface to
the T1 line. All signals received by the MAX are looped back (behind the MAX unit's CSU
repeater or DSX signal-conditioning module) toward the remote device. The remote device
can determine the quality of the T1 line by comparing the sent signal to the received signal.

Line LoopBack (LLB) occurs behind the MAX unit's CSU repeater or DSX
signal-conditioning module. Drop-and-Insert channels are also looped back. Do not activate
LLB when a call is active on the line; doing so disrupts the data flow between the codecs
connected to either end of the network line. The MAX responds to both the inband LLB signal
and the Facility Data Link (FDL) LLB message. Therefore, a management device can put the
MAX into LLB. A management device is a unit, on a T1 line, that measures the line’s
performance and can send management signals to other devices on the line.
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Line LB2

Switch D Chan

Cilr Err1

Clr Perf1

To initiate aloopback test on the first T1 line, highlight Line LB1 and press Enter. After
prompting for confirmation, the MAX starts the loopback test and the Alarm LED lights up.
When you exit the menu option, the MAX automatically deactivates the |oopback.

For related information, see the FDL parameter in the MAX Reference.

LineLB2isaLineLoopBack command for Line2inaT1 slot. When you start the line

loopback test for a T1 line, a remote device can test the T1 line and the MAX unit’s interface to
the T1 line. All signals received by the MAX are looped back (behind the MAX unit's CSU
repeater or DSX signal-conditioning module) toward the remote device. The remote device
can determine the quality of the T1 line by comparing the sent signal to the received signal.

Line LoopBack (LLB) occurs behind the MAX unit's CSU repeater or DSX
signal-conditioning module. Drop-and-Insert channels are also looped back. Do not activate
LLB when a call is active on the line. Doing so disrupts the data flow between the codecs
connected to either end of the network line. The MAX responds to both the inband LLB signal
and the Facility Data Link (FDL) LLB message. Therefore, a management device can put the
MAX into LLB. A management device is a unit, on a T1 line, that measures the line’s
performance and can send management signals to other devices on the line.

To initiate a loopback test on the second T1 line, highlight Line LB2 and press Enter. After
prompting for confirmation, the MAX starts the loopback test and the Alarm LED lights up.
When you exit the menu option, the MAX automatically deactivates the loopback.

For related information, see the FDL parameter irMAX Reference.

The Switched D Chan command swaps the status of the primary and secondary NFAS D
channels. It applies only to T1 lines using NFAS signaling.

The CIr Errl command clears the user error event register of Line 1, but does not clear the
performance registers for the line. To clear all performance registers for Line 1, use ClIr Perfl.
To clear all performance registers for Line 2, use Clr Perf2.

Note: Error events have no meaning for D4-framed lines. A D4 line uses the Superframe
format to frame data at the physical layer. This format consists of 12 consecutive frames
separated from one another by framing bits.

The ClIr Perfl command clears all performance registers for Line 1, restarts the current time
period, and begins accumulating new performance data.

For related information, see the FDL parameter irMAX Reference.
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Clr Err2

Cir Perf2

The CIr Err2 command clears the user error event register of Line 2, but does not clear the
performance registers for the line. To clear all performance registers for Line 1, use Clr Perf1.
To clear all performance registersfor Line 2, use Clr Perf2.

Note: Error events have no meaning for D4 lines. A D4 line uses the Superframe format to
frame data on the physical layer. Thisformat consists of 12 consecutive frames, separated by
framing bits.

For related information, see the FDL parameter in the MAX Reference.

The Clr Perf2 command clears all performance registers for Line 2, restarts the current time
period, and begins accumulating new performance data.

For related information, see the FDL parameter in the MAX Reference.

Using diagnostics-related DO commands

Chapter 2, “DO Commands and Administrative Tasks” describes how to use DO commands to
activate administrative permissions. Is also reacquaints you with the basics of using the DO
commands and introduces you to using DO commands to test and troubleshoot a MAX unit. In
addition to the commands discussed in “DO Commands and Administrative Tasks,” a MAX
unit provides diagnostics-related DO commands. Following are diagnostics-related DO
commands, in alphabetic order:

Description: Displays an abbreviated list of the most commonly used diagnostic commands
and a brief description of each command. Appenddeend modifier to display the
complete list of commands.

Usage: ? [ ascend ]

Syntax element Description
ascend List all commands.
Example:

>7?

? -> List all nonitor commands

briDisplay -> briDisplay <n> [1]

cat -> usage: cat [socket]/pathNane

cleval -> cleval

clr-history -> Clear history |og

dtunnel -> Dunp all/specific ATMP tunnels
dunpcachestat -> dunp cache stats
ether-display -> ether-display <port #> <n>
fatal -history -> List history |log
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f Backupl mage -> copy code i mage fromlow hal f of PCMCIA flash to
hi gh

fcat -> cat configuration fromflash

fclear -> clear configuration fromflash

f1 mageCopy -> copy code inmage frominternal flash to PCMCI A (or
Vi ce versa)

fload -> load file fromtftp host to flash FAT/FTL fil esystem
format -> prepare a flash card for use

frestore -> restore configuration fromflash, usage: frestore
[fil enane]

fsave -> save configuration to flash, usage: fsave [fil enang]
fVersionlnfo -> Show code version stored on internal or PCMCI A
flash

FWALLdDbIl og -> I nquire/change firewall debug | ogging
FWALLversion -> Display firewall software version nunber
fZLen -> Show i mage size stored on internal or PCMCIA flash
hel p -> List all nonitor commands

if-admn -> debug command for snnp interface table.

| PsecSADunp -> Display all active Security Associations

| PsecSchemeDunp -> Display all active Security Schenes

| 2tp -> display L2TP statistics and information

| 2t psessions -> Dunp all/specific L2TP session

I's -> usage: |s [socket][/pat hNane]

nkdir -> usage: nkdir [socket]/pat hNane

nv -> usage: nv [socket]/pat hName socket/ pat hName

nsl ookup -> Perform DNS | ookup

pppi f -> usage: pppif -option [ parans ]

pri Di splay -> priDisplay <n>

quit -> Exit fromnonitor to menus

reset -> Reset unit

rm-> usage: rm[socket]/pathNane

snnpAut hPass -> usage: snnpAut hPass <usernanme> <passwor d>
snnpPri vPass -> usage: snnmpPrivPass <usernanme> <password>
sntp -> Usage: SNTP [options]

t 1CoreDi splay -> t1CoreDi splay <n>

tenpdi splay -> Display anbi ent tenperature readings

tl oadcode -> | oad code fromtftp host

trestore -> restore configuration fromtftp host

tsave -> save configuration to tftp host

vrouter -> VROUTER dunp

wanDi spl ay -> wanDi spl ay <n>

wanDSess -> wandsess <sess <n>> (display per session)

wanNext -> wanNext <n>

wanQpeni ng -> wanOpeni ng <n> (di spl ays packets during

openi ng/ negoti ati on)

x25dl -> usage: x25dl -option

ARPTable

Description: Displays the MAX unit’'s Address Resolution Protocol (ARP) table. The MAX
uses the ARP table to associate known IP addresses with physical hardware addresses.

Usage: Enterar pt abl e at the command prompt.

MAX Administration Guide B-15



Diagnostic Parameters and Commands
Using diagnostics-related DO commands

Clocksource

Example:

> arptable
i p address ether addr if rts pkt ref insert

DYN 206. 30. 33. 11 00A0244CCEO4 0 0 0 1 281379
DYN  206. 30. 33. 254 00605C4CA220 0 0 0 1 281303
DYN 206. 30. 33. 21 00059A403B47 0 0 0 1 281179
DYN 206. 30. 33. 15 00A0247C2A72 0 0 0 1 281178

The ARP table displays the following information:

Column Description

Unnamed first column indicates how the address was learned, dynami-
cally (DYN) or by specification of a Bridge Address (STA).

ip address Network address contained in ARP requests.

ether addr Media Access Control (MAC) address of the host identified by i p
addr ess. Also referred to as the hardware address.

if Interface on which the MAX received the ARP request.

rts Routes pointing to the address.

pkt Number of packets queued.

ref Number of times that the address was used.

insert Time at which this entry was inserted into the ARP table.

Description: Displays the source of clocking for the MAX. Clock slips can cause
connectivity problems, particularly for analog users. If you usethe Net/T1 > Line Config >
Line# > Clock Source parameter to move the clock source, use this diagnostic command to
validate your changes.

Note: You need to reboot the MA X to enable any changes to the Clock Source parameter.
Also, if morethan one line has Clock Source set to Yes, remember that the clock source will be
derived from the first line that syncs. If you want to ensure that a particular line is the source,
make sure it has Clock Source set to Yes and that all other lines have Clock Source set to No.

Usage: Enter cl ocksour ce at the command prompt.

Example: Inthe following example, the clock source is taken from the first TL/PRI line,
designated dsl 0. Dsl # indicates the maximum number of possible sources for the clock.
The source can be on Net/T1 slot cards. ThisMAX hasthree TL/PRI lines configured, so there
arethree possible external sources for the clock. Lst Sel isfurther validation that the clock is
being derived from Dsl #0. After Now, a 2 indicates that layer 2 isup for that lineand is
available as the clock source.

> cl ocksource
Cl ock source is dsl O

Dsl # 01234567890123456789012345678901234567890123456789
LSt Sel  @?22?222727222222222222222272222222272222222222222222727

Now 7
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Clr-History
Description: Clears the fatal-error log.
Usage: Entercl r - hi st ory at the command prompt. To display the log before clearing it,
enter thef at al - hi st or y command.
Example:
> fatal -history
OPERATOR RESET: Index: 99 Load: ti.m0 Revision: 5. 0A
Dat e: 02/ 13/1997. Time: 04:22: 47
DEBUG Reset from unknown in security profile 1.
SYSTEM IS UP: Index: 100 Load: ti.nm40 Revision: 5.0A
Dat e: 02/ 13/1997. Ti me: 04:23:50
> clr-history
Thelog is now empty:
> fatal -history
>
See Also: Fatal-History
CoreDump

Description: Enables or disables the ability of the MAX to send the contents of its memory
(core) to aspecified UNIX host. When you use the function, the core file created can be severa
megabytesin size. Also, the UNIX host must be running the ascendunp daemon, which is
available by contacting Lucent Technologies Technical Support.
The CoreDump command is a particularly useful tool for the Lucent Technologies
development engineering, and Technical Support occasionally requests its use to help
troubleshoot specific issues.
Include the now option to instruct the MAX to dump its core immediately. Include the
enabl e option to direct the MAX to dump its core when it has logged an entry to the fatal
error log.

A Caution: This command causes active connections to be disconnected and the MAX unit to

reboot after its memory (core) has been dumped. Do not use the command unless specifically
reguested to do so by a L ucent Technologies representative.

Usage: coredunp [enable] [disable] [now] ip address

where:

« enabl e instructs the MAX to dump its core to the specified IP address when an entry is
logged to the fatal-error log.

« di sabl e cancels the command if it has been enabled.
e nowinstructs the MAX to dump its core immediately to the specified IP address.

Example: Following are examples of entering the CoreDump command, and possible
response messages:
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> coredunp enable 1.1.1.1
coredunp over UDP is enabled locally only with server 1.1.1.1

> coredunp disable 1.1.1.1
coredunp over UDP is disabled locally only with server 1.1.1.1

> coredunp
coredunp over UDP is disabled locally only with server 1.1.1.1

> coredunp enabl e 200. 200. 28. 193

corebDunp: Sending arp request...

corebDunp: Sending arp request...

corebDunp: Sending arp request...

coreDunp aborted: Can't find ether address for first hop to
200. 200. 28. 193

Diag
Description: Indicates the whether the modulesinstalled in the MAX unit are currently
running diagnostics.

Usage: Enter di ag at the MAX prompt.

Example:

> di ag
Listing all modules with diag ON:
cal | back debug is ON

>

Diag ?

Description: Displays a set of commands that use a common prefix, di ag.
Usage: Enter di ag ? at the prompt.

Example:
> diag ?
Listing all avail able diag nodul es:

addr pool ( I'nternet Protocol )

at nmp ( Ascend Tunnel Mnt Protocol )
bacp ( PPP Bandwi dth All ocation Control )
bacpcm ( PPP Bandwi dth Allocation Control )
br out er ( Operating System)

cal | back ( Operating System)

cal | rout ( Call Control )

chanst at ( Call Control )

dni ssnnp ( SNWP )

flash ( PCMCIA Driver )

fr1490 ( Frame Relay )
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frdirect
frdl call
friinkstate
frim
frstate

i gnp

i gnphb

i proute <Ox1fff>
i psec

i px

i pxr

ipxrip

i pxsap

| 2t unnel

| annai |

| anval

nodendr v

np
npcm

nppem

nppst ack

net wor Ki

ppp

pppfsm

pppi f

pptp

ppt pdat a <Oxff>
radacct

radi f

rip <Oxiff>
rlogin

r out ngr

sntp

st acki ng

t el net

tunnel

vrouter <Oxffff>

wan

e N T T N N N N e e e e e e e e e e e e e e e e e e e e e e e e e e e e T T

Frane Rel ay )

Frane Rel ay )

Frane Rel ay )

Frane Rel ay )

Frane Rel ay )

Internet Group Mgmt Protocol )
IGW Multi-Routing)

Rout e Tabl e Manager )

| PSEC )

I PX Protocol
I PX Protocol
I PX Protocol
I PX Protocol
L2 Tunnel )
Frane Rel ay )
Call Control )

Modem Dri ver )

MP Protocol )

VP Protocol )

MPP Protocol )

MPP Protocol )

Call Control )

Point to Point Protocol )
Point to Point Protocol )
Point to Point Protocol )
PPTP Protocol )

PPTP Protocol )

Radi us )

Radi us )

RI P Protocol )

R ogi n Protocol )

Call Control )

Si npl e Network Tine Protocol )
MPP Protocol )

Tel net Protocol )

Tunnel Mgnt Protocol )
Virtual Router )

WAN Driver )
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Diag AddrPool

Description: Displays messages related to dynamic address pooling. The command is a
toggle that alternately enables and disables the debug display.

Usage: Enter di ag addr pool at the MAX prompt.
Example: Following are several examples of output displayed from di ag addr pool .

With 18 addresses currently allocated from a pool:
ADDRPOOL: | anAll ocate index O inuse 18

The address 208.147.145.155 was just all ocated:
ADDRPOOL: al |l ocate | ocal pool address [208.147.145. 155]

The following message appeared when the address 208.147.145.141 was to be freed because
the user of that address had hung up. The MAX unit must find the pool to which the pool
address belonged, then free the address so it is available for another user:

ADDRPOOL: found entry by base [208.147. 145. 141] entry
[ 208. 147. 145. 129]
ADDRPOOL: free | ocal pool address [208.147.145.141]

The following messages show that a new pooal is created. Under Ethernet > Mod Config >
WAN Options, Pool #1 Start is set to 192.168.8.8, and Pool #1 Count is set to 4:

ADDRPQOOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addr Pool index 1 ip [192.168.8.8] count 4

The following message appeared when the Pool #1 Count parameter for an existing pool was
changed from 4 to 3:

ADDRPQOOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addr Pool index 1 ip [192.168.8.8] count 3

In the events reported by the following display, a second pool is created. Under Ethernet >
Mod Config > WAN Options, Pool #2 Start is set to 192.168.10.8, and Pool #2 Count is set to
10:

ADDRPOOL: Del eti ng addr Pool

ADDRPOOL: New Addr pool rc =0

addrPool index 1 ip [192.168.8.8] count 4
ADDRPOOL: New Addr pool rc =0

addr Pool index 1 ip [192.168.8.8] count 4
addr Pool index 2 ip [192.168.10.1] count 10

The second poal is then del eted:

ADDRPQOOL: Del eti ng addr Pool
ADDRPOOL: New Addr pool rc =0
addr Pool index 1 ip [192.168.8.8] count 4
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Diag Callback

Diag IPXrip

Description: Displays messages related to the callback functionality of the MAX unit. Use
the command to display, for example, sessions queued for callback. The command is atoggle
that alternately enables and disables the debug display.

With the callback feature enabled, the MAX unit hangs up after receiving an incoming call that
matches the specificationsin the Connection profile. The unit then uses the Dial # value
specified in the Connection profile to call back the device at the remote end of the link.

Use the Diag Callback command to tighten security by ensuring that the MAX connection to
known destinations only. The command can also help you troubleshoot detailed areas of the
callback process.

Usage: Enter di ag cal | back at the command prompt.

Example: Following are several examples of output displayed by the Diag Callback
command.

> di ag cal | back

CALLBACK debug i s now ON

The following message appears as the MAX unit prepares to call back the remote end:
CALLBACK: processing entry topeka

The MAX unit then dials the remote end:
CALLBACK: initiate call to topeka

When the call has been made and is being negotiated:
CALLBACK: new state WAI TI NG

If callback failed and will be retried:
CALLBACK: new state FAILED

If callback is never successful, the call is marked for removal from the callback list and the
following message appears:

CALLBACK- FAI LED: topeka marked as failed

After the remote end is called back, its entry is removed from the Callback list so that the
MAX can reallocate and use the resources. The following message appears.

CALLBACK: del eting entry topeka

To terminate the display:

> cal | back
CALLBACK debug is now OFF

Description: Displaysincoming and outgoing IPX RIP traffic. The command is atoggle that
aternately enables and disables the debug display.

Usage: Enter di ag i pxri p at the command prompt.

Example:
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> diag ipxrip
I PX-RIP state display is ON

The following message appears as the MAX unit sends an IPX RIP packet announcing its
route:

| PXRI P: 10000al17 announced O routes on interface 1000:

Next, aremote unit has dialed the MAX unit and sent a RIP route:
| PXRI P: received response from aclb0001: 00c07b5e04c0 (1 nets).

The following message indicates that the MAX unit is delaying sending a RIP packet in order
to prevent the interpacket arrival time from being closer than busy or slow routers can handle.
An IPX router should never violate the minimum broadcast delay.

I PX-RIP: too soon to send on interface 1000.

The following messages indicate received and sent RIP updates:

| PXRI P: 10000a81 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b6204c0 (1 nets).
| PXRI P: 10000aa6 announced O routes on interface 1000:
| PXRI P: received response from aclb0001: 00c07b5504c0 (1 nets).
| PXRI P: 10000abc announced O routes on interface 1000:

Diag Modemdrv

Description: Displays communication to and from the modem driver on the MAX. This
command also displays which buffers are allocated and which AT command strings are being
used to establish modem connections.

Use the command to determine whether datais received from the modem in an understandable
format. If line quality is poor, the modem driver attempts to parse incoming data from the
modem, but it might not be successful.

The command is atoggle that alternately enables and disables the diagnostic display.

Note: Once aconnection is negotiated, the modems exchange a series of numerical result
codes. Decipher these result codes to determine the negotiated connection rate and error
correction/compression protocols. Following isalist of several result codes and their
meanings.

- K
- CONNECT (300 bps)
- RING

- NO CARRI ER

- ERRCR

CONNECT 1200

- NO DI ALTONE

- BUSY

- NO ANSVER

- CONNECT 0600

10 - CONNECT 2400

11 - ONNECT 4800

12 - CONNECT 9600

13 - CONNECT 7200

O©CooO~NOULD WNPEFPO
1
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14 - CONNECT 12000

15 - CONNECT 14400

16 - CONNECT 19200

17 - CONNECT 38400

18 - CONNECT 57600

22 - CONNECT 1200/ 75 (Models with v.23 support only)
23 - CONNECT 75/1200 (Models with v.23 support only
24 - DELAYED

25 - CONNECT 14400

32 - BLACKLI STED

33 - FAX
34 - FCERROR
35 - DATA

40 - CARRI ER 300

43 - CONNECT 16800 (V.34 O\LY)

44 - CARRI ER 1200/ 75 (Models with v.23 support only)
45 - CARRIER 75/1200 (Mbdels with v.23 support only)
46 - CARRI ER 1200

47 - CARRI ER 2400

48 - CARRI ER 4800

49 - CARRI ER 7200

50 - CARRI ER 9600

51 - CARRI ER 12000

52 - CARRI ER 14400

66 - COWPRESSI ON: CLASS 5 (M\P 5)

67 - COVPRESSI ON: V.42BIS (BTLZ)

69 - COVPRESSI ON: NONE

70 - PROTOCOL: NONE

77 - PROTOCOL: LAP-M (V. 42)

80 - PROTOCOL: ALT ( MNP)

81 - PROTOCOL: ALT - CELLULAR (MNP 10) +FC +FCERROR
85 - CONNECT 19200 (V.34 ONLY)

91 - CONNECT 21600 (V.34 ONLY)

99 - CONNECT 24000 (V.34 ONLY)

103 - CONNECT 26400 (V.34 ONLY)

107 - CONNECT 28800 (V.34 ONLY)

151 - CONNECT 31200 (V.34 ONLY)

155* - CONNECT 33600 (V.34 ONLY)

Usage: Enter di ag nodendr v at the command prompt.

Example: The following series of messages shows that amodem call comes into the MAX,
unit and amodem call is cleared from the unit:

> di ag nodemdrv

MODEMDRV debug display is ON

Modem 1 on the modem card in slot 3 has been assigned to answer an incoming modem call:
MODEMDRV- 3/ 1: nmodemOpen nodenHandl e BO4E3898, hdl cHandl e
B026809C, orig O

The modem isidle, so it isavailable to answer the call:

MODEMDRV- 3/ 1: _processQpen/ | DLE
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The next two lines show the MAX modem sending the first string. The second line shows that
a buffer needs to be allocated for sending the command out the WAN.

MODEMDRV: Answer String, Part 1 - AT&FOEO
MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEO, status = SENT

Buffers are allocated for data being received from the WAN:

MODEMDRV- 3/ 1. _hdl cBuf RevdFnc: dat a=2E13ADFO, | en=8,
parseState[n,v]=[0,0], status= RCVD
MODEMDRV- 3/ 1. _hdl cBuf RevdFnc: dat a=2E13BA20, | en=5,
parseState[n,v]=[0,0], status= RCVD

The MAX modem receives OK from the calling modem:
MODEMDRV- 3/ 1. data =OK

The same process is repeated for strings 2 and 3:

MODEMDRV- 3/ 1: _processTi meout/ DI AL_STR2

MODEMDRV: Answer String, Part 2 - AT&C1VOWLX4

MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEQ, status = SENT
MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13C038, | en=2,
parseState[n,v]=[0,0], status= RCVD

MODEMDRV- 3/ 1: data = 0

MODEMDRV- 3/ 1: _processTi meout/ DI AL_STR3

MODEMDRV: Answer String, Part 3 -

ATUC3\ N3S2=255595=44S91=10+MS=11, 1, 300, 33600A

Now, result codes are processed to clarify the characteristics of the connection. The MAX
modem sends a result code of 52, or CARRIER 14400, and the MAX modem receives the
same speed from the calling modem:

MODEMDRV- 3/ 1: _hdl cBuf Sent Fnc: buffer = 2E12EAEQ, status = SENT
MODEMDRV- 3/ 1: data = 5

MODEMDRV- 3/ 1: _hdl cBuf RevdFnc: dat a=2E13ADFO, | en=2,
parseState[n,v]=[5,0], status= RCVD

MODEMDRV- 3/ 1: data = 2

MODEMDRV- 3/ 1: decode= 52

Result codes 77 and 67 indicate that V.42 error correction and V.42bis error compression,
respectively, have been successfully negotiated.

MODEMDRV- 3/ 1: _hdl cBuf RevdFne: dat a=2E13B408, |en=1,
parseState[n,v]=[2,0], status= RCVD

MODEMDRV- 3/ 1: data = 7

MODEMDRV- 3/ 1: _hdl cBuf RevdFnec: dat a=2E13BA20, | en=8,
parseState[n,v]=[5,0], status= RCVD

19DEMDRV-3/1: data = 7

MODEMDRV- 3/ 1: decode= 77

MODEMDRV- 3/ 1: decode= 67

At this point the modem call is up, and the modem driver has completed its task. From here,
the call will be passed to Ethernet resources:

MODEMDRV- 3/ 1: _processRcodeEvent/ AWAI TI NG RLSD, nilype=5, RLSD=0
MODEMDRV- 3/ 1: _processRl sdChange/ AWAI TING RLSD = 1
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Following is the normal sequence of steps for amodem call that is cleared (by either modem).
Modem 5 on the modem card in slot 7 of the MAX isfreed from the previous call and is
reinitialized (so it is available for the next call).

MODENMDRV- 7/ 5: nodenCl ose nodenHandl e BO4E6F38
MODEMDRV- 7/ 5: _cl oseConnecti on: ONLI NE, event =3
MODEMDRV- 7/ 5: _processTi meout/INIT

Diag Networki
Description: Displays call control information related to incoming analog modem call
processing.

Usage: Enter di ag net wor ki at the command prompt.

Example:
>di ag net wor Ki
net wor ki debug is ON
NETWORKI :  Net wor kSt at eChanged: RINGA NG, callid 61
** 1495904. 76: CALL 61 RI NG NG gl obDsl 5, channel 2
NETWORKI : cached call I D 61, routel D 255
NETWORKI : answering incoming call for routelD 255
NETWORKI : cl ear Sessi onDat a
NETWORKI : cal | bl ock bOa9bcfO0, service 1, phone
NETWORKI @ al erti ngRequest ( 61, 255 )
NETWORKI : answer Cal | Request ( 61, 255 )
NETWORKI :  Net wor kSt at eChanged: CONNECTED, callid 61
** 1495906. 38: CALL 61 CONNECTED gl obDsl 5, channel 2
NETWORKI : call state connected, callid: 61
NETWORKI : checki ng for pending conpl et eness
checkFor Sessi onConpl et eness: sessi onl x=3115 rout el D=255
calls still pending ==
NETWORKI : conpl et eTransacti on, route 255

NETWORKI : First call conpleted. Got base profile, service 1,
type 2

NETWORKI : acti vat eChannel Li st for route 255
NETWORKI : cl ear Sessi onDat a

Diag PPPFSM

Displays changes to the PPP state machine as PPP users connect. The command is atoggle that
aternately enables and disables the diagnostics display.

Usage: Enter di ag pppf smat the command prompt.

Example: The following display shows the complete establishment of a PPP session.
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> di ag pppfsm
PPPFSM st ate display is ON

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

Layer O State I NI TI AL
... New State STARTI NG
Layer O
...New State REQSENT
Layer 1 State I NI TI AL
... New State CLOSED
Layer 2 State I NI TI AL
... New State CLOSED
Layer 3 State I NI TI AL
...New State CLOSED
Layer 4 State I NI TI AL
... New State CLOSED
Layer 5 State I NI TI AL
...New State CLOSED
Layer 6 State I NI TI AL
... New State CLOSED
Layer 7 State I NI TI AL
...New State CLOSED
Layer 8 State I NI TI AL
... New State CLOSED
Layer 9 State I NI TI AL
...New State CLOSED
Layer O St at e REQSENT

PPPFSM irc_new scr 4

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

... New State REQSENT
Layer O St at e REQSENT
... New State ACKRECD
Layer O St at e ACKRECD
... New State ACKRECD
Layer O St at e ACKRECD
Layer 1 State CLOSED
... New State REQSENT

... New State OPENED

PPPFSM PAP Packet

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

Layer 6 State CLOSED
... New State REQSENT
Layer 4 State CLOSED
... New State REQSENT
Layer 4 St at e REQSENT
... New State REQSENT

PPPFSM ccp Packet code 1

PPPFSM 97:
PPPFSM 97:

Layer 6 St at e REQSENT
... New State REQSENT

PPPFSM ccp Packet code 2

PPPFSM 97:
PPPFSM 97:
PPPFSM 97:
PPPFSM 97:

Layer 6 St at e REQSENT
... New State ACKRECD
Layer 4 St at e REQSENT
... New State ACKRECD

St at e STARTI NG

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event

Event
Event

Event

Event

Event

Event

Event

Event

OPEN. . .
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..
UP. ..

RCONFRE]. . .

RCONFACK. . .
RCONFREQ. . .

RCONFREQ. . .
OPEN. . .

OPEN. . .
OPEN. . .

RCONFREQ . .

RCONFREQ. . .

RCONFACK. . .

RCONFACK. . .
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Diag PPPIF

Description: Displays messages relating to each PPP connection. This command is
particularly useful in troubleshooting negotiation failures. To help in troubleshooting PPP
issues, you might want to use Diag PPPIF in conjunction with PPPDump.

Usage: Enter di ag pppi f at the command prompt.

Example:

> di ag pppif
PPPI F debug is ON
PPPI F: open: routeid 285, incom ng YES

The following message indicates a modem call:
PPPI F-110: ASYNC node

Link Compression Protocol (LCP) is negotiated:

VJ Header conpression is enabl ed.
PPPI F- 110: vj conp on

PAP authentication is configured on the MAX unit and required for access:

PPPI F- 110: _initAuthentication
PPPI F-110: auth node 1

PPPI F- 110: PAP auth, inconi ng
PPPI F- 110: bypassi ng async | ayer

L CP has been successfully negotiated and established. Authentication is next:

PPPI F- 110: Link Is up.

PPPI F- 110: pppMoNegUunti nmeout last 0 layer 0O

PPPI F- 110: pppMoNegUnti nmeout last 0 layer 0O

PPPI F- 110: LCP Opened, local 'Answer’, renote '’
PPPI F- 110: _openAut henti cati on

PPPI F- 110: pppMoNegUnti nmeout |ast O layer 1

PPPI F- 110: Auth Opened

PPPI F- 110: Renote hostNane is 'my_nane’

PAP Authentication was successful. Compression Control Protocol (CCP) is negotiated next,
along with IP Network Control Protocol (IPNCP):

PPPI F- 110: openi ng CCP
PPPI F- 110: pppMdSendNeg Pkt
PPPI F- 110: pppMoNegTi neout | ayer 6

The user is given the address 1.1.1.1 from pool O:

PPPI F- 110: using address from pool O
PPPI F- 110: All ocated address [1.1.1.1]
PPPI F- 110: openi ng | PNCP

PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMoNegTi neout | ayer 4
PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMoNegUunti meout |ast O layer 6
PPPI F- 110: pppMoNegUnti neout |ast 0 | ayer 4
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PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMoNegUnti neout |last 0 |ayer 4
PPPI F- 110: | PNCP Qpened to

PPPI F- 110: pppMSendNeg Pkt

PPPI F- 110: pppMoNegUntineout |ast O |layer 6
PPPI F- 110: CCP Opened

IPNCP and CCP have been successfully negotiated. The PPP session has been compl etely
established.

Diag PPTPData

Description: Displays the data flowing between the PPTP client and the PPTP server. The
command is atoggle that alternately enables and disables the diagnostic display.

Usage: Enter di ag ppt pdat a at the command prompt.

Example: Thefirst of the following messages indicates that the MAX unit received apositive
acknowledgment from the NT server:

PPTPDATA-[1.1.1.1]: Received GRE ACK

Also, the MAX unit received datafrom the NT server that needs to be forwarded out the WAN
port:

PPTPDATA-[1.1.1.1]: _dataFronLan

The MAX unit receives a packet from the WAN with a good Frame Check Sequence, and
sends it to the PPTP server to be processed:

PPTPDATA-[1.1.1.1]: Good FCS. Sending packet to peer

The following message is aresult of an unsuccessful attempt to connect to an NT PPTP server.
PPTPDATA-[2.2.2.2]: pptpDataSessi onDown, Session not found

Diag RadAcct

Description: Displays RADIUS accounting information. The Diag RadAcct command
displays very few messages if RADIUS Accounting is functioning correctly. The command is
atoggle that alternately enables and disables the diagnostic display.

(For troubleshooting RADIUS-rel ated issues, the Diag Radl F command displays more detailed
information.)

Usage: Enter di ag radacct at the command prompt.

Example:

> di ag radacct

RADACCT debug display is ON

A user hangs up and a stop record is generated:
RADACCT- 147: st opRadAcct

The following message indicates that there is some load on the network and the sending of a
stop record is delayed. This does not necessarily indicate a problem.
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Diag RadlF

RADACCT- 147: _endRadAcct: STOP was del ayed

Description: Displays RADIUS-related messages. Diag RadlF is a powerful diagnostic
command, because it displays RADIUS messages that the MAX unit receives and messages
that it sends. Output from Diag RadlF, in conjunction with running your RADIUS daemon in
diagnostic mode (using the - x option), gives you virtually all the information you need to
clarify issues relating to user authentication.

You can use this command to validate the IP port that you have configured (or think you have
configured), and the username that is being sent by the client.

The command is atoggle that alternately enables and disabl es the diagnostic display.
Usage: Enter di ag radi f at thecommand prompt.

Example: Following are messages you might see for a successful RADIUS authentication:

RADI F: aut henticating <8:ny_name> with PAP
RADI F: _radiusRequest: id 41, user nane <9:nmy_nanme>
RADI F: _radi usRequest: challenge len = <0>

The RADIUS Daemon I P address and authentication port appear:

RADI F: _radi usRequest: socket 5 len 89 ipaddr 01010101 port
65534->1645

RADI F: _radCal | back

RADI F: _radCal | back, buf = BO5BBFAQ

Theresponseis sent back from RADIUS. In this case, the user my_name has passed
authentication. Following isalist of the most common responses:

- Authentication Request

- Positive Acknow edgment

- Rejection

- Accounting Request

- Accounting Response

- Password Change Request

- Password Change Positive Acknow edgment
- Password Change Rejection
11 - Access Chal |l enge

29 - Password - next code

30 - Password New PI'N

31 - Password Terni nate Session
32 - Password Expired

RADI F: _radCal | back, authcode = 2
RADI F: Aut hentication Ack

After authenticating a user, the RADIUS daemon sends the attributes from the user profile to
the MAX unit. The unit creates the user’s Connection profile from these attribute Kaadid-
displays them. (For a complete list of attribute numbers, seEA(® RADIUS Guide and
Reference.)

RADI F: attribute 6, len 6, 00 00 00 02
RADI F: attribute 7, len 6, 00 00 00 01
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RADI F. attribute 8, len 6, ff ff ff fe
RADI F. attribute 9, len 6, ff ff ff 00
RADI F. attribute 11, len 12, 73 74 64 2e
RADI F. attribute 12, len 6, 00 00 05 dc
RADI F. attribute 10, len 6, 00 00 00 00
RADI F. attribute 13, len 6, 00 00 00 01

RADI F. attribute 244, len 6, 00 00 11 94
RADI F. attribute 169, len 6, 00 00 11 94
RADI F. attribute 170, len 6, 00 00 00 02
RADI F. attribute 245, len 6, 00 00 00 00
RADI F. attribute 235, len 6, 00 00 00 01

A RADIUS Accounting Start packet is sent to the RADIUS Accounting Server (using port
1646):

RADI F: _radiusAcct Request: id 42, user name <9:my_name>
RADI F: _radi usAcct Request: socket 6 len 82 I P cf9e400b port
1646, |D=42

RADI F: _radCal | back

RADI F: _radCal | back, buf = B05433C0

RADI F: _radProcAcct Rsp: user:<9:ny_nane>, |D=42

Diag Routmgr

Diag SNTP

Description: Displays route manager information regarding incoming calls to the MAX unit.
Usage: Enterthedi ag rout ngr at the command prompt.

Example:

> di ag routngr

rout ngr debug is ON > ROUTMER: route 260 reason 185

ROUTMER: destroyRoute routel D = 260, cause = CLEAR
ROUTMER-DNI'S: Do not free new dni s# 5962165 (call unauthorized)
ROUTMGR- 260: port is 246

ROUTMER:  deal | ocat eCapability routel D=260, capability=ALL
ROUTMER route 260 destroyed

ROUTMER: route 260 reason 185

Description: Displays messages related to Simple Network Time Protocol (SNTP). The
command is atoggle that alternately enables and disables the diagnostics display.

Usage: Enter di ag snt p at the command prompt.
Example: Following are sample messages displayed with SNTP enabled.

The MAX unit accepts time from a configured NTP server. The following message appears if
the MAX does not accept a supplied time:

Reject:li= x stratunF y tx= z

The following message indicates that the MAX accepts the time from a specified NTP server:
Server= 0 Time is b6dd82ed d94128e
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Diag Telnet

Ether-Display

Because the stored time is off by more than one second, it is adjusted:
SNTP: x Diffl= y Diff2= 2z

Description: Displays messages as Telnet connections are attempted or established. The
Telnet protocol negotiates several options as sessions are established, and Diag Telnet displays
the Telnet option negotiations.

The command is atoggle that alternately enables and disables the diagnostic display.
Usage: Enter di ag t el net at the command prompt.

Example: The following session showsthe MAX terminal server establishing a successful
Telnet connection with a UNIX host.

MAX> di ag tel net

TELNET debug is now ON

The far-end UNIX host has been contacted:

TELNET-4: TCP connect

For this Telnet session, the MAX unit will support options 24 and 1:

TELNET-4: send WLL 24
TELNET-4: recv WLL 1

The UNIX host will support option 1:
TELNET-4: repl DO 1

The MAX receives arequest to support option 3:
TELNET-4: recv WLL 3

The MAX will support option 3:
TELNET-4: repl DO 3

The UNIX host will support option 3:
TELNET-4: recv DO 3

The UNIX host will not support option 24:
TELNET-4: recv DONT 24

The MAX will not support option 24:
TELNET-4: repl WONT 24

The UNIX host will support options 1 and 3:

TELNET-4: recv WLL 1
TELNET-4: recv WLL 3

Description: Displays the contents of Ethernet packets.
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Fatal-History

If you enter the command while traffic through your MAX unit is heavy, the resulting amount
of output can make it tedious to find the information you are looking for. The screen might
even display the message - - - - - data |l ost ----- , Which just means that not all the
output can be displayed on the screen. You might prefer to use the Ether-Display command
during a period of low throughput.

Usage: ether-display port O-# n

Syntax element  Description

port O-# The range of Ethernet ports on which received or transmitted packets
should be displayed. Use zero only to indicate that Ethernet packets for
all ports should be displayed.

n The number of octetsto display from each Ethernet packet.

Example: To display thefirst 12 octets of each Ethernet packet for all ports:

MAX> et her-di splay 0 12

Display the first 12 bytes of ETHER nessages
ETHER XM T: 105 octets @ BO7BE920

[0000]: 00 40 C7 5A 64 6C 00 CO 7B 0C 01 59
ETHER RECV: 64 octets @ BO77EE70

[0000]: 00 CO 7B OC 01 59 00 40 C7 5A 64 6C
ETHER XM T: 219 octets @ BO7BE920

[0000]: 00 40 C7 5A 64 6C 00 CO 7B 0C 01 59
ETHER RECV: 64 octets @ BO077F4C0

[0000]: 00 CO 7B OC 01 59 00 40 C7 5A 64 6C
MAX> et her-display 0 0

ETHER nmessage di splay term nated

Description: Displaysthe MAX fatal-error log. Each time the MAX unit reboots, it logs a
fatal-error message to the fatal-error log. The fatal-error log also includes warnings, for which
the MAX unit did not reset. Development engineers use Warnings for troubleshooting
purposes. A warning indicates that the MAX unit detected an error condition but recovered
from it. The number of entriesin thislog is limited by available flash memory space, and the
errors rotate on a First-1n, First-Out (FIFO) basis. Use the Clr-History command to clear the
log.

Note: If your MAX unit experiences a fatal-error reset or warning, contact technical support
immediately.

Definitions of fatal errors:

Thefollowing reset isthe result of an Assert. This problem can be either hardware or software
related. Contact technical support if you experience an FE1 reset.

FATAL_ASSERT = 1

The following reset results from an out-of-memory condition, sometimes termed a memory
leak:

FATAL_POOLS_NO BUFFER = 2
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Other resetsinclude:

FATAL_PROFI LE_BAD =
FATAL_SW TCH_TYPE_BAD =
FATAL_LI F_FATAL =
FATAL_LCD ERROR =
FATAL_| SAC_TI MEQUT =
FATAL_SCC_SPURI OUS_| NT =

coO~NO Ul W

The preceding reset is caused by a processor exception error.

FATAL_EXEC | NVALID SWTCH = 9
FATAL_EXEC NO MAIL_DESC = 10

The preceding reset occursif the MAX unit triesto allocate a mail message and there are none
left. A reset of thistypeisusually due to amemory leak.

FATAL_EXEC NO MAIL_POOL = 11
FATAL_EXEC NO TASK = 12
FATAL_EXEC NO TI MER = 13
FATAL_EXEC NO TIMER POOL = 14
FATAL_EXEC WAIT_IN_CS = 15
FATAL_DSP_DEAD = 16
FATAL_DSP_PROTOCOL_ERROR = 17
FATAL_DSP_| NTERNAL_ERROR = 18
FATAL_DSP_LOSS_OF_SYNC = 19
FATAL_DSP_UNUSED = 20
FATAL_DDD_DEAD = 21
FATAL_DDD_PROTOCOL_ERROR = 22
FATAL_X25 BUFFERS = 23
FATAL_X25 INIT = 24
FATAL_X25 STACK = 25
FATAL_ZERO MEMALLCC = 27
FATAL_NEG MEMALLOC = 28
FATAL_TASK_LOOP = 29

The preceding reset is caused by a software loop.

FATAL_MEMCPY_TOO LARGE = 30
FATAL_MEMCPY_NO MAG C = 31
FATAL_MEMCPY_WRONG MAGI C = 32
FATAL_MEMCPY_BAD START = 33
FATAL_| DEC_TI MEQUT = 34
FATAL_EXEC RESTRI CTED = 35
FATAL_STACK_OVERFLOW = 36
FATAL_OPERATOR RESET = 99

The preceding entry islogged to the fatal-error table when the MAX has been manually reset,
either in diagnostic mode (with the Reset or NVRAMclear commands), through the user
interface, or through MIF.

Instead of a standard stack backtrace, the message includes the active Security profile index.
On aMAX unit the Default profile is number 1, and the Full Access profile is number 9. 0
indicates an unknown security profile.

Thereset islogged immediately before the MAX unit goes down.
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FATAL_SYSTEM UP = 100

Asacomplement to entry 99, the preceding entry islogged asthe MAX unit is coming up. For
anormal, manual reset, afatal error 99 should appear, followed by afata error 100.

Warning messages

Warnings are not the result of reset conditions. A MAX unit logs warnings when it detects a
problem and recovers. Following are the warnings, in numeric order:

ERROR_BUFFER | N_USE 101
ERROR_BUFFER WRONG_POOL 102
ERROR_BUFFER WRONG HEAP 103
ERROR_BUFFER_NOT_MEMALLOC 104

Warning 104 can be logged under different conditions (for example, double freeing memory or
alow-memory condition).

ERROR_BUFFER_BAD_MEMALLCC 105
ERROR_BUFFER_BOGUS_POCL 106
ERROR_BUFFER_BOGUS_HEAP 107

Memory management code (or other modules) detected that the buffer header of what should
have been afree buffer had been corrupted by the previous overwrite.

ERROR_BUFFER NEG MEMALLOC 108

Warning 108 is logged when a negative length request is made to the memory allocation code.
ERROR_BUFFER _ZERO MEMALLCC 109

Warning 109 is similar to Warning 108, except that the a zero length request is made to the
memory allocation code.

ERROR_BUFFER_BOUNDARY 110
ERROR_BUFFER TCO BI G 111

Warning 111occurs when a software routine has tried to allocate a block of memory greater
than 64K B.

ERROR_BUFFER_NULL 112
ERROR_BUFFER_SEGCOUNT _ZERO 113
ERROR_BUFFER TRAI LER MAG C 114
ERROR_BUFFER TRAI LER_BUFFER 115
ERROR_BUFFER TRAI LER_LENGTH 116

ERROR_BUFFER TRAI LER_USER MAG C 117
ERROR BUFFER WRI TE_AFTER FREE 118

ERROR_BUFFER NOT | N_USE 119
ERROR_BUFFER_MEMCPY_MAG C 120
ERROR_BUFFER_MEMCPY_MAG C_ NEXT 121
ERROR_BUFFER M N 101
ERROR_BUFFER_MAX 121
ERROR_LCD ALLOC FAI LURE 145

Warning 145 occurs when a memory-copy routine was called but the source buffer was much
larger than expected.
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ERROR_MVEMCPY_TOO_LARGE 150
ERROR_MEMCPY_NO _MAG C 151
ERROR_MEMCPY_W\RONG _MAG C 152
ERROR_MVEMCPY_BAD_START 153
ERROR WAN_BUFFER _LEAK 154

Warning 154 is caused by an error in the WAN driver.

ERROR_TERMSRV_STATE 160

ERROR_TERMSRV_SEMA4 161

ERROR_STAC _TI MEQUT 170

ERROR_EXEC FAI LURE 175

Warning 175 occurs because the kernel temporarily does not have available memory to spawn
atask.

ERROR_EXEC RESTRI CTED 176

ERROR_EXEC _NO_MAI LBOX 177

ERROR_EXEC NO_RESOURCES 178

ERROR_CHAN_NMAP_STUCK 180

Warning 180 is caused by amissing channel on a TL/PRI line.

ERROR_CHAN_DI SPLAY_STUCK 181
ERROR_NEW CALL_NO DI SC_REQ 182

Warning 182 indicates that a Disconnect message to the Central Office (CO) was not sent. The
problem can be caused by conditions on the MAX or at the CO. When the MAX encounters
the condition, it assumes the CO is correct, and answers the call.

ERROR _NEW CALL_NO DI SC_RESP 183
ERROR DI SC_REQ DROPPED 184
ERROR_SPYDER BUFFER 185
ERROR_SPYDER_DESC 186
ERROR_TCP_SBCONT_TOO BI G 190
ERROR_TCP_SEQUENCE_GAP 191
ERROR_TCP_TOO MUCH_DATA 192
ERROR_TCP_TCOO MUCH WRI TE 193
ERROR_TCP_BAD_OPTI ONS 194
ERROR_OSPF_BASE 200

Usage: Enter f at al - hi st ory at the command prompt.

Example

MAX> fatal-history

OPERATOR RESET: Index: 99 Load: nhpelbip Revision: 4.6Cp22
Dat e: 02/24/1997. Tinme: 16:08:43

DEBUG Reset from unknown in security profile 1.

OPERATOR RESET: Index: 99 Load: ebiom mi0 Revision: 5.0A
Dat e: 02/24/1997. Tinme: 16:09: 35

NVRAM was rebui |t

SYSTEM IS UP: Index: 100 Load: ebiom nmd0 Revision: 5.0A
Dat e: 02/24/1997. Tinme: 16:10:04

See Also: Clr-History
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FClear
Description: Clears Flash memory on the MAX unit. When the unit boots, it |oads the code
and configuration from Flash memory into Dynamic Random Access Memory (DRAM). If
you want to return your unit to its factory-set defaults, you need to perform an FClear.
Usage: Enterf cl ear at the command prompt.
Example:
MAX> fcl ear
See Also: FSave

FRestore
Description: Restores a configuration from flash memory and loads it into DRAM on the
MAX.
Note: The MAX unit performs an FRestore when it boots. You need to execute the command
if you have made changes to the current configuration and want to restore the configuration
stored in Flash memory.
Usage: Enter fr est or e at the command prompt.

FSave
Description: Storesthe current configuration into flash memory.
Note: When you load code with the TloadCode command, an FSave is performed
automatically before the code is uploaded. When the box boots after the upload, the MAX unit
will load the configuration stored in flash memory rather than be reset to factory default
settings.
Usage: Enter f save at the command prompt.
Example:
MAX> fsave
See Also: FClear

Heartbeat
Description: Displaysinformation related to multicast heartbeat functionality. The command
isatoggle that alternately enables and disables the debug display.
Usage: Enter heart beat at the command prompt.
Example: Following are several examples of output displayed by the Heartbeat command.
HB: Sendi ng SNMP Al arm count
HB: Checki ng Number of HeartBeats received
HB: HeartBeats received x
HB: Changing to Al arm Mode, HeartBeats Received x Expected y
HB: HeartBeat group address changed
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Help

HB: Heart beat received with invalid UDP port
HB: Heart beat received frominvalid source
HB: Received HeartBeat packet

Description: Displaysalist of the most commonly used diagnostic commands and a brief
description of each command. Append the ascend maodifier to display the complete list of
commands.

Usage: hel p [ascend]

Syntax element Description
ascend List all commands.
Example:

> hel p

? -> List all nonitor commands

clr-history -> Clear history |og

ConnLi st -> Display connection list information
ether-display -> ether-display <port #> <n>
fatal -history -> List history | og

fclear -> clear configuration fromflash
FiltUpdate -> Request update of a connection
frestore -> restore configuration fromflash
fsave -> save configuration to flash

help -> List all nonitor commands

nsl ookup -> Perform DNS Lookup

pri Di splay -> priDisplay <n>

quit -> Exit fromnonitor to menus

reset -> Reset unit

tl oadcode -> | oad code fromtftp host

trestore -> restore configuration fromtftp host
tsave -> save configuration to tftp host

wanDi spl ay -> wanDi spl ay <n>

wanDSess -> wandsess <sess <n>> (display per session)
wanNext -> wanNext <n>

wanQOpeni ng -> wanQpeni ng <n> (di spl ays packets during
openi ng/ negoti ati on)

Lanport Modem

Description: Displays areport on the status of the availability of modemsinthe MAX unit.
Each time you enter avm you get a snapshot of current modem states and the recent history for
each modem. The command is particularly helpful in troubleshooting modem connection
problems, for which you must focus on the ability of individual modems to successfully
connect with dial-in users.

A call is noted as successful if modem handshaking (training) and authentication are
successful.
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Lcstate

A call isnoted as “bad” if modem handshaking fails at any point in the initial call set-up, or if
the dial-in user does not successfully log in.

Thedi r parameter indicates the direction of the last call into each modem. It can have the
following settings:

1—Call direction unknown.
2—Call was outgoing.
3—~Call was incoming.

A modem is moved to theispect list if its first four calls are bad, or if it experiences eight bad
calls in a row. Modems on tteaspect list can still be used if affee modems are in use. Any
subsequent successful call teugpect modem places that modem back onftiee list.

Note: A call that has been categorized as bad does not necessarily indicate a modem problem
with the MAX unit. Poor line quality, software problems with the calling modem, wrong
numbers, and forgotten passwords all can generate calls that appear as bad calls but have
nothing to do with modems on the MAX unit.

Usage: Enterl anport nodemat the command prompt.

Example: In the following display, an 8-mod modem card is located in slot 8 of the MAX

unit. Modems 8:5 and 8:6 are in use. Modems 8:2, 8:3, 8:4, 8:7, and 8:8 are idle and available
to accept calls. Modem 1 has been disabled by the V.34 Modem > Modem Diag > Modem #1
parameter.

> | anport nodem
Modens on free |ist:

Modem 8:4, 70 calls, 6 bad, last 32 calls = ffdffbfc dir=3
Modem 8:8, 54 calls, 1 bad, last 32 calls = ffffffff dir=3
Modem 8: 3, 63 calls, 1 bad, last 32 calls = fffbffff dir=3
Modem 8: 2, 74 calls, 1 bad, last 32 calls = ffffffff dir=3
Modem 8: 7, 64 calls, 2 bad, last 32 calls = ffbfffbf dir=3
Modens on suspect |ist:

Modem 8: 1, 57 calls, 0 bad, last 32 calls = ffffff00 dir=3

Modens on disabled |ist:

Modens on dead |ist:

Modens on busy list:

Modem 8: 5, 65 calls, 2 bad, last 32 calls
Modem 8: 6, 58 calls, 1 bad, last 32 calls

fffffffd dir=3
fEffffff dir=3

Looking at modem 4 on slot 8 (designated 8:4), the eight-digit hexadecimal number has to be
converted to binary to indicate how many of the last 32 calls were successful:

ffdffbfc = 11111111110111111111101111111100

The zeroes show that modem 8:4 has had four unsuccessful calls, including the last two calls.
After the hexadecimal numbati r =3 indicates that the last call was an incoming call.

Description: Displays the LANCORE state of incoming traffic processed on the MAX unit.

Usage: Enterl cst at e at the command prompt.
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MdbStr

Example:

> | cstate

LANCORE state display is now ON

LANCORE state display is now ONLANCORE- 257: incom ng call
LANCORE- 257: >> nmsg 'INCOM NG in state ' AVAI LABLE: A
LANCORE- 257: _avai |l abl el ncom ngCal |

LANCORE: _enterlncom ngCal | St ateA: routel D: 257

LANCORE- 257: No profile found (optional).

LANCORE- 257: << new state is 'I NCOM NG A

LANCORE- 257: call conplete, status=SUCCESS, 1 channels
LANCORE- 257: >> nmsg ' COWLETE in state ' | NCOM NG A
LANCORE- 257: _i ncom ngCal | Conpl ete, success = SUCCESS

No cor el nf o->m scl nf o: rout e=257, ngnmt Type=0, wanPr ot ocol Type=255
LANCORE- 257: wan conpl ete

LANCORE- 257: << new state is 'I NCOM NG D

LANCORE- 257: _i ncom ng\WanQpenConpl et e, success = 1
LANCORE- 257: >> nmsg ' WAN OPEN COVPLETE' in state '|I NCOM NG D
LANCORE- 257: _i ncom ng\WanQpenConpl et e, success = 1
LANCORE- 257: << new state is ’'| NCOM NG B’

LANCORE- 257: wan det ect

LANCORE- 257: >> nsg ' WAN DETECT’ in state ' | NCOM NG B’
LANCORE- 257: _i ncom ng\WanUp

_incom ng\WanUp: user Pr ot ocol =0, ngnt Type=2

LANCORE- 257: << new state is '|IDLE A

Description: Modfies the default modem AT command strings used by the modems on a
MAX unit for both incoming and for outgoing calls. WIth earlier software, you could not
modify the AT command for modems on the unit. You could affect the string in minor ways by
modifying the V42/MNP, Max Baud, and MDM Trn Lvl parameterslocated in Ethernet > Mod
Config > TServe Options.

The MdbStr command also allows you to return the string to its factory default settings.

The modem chip in aMAX unit supports AT commands of up to 56 charactersin length. To
fully support all possible functionality, each AT command is sent as two separate strings.
Modify one or both strings.

Note: The AT command string initializes the modems it affects. When you change the AT
command string, you are changing the functionality of the modems. Please use the MdbStr
command carefully.

Following are the two default strings for the MAX unit:
+ AT&F0&C1VOW1X4
*  AT%C3\N3S2=255595=44591=10+MS=11,1,300,33600A

Usage: nmdbstr [0] [1] [2] [ AT conmmand string]
Example: Modify each portion of the AT command string as follows:

Override the existing first string with a new string:
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ndbst r

1 AT&F0&C1VIWL

Override the second portion of the AT command string:

ndbstr

2 ATYC3\ N3S2=255S95=44S91=10+M5=11, 1, 300, 14400A

Return both strings to their factory default settings:

nmdbstr O
MDialout
Description: Displays messages related to modem dialout. Use the command in conjunction
with the diagnostic command Diag Modemdrv (ModemDrvState in previous TAOS revisions)
to get detailed information about outbound modem calls.
The command is atoggle that alternately enables and disables the debug display.
Usage: Enter ndi al out at the command prompt.
Example: A modem on the MAX unit prepares to make an outbound modem call, but never
receives adialtone:
MAX> ndi al out
MDI ALOUT- 2/ 4: >> CURR state=Await O f _Hook, NEW event=Event O f_ Hook
MDI ALOUT- 2/ 4: connected to DSP!
MDI ALOUT- 2/ 4: rgst tone (14) via channel Index O
MDI ALOUT- 2/ 4: tone generation started.
MDI ALOUT- 2/ 4: >> CURR state=Await_Di al _Tone, NEW
event =Event _Di al tone_(n
MDI ALOUT- 2/ 4: decode timer started.
MDI ALOUT- 2/ 4: << NEWstate=Await_1st_Digit
MDI ALQUT- 2/ 4: enabl i ng tone search, channel index=0, tineslot=0
MDI ALOUT- 2/ 4: << NEWstate=Await_1st_Digit
MDI ALOUT- 2/ 4: >> CURR state=Await_1st_Digit, NEW event=Event_On_Hook
MDI ALOUT- 2/ 4: st oppi ng decode tiner.
MDI ALOUT- 2/ 4: rgst tone (15) via channel lndex 0
MDI ALQUT- 2/ 4: di sabling tone search, channel index=0
MDI ALOUT- 2/ 4: di sconnected from DSP.
MDI ALOUT- 2/ 4: << NEW st ate=Awai t _OFf _Hook
MDI ALQUT- 2/ 4: >> CURR state=Awai t _O f _Hook, NEW event =Event _Cl ose_Rqst
MDI ALQUT- ?/ ?: << NEW st at e= <DELETED>
ModemDiag

Description: Displays diagnostic information about each modem as the modem’s call is
cleared. The command is a toggle that alternately enables and disables the diagnostic display.

With ModemDiag enabled, at the end of each modem call the command initiates an AT&V1
call and displays the following variables with their current values:
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Usage: Enter modendi ag at the command prompt.

Variable Description

TERMINATION REASON  LINK DISCONNECT—The remote side disconnected the
call.
LOCAL REQUEST—The MAX initiated a disconnect
because of poor line quality.
CARRIER LOSS
GSTN CLEARDOWN—Global Switched telephone
network (GSTN) initiated the disconnect.
NO ERROR CORRECTION
INCOMPATIBLE PROTOCOL
EXCESSIVE RETRANSMISSIONS
DTR LOSS
INACTIVITY TIMEOUT
INCOMPATIBLE SPEEDS
BREAK DISCONNECT
KEY ABORT

LAST TX data rate Last data rate at which the modem on the MAX was trans-
mitting.

HIGHEST TX data rate Highest data rate at which the modem on the MAX was
transmitting.

LAST RX data rate Last data rate at which the modem on the MAX was receiv-
ing.

HIGHEST RX data rate Highest data rate at which the modem on the MAX was
receiving.

Error correction PROTOCOL Negotiated error correction protocol.

Data COMPRESSION Negotiated data compression protocol.

Line QUALITY Probes are sent by each modem to determine the quality of
the line and the connection. The range for this variable is 0 to
128. The lower the number, the better the perceived line
quality.

Receive LEVEL Representation of the attenuation (weakening) of the modem
signal, which is measured in decibels. The decibel rating is
translated into a number between 0 and 128 for inclusion in
this report. The lower the number, the lower the attenuation
of the modem signal.

Highest SPX Receive State Number relating to an internal DSP state machine in the
modem code. Has no practical use for most users.

Highest SPX Transmit State  Number relating to an internal DSP state machine in the
modem code. Has no practical use for most users.

Example:
> nodendi ag
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TERM NATI ON REASON. . ........

LI NK DI SCONNECT

LAST TX data rate........... 26400 BPS
H GHEST TX data rate........ 26400 BPS
LAST RX data rate........... 24000 BPS
H GHEST RX data rate........ 24000 BPS
Error correction PROTOCOL... LAPM

Data COWPRESSION............ V42Bi s
Line QUALITY................ 032
Receive LEVEL............... 017

H ghest SPX Receive State... 67

H ghest SPX Transmit State.. 67

TERM NATION REASON. . ........ LI NK DI SCONNECT
LAST TX data rate........... 28800 BPS
H GHEST TX data rate........ 31200 BPS
LAST RX data rate........... 28800 BPS
H GHEST RX data rate........ 28800 BPS
Error correction PROTOCOL... LAPM

Data COWPRESSION............ V42Bi s
Line QUALITY................ 032
Receive LEVEL............... 017

H ghest SPX Receive State... 85

H ghest SPX Transmit State.. 87

ModemDrvDump

NetRoute

NSLookup

Description: Displays information about the status of each modem.
Usage: Enter modendr vdunp at the command prompt.

Example: Following isamessage about modem O (the first modem) in the modem card in slot
3 onthe MAX unit. The numbersin brackets indicate number of calls with unexpected open
reguests, unexpected Rcode events, unexpected release events and unexpected timeouts:

MODEMDRV- 3/ 0: Unexp Open/ Rcode/ Rl sd/ Ti mout =[ 0, 0, 0, 0]

Description:
Usage: Enter net r out e at the command prompt.

Example:

> netroute
NETROUTE debug is now ON

netroute:: Checking if inconming call on channel: 1, Dsl: 5 phone
nunber [59621

65] is net-to-net

NETROUTE: _nt Match:dest in profile is: slot 0, slotDsl O

Description: Similar to the UNIX nsl ookup command. When you specify a hosthame, a
Domain Name System (DNS) request is forwarded. If the host is found, the corresponding IP
addressis displayed.
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NVRAMClear

Usage: Enter the following command at the command prompt:
nsl ookup [-Vv] [-s dnsServerlpAddr] [-r vRouterNane] hostnane

The optional elements of the NSL ookup command are described below:

Optional Element Specifies

-V The MAX unit displays the details of packets received
from the DNS server responding to the query.

-s dnsServer | PAddr The MAX unit attempts to resolve the specified
hostname into an | P address by using the specified
dnsSer ver | pAddr asthe DNS server. If you do not
specify this optional element, the MAX unit uses the
information specified for the Pri DNS and Sec DNS
parameters to determine which server(s) provide the
necessary DNS information.

-r vRout er Nane Anindividual VRouter. If thisoption is not entered, the
global VRouter will be used.

host nane The host to which the MAX unit sends its DNS request.

Example:

> nsl ookup host1
Resol vi ng host host 1.
| P address for host drawbridge is 1.1.1.1.

> nsl ookup 198.4.92.1
Resol vi ng host 198. 4.92. 1.

> nsl ookup
M ssi ng host nane.

> nsl ookup nohost
Resol vi ng host nohost.
Unabl e to resol ve nohost!

Description: Clears Nonvolatile Random Access Memory (NVRAM). The current system
configuration is stored in NVRAM.

Note: A copy of the configuration may also be stored in Flash memory. If you clear NVRAM,
the MAX resets and initializes itself with the configuration it detects in Flash memory. To
return your MAX to itsfactory default settings, you must first use the FClear command to clear
the configuration in Flash then use NVRAMClear.

Usage: Enter nvr anctl ear at the command prompt.

See Also: FClear
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PPPDump N

Description: Very similar to the WANDisplay diagnostic command. But PPPDump N strips
out escape characters that are present for asynchronous PPP users (who are dialing in with
modems). The escape characters are necessary because of the asynchronous nature of the data
stream. Stripping them out simply clarifies the presentation of the data.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data lost ----- , which just means that not all the output
can be displayed on the screen. You might prefer to use the PPPDump command during a
period of low throughput.

Usage: pppdunp n

where n isthe number of octets to display per frame. Specifying a value of 0 (zero) disables
thelogging of data.

Example:

Consider the following frames, which were logged by the WANDisplay 64 command:

7E FF 7D 23 Q0 21 7D 21 7D 21 7D 20 7D 37 7D 22 7D 26 7D 20 7D
2A 7D 20 7D 20 2D 7D 23 7D 26 3A AA 7E

7E FF 7D 23 QG0 21 7D 21 7D 21 7D 20 23 7D 20 7D 24 7D 20 7D 20
7D 22 7D 7E

To get the data stream without escape characters, the 0x7D bytes need to be stripped, and the
byte following each 0x7D byte needs to be decremented by 0x20.

With PPPDump, the MAX automatically convert and displays the data as follows:

7E FF 03 C0 21 01 01 00 17 02 06 00 OA 00 00 2D 03 06 3A AA 7E 7E
FF 03 CO 21 01 01 00 23 00 24 00 00 02 7E

See Also: WANDisplay, WANNext, WANOpen

PPPInfo
Description: Displays information about established PPP sessions. Has little practical use
other than as atool for developmental engineering.
Usage: ppi nfo index [all]
Syntax element Description
i ndex Selects a particular PPP information table.
al | Displays information about embedded structures.
Example:
> pppinfo 1
Ncp[ LCP] = B02B396C
Ncp[ AUTH] = B02B39BC
Ncp[ CHAP] = B02B3A0C
Ncp[ LQM = B02B3A5C
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PPTPCM

PPTPEC

Nep[ | PNCP]

Nep[ BNCP]

Nep[ CCP]

Nep[ | PXNCP]
Ncp[ ATNCP]

Nc p[ UNKNOWN]
Mode

nOpen pendi ng
Local AsyncMap
Renot eAsyncMap
Peer Nanme

Rnt Auth State
ai buf

i pcp

vJi nfo

I ocal VjInfo
bnepl nfo

i pxl nfo

renot e

Bad FCS

BO2B3AAC
BO2B3AFC
B02B3B4C
B02B3B9C
BO2B3BEC
B02B3C3C
async

0

0

0

N A
RMTI_NONE
0
BO3E502C
0

0
BO3E559C
BO3E55DC
no

a

Description: Displays messages relating to the call management layer of PPTP. Messages
appear as calls are routed to the PPTP server by the MAX. The command is atoggle that
alternately enables and disables the diagnostic display.

Usage: Enter ppt pcmat the command prompt.

Example: Following are messages from a successful connection:

PPTPCM Connecting to host [1.1.1.1]
PPTPCM[1.1.1.1]:
PPTPCM[1.1.1.1]:

Event =

Local - St art - Request
Starting | ocal

sessi on

In the following message, st at us = 0 indicates that this was a successful connection:

PPTPCM [1.1.1.1]:
PPTPCM[1.1.1.1]: _
PPTPCM [1.1.1.1]: Event =
PPTPCM [1.1.1.1]:

Started | ocal

session; status = 0

recei veFunc cal | ed

Renote-Start-Reply

Session state changed from Local -Start to Up

Following are messages from an unsuccessful connection:

PPTPCM [ 2. 2. 2. 2] :
PPTPCM [ 2. 2. 2. 2] :
PPTPCM [ 0. 0. 0. 0] :
PPTPCM [ 0. 0. 0. 0] :

Event =

Local - St art - Request
Starting | ocal
Started | ocal

sessi on

session; status = -4

EC Start fail ed

Description: Displays control link messages between the PPTP client and the PPTP server.
The command is atoggle that alternately enables and disables the diagnostics display.

Usage: Enter ppt pec at the command prompt.
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Example: Following are messages from a successful connection and from an unsuccessful

attempt.

Successful connection:

PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:
PPTPEC-[1.1.1.1]:

Unsuccessful attempt:

ppt pECSend cal | ed

New state = Runni ng

Event = Send, current state = Running
New state = Runni ng

Recei ve cal | back called

Event = Receive, current state = Running
New state = Running

PPTPEC-[2.2.2.2]: pptpECStart called-
PPTPEC-[2.2.2.2]: Event = Start, current state = Stopped

PPTPSend

Description: Sends an Echo Request to the specified NT PPTP server.

Usage: ppt psend i p_address_of _PPTP _server

Example:

> pptpsend 1.1.1.1

PPTPCM: Sending Echo Request to host [1.1.1.1]

PRIDisplay

Description: Displays the contents of WAN packets.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even

display the message -----

data lost -----

, which just means that not all the output

can be displayed on the screen. You might prefer to use the PRIDisplay command during a

period of low throughput.

Usage: pridisplay n

where n isthe number of octets to display from each WAN packet.

Example: The output from the following PRIDisplay command shows the first 64 bytes from
each packet sent to or received from the WAN:

> pridisplay 64

Display the first 64 bytes of PRI messages
PRI-RCV-0(task: B0479C00, time: 83251.39) 4 octets @ B0539620

[0000]: 02 01 01 61

PRI-XMIT-0(task: BO4B3A40, time: 83251.39) 4 octets @ B050C340

[0000]: 02 01 01 49

PRI-RCV-0(task: B0479CO00, time: 83261.64) 4 octets @ BO52AF60

[0000]: 02 01 01 61

PRI-XMIT-0O(task: BO4B3A40, time: 83261.65) 4 octets @ BO51EFAOQ

[0000]: 02 01 01 49

PRI-RCV-0(task: B0479CO00, time: 83269.98) 27 octets @ B0539620
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Quit

RadStats

[0000]: 02 01 48 60 08 02 1A 7B 05 04 03 80 90 A2 18 04
[0010]: E9 82 83 88 70 05 C1 34 39 39 30

pridisplay 0

PRI nessage di splay term nated

Description: Exits diagnostic mode.

Usage: Enter qui t at the command prompt.

Description: Displays a compilation of RADIUS Authentication and Accounting statistics.
Usage: Enterr adst at s at the command prompt.

Example:

> radstats
RADI US aut hen stats:

In the following message, A denotes authentication and O denotes other. There were 612
authentication reguests sent and 612 authentication responses received.

0 sent[A O=[612,15], rcv[A O =[612, 8]

602 were authenticated successfully, and 18 were not:
timout[ A, O =[0,6], unexp=0, bad=18, aut hOK=602

In the next message, the IP address of the RADIUS serveris1.1.1.1, and the cur Ser ver Fl ag
indicates whether or not this RADIUS server isthe current authentication server. (You can
have several configured RADIUS servers, but only oneis current at any onetime.) 0 (zero)
indicates no. A 1 indicates yes.

| pAddress 1.1.1.1, curServerFlag 1
RADI US accounting stats:

The next message indicates that the MAX sent 1557 Accounting packets and received 1555
responses (ACKs from the Accounting server). Therefore, the unexp valueis 2. This does not
necessarily indicate a problem, but might be the result of the MAX timing out a particular
session before receiving an ACK from the RADIUS server. Momentary traffic load might cause
this condition. The value of bad is the number of packets that were formatted incorrectly by
either the MAX or the RADIUS server.

0 sent=1557, rcv=1555, tinout=0, unexp=2, bad=0

In the next message, the Accounting server is different from the Authentication server. The
Accounting and Authentication servers do not need to be running on the same host, although
they can be.

| pAddress 2.2.2.2, curServerFlag 1
Local Rad Acct Stats:

The next two messages can be used to look for traffic congestion problems or badly formatted
Accounting packets. Under typical conditions, you might see afew packets whose
acknowledgments fail.
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Reset

Revision

The first message indicates whether any RADIUS requests have been dropped by the MAX.
With this particular message, no requests were dropped. 1557 were sent successfully:

nSent [ OK fail]=[1557,0], nRcv=1557, nDrop[ Qrull, Q& her]=[0, 0]
The next message indicates whether any session timeouts resulted from failure to receive a
RADIUS responses were not received, causing a session timeout. The message also indicates
responses that are received by the MAX but that do not match any expected responses. The
MAX keepsalist of sent requests, and expects a response for each request. In the following
message, one response received from the RADIUS server did not match any of the requests

that the MAX had sent out. This might be caused by a corrupted response packet, or by the
MAX timing out the session before the response was received.

nRsp[ Ti nOut , NoMat ch] =[ 0, 1], nBackof f [ new, nor sp] =[ 0, 0]

The following messages display a summarized list of RADIUS server statistics:

Local Rad Serv Stats:
unkd i ent =0
index 0 #Sent = 0, #SendFail =0 badAut hRcv = 0, badPktRcv = 0

Description: Resetsthe MAX, which terminates all active connections and restarts. All users
are logged out and the default security level isreactivated. All active WAN lines are
temporarily shut down because of the loss of signaling or framing information. Asthe MAX
boots, it runsits power-on self tests (POST).

Usage: Enterreset at the command prompt.

Example: To reset the unit:

> reset

See Also: NVRAM

Description: Displays a MAX unit’'s hardware revision level and serial number.

Usage: Enterther evi si on at the command prompt. The unit’s response contains five
elements:

[ FHWREV N NN SN ]

Element Definition
HW REV The unit's hardware revision, represented a nurlder9.

A value of0 (zero) specifies that the hardware revision is unknown.
This is not a cause for concern.

N NN Information that Lucent Technologies uses internally.
SN The serial number of the MAX unit.

Note: For MAX 3000 units, this information determines whether you
can downgrade from the current version of operating system software.

B-48

MAX Administration Guide



Diagnostic Parameters and Commands
Using diagnostics-related DO commands

Example: Inthe following message, the MAX has a serial number of 6363077.

> revision
revision = 0 1 10 6363077

Tlcoredisplay

Tempdisplay

TLoadCode

Description: Specifies the number of bytes to display from incoming T1 core messages.

Usage: Entert 1cor edi spl ay [ n] atthecommand prompt. [ n] representsthe number
of bytes the unit displays. Specify 0 to turn off T1coredisplay.
Example:

> tlcoredi splay 100

Di splay the first 100 bytes of Tl1lCore nessages
> tlcoredisplay 0O

T1Core nessage di splay term nated

Description: Displaysthe ambient temperature in Celsius from sensors located in the MAX
3000 unit to monitor the modems, the power supply, and the serial ports.

Usage: Typethet enpdi spl ay command at the DO menu’s Diagnostic prompt (>).

Example:

> tenpdispl ay

Anbi ent tenperatures:

Locati on Cel ci us
Et her net 28
Modens 29

Power supply 39
Serial ports 32

Description: Uses Trivial File Transfer Protocol (TFTP) to load software from a UNIX host
into the MAX unit’s flash memory. The TFTP host can be accessed from the Ethernet interface
or across the WAN. The MAX unit needs to be reset to load the uploaded code, since the unit
must load the code from Flash memory into DRAM.

Although the MAX unit might experience a small performance degradation during the file
transfer, it will be fully functional during the file download process.

When you use the TLoadCode command, the current configuration of the MAX unit is saved
to flash memory. Therefore, manual reconfiguration, which is required when loading software
through the serial connection, should not be necessary.
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When you execute the command, a sequence of dots appears on the screen, indicating the
progress of the transfer. Each dot represents the transfer of approximately 512 bytes.

Note: If the TFTPtransfer isinterrupted or the checksum of the uploaded fileisincorrect, the
new code does not load when the MAX isrebooted. The MAX reloads its previous version of
code. Also, if the new code is uploaded at boot time, an FRestore is performed to load the
configuration that is stored in flash memory. The MAX reboots again to properly initialize the
configuration.

Usage: tloadcode nane_or_ip _address of tftp server fil enane
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TRestore

TSave

Update

Example:

MAX> t | oadcode

usage: | oadcode host file

> tloadcode 1.1.1.1 mhptl. bin
saving config to flash

| oadi ng code from1.1.1.1
file mhptl. bin...

Description: Restoresasaved configuration from a TFTP host to Flash memory onthe MAX.
You need to manually reboot the MAX to load the restored configuration from Flash memory
into dynamic RAM.

Usage: trestore nane_or_ip _address of tftp server filenane

Example:

MAX> trestore 1.1.1.1 config.txt
restoring configuration from1.1.1.1:69
file config.txt...

Description: Savesthe MAX configuration that is stored in flash memory to a TFTP server.
You need to perform the FSave command if you want to save your currently running
configuration. FSave saves the currently running configuration to flash memory.

Usage: tsave nane_or_ip _address of tftp server filenane

Example:

MAX> tsave 1.1.1.1 config.txt
saving configuration to 1.1.1.1:69
file config.txt...

Description: Modifies optional functionality of the MAX. To enable some options, you must
obtain a set of hash codes (supplied by a L ucent Technologies representative) that will enable
the functionality in your MAX. After each string is entered, the word complete appears,
indicating that the MAX accepted the hash code.

If you enter updat e without atext string modifier, the MAX displaysalist of current
configuration information.

Usage: update [text_string]

Example:
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WANDisplay

MAX> updat e

Host interfaces: 4
Net interfaces: 4
Port 1 channels: 255
Port 2 channels: 255
Port 3 channels: 255
Port 4 channels: 255
Field features 1: 182
Field features 2: 33
Field features 3: 54
Protocols: 1

MAX> update 5 1023 12321312312312321

The following two messages indicate that the text strings were entered incorrectly:

update command: invalid arg 3!
updat e comand: di sal | owed

The following message indicates that the MAX accepted the update string:
updat e comand: conmand conpl et e.

Description: Displays all packets received from or sent to any of the WAN interfaces.
Because WANDi splay output shows the raw datathe MAX is receiving from and sending to
the remote device, the information can be very helpful in PPP negotiation problems.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data lost ----- , which just means that not all the output
can be displayed on the screen.

You might prefer to use the WANDi splay command during a period of low throughput.
Alternatively, depending on the types of information you need to gather, you might use
WAND Sess, WANOpen, or WANNext to focus the display.

Usage: wandi spl ay number_of _octets to di splay from each_packet
Enter wandi spl ay O to disable the logging of thisinformation.

Example: The bytes are displayed in hexadecimal format. Following are several examples of
WANDisplay output.

MAX> wandi spl ay 24

Display the first 24 bytes of WAN nessages

> RECV-272:: 1 octets @5E138F74

[0000]: OD

RECV-272:: 13 octets @5E13958C

[0000]: OA 41 63 63 65 70 74 3A 20 69 6D 61 67

XM T-276:: 1011 octets @ 2E12D8A4

[0000]: 7E 21 45 00 03 EE 54 2B 40 00 37 06 BA 09 CF 2B
[0010]: 00 86 DO 93 91 90 1A OA

MAX> wandi splay O
WAN nmessage di splay term nated
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WANDSess

WANNext

See Also: WANDSess, WANOpen, WANNext

Description: Similar to WANDisplay, but WAND Sess displays only incoming and outgoing
packets for a specific user. WANDSess is particularly helpful for troubleshooting aMAX with
several simultaneous active connections. The volume of output from commands such as
WANDi splay make them not as effective for troubleshooting issues for particular users.
WANDSess is afilter to let you focus your troubleshooting.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data lost ----- , which just means that not all the output
can be displayed on the screen. You might prefer to use the WAND Sess command during a
period of low throughput.

Usage: wandsess user_nane_or_profil e _nane nunber_of
octets to _display from each_packet

Enter wandsess user_nane_or_profil e_nane 0 to disablethelogging of this
information.

Example:

MAX> wandsess gzoller 24

RECV-gzol l er: 300:: 1 octets @ 3E13403C

[0000]: 7E 21 45 00 00 3E 15 00 00 00 20 7D 31 C2 D2
RECV- gzol | er: 300:: 15 octets @ 3E133A24

[0000]: DO 7D B3 7D B1 B3 DO 7D B3 90 02 04 03 00 35
XM T-gzol l er:300:: 84 octets @ 3E12D28C

[0000]: 7E 21 45 00 00 4E C4 63 00 00 1C 7D 31 17 5F DO
[0010]: 93 90 02 DO 93 91 B3 00

Notice that the only difference in output between WANDSess and WANDisplay is that with
WANDSess, the name of the user is displayed in amessage. The dataisidentical in content,
but WAND Sess displays no datafrom any other sessions.

MAX> wandsess gzoller O
MAX>

Description: Similar to WANDisplay, but WANNext displays only incoming and outgoing
packets for the next successfully authenticated user. As with WANDSess, the output isthe
same as for WANDisplay but isfiltered to include only data from a single user.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data |l ost ----- , which just means that not all the output
can be displayed on the screen. You might prefer to use the WANNext command during a
period of low throughput.

Usage: wannext nunber_of _octets to _display fromeach _packet

Enter WANNext 0 to disable the logging of thisinformation.
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WANOpening
Description: Similar to WANDisplay, but WANOpening displays only the opening incoming
and outgoing packets for all users during the establishment of their PPP sessions. This
command is particularly helpful if you are troubleshooting connection problemsin which users
seem to connect to the MAX, but are disconnected within afew seconds. Again, the output
from WANOpening isvery similar to WANDisplay, but displays packets for sessions only until
the connection has been completely negotiated.

If you enter the command while traffic through your MAX is heavy, the resulting amount of
output can make it tedious to find the information you are looking for. The screen might even
display the message - - - - - data |l ost ----- , which just means that not all the output
can be displayed on the screen. You might prefer to use the WANOpening command during a
period of low throughput.

Usage: wanopeni ng number_of _octets to di splay from each_packet

Enter WANOpeni ng 0 to disable the logging of this information.

WDDialout

Description: Displays the specific packet that caused the MAX to dial out. The command is
particularly helpful if the MAX isdialing out when it should not. Use WDDi al out information
to design afilter to keep the MAX from dialing out because of a particular packet.

The command is atoggle that alternately enables and disables the diagnostic display.
Usage: Enter wddi al out at the command prompt.

Example: Thefollowing message includes a date/time stamp, the phone number being dialed,
and the packet that caused the MAX to dial out:

Date: 01/01/1990. Time: 00:51:56

Cause an attenpt to place call to 18185551234

WD DI ALOUT DI SP: chunk D7BA6 type OLD- STYLE- PADDED.

. 60 octets @F3050

[0000]: 09 00 07 ff ff ff 00 05 02 e8 14 0d 00 24 aa aa
[0010]: 03 00 00 00 80 f3 00 01 80 9b 06 04 00 01 00 05
[0020]: 02 e8 14 0d 00 ff 00 f7 00 00 OO0 00 00 00 0O ff
[0030]: 8e 01 00 00 00 OO 00 00 00 00 OO 00

MAX> wddi al out

WANDATA di al out display is OFF

Using diagnostics-related DO commands for the MAX
6000 unit's PCMCIA card

This section describes the commands that manage the FAT file system on the MAX 6000 unit's
PCMCIA card.

FImageCopy

Description: Copies a code image between a PCMCIA card and the MAX 6000 unit’s
internal flash memory.
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Fload

Permission level: Requires Diagnostic mode permissions.

Usage: For an unformatted PCMCIA card:
fl mageCopy (-i | -p)

For an FAT-formatted PCMCIA card:

flmageCopy (-i | -p path)
where:
e - copies the code image from the internal flash memory to the PCMCIA card

e - p copies the code image from the PCMCIA card to internal flash memory
e pat his the destination path and filename of the code image

Example: Examples are:

> fl mageCopy -i Copies the internal flash memory code image to
the PCMCIA card.

> fl mageCopy -p Copies the code image from an unformatted
PCMCIA card to the internal flash memory.

> fl mageCopy -p Copies TAGCST i | enB60. bi n from a FAT-for-

/current/ TACSfi | en60. bi n matted PCMCIA card to internal flash memory.

Description: Uses TFTP to copy a file from the TFTP server to the MAX 6000 unit’s
PCMCIA card.

Permission level: Requires Diagnostic mode permissions.

Usage:
fload tftp server_|Padr pathl [ pathZ2 ]

where:

e tftp_server_I Padr is the IP address of the server on which you have stored the
MAX executable files.

e pat hlis the pathname of the file you are copying to the PCMCIA card.
e pat h2is the pathname for the file on the PCMCIA card.

Example: The following command results in a TFTP transfer of the MAX 6000 load named
n601t 1bxkh. bi n from the server with the IP address b98. 186. 66. 32 to the

directory/ cur r ent on the PCMCIA card. The file is rename80. bi n when placed on the
card.

> f|l oad 198. 186. 66. 32 nb01t 1bxkh. bin /current/ nmb0. bi n

The following command also results in a TFTP transfer of the MAX unit load named
n60. bi n from the server with the IP addressléf8. 186. 66. 32 to the/ curr ent
directory on the PCMCIA card. The directdrgur r ent is the default.

> fload 198. 186. 66. 32 n60. bin
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Format

Description: Formats a PCMCIA card with a file system for storing the MAX 6000 unit's
executable files and configuration files.

Permission level: Requires Diagnostic mode permissions.

Usage:
format [ options | [device ]

where:

opt i ons are one or more of the following:

-0 Formats the PCMCIA card with the old, version 2, format. This option
is incompatible with the b option.

-e Erases the entire PCMCIA card.

-b Formats the PCMCIA card and reserves the first 128 Kb for the han-

dler software. This option is incompatible with the option.

-e -b Erases the boot region of the PCMCIA card.

devi ce —The PCMCIA card, which is specified Bsash- car d- 1 or1. Only one
PCMCIA card exists on the MAX 6000, so the device name is optional.

Example:

> format

or

> format 1

or

> format flash-card-1 Formats the PCMCIA card and does not reserve
space for the handler software.

> format -b Formats the PCMCIA card and reserves the first
128 Kb for the handler software.

> format -e Erases all contents from the PCMCIA card.

> format -e -b Erases the handler portion of the file system only
if you created the formatting by using thie
option.

FVersioniInfo

Description: Displays the version of software stored on the PCMCIA card or in the internal
flash memory.

Permission level: Requires Diagnostic mode permissions.

Usage:
fVersionlnfo (-i | -p)

where:
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e - reports the version of the code image stored in internal flash memory.
e - p reports the version of the code image stored on the PCMCIA card.

Example: The following command displays the software version of an unformatted PCMCIA
card:

> fVersionlnfo -p

The following command displays the software version of a FAT-formatted PCMCIA card.
> fVersionlnfo -p /current/ TAGCSfil en0. bin

Ls

Description: Lists the files and directories on the PCMCIA card’s file system.
Permission level: Requires Diagnostic mode permissions.

Usage:
I's path

wherepat h is the name of and path to the directory or file you want to list.

The following two commands list the contents of the all directories andctiner ent
directory, respectively:

> |s

> |s /current

MkDir

Description: Creates a new directory on a PCMCIA card’s file system.
Permission level: Requires Diagnostic mode permissions.

Usage:
nkdir path

wherepat h is the path and name of the directory you want to create.

Example: The following two commands create directories nathedp andt est di r,
respectively, in the current directory:

> nkdir dunp Creates the directounp.
> nkdir testdir Creates the directotyest di r .

Mv

Description: Moves a file or directory on the PCMCIA card’s file system.
Permission level: Requires Diagnostic mode permissions.

Usage:
mv pat hl path2
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where;
e pat hlis the path to and name of the file or directory you want to move.

e pat h2is the path to and name of the destination. When moving a file, you must include
the destination filename.

Example: :

> nmv test.txt dunp/test.txt Moves thet est . t xt file to thedunp direc-
tory.

> mv testdir dunp Renames theest di r directory todunp.

> mv graphi cs manual / graphics  Moves the directorgr aphi cs to make it a
subdirectory of the directonyanual .

Rm
Description: Deletes a file or an empty directory.
Permission level: Requires Diagnostic mode permissions.
Usage:
rm path
wherepat h is the path to and name of the directory or file you want to remove.
Example: Examples are:
> rm dunp/test.txt Removes the filé est . t xt from the directondunp.
> rm dunp Removes the directogunp. The directory must be
empty.
TLoadCode

Description: Uses Trivial File Transfer Protocol (TFTP) to load software from a TFTP server
into the MAX 6000 unit’s flash memory or onto a PCMCIA card. The TFTP host can be
accessed from the Ethernet interface or across the WAN.

You must reset the unit to load the new software.
The unit might experience performance degradation during the file transfer.

When you use thel oadcode command, the current configuration of the MAX unit is saved
to flash memory. Manual reconfiguration, required when loading software through the serial
connection, is unnecessary when ugih@adcode for a TFTP transfer.

When you execute the command, a sequence of dots appears on the screen, indicating the
progress of the transfer. Each dot represents the transfer of approximately 512 bytes.

Note: If the transfer is interrupted or the checksum of the uploaded file is incorrect, the new
code does not load when the MAX 6000 unit is rebooted. The unit reloads its previous version
of code. Also, if the new cods uploaded at boot time, the unit automatically performs an
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FRest or e and loads the configuration that is stored in flash memory. The unit reboots again
to initialize the configuration properly.

Permission level: Requires Diagnostic mode permissions.

Usage: If no PCMCIA card ispresent, t | oadcode loads the software to the unit’s internal
flash memory. If a PCMCIA card is presenk,0adcode loads the software to the PCMCIA
card. Options provide additional controls over how software is loaded.

Syntax is:
tl oadcode [ options | tftp_server_IlPadr filenane

where:

opt i ons include one or more of the following:

-f Forces the load procedure. If you ude t| oadcode does not
return a warning message if you are loading an executable file not
intended for the unit on which you are loading it.

- Loads the executable file to the MAX unit’s internal flash memory,
even though a PCMCIA card is present.

-b Loads the executable file into the space reserved for the handler file
on the PCMCIA card if the card was formatted usiig

e tftp_server_IPadr isthe IP address of the server on which you have stored the
MAX executable files.

 fil enane is the name of the executable file.
Example:

The following command loads the handler file from the TFTP server 192.168.18.33 onto the
PCMCIA card:

> t| oadcode -b 192.168. 18. 33 nb0Ohandl er. bi n

The following command loads tm60. bi n executable file into the boot directory of a
FAT-formatted PCMCIA card:

> t| oadcode 192. 168. 18. 33 current/ n60. bin

The following command loads tm60. bi n executable file into internal flash memory of the
MAX unit:

> t| oadcode -i 192.168. 18. 33 n60. bin

Understanding Diagnostic command output

Many of the diagnostic commands display raw data. This section is designed to assist you in
decoding PPP, MP, MP+ and BACP negotiations. The negotiations can be logged with the
PPPDump, WANDisplay, WANDSess, WANNext, or WANOpen diagnostic commands. For
more detailed information than this appendix provides, see specific RFCs. A patrtial list of
pertinent RFCs appears at the end of this appendix.
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Breaking down the raw data

An important concept to keep in mind is that each device negotiates PPP independently, so the
options might be identical for each direction of the session.

During PPP negotiation, frame formatsin the various protocols are very similar. They share the

f

ollowing characteristics:
FF 03 which indicates a PPP frame
A two-byte Protocol Identifier
A one-byte Packet Format ID number
A one-byte ID number
A two-byte length
Options for the protocol

Following are the most common protocols you will see in Lucent Technologies diagnostic

t

races:
I dentifier Description

Co21 Link Control Protocol (LCP)

C0 23 Password Authentication Protocol (PAP)

C223 Challenge Handshake Authentication Protocol (CHAP)
80 21 Internet Protocol (IP)

80 29 Appletalk

80 2B Novell’s Internetwork Packet Exchange (IPX)

80 31 Bridging PDU

80 FD Compression Control Protocol (CCP)
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Following are the packet formats:

Packet Description

Format ID
01 Configure Request
02 Configure Acknowledgment
03 Configure Non-Acknowledgment
04 Configure Reject
05 Terminate Request
06 Terminate Acknowledgment
07 Code Reject
08 Protocol Reject
09 Echo Request
0A Echo Reply
0B Discard Request

Note: If apacket received from the WAN fails the Cyclic Redundancy Check (CRC), the
display is similar to the following, where RBAD denotes Received BAD:

RBAD- 27:: 8712 octets @ 26CFES8

[0000]: fe dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0010]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0020]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
[0030]: dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd dd
Annot at ed Traces

Following are sample traces to use as guides to help you decode other traces.

Example of a PPP connection attempt

LCP Configure Request—MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator
using the device's MAC address:

XMT-3:: 29 octets @ 2C2E94
[0000]: ff 03 cO 21 01 01 00 19 00 04 00 00 O1 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

Following is a second LCP Configure Request from the same device. Everything in the packet
is identical to the previous packet, except the ID number has increased from 01 to 02:

XM T-3:: 29 octets @ 2C2E94

[0000]: ff 03 cO 21 01 02 00 19 00 04 00 00 01 04 05 f4

[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

LCP Configure Request—CHAP authentication, Magic number
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RECV-3:: 19 octets @ 2BEB8C
[0000]: ff 03 cO 21 01 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

LCP Configure Acknowledgment—The device in the following trace will be authenticated
with CHAP. The Magic number is also acknowledged:

XMT-3:: 19 octets @2C2E94
[0000]: ff 03 cO 21 02 60 00 Of 03 05 c2 23 05 05 06 4e
[0010]: 36 c9 05

LCP Configure Reject—MP+, MRU of 1524, MRRU of 1524 and End Point Discriminator.
This rejection shows two things. First, the remote side does not support MP+ or MP, since
MP+ and the MRRU were rejected. This will have to be a PPP connection. Second, since the
MRU of 1524 was rejected, the default of 1500 is assumed. There must be an MRU, so a
rejection of a given value only calls for use of the default value.

After the trace, the device will need to transmit another LCP Configure Request, removing all
the rejected options:

RECV-3:: 29 octets @ 2BF1A4
[0000]: ff 03 cO 21 04 02 00 19 00 04 00 00 01 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 4c e0 4c

LCP Configure Request—All values that were previously rejected are no longer in the packet:

XMT-3:: 8 octets @ 2C2E94
[0000]: ff 03 cO 21 01 04 00 04

LCP Configure Acknowledgment:

RECV-3:: 8 octets @ 2BF7BC
[0000]: ff 03 cO 21 02 04 00 04

At this point, since both sides have transmitted LCP Configure Acknowledgments, LCP is up
and the negotiation moves to the authentication phase. The device receives a CHAP challenge
from the remote end:

RECV-3:: 21 octets @ 2BFDD4
[0000]: ff 03 c2 23 01 01 00 11 04 4e 36 c9 5e 63 6¢C 63
[0010]: 72 34 30 30 30

The device transmits its encrypted user name and password:

XM T-3:: 36 octets @ 2C2E94

[0000]: ff 03 c2 23 02 01 00 20 10 49 b8 e8 54 76 3c 4a
[0010]: 6f 30 16 4e cO 6b 38 ed b9 4c 26 48 5f 53 65 61
[0020]: 74 74 6C 65

The remote device sends a CHAP Acknowledgment:

RECV-3:: 8 octets @ 2CO03EC
[0000]: ff 03 c2 23 03 01 00 04

At this point, the negotiation moves from authentication to negotiation of Network Control
Protocols (NCPs). Lucent Technologies supports Bridging Control Protocol (BCP), IPCP,
IPXCP, and ATCP.

IPCP Configure Request—Van Jacobsen Header Compression, IP address of 1.1.1.1:
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RECV-3:: 20 octets @ 2C0A04
[0000]: ff 03 80 21 01 e3 00 10 02 06 00 2d Of 00 03 06
[0010]: 01 01 01 01

BCP Configure Request:

RECV-3:: 8 octets @2Cl101C
[0000]: ff 03 80 31 01 55 00 04

IPCP Configure Request—IP address of 2.2.2.2:

XMT-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 01 01 00 Oa 03 06 02 02 02 02

IPCP Configure Reject—Van Jacobsen Header Compression. The remote device should send
another IPCP Configure Request and remove the request to perform VJ Header Compression:

XMT-3:: 14 octets @ 2C2E94
[0000]: ff 03 80 21 04 e3 00 Oa 02 06 00 2d Of 00

BCP - Protocol Reject. The local device is not configured to support bridging:
XM T-3:: 8 octets @ 2C2E94
[0000]: ff 03 80 31 08 55 00 04

IPCP Configure Acknowledgment:

RECV-3:: 14 octets @2Cl1634
[0000]: ff 03 80 21 02 01 00 Oa 03 06 01 01 01 01

IPCP Configure Request—VJ Header Compression is not requested this time:
RECV-3:: 14 octets @2Cl1C4C

[0000]: ff 03 80 21 01 e4 00 Oa 03 06 02 02 02 02

IPCP Configure Acknowledgment:

XM T-3:: 14 octets @ 2C2E94

[0000]: ff 03 80 21 02 e4 00 Oa 03 06 01 01 01 01

At this point, a PPP connection has been successfully negotiated. The caller was successfully
authenticated by means of CHAP, and IPCP was the only successfully configured NCP. IPX,
AppleTalk, and bridging will not be supported during this session.

Following are two packets used in determining link quality:

LCP Echo Request packet:

RECV-3:: 16 octets @ 2BEB8SC

[0000]: ff 03 cO 21 09 01 00 Oc 4e 36 c9 05 00 00 00 00
LCP Echo Response:

XM T-3:: 16 octets @ 2C2E94
[0000]: ff 03 cO 21 Oa 01 00 Oc 00 OO 00 OO 00 00 OO 00

Example of MP+ call negotiation

LCP Configuration Request—MP+, MRU of 1524, MRRU of 1524, End Point
Discriminator using the device’s MAC address:
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XM T-31:: 29 octets @D803C
[0000]: ff 03 cO 21 01 01 00 19 00 04 00 00 01 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5c d3 71

LCP Configure Request—MP+, MRU of 1524, PAP authentication is required. MRRU of
1524, End Point Discriminator using the device’s MAC address:

RECV-31:: 33 octets @ D4FBC

[0000]: ff 03 cO 21 01 01 00 1d OO0 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 fO
[0020]: 7a

LCP Configuration Acknowledgment:

RECV-31:: 29 octets @ D55CC
[0000]: ff 03 cO 21 02 01 00 19 00 04 00 00 01 04 05 f4
[0010]: 11 04 05 f4 13 09 03 00 cO 7b 5¢c d3 71

LCP Configuration Acknowledgment:

XM T-31:: 33 octets @DB03C

[0000]: ff 03 cO 21 02 01 00 1d 00 04 00 00 01 04 05 f4
[0010]: 03 04 cO 23 11 04 05 f4 13 09 03 00 cO 7b 53 fO
[0020]: 7a

At this point, LCP is up. Next is the authentication phase. The local device agreed to PAP
authentication, so it should transmit its user name and password. They are not encrypted and
can be decoded very easily.

PAP Authentication Request—User name is shown in hexadecimal and must be converted to
ASCII. User name is Ox6a 0x73 0x6d 0x69 0x74 0x68 (jsmith) and password is 0x72 0x65
0x64 (red):

XM T-31:: 20 octets @ D3803C
[0000]: ff 03 cO 23 01 01 00 10 06 6a 73 6d 69 74 68 03 72
[0010]: 65 64

PAP Authentication Acknowledgment:

RECV-31:: 9 octets @ D5BDC
[0000]: ff 03 cO 23 02 01 00 05 00

Authentication is successful. Final negotiation determines protocols to be supported over the
link.

Note: MP+ was negotiated, and both devices begin sending MP+ packets from this point. The
data portion of the packet is identical to PPP, but there is an eight-byte MP+ header instead of
the two-byte PPP header:

In the following packetp0 3d is the designation for a Multilink packet. The fifth byte
designates whether this packet is fragmented. The sixth, seventh, and eighth bytes are the
sequence number, which increments by one for each packet sent or received.

Bytes nine through eleven, 80 31 01, designate as a BCP Configure Request received from the
remote device:
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RECV-31:: 20 octets @D61EC
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 Oa 03 03
[0010]: 01 07 03 00

BCP Configure Request sent from this device:

XM T-31:: 20 octets @ D3803C
[0000]: ff 03 00 3d cO 00 00 00 80 31 01 01 00 0Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

XM T-31:: 20 octets @ D864C
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 0Oa 03 03
[0010]: 01 07 03 00

BCP Configure Acknowledgment:

RECV-31:: 20 octets @D67FC
[0000]: ff 03 00 3d cO 00 00 01 80 31 02 01 00 0Oa 03 03
[0010]: 01 07 03 00

BCP is up and the session begins sending bridged traffic. No routed protocols were negotiated.

The following packets are sent as part of the MP+ protocol. They are sent at one-second
intervals. The packets are used by each unit to validate the existence of thelink. Thisvalidation
givesthe devices a secure way to determine whether the link is still up, even if thereisno data
traffic passing between the devices.

RECV-31:: 8 octets @ D5BDC
[0000]: ff 03 00 3d cO 00 00 05
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 04
RECV-31:: 8 octets @D61EC
[0000]: ff 03 00 3d cO 00 00 06
XM T-31:: 8 octets @ D803C
[0000]: ff 03 00 3d cO 00 00 05
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Machine Interface Format (MIF) is alanguage specific to Lucent Technologies that provides

an alternative configuration interface for MAX units. Use acommand line or write aMIF

program that sets the MAX unit's parameters, rather than use the configuration menus to
change one parameter after another. MIF programs provide a batch-processing method of
changing a configuration or performing a series of actions.

MIF is command-line driven. When you use MIF, the computer that controls the MAX does
not have to process asynchronous events. However, the controlling computer can enable
asynchronous event reporting.

Note: Every attempt has been made to confirm that this appendix correctly describes the
functionality and output of the Machine Interface Format (MIF). However, Lucent

Technologies does not guarantee the completeness of the list of commands or of the cataloging
of functionality from release to release.

Accessing the interface

Access MIF with the Use MIF command, the MIF escape sequence, or a transfer command.

To start MIF from the VT100 configuration menus, select the Use MIF command in the Sys
Diag menu:

00- 200 Sys D ag
00- 201 Restore Cfg
00- 202 Save Cfg
>00- 203 Use MF
00- 204 Sys Reset
00-205 Term Serv
00- 206 Upd Rem Cf g
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After the MIF interface replaces the configuration menus, start entering MIF commands
interactively, or download an ASCI| file containing a series of MIF commands by using the
appropriate transfer command (such as Send Text) in your VT100 emulation program.

The second way to start MIF from any location in the configuration menus by typing the
following four-key sequence in rapid succession (press each key in the sequence shown, one
after the other, as quickly as possible):

ESC [ ESC !
The third way to start MIF by using the appropriate transfer command (such as Send Text) in

your VT100 emulation program, but that the first line in the emulation program must contain
the MIF escape sequence ESC [ ESC !.

Using full and partial addresses

Each profile, parameter, DO menu item, or status window is called an addressable entity. Each
of these entities has a unique address.

A full address specifies a specific entity and consists of the full syntax shown below. A partial
address does not include the nane attribute.

Addresses have the following syntax:
slot and port. type. entry. nane

For example:
103. DI AL. 1. Data Svc

Table C-1 summarizes the elements of the address.

Table C-1. Syntax element descriptions

Syntax Description
element
sl ot One-digit slot number of the addressed entity (1 in the preceding exam-

ple). For most addresses, the slot number of the addressed entity isidenti-
cal to thefirst digit of the menu number in the standard user interface.

port Two-digit port number of the addressed entity (03 in the preceding exam-
ple). For most addresses, the port number of the addressed entity isidenti-
cal to the second and third digits of the menu number of the standard user
interface.
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Table C-1. Syntax element descriptions (continued)

Syntax
element

Description

type

This attribute contains the type of the addressed entity. The defined types
arelisted below, and are described in detail in “Using supported types” on
page C-10.

« ALARM—Line alarm indications

* BRIDGE—Bridge Adrs profile

¢ CONN—Answer and Connection profiles

e DEST—Destination profiles

* DIAG—System diagnostics

« DIAGN—Line diagnostics

e DIAL—Call profiles

e DO—DO Command menu

e ETHERNET—Ethernet profile

e FILT—Filter profiles

« FR—Frame Relay profiles

e« HOST2—Host-Interface profile for Host/Dual modules
e« HOST4—Host-Interface profile for Host/Quad modules
« HOST6—Host-Interface profile for Host/6 modules

e LINE—Line profiles

e LMODEM—LAN Modem profiles

« LOOP—Port diagnostics (loopback)

e« PORT—Port profile

«  ROUTE—Route profiles

e SEC—Security profiles

STAT—Status menu

e« SWAN—Serial WAN profile (currently not supported)
*  SYS—System profile

e TRAP—SNMP Traps profiles

entry

Identifies a specific entity, such as a profile. If there is only one entity
particulart ype, as in the case of the Port profile of the DO menu, thg
entity’sent ry is a zero. When a type includes more than one entity,
the case of Lin&l profiles, 0 (zero) is the current (default) enfrys the
first entry saved after the current entry, and so on. An address withg
ent ry denotes the factor-defauly pe profile.

of a

D

AS in

ut an

nane

Identifies the name of the addressed entity.
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Using supported commands

Use the SET command to set the value attribute. Use the GET and NEXT commandsto
retrieve current information in the value attribute. Following are the supported MIF
commands:

e LOAD <partial address>

e SAVE <partial address>

e GET <full or edit address>

* NEXT <address>

e SET <full or edit address>=<value>

For a definition of the edit address, see “Loading and saving entities” on page C-4.

Understanding responses

The LOAD and SAVE commands respond with a prompt (:) if the command is valid:

The GET and NEXT commands return a value in the following syntax:

+ <addr ess>=<val ue>

For example,
CET 201.DIAL. 16. Cal |l Type
+ 201. DI AL. 16. Cal | Type=Al M

The plus-sign indicates a returned value or an error. Invalid commands return the following
message:

+ ERROR

The SET command also responds with a prompt (:). When it is applied to a status or alarm
entity, however, it creates a trap which is reported in the following syntax:

<addr ess>=<val ue>

For example:
SET 100. ALARM 0. al ar m=20
100. ALARM 0. al ar m=LA

The minus-sign indicates an asynchronous report. For more information, see “MIF traps and
asynchronous reports” on page C-6.

Loading and saving entities

Only entities (such as profiles) that have been loaded into the edisaréa modified.

Because there is only one edit area and it can have only one profile loaded into it at a time,
commands that operate on entities in the edit area can use another version of the address called
theedit address. The edit address has the following format:
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<name>

The LOAD commands |loads a profile into the edit area. It uses the following syntax:
LOAD <partial address>

For example,

LOAD 201. PORT. 0
When the profile has been loaded into the edit area, modify it, using only the SET command,
for example:

SET Port Nane=Chi cago #1
When you have finished modifying the profile, save it. The SAVE command copies the profile
in the edit area to the specified address. It uses the following syntax:

SAVE <partial address>

For example,
SAVE 201. PORT. O

Getting an entity’s current value

If an entity (profile) has not already been |oaded into the edit area by using the LOAD
command, the GET command loads the profile and then extracts the requested value.

The GET command returns the value of the addressed attribute. When the addressed attribute
isaparameter in the standard user interface, the value returned by GET is a parameter value.
When the addressed attribute is a status window in the standard user interface, all linesin the
status window are returned.

The GET command uses the following syntax:

GET <full or edit address>

For example, the following GET command uses afull address:
GET 201. DI AL. 16. Cal | Type
+ 201.DI AL. 16. Cal | Type=AlM

Or, if the profile has already been LOADed into the edit area, use the following syntax:
LOAD 201. DI AL. 16
CGET Call Type
+ 201. DI AL. 16. Cal | Type=AlM

Getting the address and value of the next entity

The NEXT command returns the address and val ue of the attribute with the next address.
Addresses, though composed of both textual and numeric components, are ordered asif each
component was a digit of a decimal number. The sequenceis:

<name> within <entry>
<entry> within <type>
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<type> within <port>
<port> within <slot>

The NEXT command uses the following syntax:
NEXT <full address>

For example:
NEXT 000. DI AL. 1. Data Svc
+ 000. DI AL. 1. Base Ch Count=1

Modifying parameter values

If an entity (profile) has not already been loaded into the edit area by using the LOAD
command, the SET command loads the profile and then replaces the specified value.

The SET command replaces the current value of the entity with the <value> given in the
command. In this context, it uses the following syntax:

SET <edit address>=<value>
When the address refers to a parameter in a profile, the SET command accepts only an edit
address. So, the profile must already be LOADed into the edit area. For example:
LOAD 201. PORT. 0
SET Port Nanme=Chi cago #1
SAVE 201. PORT. 0

Note: The SET command does not replace the parameter’s value until you use the SAVE
command.

To SET an enumerated parameter (such as Yes or No), the <value> must be identical to the
enumerated value in the MAX unit's VT100 interface. However, the specified value is not
case-sensitive. For example, use either one of these commands:

SET 100. DI AGN. 0. Clr Errl=Yes
SET 100.DIAGN. 0. Clr Errl=yes

Apply the SET command to status and alarm entities, as described in the next section.

MIF traps and asynchronous reports

When you apply the SET command to a status window or an alarm, it enables asynchronous
reports (traps) of the requested status screen or alarms. In this context, the SET command uses
the following syntax:

SET <full address>=<value>
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The <value> established in the SET command sets the time period in seconds between status
checks. For example,

SET 100. ALARM 0. al ar =20
- 100. ALARM 0. al ar nFLA

Reports are generated only whenever a change is detected in the requested status window
components or whenever an alarm occurs. If the <value> in the SET command is 0,
asynchronous reports are not generated.

Understanding command-line basics

Begin using the MIF command line when you understand Command Line Length, Command
Echo, Line Terminations, Prompt, and Output Indicators.

Table C-2 summarizes command-line processing in MIF.

Table C-2. Command-line processing

Command Line Length The maximum command lineislimited to 76 characters.
Data entered after the 76th character isignored and not
echoed to the screen. The lineis not terminated until a
Line Termination is entered.

Command Echo All data entered by the user except the line termination
character will be echoed back to the user, character by
character.

Line Terminations Lines are terminated by either a Return (ASCI |

<CR>), oraLineFeed (ASCI | <LF>), or both. When
either isfirst received, the sequence <CR>- <LF> is
echoed. An <LF> following a <CR> does not result in
an additional <CR>- <LF> being echoed. The Line Ter-
mination character may be entered at any point on the
ling; the entire line is accepted.

Prompt The display of aprompt is an explicit acknowledgment
that the previous entry has been processed and that the
system is now ready to process the next request.The
default prompt isacolon (: ).
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Table C-2. Command-line processing (continued)

Output Indicators

To make it easier for a computer program to parse,

all

output lines are prefixed with either an output indicatpor,

namely plus<) or minus € ) . There are two indicators
used.

The plus indicator<) is used when the output is a
response to a previous command. Multi-line respons
start each line with the output indicator.

The minus indicator-() is used when the output is the|
result of an asynchronous event.

Modifying an entity in the edit area

Modify entitiesin the edit area by following line-editing conventions regarding Line History,
Line Selection Characters, Cursor Movement, and Line Editing.

Table C-3 summarizes line-editing conventions are supported by the MAX unit's MIF.

Table C-3. Line-editing conventions

Convention

Usage

Line History

The last 10 lines entered are kept. Whenever a line i
entered the oldest kept line is thrown away. The stac
initialized empty at power up. Previous lines can be

selected using the line selection characters. When a

D
is

pre-

vious line is selected, the newly edited line replaces the

selected line. That line becomes the newest line.

C-8
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Table C-3. Line-editing conventions (continued)

Convention

Usage

Line Selection Characters

There aretwo line selection characters, one to walk back-
wards through the Line History and another to walk for-
ward through the Line History. When the oldest entry is
selected while walking backwards through the line his-
tory, the next backward selection selects the newest line
entered. When the newest entry is selected whilewalking
forward through the line history, the next forward selec-
tion selects the oldest line.

The backward line selection character is either aVT100
up arrow (the Escape sequence ESC- [ - A) or the control
character “P. The P is mnemonic for Previous.

The forward line selection character is either aVT100
down arrow (the escape sequence ESC- [ - B) of the con-
trol character  N. The Nis mnemonic for Next.

If you enter a Line selection character while editing a
ling, the current lineis replaced by the current line -- any
editsin progress are lost. The cursor is positioned at the
end of the selected line.

Cursor movement

The cursor can be moved within aline by entering the
Cursor Left character or the Cursor Right character. The
Cursor Left character isignored when the cursor is at the
first character of aline. The Cursor Right character is
ignored when the cursor is one position to the right of the
last character of theline.

The Cursor Left character is either aVVT100 left arrow
(the escape sequence ESC- [ - D) or the control character
AB. The B is mnemonic for Backward.

The Cursor Right character is either aVVT100 right arrow
(the escape sequence ESC- [ - C) or the control character
AF. The F is mnemonic for Forward.

Line Editing

The current line can be edited until the Line Termination

character is entered. Line editing is always in “insert”
mode; the character typed will be entered before the
sor and any characters starting from the cursor to the
of the line will be shifted right one position. If the inse
tion causes the line to exceed the maximum line leng
the last (rightmost) character is dropped. Cursor mov!
ment and line selection commands are processed as

described above. The backspace character deletes the

character behind the cursor. When a backspace is
received at the beginning of a line it is ignored.

cur-
end

=
1

th
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Using supported types

ALARM

This section lists each MIF type with its allowed values.

Types are listed a phabetically. The following format is used:
<address>=<value>

For exampl e, the Remote Mgmt type can be set to Yes or No. It appears in the system profile
(SYS) at the following MIF address:
000. SYS. 0. Renot e Mynt

So, it islisted in this section like the following:

000. SYS. 0. Rembt e Mgnt =Yes, No
Comments are set off by parentheses(), as shown below for the Clr Errl type that can be SET
but not read:

100. DI AGN. 0. A r Erril=Yes (write only)
If the type does not have enumerated val ues, the type of valuesit cantake aregivenin italicsas
in the following two examples:

000. SYS. 0. Nane=t ext

000. SYS. 0. St at us 1=XN- n00

Note: The menu numbering shown in this section reflects the standard MA X unit whose base
system slot 2 has a Host/Quad module.

The slot and port of most addresses are given explicitly; however, in some cases they are
represented by spp, where sisthe slot number and pp is the port number. For example, either
one of the following two commands may be used:

000. SYS. 0. Nane=t ext
spp. SYS. 0. Nanme=t ext

For T1/PRI and E1/PRI units:

s00. ALARM n. al ar e (write)
DS, RA, YA, 1S, DF, LA (read)

For BRI units:
100. ALARM n. al ar m= (write)
-, X, ., P, M D(read) (dash, X, period, P, M, D)
For Switched-56 units:
100. ALARM n. al ar m= (write)
-, X, ., A(read) (dash, X, period, A)
Note:

* Do not exceed 32,000 seconds when using SET to write to these addresses

C-10
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BRIDGE

CONN

e S00.ALARM.n...
s=1 or slot number of a T1/PRI or E1/PRI module
n = the line number minus 1. Namehg0 is line #1n=1 is line #=2, etc.
*  Alarm definitions for T1/PRI lines are as follows:
— DS (Line disabled)
— RA (Red Alarm, loss of sync)
— YA (Yellow Alarm)
— 1S (AIS, Blue alarm)
— DF (No D channel)
— LA (Link Active)
*  Alarm definitions for BRI/Switched 56 lines are as follows:
— —(Line disabled)
— X (No physical link)
— P (Link active, BRI point-to-point)
— M (Link active, BRI multipoint 1)
— D (Line active, BRI multipoint 2)
— A (Line active, switched 56)

For example:

Report status of the “100.ALARM.0.alarm” entity every 20 seconds if change occurs:
: SET 100.ALARM.0.alarm=20
- 100.ALARM.0.alarm=LA

s00. BRI DGE. n. Enet Adr s=12-digit hexadecimal string
. Net Adr s=dotted decimal format
. Connecti on #=2-digit decimal string

Note:

« S00.BRIDGEN...
s = slot into which the Ethernet card is installed
n=0to 98

s00. CONN. n. For ce 56=Yes, No (n=0)
.Profil e Reqd=Yes, No (n=0)
. CLI D Aut h=I gnor e, Prefer, Force (n=0)
. Assi gn Adrs=Yes, No (n=0)
. Encaps. . . MPP=Yes, No(n=0)
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. Encaps. . . PPP=Yes, No(n=0)

. Encaps. . . COVB=Yes, No(n=0)

. Encaps. . . FR=Yes, No(n=0)

. Encaps. . . EU- RAWEYes, No(n=0)

. Encaps. . . EU- Ul =Yes, No(n=0)

. Encaps. . . TCP- CLEAR=Yes, No(n=0)

. Encaps. . . V. 120=Yes, No(n=0)

. PPP options...Route | P=Yes, No (n=0)

. PPP options...Bridge=Yes, No (n=0)

. PPP options...Recv Aut h=PAP, CHAP, Ei t her, None (n=0)
. PPP options. .. MRU=number (n=0)

. PPP options...LQWYes, No (n=0)

. PPP options...LQV M n=number (n=0)

. PPP options...LQV Max=number (n=0)

. PPP options...Link Conp=Stac, None (n=0)

. PPP options...VJ Conp=Yes, No (n=0)

. PPP options...Dyn Al g=Constant, Li near, Quadratic (n=0)
. PPP options...Sec Hi story=number (n=0)

. PPP options...Add Pers=number (n=0)

. PPP options...Sub Pers=number (n=0)

. PPP options...Mn Ch Count=number (n=0)

. PPP options...Mx Ch Count=number (n=0)

. PPP options...Target Uil =number (n=0)

. PPP options...ldl e Pct=number (n=0)

. COMB options...Password Reqd=Yes, No (n=0)
. COMB options...Interval =number (n=0)

. COVB options. .. Conpression=Yes, No (n=0)

. St ati on=text (n=1to0 31)

. Active=Yes, No (n=1to3l)

. Encaps=MPP, PPP, COMB, FR, EU- RAW EU- Ul , TCP- CLEAR (n=1to0 31)
. PRI # Type=Unknown, I ntl, Nati onal, Local , Abbrev (n=1to 31)
. Di al #=phone number (n=1to 31)

. Cal I'i ng #=phone number (n=1to 31)

. Rout e | P=Yes, No (n=1to 31)

. Rout e | PX=Yes, No (n=1to 31)

. Bri dge=Yes, No (n=1to 31)

. Dial Brdcast =Yes, No (n=1to 31)

. Encaps options...Send Aut h=PAP, PAP- TOKEN, PAP- TOKEN- CHAP,
CACHE- TOKEN, CHAP, None (n=1to 31)

. Encaps options...Send PWtext (n=1to 31)

. Encaps options...Aux Send PWtext (n=1to 31)

. Encaps options...Recv PWtext (n=1to 31)

. Encaps options...Base Ch Count =number (n=1to 31)
. Encaps options...Mn Ch Count =number (n=1to 31)
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CONN

. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
. Encaps
31)

.1p opti
.1p opti
.l p opti
.l p opti
.l p opti
.1l p opti
. I px opt
.| px opt
.1 px opt
.| px opt
. I px opt

. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on
. Sessi on

options...Max Ch Count =number (n=1to 31)
options...lnc Ch Count=number (n=1to 31)
options...Dec Ch Count=number (n=1to 31)
options. .. MRU=number (n=1to 31)
options...LQWYes, No (n=1to 31)
options...LQV M n=number (n=1to 31)
options...LQV Max=number (n=1to 31)
options...Link Conp=Stac, None (n=1to 31)
options...VJ Conp=Yes, No (n=1to 31)
options...Dyn Al g=Constant, Li near, Quadr ati c(n=1to 31)
options...Sec History=number (n=1to 31)
options...Add Pers=number (n=1to 31)
options...Sub Pers=number (n=1to 31)
options...Target Util =number (n=1to 31)
options...ldle Pct=number (n=1to 31)
options...Password Reqd=Yes, No (h=1to 31)
options...Interval =number (n=1to 31)
options...Conpressi on=Yes, No (n=1to 31)
options...FR Prof =text (n=1to 31)
options. .. DLCl =number (n=1to 31)
options...Login Host=text(n=1to 31)
options...Login Port=number or dotteddecimal format (n=1to

ons. ..

ons. .
ons. .

ons. ..
ons. ..

ons. .

ions...
ions...
ions...
ions...
ions...

opti
opti
opti
opti
opti
opti
opti
opti
opti
opti

LAN Adr s=dotted decimal format/subnet mask (n=1 to 31)
. WAN Al i as=dotted decimal format (n=1 to 31)

. Met ri c=number (n=1to 31)

Pri vat e=Yes, No (n=1to31)

Rl P=CF f, Send, Recv, Bot h (n=1to 31)

. Pool =number (n=1to 31)

D al Query=Yes, No (n=1to031)

| PX ENet #=number (n=1to 31)

I PX Al'i as=number (n=1to 31)

Handl e | PX=None, Cli ent, Server (n=1to 31)
Net war e t/ o=number (n=1to 31)

ons...RI P=CFf, Send, Recv, Bot h (n=0to 31)
ons...Data Filter=number (n=0to 31)
ons...Call Filter=number (n=0to 31)

ons. .. | dl e=number (n=0to 31)

ons. .. Preenpt =number (n=0to 31)

ons. .. Backup=text (n=1to 31)

ons. .. | P Direct =dotted decimal format
ons...FR Direct=Yes, No (n=1to 31)

ons. .. FR Prof =text (n=1to 31)

ons. .. FR DLCI =number (n=1to 31)
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DEST

DEST

. Tel co options...
. Tel co options...

. Telco options...Call
to 31)

AnsOrig=Both, Ans Only,Call Only (n=1to31)
Cal | back=Yes, No (n=1to 31)

Type=Swi t ched, Nailed, Nailed/ MP+ (n=1

. Tel co options...G oup=number (n=1to 31)
.Telco options....FT1 Caler=Yes,No

.Telco options...Data Svc=Voice,56K R,56K ,64K ,384K R,

384K,1536K,1536K R,128K,192K 256K ,320K 448K,

512K,576K,640K, 704K, 768K ,832K ,896K ,960K,1024K,

1088K, 1152K, 1216K, 1280K, 1344K, 1408K, 1472K (n=1to 31)

. Tel co options...Force 56=Yes, No (n=1to31)

.Telco options...Bill

#=number (n=1to 31)

. Tel co options...Call-by-Call =number (n=1to 31)

. Tel co options...Transit #=number (n=1to 31)

Note:

s00.CONNN.PRI # Type is a T1I/E1/PRI parameter only

$00.CONNN.Telco Options...Bill # is a BRI, T1/PRI parameter only
900.CONNN.Telco Options...Call-by-Call is a T1/PRI parameter only
s00.CONNN.Telco Options...Transit # is a T1/PRI or E1/PRI parameter

S00.CONNN...

s = slot into which the Ethernet card is installed

n=1to 31

s00.CONNnN.Data Svc for -SW56 units must = 56K.Data Svc for -BRI units can be

\Voice,56KR,56K,64K only

For T1/PRI units only:
000. DEST. n. Namre=text
.Option=1st Avail,1st Active,Any

. Di al  1#=phone number

.Call -by-Call 1=number

. Di al 2#=phone number

.Call-by-Call 2=number

. Di al 3#=phone number

.Call -by-Call 3=number

. Di al 4#=phone number

.Call -by-Call 4=number

. Di al 5#=phone number

.Call -by-Call 5=number

. Di al 6#=phone number

.Cal | -by-Cal | 6=number

Note:
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DIAG

e 000.DEST...
n=1to 31

e 000.DEST n.Call-by-Call are PRI parameters only

DIAG
000. DI AG. 0. Sys Reset =Yes (write only)
000. DI AG. 0. UPD REM CFG=Yes (write only)
For example:
: SET 000.DIAG.0.Sys Reset=No
+ ERROR
: SET 000.DIAG.0.Sys Reset=Yes
(unit resets!)
DIAGN
s00. DI AGN. 0. Li ne LB1=Yes, No
.Line LB2=Yes,No
. A r Errl=Yes (write only)
. A r Perfl=Yes (write only)
.Cr Err2=Yes (write only)
. A r Perf2=Yes (write only)
Note:
e This type applies to MAX-T1/PRI only. It does not apply to E1/PRI, BRI, or SW56 units.
* s00.DIAGN.n...
s=1 or slot number of a T1/PRI or E1/PRI module
For example:
: SET 100.DIAGN.0.LB1=No
DIAL

spp. DI AL. n. Nanme=text
. Di al #=phone number
.Call Type=AIM,BONDING,1 Chnl,2 Chnl,FT1,Ft1-AIM,FT1-B&0O
.Call Mgm=Manual,Static,Dynamic,Delta,Mode 1,Mode 2

.Data Svc=Woice,56KR,56K,64K,384KR,384K,1536K,1536KR,
128K,192K,256K,320K,448K,512K,576K,640K, 704K,
768K,832K,896K,960K,1024K,1088K,1152K,1216K, 1280K,1344K,1408K,1472K

.Force 56K=Yes,No

. Base Ch Count =number

.I'nc Ch Count =number

. Dec Ch Count =number

. Cal | - by- Cal | =number (T1/PRI only)
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DIAL

. Bi 'l #=number (T1/PRI only)
Auto-BERT=0ff,15 sec,30 sec,60 sec,90 sec,120 sec
.Bit Inversion=Yes,No

.Fail Action=Disc,Reduce,Retry

. PRI # Type=Unknown, I ntl, Nati onal, Local , Abbr ev (TL/PRI only)
. Transit #=number (TL/PRI only)

. G oup=number

FT1 Caller=Yes,No

. B&O Rest or e=number (n=30 to 30000)

.Flag Idle=Yes,No

.Dyn Alg=Constant,Linear,Quadratic

. Sec Hi st or y=number

. Add Per s=number

. Sub Per s=number

.Time Period 1...Activ=Disabled,Enabled,Shutdown
.Time Period 1...Beg Ti me=hh:mm:ss
.Time Period 1...Mn Ch Cnt =number
.Time Period 1...Mx Ch Cnt=number
.Time Period 1...Target Util=number
.Time Period 2...Activ=Disabled,Enabled, Shutdown
.Tine Period 2...Beg Ti nme=hh:mm:ss
.Time Period 2...Mn Ch Cnt=number
.Time Period 2...Max Ch Cnt=number
.Tine Period 2...Target Util =number
.Time Period 3...Activ=Disabled,Enabled,Shutdown
. Time Period 3...Beg Time=hh:mm:ss
.Time Period 3...Mn Ch Cnt=number
.Time Period 3...Mx Ch Cnt=number
.Time Period 3...Target Util=number
.Time Period 4...Activ=Disabled,Enabled,Shutdown
.Tine Period 4...Beg Ti ne=hh:mm:ss
.Time Period 4...Mn Ch Cnt =number
.Time Period 4...Max Ch Cnt =number
.Tine Period 4...Target Util =number

Note:

e spp.DIAL.N...

s=0 or 2 or slot number of a Host/Dual or Host/6 module

when s=0pp = 00

whenspp=000, n = 0 through 15 (These shared Call Profiles 17 to 32)

when s=2 or slot numhep = 01 through last serial host port

whenspp is not 000n = 0 through 16 (Ifi=0, this is the current Call Profile of serial host
portpp. If nis not 0, these are stored Call Profiles 1 to 31.)

* spp.DIAL.n.Data Svc for -SW56 units must = 56K
spp.DIAL. n.Data Svc for -BRI units can be Voice,56KR,56K,64K only
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DO

e s00.DIALN.PRI # Type is a T1/EL1/PRI parameter only
e s00.DIALN.BIll # is a T1/PRI parameter only

e s00.DIALN.Call-by-Call is a T1/PRI parameter only

e s00.DIALN.Transit # is a T1/PRI only

For example:
: NEXT 000.DIAL.1.Data Svc
+ 000.DIAL.1.Base Ch Count=1
: GET 201.DIAL.16.Call Type
+ 201.DIAL.16.Call Type=AIM

DO

spp. DO. 0. Di al =Yes, No (read) Yes (write)
. Hang Up=Yes, No (read) Yes (write)
. Answer =Yes, No (read) Yes (write)
. Ext end BWtYes, No (read) Yes (write)
. Contract BWEYes, No (read) Yes (write)
. Beg/ End Rem LB=Yes, No (read) Toggl e (write)
. Beg/ End BERT=Yes, No (read) Toggl e (write)
. Resynchr oni ze=Yes, No (read) Yes (write)

Note:

These commands apply only during certain conditions. For exaspl®0.0.Hang Up
applies only when the object specified has a call online, wipl®0.0.Dial applies only to
objects not having a call online. For details about each of the DO commands, déethe
Reference.

e p.DO...

s= 2 or the slot number of a serial host or Ethernet module when s=2 or the slot number of
a serial host module,

pp = 01 through last serial host port when s= the slot number of the Ethernet nppdule,
00

e The <value> Toggle in a SET (write) command changes the state of the addressed entity
from it current state to another state, i.e., from Yes to No or from No to Yes. The SET
command applied to a DO <address> causes the DO action to be invoked if active.

e The GET (read) command returns the <value> YES or NO when applied to a DO
<address>.YES is returned if the item can be invoked at the time of the request (is active)
and NO is returned otherwise.

« DO P (password), DO S (save), and DO L (load) are not available.

For example:
: NEXT 201.D0.0.Extend
+ 201.D0.0.Contract=Yes
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Machine Interface Format (MIF)

ETHERNET

ETHERNET

s00. ETHERNET. 0. Modul e Nane=text

. Ether options...|P Adrs=dotted decimal format/subnet mask
. Ether options...2nd Adrs=dotted decimal format/subnet mask
.Ether options...RIP=0ff,Send,Recv,Both

.Ether options...Ignore Def Rt=Yes,No

.Ether options...Proxy Mode=0ff,Inactive Active Always

. Ether options...Filter=number

.Ether options...IPX Frame=802.3,802.2,SNAPENET I

. Ether options...|PX Net#=number

.WAN options...Dial Plan=Trunk Grp, Extended
. WAN options...Ans 1#=Phonenumber

. VWAN options...Ans 2#=Phone number

. WAN options...Ans 3#=Phone number

. WAN options...Ans 4#=Phone number

.WAN options...Pool Start #1l=dotteddecimal format
. WAN options...Pool Count #l=number

.WAN options...Pool Start #2=dotted decimal format
. WAN options...Pool Count #2=number

.WAN options...Pool Only=Yes,No

. SN\VP options...Read Commetext

. SN\VP options. .. R W Comrrtext

.Tserv options...TS Enabled=Yes,No

. Tserv options...Passwd=text

. Tserv options...Banner =text

. Tserv options...Pronpt =text

. Tserv options...Term Type=text

.Tserv options...PPP=Yes No

.Tserv options...SLIP=Yes,No

.Tserv options...SLIP BOOTP=Yes,No

.Tserv options...V42/MNP=Yes,No

.Tserv options...Telnet=Yes,No

.Tserv options...Def Telnet=Yes,No

.Tserv options...Clear Call=Yes,No

.Tserv options...Binary Mode=Yes,No

.Tserv options...Initial Scrn=Cmd,Menu

.Tserv options...Toggle Scrn=Yes,No

.Tserv options...Security=None,Partial ,Full

. Tserv options...3rd Pronpt=text

.Tserv options...Remote Conf=Yes,No

. Tserv options...Host #1 Addr=dotted decimal format
. Tserv options...Host #1 Text=text

. Tserv options...Host #2 Addr=dotted decimal format
. Tserv options...Host #2 Text=text
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Machine Interface Format (MIF)
ETHERNET

. Tserv options...Host #3 Addr =dotted decimal format

. Tserv options...Host #3 Text=text

. Tserv options...Host #4 Addr=dotted decimal format

. Tserv options...Host #4 Text=text

.Tserv options...Immed Telnet=Yes,No

.Tserv options...PPP Delay=Yes,No

.Tserv options...7-Even=Yes,No

.Tserv options...Login Case=L/P, I/p, L/p, |/P

.Tserv options...Ppp Info=Yes,No

.Tserv options...Clr Scrn=Yes,No

.Tserv options...Silent=Yes,No

.Bridging=Yes,No

IPX Routing=Yes,No

.Shared Prof=Yes,No

. Tel net PWtext

.RIP Policy=Splt Hrzn,Poison Rvrs

.RIP Summary=Yes,No

ICMP Redirects=Accept,Ignore

. DHCP Spoofi ng=Yes, No

. Spoof Adr =dotted decimal format/subnet mask

. Renewal Ti me=number

. DNS. . . Donai n Nanme=text

. DNS. .. Pri DNS=dotted decimal format

. DNS. . . Sec DNS=dotted decimal format
.DNS...Pri W NS=dotted decimal format

. DNS. .. Sec W NS=dotted decimal format
Acct...Acct= None,RADIUS

.Acct...Acct Host #1=dotted decimal format
.Acct...Acct Host #2=dotted decimal format
.Acct...Acct Host #3=dotted decimal format
. Acct. .. Acct Port=number

. Acct. .. Acct Ti meout =number

. Acct...Acct Key=number

. Acct ... Sess Ti mer =number

Aduth.. Auth None, TACACS,RADIUS,RADIUSLOGOUT
.Auth...Auth Host #1=dotted decimal format
.Auth...Auth Host #2=dotted decimal format
.Aut h. .. Auth Host #3=dotted decimal format
. Aut h. .. Aut h Port =number

.Auth. .. Auth Ti meout =number

. Aut h. . . Aut h Key=number

Auth...Auth Pool=Yes,No

Auth...Auth Reg=Yes,No

Auth...APP Server=Yes,No

. Aut h. .. APP Host =dotted decimal format
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FILT=<type>

. Aut h. .. APP Por t =number

.Log...Syslog=Yes,No

. Log. .. Log Host =dotted decimal format

.Log...Log Facility=Local0,Local1,Local2,Local3,Local4, Local5,Loca6,Local 7
.Modem Ringback=Yes,No

Note:

 S00.ETHERNET...
s = any slot into which the Ethernet expansion module is installed.

For example:
: GET 200.ETHERNET.0.MODULE NAME

200.ETHERNET.0.MODULE NAME=Tom'’s access device

‘FILT=<type>

S00.FILT. n.Name=text
InFilter 01...Valid=Yes,No
InFilter O1... Type=Generic,Ip
In Filter O1...Generic...Forward=Yes,No
.In Filter 01...Generic...Offset= number
.In Filter 01...Generic...Length= number
.In Filter 01...Generic...Mask= hexadecimal string
.In Filter O1...Generic...Value= hexadecimal string
InFilter O1...Generic...Compare= ==, |=
In Filter O1...Generic...More=Yes,No
InFilter O1...Ip...Forward=Yes,No

.In Filter 01...1p...Src Mask= dotted decimal format
.In Filter 01...Ip...Src Adrs= dotted decimal format
.In Filter 01...Ip...Dst Mask= dotted decimal format
.In Filter 01...Ip...Dst Adrs= dotted decimal format
.In Filter 01...Ip...Protocol= number

InFilter O1...1p...Src Port Cmp=None,Less,Eql,Gtr,Neq

.In Filter 01...1p...Src Port #= number

InFilter O1...1p...Dst Port Cmp=None,L ess,Eql,Gtr,Neq

.In Filter 01...Ip...Dst Port #= number

InFilter O1...1p...TCP Estab=Yes,No

.Out Filter 01...Valid=Yes,No

.Out Filter O1...vValid=Yes,No

.Out Filter O1...Type=Generic,Ip

.Out Filter O1...Generic...Forward=Yes,No

.Out Filter 01...Generic...Offset= number
.Out Filter 01...Generic...Length= number
.Out Filter O1...Generic...Mask= hexadecimal string

.Out Filter 01...Generic...Vaue= hexadecimal string

.Out Filter 01...Generic...Compare= ==, I=
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FR

FR

.Out Filter 01...Generic...More=Yes,No

.Out Filter O1...Ip...Forward=Yes,No

.Qut Filter O1l...Ip...Src Mask=dotted decimal format
.Qut Filter O1l...Ip...Src Adrs=dotted decimal format
.Qut Filter 01...!1p...Dst Mask=dotted decimal format
.Qut Filter O1...Ip...Dst Adrs=dotted decimal format
.Qut Filter 01...1p...Protocol =number

.Out Filter 01...1p...Src Port Cmp=None,Less,Eql,Gtr,Neg

.Qut Filter 01...1p...Src Port #=number

.Out Filter 01...1p...Dst Port Cmp=None,Less,Eql,Gtr,Neq

.Qut Filter 01...1p...Dst Port #=number

.Out Filter 01...Ip... TCP Estab=Yes,No

(.In/Out Filter 02 through 12... same as .In/Out Filter 01...)

Note:

This type applies to the MAX equipped with an Ethernet module.
S00.FILTn...

s = slot into which the Ethernet card is installed

n=0to 15

s00. FR. 0. Nane=text

Active=Yes,No
.Call Type=Nailed,Switched
. Nai | ed G p=number

.Data Svc=\Woice,56KR,56K,64K,384KR,
384K,1536K,1536KR,128K,192K,256K,320K,448K,
512K,576K,640K,704K,768K,832K,896K,960K,1024K,
1088K,1152K,1216K,1280K,1344K,1408K,1472K

.PRI # Type=Unknown,Intl,National,Local,Abbrev
. Dial  #=number

. Bi I'l #=number

. Cal | - by- Cal | =number
. Transit #=number
.Link Mgmt=T1.617D,None
. N391=number

. N392=number

. N393=number

. T391=number

. N392=number

. MRU=number

Note:

This type applies to the MAX equipped with the Ethernet module.
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LINE

» HOSTN

s00. HOST2. 0. Modul e Name=text

.Dual Port=No Dual,1&2 Dual

.Palmtop=Full,Restrict

. Pal ntop Port #=number

.Palmtop Menus=Standard,Limited,MIF
200. HOST4. 0. Dual Port=No Dual, 1&3 Dual , 2&4 Dual , All Dual

.F Palmtop=Full,Restrict

. F Pal ntop Port #=number

.F Palmtop Menus=Standard,Limited,MIF

.L Palmtop=Full,Restrict

.L Pal ntop Port #=number

.L Palmtop Menus=Standard,Limited,MIF

.R Palmtop=Full,Restrict

. R Pal ntop Port #=number

.R Palmtop Menus=Standard,Limited,MIF
s00. HOST6. 0. Modul e Name=text

.Port 1/2 Dual=Yes,No

.Port 3/4 Dual=Yes,No

.Port 5/6 Dual=Yes,No

Note:

+ s00.HOST2...

s= 2 or any slot in which a Host/Dual serial host expansion module is installed.
e s00.HOSTS...

s = any slot in which a Host/6 serial host expansion module is installed.

LINE

For units that interface to T1/PRI lines:

s00. LI NE. n. Name=text
.2nd Line=Disabled,D&lI,Trunk
.2nd Li ne=Yes, No (E1 units only)
.Line 1...Sig Mode=Inband,ISDN,PBX T1,ISDN_NFAS
.Line 1...NFAS I D num=number
.Line 1...Rob Ctl=Wink-Start,ldle-Start,Inc-W-200,Inc-W-400, Loop-Start
.Line 1...Switch Type=AT&T,NTI,GloBanD,Japan,NI-2
.Line 1...Framing Mode=D4,ESF
.Line 1...Encoding=AMI,B8ZS,None
.Line 1...FDL=None, AT&T, ANSI, Spri nt
.Line 1...Length=1-133,134-266,267-399,400-533,534-655
.Line 1...Buildout=0 db,7.5 db,15 db,22.5 db
.Line 1...Clock Source=Yes,No
.Line 1...PBX Type=\oice,Data,Leased 1:1
.Line 1...Delete Digits=number
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LINE

.Line 1...Add Number=
.Line 1...Call-by-Call=number
.Line 1...Ans #=phonenumber

.Line 1...Ans Service=Voice,56K R,56K ,64K ,384K R,384K,
1536K,1536K R,128K ,192K ,256K ,320K ,448K ,512K ,576K ,
640K, 704K, 768K ,832K ,896K ,960K ,1024K ,1088K ,1152K ,
1216K,1280K,1344K ,1408K ,1472K

.Line 1...Ch 1=Unused,Switched,D&|,Nailed,D-channel
.Line 1...Ch 1 #=number

.Line 1...Ch 1 Sl ot =number

.Line 1...Ch 1 Prt/ G p=number

.Line 1...Ch 1 TrnkG p=number

(.Line 1...Ch 2 through Ch 23 same as Ch 1)

.Line 1...Ch 24=Unused,Switched,D&I,Nailed,D-channel, NFAS-Prime,NFA S-Second
.Line 1...Ch 24 #=number

.Line 1...Ch 24 S| ot =number

.Line 1...Ch 24 Prt/ G p=number

.Line 1...Ch 24 TrnkG p=number

(.Line2...sameasLinel...)

For units that interface to BRI lines:

100. LI NE. n. Nanme=text

.Switch Type=AT& T,NTI,NI1,FRANC,U.K.,JAPAN,BELGI, AUSTR,SWISS,
GERMAN,DUTCH, NET 3

.Line 1...Enabled=YesNo
Linel..LinkType=P_T_PMulti_P

.Line 1...B1 Usage=Unused,Switched,Nailed
.Line 1...Bl1 Prt/ G p=number
.Line 1...B2 Usage=Unused,Switched,Nailed
.Line 1...B2 Prt/ G p=number

.Line 1...Pri Num=phone number
.Line 1...Pri SPlI D=number
.Line 1...Sec Num=phone number
.Line 1...Sec SPI D=number

(.Line 2... through .Line 8... sameasLine 1...)

For units that interface to Switched-56 lines:
100. LI NE. n. Nane=text
.Line 1...Enabled=YesNo
.Line 1...Ch Usage=Unused,Switched,Nailed
.Line 1...Phone Nunm=phone number
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LMODEM

.Line 1...Port/ G p=number

(.Line2... through .Line7... sameasLinel...)

For units that interface to E1/PRI lines:

s00. LI NE. n. Nane=text
.Line 1...Sig Mode=I SDN,None,DPNSS

.Line 1...Switch Type=NTI,French,German,GloBanD,Net 5, Australian,DASS
2,1SDX,ISLX,MERCURY

.Line 1..L.2=A END,B END
Line1..L3=X END,Y END

.Line 1...NL Val ue=number
.Line 1...LoopAvoi dance=number
.Line 1...Framing Mode=G.703,2DS
.Line1...Clock Source=Yes,No

.Line 1...Ch 1=Unused,Switched,Nailed
.Line 1...Ch 1 #=number

.Line 1...Ch 1 Sl ot=number
.Line 1...Ch 1 Prt/ G p=number
.Line 1...Ch 1 TrnkG p=number

(.Linel..Ch2toCh15and Ch 17 to Ch 31 same asCh 1)

.Line 1...Ch 16=D-channel

. Line 1...Ch 16 #=N/A

.Line 1...Ch 16 Slot=N/A
.Line 1...Ch 16 Prt/Grp=N/A
.Line 1...Ch 16 TrnkGrp=N/A

(.Line2...sameasLinel...)

Note:

*  S00.LINEn...
s=1 or any slot in which a WAN (line) module is installed.
n = 0 through 3, where 0 is the current Line Profile.

For example:
: LOAD 100.LINE.1

LMODEM

LMODEM applies MAX units with digital modems only.

s00. LMODEM 0. Modul e Name=text
. Ans 1#=phone number
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Machine Interface Format (MIF)
LOOP

. Ans 2#=phone number
. Ans 3#=phone number
. Ans 4#=phone number

Note:

e s00.LMODEM...
s = any slot in which a LAN modem (digital modem) module is installed.

LOOP
spp. LOOP. 0. Local LB=Yes, No
. DSR=Act i ve, | nacti ve (read) Toggl e (write)
. RI=Active, I nacti ve (read) Toggl e (write)
. CD=Act i ve, I nacti ve (read) Toggl e (write)
. DLO=Act i ve, I nacti ve (read) Toggl e (write)
. PND=Act i ve, | nacti ve (read) Toggl e (write)
. ACR=Act i ve, I nacti ve (read) Toggl e (write)
.1 nc Ch Count=Yes (write only)
. Dec Ch Count =Yes (write only)
. Rat e=64K, 56K (read) Toggl e (write)
Note:
e Spp.LOOP...
s=1 or any slot in which a serial host expansion module is installed.
pp = 01 through last serial host port.
e Active/lnactive and 64K/56K are <value>s only for read commands such as GET.
e Toggle is a <value> only for write commands such as SET.
e SET spp. LOOP. 0. Local LB=Yes must be commanded before any other LOOP
commands, such as RI, CD, etc.
* The <value> Toggle in a SET command changes the state of the addressed entity from it
current state to another state, i.e., from Active to Inactive or from Inactive to Active.
For example:
: SET 202.LOOP.0.DSR=Toggle
+ ERROR
: SET 202.LOOP.0.Local LB=Yes
: SET 202.LOOP.0.DSR=Toggle
PORT

spp. PORT. 0. Port Name=text
. Ans 1#=phone number
. Ans 2#=phone number
. Ans 3#=phone number
. Ans 4#=phone number
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Machine Interface Format (MIF)
ROUTE

.Idle=None,Call

.Dial=Terminal,DTR Active,RS-366 Ext1,RS-366 Ext2,V.25his,
V.25his-C,X.21 Ext1,X.21 Ext2,X.21 Ext1-P
Answer=Auto,DTR Active,DTR+Ring,V.25his,V.25bis-C, Terminal,
X.21,P-Tel Man,None

.Clear=DTR Inactive,DTR Active,RTS Inactive, RTS Active,
Terminal

.Term Timing=Yes,No

.RS-366 Esc=* #,5,6,7,9,0,00

.Early CD=Answer,Originate,Both,No

.DS0 Min Rst=Monthly,Daily,Off

. Max DSO M ns=number

.Max Call M ns=number

Note:

e 5pp.PORT...

s=1 or any slot in which a serial host expansion module is installed.
pp = 01 through last serial host port.

For example:
: LOAD 201.PORT.O
: SET 201.PORT.0.Port Name=Chicago #1
+ ERROR
: SET Port Name=Chicago #1
: SAVE 200.PORT.O
+ ERROR
: SAVE 201.PORT.O

ROUTE

s00. ROUTE. n. Nanme=text
Active=Yes,No
. Dest =text in dotted decimal format/subnet mask
. Gat eway=text in dotted decimal format
. Met ri c=number
.Private=Yes,No

Note:

e This type applies to the MAX equipped with the Ethernet module.
e s00.ROUTER...

s = slot into which the Ethernet card is installed

n=0to 63

* |f n=0, Name=Default and Dest=0.0.0.0/0
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SEC

SEC

STAT

000. SEC. n. Name=text
.Passwd=* SECURE*
.Operations=Yes,No
.Edit Security=Yes,No
.Edit System=Yes,No
.Edit Line=Yes,No
.Edit Al Port=Yes, No
.Edit Om Port=Yes, No
.Edit All Calls=Yes,No
.Edit Com Cal | =Yes, No
.Edit Om Call =Yes, No
.Edit Cur Call=Yes, No
.Sys Diag=Yes,No
.All Port Diag=Yes, No
. Om Port Di ag=Yes, No
.Download=Yes,No
.Upload=Yes,No
Field Service=Yes,No

Note:

* 000.SEM...
n = 0 through 8 (The default security profile is 0.)

 The command SAVE cannot be applied to a security profile address.

For example:
: SAVE 000.SEC.8

For all units:

000. STAT. 0. Sys Opti ons=
n. Message Log= (n =0 through 31)
0.Port Info=
0.CDR=

For T1/PRI and E1/PRI units only:

s00. STAT. 0. Line 1 Stat=
0.Line 2 Stat=
0.Line Errors=
n. FDL1=(n=0 through 96) (not E1/PRI)
n. FDL2=(n=0 through 96) (not E1/PRI)
0.Net Options=

(s=1 or any other slot in which a T1/PRI module is installed in a MAX.
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Machine Interface Format (MIF)

STAT

For BRI and Switched-56 units only:
100. STAT. 0. Line 1 Stat=

O.Line Errors=
0.Net Options=

spp. STAT. 0. Cal | Status=

n. Message Log= (n=0through 31)

0.Statistics=
0.Port Opts=
0.Session Err=

0.Port Leads=

s=2 or any other slot in which aserial host moduleisinstalled in aMAX. pp=01 through the
last serial host port.

For units with Ethernet interface:
s00. STAT. 0. Sessi ons=

0. Rout es=

0. WAN St at =
0.Ether Stat=
0.Ether Opt=
0.Dyn Stat=

s=slot of aMAX in which the Ethernet module is installed.

Note:

n can range from O through 96 for the FDL Status Screenss |9, the last 24 hours are
reported. 1 through 96 refer to the 15 minute time intervals occurring during the last 24
hours, with 1 being the most recent interval.

Do not exceed 32,000 seconds when using SET to write to these addresses

The GET command returns a multiple-line <value> when applied to a Status Screen
<address>. Output from a status request is almost identical to the status display using the
native mode user interface. The difference is that displays that would scroll
(0O00.STAT.0.Sys Option, 100.STAT.0.Line Errors, etc.) have all lines listed. Each line of
the multi-line response is separated by a <CR><LF> pair. Multi-line output is indicated by
starting the value field of the response with a <CR><LF> pair.

When you apply SET to CDR, all events that occurred during the time period are
displayed. This is unlike other traps generated by SET. For example,

SET 201.STAT.0.Port Leads=20 compares the Port Info screen at the beginning to the end
of the 20 sec. time period; and if there is a difference, only the current Port Leads is
displayed.

For example:

: GET 100.STAT.0.Line Errors
+ 100.STAT.O.Line Errors=

+ 01-005 Ln1 Ln2

+10 -

+2 10 -
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SYS

SYS

: SET 000.STAT.0.CDR=1

For example:
: GET 600.STAT.O.Line 2 Stat
(Get status of line #2 in the module in slot 6.)

For example:
: GET 202.STAT.0.Call Status
(Get call status of serial host port #2.)

000. SYS. 0. Name=text
. Locat i on=text (Ethernet interface required)
. Cont act =text (Ethernet interface required)

. Dat e=mnvdd/lyy

. Ti me=hh:mm:sec

.Term Rate=300,1200,2400,4800,9600,19200,38400,57600
.Palmtop Rate=300,1200,2400,4800,9600,19200,38400,57600
.Console=Standard,Limited,MIF

.Remote Mgmt=Yes,No

. Paral |l el D al =number

. Si ngl e Answer =Yes, No

. Sub- Adr =Ter nBel , Rout i ng, None (TI/EL/BRI units only)
. DMEnumber (T1/EL/BRI unitsonly)

. LAN=number (T/EL/BRI units only)

. Seri al =number (TL/E1/BRI units only)

. V110=number

. Use Trunk Grps=Yes, No (T1/PRI only)

. Excl Routi ng=Yes, No

JAuto Logout=Yes,No

. 1 dl e Logout =number

.DS0 Min Rst=Monthly,Daily,Off

. Max DSO M ns=number

. H gh BER=10 ** -3,10 ** -4,10 ** -5 (TYPRI or E1/PRI only)
. Hi gh BER Al ar m=Yes, No (T1/PRI or E1/PRI only)
.No Trunk Al ar m=Yes, No (T1/PRI or E1/PRI only)
. Del ay Dual =Yes, No

. Edi t =XN-n00 (menu number for an edit screen)

. Status 1=XN-n00 (menu number for a status screen)
. Status 2=XN-n00 " "

. Status 3=XN-n00 " "

. Status 4=XN-n00 " "

. Status 5=XN-n00 " "

. Status 6=XN-n00 " "

.Status 7=XN-n00 " "

MAX Administration Guide C-29



Machine Interface Format (MIF)
TRAP

. Status 8=XN-n0OO " "

For example:
: GET 000.SY S.0.Name
+ =kansas BRI

TRAP

s00. TRAP. n. Nane=text
n. Al ar m=Yes, No
n. Port =Yes, No
n. Security=Yes, No
n. Comm=dotted decimal format
n. Dest =dotted decimal format

Note:

e This type applies to the MAX equipped with the Ethernet module.
 s00.TRAPN...

s = slot into which the Ethernet card is installed

n=0to7

V110

V110 applies to MAX units with V.110 modules only.

s00. V110. 0. Modul e Name=text
. Ans 1#=phone number
. Ans 2#=phone number
. Ans 3#=phone number
. Ans 4#=phone number

Note:

« s00.vV110...
s = any slot in which a V.110 module is installed.
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? command, B-14
100ST LED, 1-4
10Base-T Ethernet
status light, 1-9
12-MOD modem numbering, show modem command,
31
1TR6, 6-4
1TR6 cause codes, numerical list, 6-7
1TR6 switch type, 3-13

A

A Fail LED, 1-3
Abandon Call and Retry (ACR), B-9
ACE server, 3-9
ACR. See Abandon Call and Retry
ACT LED, 14
activecallsLED, 1-2
active WAN interfaces, 7-6
adding RIP routes, and OSPF, 7-40
address pool
diagnostics, B-20
updating, B-4
address syntax, attributes of, C-2
addresses
edit, C-4
MIF, C-2
of next entity, C-5
AddrPool command, B-20
AlIM, 1-10
port interface problems, solving, 1-9
AIM port, and loopback test, B-9
AlIM ports, 1-11
AlS, 1-3
Alarm, 9-7
alarm events, 9-14
coldStart (RFC-1215 trap-type 0), 9-14
eventTableOverwrite (ascend trap-type 16), 9-14
linkDown (RFC-1215 trap-type 2), 9-14
linkUp (RFC-1215 trap-type 3), 9-14
warmStart (RFC-1215 trap-type 1), 9-14
Alarm LED, 1-3, 5-14, B-13

ALARM MIF type, C-10
all ones, 1-3,5-9
Ans N#, B-10
ANSI T1-601, B-6
Answer (DO command), 2-6
Answer, as user, 3-15
APP Server utility, 3-10
ARPTable command, B-15
Ascend enterprise MIB, 9-1
Ascend Events Group, 9-3
ascendump daemon, B-17
assert, B-32
asynchronous reports, generating, C-6
AT, 2-11
AT commands

strings, B-39
AT&V1, B-40

AUI port
location on MAX 800, 1-9

authentication

specifying type for OSPF packet exchanges, 7-42
authenticationFailure (RFC-1215 trap-type 4), 9-15
AuthType, 7-42
autotype function, B-3
Avm command, B-37

B

B Fail LED, 1-4

back-panel LEDs, 1-6

bandwidth management, 2-6

banner, updating, B-4

Beg/End BERT (DO commands), 2-10
Beg/End Rem LB (DO commands), 2-10
Beg/End Rem Mgm (DO command), 2-10
bits, M1, B-6

block error status display, B-6

block error totals, B-6

block errors, B-6

block errors, obaining, B-6
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C

Blueadarm, 5-9

BRIDGE MIF type, C-11

BRI/LT driver, maintenance functions, B-6
bundle ID, 3-14

byte-error test, 2-10

C

Call Detail Reporting, see CDR., A-1
cal routing
specifying answer number for, B-10
callback diagnostics, B-21
called number, and show calls command, 3-13
CaledPartylD, 3-13
CdllD, 3-13
CallingPartyID, 3-13
cals
clearing all, 5-16, B-4
canceller, echo, B-6
cancelling loopback, B-7
Carrier Detect (CD), B-9
carrier registers, 5-11
cause codes
X.25,8-3
CD. See Carrier Detect
CDR, Cdll Detail Reporting display, A-1
channel status
displaying, 5-9
channels
Drop-and-Insert, 5-14
checksum, 2-11, B-6
checksum, control, B-6
clear cause codes, and X.25, 8-3

CLID
and show calls command, 3-13

clock rate, host, B-9

clocking source, 5-16, B-16
ClockSource command, B-16
Close TELNET (DO command), 2-2, 2-4
Clr Errl, B-13

Clr Errl command, 5-13

Clr Err2,B-14

CIr NEBE, B-7

Clr Perf1, B-13

Clr Perf2, B-14

Clr-History command, B-17

codec, 1-12, 1-13

codes, disconnect and progress, A-6
COL LED, 1-4

coldStart (RFC-1215 trap-type 0), 9-14
Comm, 9-7
commands, 7-8, B-14, B-47
for MIF support, C-4
iproute delete, 7-7
iproute show, 7-5
show igmp ?, 7-13
show igmp clients, 7-14
show igmp groups, 7-13
show igmp stats, 7-15
show ip address, 7-9
show ip routes, 7-5
show mrouting ?, 7-13
show mrouting stats, 7-15
show netware networks, 7-25
show netware servers, 7-25
show netware stats, 7-25
show udp listen, 7-17
community name, 9-7
community strings, setting, 9-2
configuration
checking, B-4
restoring, B-2, B-36
storing current into flash memory, B-36
configuration problems, solving, 5-22
CONN MIF type, C-11
consoleStateChange (ascend trap-type 12), 9-15
Contract (DO command), 2-6
control checksum, B-6
control port
location, 1-9
CoreDump command, B-17
Corrupt CRC, B-7
corrupt CRC, B-6
cost of OSPF route, 7-38
counter, FEBE, B-7
counter, NEBE, B-7
CRC, corrupt, B-6
CRCs, inverted, B-7
CSU repeater, B-12
CSU, determining if the MAX hasinstalled, 5-7

D

D4,B-13
D4-framed lines
and error events, 5-14
D4-framed lines, and error events, B-13
DataLED, 1-2
Data Line Occupied (DLO), B-9
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datarate, loopback, B-10
Data Set Ready (DSR), B-9
D-channel failure, 5-9

Dec Ch Count, B-9

default password, 2-2

Dest, 9-7

DEST MIF type, C-14
DIAG MIF type, C-15
Diag Telnet, B-31

Diag Telnet command, B-31
DIAGN MIF type, C-15
diagnostic commands, B-47

Diagnostic mode
access to, B-1
diagnostics
tests, B-4
X.25,8-3

Dia (DO command), 2-6
DIAL MIF type, C-15

digital modem, disabling, B-10, B-11
direct routes, 7-6

Dis Modem+Chan value, B-12
DIS LOCAL_ADMIN, 3-9
Disable Modem value, B-11
Disabled link, 5-9

disconnect codes, A-6
disk-capture feature, B-3
DLO. See Data Line Occupied

DNStable
automatic updating, 7-11
local, 7-10

DO menu, B-1
commands, 2-1-2-6
DO MIF type, C-17
DO Password command, 3-8
download permission, and Save Cfg command, B-3
Drop-and-Insert channels, 5-14
dsl #,5-17, B-16
DSR. See Data Set Ready
DSX signal-conditioning module, B-12
dynamic address pooling, diagnostics B-20
Dynamic Random Access Memory (DRAM), B-36

E

echo canceller, B-6
echo_request packet, 7-21
echo_response packets, 7-21
edit address, described, C-4

editing, basics for entity, C-8
embedded operations channel (EOC), B-6
Enable Modem value, B-11
enterprise MIB, Ascend, 9-1
entities
current value of, C-5
defining, C-2
line-editing conventions for, C-8
loading and saving, C-4
EOC. See embedded operations channel
equal-cost gateways, 7-39
error events, 9-14
and D4-framed lines, 5-14

error events, and D4-framed lines, B-13
error log, fatal, B-17
error log, fatal history, B-32

€rror messages
1ITR6 switch type cause codes, numerical list, 6-7
and self-test, 3-6
bad digits in phone number, 3-6
call failed, 3-6
call terminated N1 packets sent N2 packets received,
3-7
cannot establish connection for, 3-8
cannot find profile for, 3-8
cannot handshake, 3-7
did not negotiate MPP, 3-8
DL TEI ASSIGNED, 6-3
far end does not support remote management, 3-8
far end rejected session, 3-8
frame-count must be in the range 1-65535, 3-7
management session failed, 3-8
NL ANSWER REQUEST, 6-3
NL CALL CLEARED WITH CAUSE, 6-3
NL CALL CLEARED WITH CAUSE 16, 6-3
NL CALL CLEARED/L1 CHANGE, 6-3
NL CALL CONNECTED, 6-3
NL CALL FAILED/BAD PROGRESSIIE, 6-3
NL CALL FAILED/T303 EXPIRY, 6-3
NL CALL REJECTED/BAD CALL REF, 6-3
NL CALL REJECTED/BAD CHANNEL ID, 6-3
NL CALL REJECTED/INVALID CONTENTS, 6-3
NL CALL REJECTED/NO VOICE CALLS, 6-3
NL CALL REJECTED/OTHER DEST, 6-3
NL CALL REQUEST, 6-3
NL CLEAR REQUEST, 6-3
no phone number, 3-7
not authorized, 3-8
PH ACTIVATED, 6-3
PH DEACTIVATED, 6-3
profile for does not specify MPP, 3-8
test aborted, 3-7
unit busy, 3-7
unknown items on command-line, 3-7
unknown option, 3-7
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error messages (continued)
unknown value, 3-7
wrong phone number, 3-7

error totals, B-6
errors
block, B-6
channel-by-channel, 5-8
obtaining block, B-6
ESC (DO command), 2-2, 2-4
Ether-Display command, B-31
ethernet interface, 7-6
ETHERNET MIF type, C-18
ethernet traffic, displaying, B-31
events
alarm or error, 9-14

eventTableOverwrite (ascend trap-type 16), 9-14
expiration, multicast membership, 7-14
Extend BW (DO comand), 2-6

F

Facility DataLink (FDL), 5-14, B-12
Fan LED, 1-4
far-end block error (FEBE), B-6
fatal error history log, B-17, B-32
Fatal-History command, B-32
Fault LED, 1-2
fault led, B-4
FClear command, B-36
FDL. See Facility Data Link
FDL .See Facility Data Link
FDX LED, 1-4
FEBE counter, clearing, B-7
FEBE. Seefar-end block error
Field Service privilege, B-1
FILT=<type> MIF type, C-20
flash memory
clearing, B-36
storing current configuration into, B-36
forwarding address, advertising, 7-40
FR MIF type, C-21
framing bits, 5-14, B-13
FRestore command, B-36
front-panel LEDSs, 1-5
FSave command, B-36
Full Access profile, 2-2

G

gateways, equal-cost, 7-39
general problems, solving, 2-11
German 1TR6, 3-13, 6-4
German 1ITR6 switch type, 6-2

H

handshaking, B-37

Hang Up (DO command), 2-6

hardware configuration problems, solving, 5-22
hash table, 7-13

Heartbeat command, B-36

Help command, B-37

HOSTN MIF type, C-1, C-22, C-24

ICMP echo_request packet, 7-21
Idle parameter, 3-8

ie0, 7-6

inactive WAN interfaces, 7-6
Inc Ch Count, B-9

Index 100, B-4

Index 99, B-4

indicator lights
MAX back-panel, 1-6
MAX front-panel, 1-5

InOctets, 3-13, 6-3
installed modules, checking, B-4
interface

active WAN, 7-6

statistics, packet count, 1-15
inverted CRCs, B-7
IP activity, displaying statistics, 7-8
I P address pool

status, displaying, 7-10

updating, B-4
IP routing commands, displaying, 7-5
IP routing table, 7-6

displaying, 7-5
fields, 7-3, 7-4, 7-6

| P static routes, updating, B-4
iproute delete command, 7-7
iproute show command, 7-5

IPX address, server, 7-25

IPX RIP traffic, displaying, B-21
IPXping command, 7-23
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IPXRipDebug command, B-21, B-36
ISDN
cal information, 7-1
line monitoring, 6-3
PRI and BRI interface problems, solving, 1-11
show command, 6-3

J

Japan NTT switch type, 3-13, 6-2

K

K56Flex modem cards, numbering of, 3-11
Keep alive, 5-9

L

latent routes, 7-41
LED, Alarm, B-13
LEDs, 1-4
Alarm, 5-14
MAX back pandl, illustrated, 1-4
MAX back-panel, 1-6
MAX front-panel, 1-5
Power, 1-3
LEDs, described, 1-2
lights
Link statuslight, 1-9
Line 5-14, B-8, B-12
Line 1 Stat window, 5-8
Line 2 Stat window, 5-8
line diagnosis, functions, B-6
Line Errors status window, 5-8
LineLB1, B-12
Line LB1 command, 5-14
Line LoopBack (LLB), 5-14
test, 5-14
line loopback test, B-12
LINE MIF type, C-22
line quality, B-38
lines
specifying outgoing, 3-6
lines, displaying status, 5-8
Link active, 5-9
LINK LED, 1-4
Link statuslight
location, 1-9
linkDown (RFC-1215 trap-type 2), 9-14

linkUp (RFC-1215 trap-type 3), 9-14

LLB. SeeLine LoopBack

100, 7-6

Load (DO command), 2-4

loading, entities, C-4

local DNStable, 7-10

Local LB, B-9

Local LB command, B-9

Local LB menu, B-9

local loopback test, B-9

local terminal server session
starting, B-4

log, fatal error history, B-17, B-32

Logical Link status, 1-9

LOOP MIF type, C-25

loopback, 1-11, B-6

loopback command, B-6

loopback function, cancelling, B-7

loopback interface, 7-6

loopback menu, B-9

loopback serial datarate, B-10

loopback test, 2-10, 5-14, B-9, B-12, B-13

loopback, LED, 1-3

loopback, restrictions, B-6

Loss of Sync, 5-9

loss of sync, 1-3

loss of T1 framing, 5-16, B-4

M

M1, M2, and M3 hits, B-6
Machine Interface Format (MIF), B-3
command line processing for, C-7
types of, C-10-C-30
Machine Interface Format (MIF) commands, C-4
for address/value of next entity, C-5
for entity current value, C-5
generating traps/asynchronous reports, C-6
loading/saving entities, C-4
parameter values, modifying, C-6
responses to, C-4
Use MIF, B-3
MAX back-panel LEDs, 1-6
MAX front-panel LEDs, 1-5
MAX reset, using SNMP, 9-2
maxTel netAttempts (ascend trap-type 15), 9-15
MdbStr command, B-39
MDialout command, B-2, B-40
membership, multicast, 7-14
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N

memory
clearing flash, B-36
dumping contents, B-17
Menu Save (DO command), 2-4
messages
warning, B-34
MIB, 9-1
MIB I, 9-1
modem
disabling, B-11
Modem #N, B-11
modem AT commands, B-39
modifying, B-39
modem AT string, modifying, B-39
modem availability, diagnostics, B-37
modem cards, numbering, 3-11
modem dialout, displays, B-40
modem quiescence, B-11, B-12
Modem slot, MAX 800 and PCMCIA cards, 1-9
Modem slots, MAX 800 status lights, 1-8
modem status, 3-12
modem, disabling, B-10
ModemDiag command, B-2, B-40
Modemdrv command, B-40
ModemDrvDump command, B-42
ModemDrvState command, B-2
ModemSlot, B-10
MPP Bundle, 3-14

MTU, Maximum Transmission Unit, Show If Stats
command, 1-15

Mulitcast address, packets, results of Show IF
command, 1-16

multicast
activity, displaying, 7-15
clients, displaying, 7-14
forwarding table, displaying, 7-13
multicast heartbeat, B-36
multipath routing, 7-39

N

near-end block error (NEBE), B-6
NEBE counter, clearing, B-7
NEBE. See near-end block error
Net Options status window, 5-7
NetWare stations, 7-23

network-specific information, show commands to
monitor, 7-17

next-hop router, 7-6

NFAS D channels, 5-14, B-13
swaps primary/secondary, 5-14
NFAS D channels, swaps primary/secondary, B-13
NFAS signaling, 5-14, B-13
NSL ookup command, B-42
NT1, returning to normal, B-7
NTT switch type, 3-13
NVRAMClear command, B-43

O

Operator Reset (Index 99), B-4

OSPF
Auth Type, 7-42
route, cost, 7-38

outgoing lines, specifying for self-test, 3-6
OutOctets, 3-13, 6-3

out-of-service LED, 1-3

output, verbose, 7-21

P

packet count, displaying, 1-15
packetsize, 7-21
PAD
connections, 8-1
service signals, 8-7
sessions, displaying, 8-6
parameters
values of MIF command, modifying, C-6

password

and Save Cfg command, B-2
password challenges, displaying, 3-9
password mode

disabling, 3-10

entering, 3-10

putting the terminal server in, 3-9
password security, SNMP, 9-1
password, default, 2-2
PDU, 9-6
performance registers

clearing line#1 in, B-13

clearing line#2 in, B-14
permissions, activating administrative, 2-1
phone number

specifying answer number, B-10
ping, 7-21
PND. See Present Next Digit
Port, 9-7
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Port Diag parameters, B-9
PORT MIF type, C-25

port number, UDP, 7-17

Port state change events, 9-15

portUseExceeded (ascend trap-type 13), 9-15

POST. See Power-on self test
power LED, 1-2

Power-On Self Test (POST)
Operator Reset (Index 99), B-4
System Is Up (Index 100), B-4

Power-on self test (POST), 5-16, B-4
PPPDump command, B-44
PPPFSM command, B-25
PPPIF command, B-27
PPPInfo command, B-44
PPTPCM command, B-45
PPTPData command, B-45
PPTPEC command, B-45
PPTPSend command, B-46
preference value, for route, 7-7
preferences, route, 7-40
Present Next Digit (PND), B-9
PRIDisplay command, B-46
privileges

assigning required, 3-8
profile, Full Access, 2-2
progress codes, A-6
protocol data unit (PDU), 9-6

protocols
multiple IP routing, 7-5
show commands to monitor, 7-17

Q

quality,monitoring transmission, B-6
gueued packets, UDP, 7-17
quiescing a modem, B-11, B-12
Quit command, B-47

R

RadAcct command, B-28
RadlF command, B-29
RADIUS configuration, updating, B-4
RADIUS server

opening connection to, B-4
RadStats command, B-47
Red Alarm, 1-3,5-9

registers, carrier and user, 5-11
remote management, 2-10

session, starting, 3-7

session, timing out, 3-8
remote u interface, B-6
reports, generating MIF, C-6
required privileges, assigning, 3-8
reset

MAX, 5-16, B-4

system, 5-16, B-4

using SNMP, 9-2
Reset command, B-48
Restore Cfg command, B-2

disk-feature, B-3
Resynchronize (DO command), 2-6
Revision command, B-48
RI. See Ring Indicate
Ring Indicate (RI), B-9
RIP routes, how OSPF adds, 7-40
RIP traffic, IPX, B-21
round-trip statistics, 7-21
route

age, 7-7

deleting, 7-7

hidden, 7-41

preferences, displayed, 7-7
ROUTE MIF type, C-26
Route preferences, 7-40
routers, locating slow, 7-3
routing, multipath, 7-39
routing, third-party, 7-40
Rq Corrupt CRC, B-7
Rqg Uncorrupt CRC, B-7
RS-366 output signal, B-9
R/W Comm parameter, 9-2

S

SAFEWORD server, 3-9
Save (DO command), 2-4
Save Cfg, B-3
Save Cfg command, and download permission, B-3
saving, loaded entries, C-4
SEC MIF type, C-27
Security, 9-7
security
events, 9-15
SNMP, 9-1

security configuration, and SNMP, 9-3
Security parameter, 9-2
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self-test error messages, 3-6
self-test, phone number self-test, 3-4
seria datarate, loopback, B-10
session

terminal server, starting, B-4
session ID, and kill command, 3-9
set all command, 3-9
Set command

SNMP, 9-2
set password command, 3-9
settings, displaying current, 3-9
show calls command, 3-13, 6-2
show dnis session command, 3-17
show dnis statistics command, 3-17
show if ? command, 1-14
show if stats command, 1-15
show igmp ? command, 7-13
show igmp clients command, 7-14
show igmp groups command, 7-13
show igmp stats command, 7-15
show ip address command, 7-9
show ip routes command, 7-5
show ip stats command, 7-8
show ISDN command, 6-3
show ISDN output, 6-3
show mrouting ? command, 7-13
show mrouting stats command, 7-15
show netware networks command, 7-25
show netware servers command, 7-25
show netware stats command, 7-25
show pad command, 8-6
show pools command, 7-10
show udp listen command, 7-17
show x25 command, 8-2
Signaling System 7, 6-4
signaling, NFAS, 5-14, B-13
SLIP, results of Show If Stats command, 1-15
sow routers

locating, 7-3
SNMP

configuring security, 9-3

enforcing security, 9-2

management, 9-1

resetting the MAX, 9-2

security, 9-1

Set commands, enabling, 9-2

trap parameters, 9-7

traps, 9-7

verifying MAX reset, 9-3
SNMP trap, configuration, 9-7

SNTP command, B-30
socket number, UDP, 7-17
software load, displaying, 3-11
source of clocking, 5-16, B-16
STAT MIF type, C-27
static routes, updating, B-4
statistics, round-trip, 7-21
status display, block error, B-6
stored configuration, restoring, B-2
strings, setting community, 9-2
superframe, B-6

format, B-13
super-user, 2-2
Switch D Chan, 5-14, B-13
switch type

1TR6, 6-4

German 1ITRG, 6-2

Japanese NTT, 6-2
SYSMIF type, C-29
sysAbsoluteStartupTime, 9-3
syslog, disconnect and progress codes, A-6
system

memory, checking, B-4
System Is Up (Index 100), B-4
System Reset, 5-16, B-4
systemUseExceeded (ascend trap-type 14), 9-15

T

T1 connections and troubleshooting POST, 1-1
T1 connections, checking, B-4
T1 framing loss, 5-16, B-4
T1 line, determining quality, 5-14, B-12
tag, 7-38
target address, 7-6
Telnet hosts
updating list, B-4
Telnet session
terminating, 3-9
Term Rate parameter, B-3
Term Serv, B-4
Terminal adapter, MAX 800 slots, 1-9

terminal server

banner, updating, B-4

session starting, B-4
test

diagnostics, B-4

line loopback, 5-14, B-12, B-13
test, loopback, B-6
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third-party routing, 7-40
Time-To-Live (TTL), 7-3
TLoadCode command, B-36, B-49
totals, block error, B-6
Traceroute command, 7-3
transmission quality, monitoring, B-6
trap

MIF generating, C-6
TRAP MIF type, C-30

troubleshooting
1TR6 switch type cause codes, numerical list, 6-7
AIM port interface problems, 1-9
configuration problems, 5-22
general problems, 2-11
hardware configuration problems, 5-22
ISDN PRI and BRI interface problems, 1-11

Trunk out of service, MAX 3000 Status Light, 1-6
Trunk out of service, MAX 6000 Status Lights, 1-3
TSave command, B-51

type of service, IPX, 7-25

U

u interface, remote, B-6
UDP packets, displaying statistics, 7-16
Uncorrupt CRC, B-7
UNIX, 7-22, B-17
Upd Rem Cfg, B-4
Update command, B-51
uptime
displaying, 3-10
Use MIF, B-3,B-4
user error event register, clearing line, 5-14, B-13
user performance registers, 5-11
U-superframe, B-6

\Y,

V.25 output signal, B-9
V.25 signal, B-9
V.35, troubleshooting cable issues, 1-14
V.90 S56 || Modem, quiesce a modem, 1-17
V110 MIF type, C-30
values
getting entity current, C-5
MIF command parameter, modifying, C-6
of next entity, C-5
verbose output, 7-21

VRouters
network commands modified, 3-21, 7-15, 7-16
VT100 interface, troubleshooting POST, 1-1

w

WAN aarm. See Alarm., 1-3
WAN interface
active, 7-6

displaying, 5-8
inactive, 7-6

WAN lines, displaying status, 5-8

WAN Link, interface statistics (Show IF Stats
command), 1-15

WAN port, display in information on, 6-3

WAN dlipsand AIM Static calls, 1-11

WANDisplay command, B-52

WAND Sess command, B-53

wanidle0, 7-6

wanN, 7-6

WANNext command, B-53

WANOpening command, B-54

WANToggle command, B-54

warmStart (RFC-1215 trap-type 1), 9-14

warning messages, B-34

WDDia out command, B-54

window
Line 1 Stat, 5-8
Line 2 Stat, 5-8
Line Errors status, 5-8

X

X.25,8-1
clear cause codes, 8-3
diagnostics, 8-3

Y

Yellow Alarm, 1-3, 5-9
yellow fault led, B-4
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